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Introduction and Overview




Course Introductions

e Introductions
— Workshop Director
— Class Participants
— Instructors

e Course Overview




Workshop Objectives

g 2

2 Nrior completing this workshop, you should be

able to:

e Explain the design and evaluation process
outline (DEPO)

 Define the elements of a physical protection
system

* Develop an understanding of the fundamental
principles of the different elements



Introduction of Workshop Participants

e Please introduce yourself to the class
— Name
— Organization and job
— Nuclear security / physical protection experience
— What are your expectations for this course
— What are your favorite activities outside of work




Logistics

 Class schedule
— Start and end time
— Breaks

 Cellphones and pagers
e EXits




Train-the-Trainer

Training Methodology




Outline

e |nstructor/Training Objectives
— Instructor requirements

— Learn the Course
* Objectives and Audience for the Course
e Structure and Components for the Course

— Instructional Systems Design (ISD) Process

e Subgroup Instructor Objectives
— Purpose and significance of subgroups
— Role of subgroup instructors
— Facilitation techniques

* Instructor Competency
e Summary

Note: This presentation has been designed and will be
presented as though it were a lecture in a training course.
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INSTRUCTOR/TRAINING

.Q‘



Instructor/Training Objectives

255 At the end of this module, you should be able to:
* Discuss instructor requirements
e List and discuss the 5 steps of the ISD process

e Describe the importance of learning objectives and
how they relate to course components
e Define the course:

— objectives and audience
— Structure, components and their importance




Multiple Training Methods

e Different training methods to address different types of learners
— Auditory
— Visual
— Tactile or kinesthetic
e Different training methods have different retention rates
— 5% Lecture
— 10% Reading
— 20% Audio-Visual
— 30% Demonstration
— 50% Discussion Group
— 75% Practice by Doing
— 90% Teaching Others

 Combination of lecture, discussions and practice by doing in -
subgroups




== Typical Course Structure

* Lectures

e Course/Subgroup Exercises
e Field trip, where applicable
e Final exercise

* Daily review

* Daily quiz

e Daily evaluation
e Social/cultural/team building activities




w Typical Course Structure

Course Structure

Type of Learning

Lectures/ Slides

Course Exercises

Text

Facility Tours, Field Trips

Daily Review

Daily Quiz/Daily Evaluation

Visual/Auditory

Visual/Auditory/Tactile

Visual

Visual/ Auditory/Tactile

Visual/Auditory

Visual/Tactile



=== Course Instructors

e (Qualifications

— Subject matter experts in multiple physical protection
areas. Must be technically qualified

— Trained instructors

e Tasks

— Present multiple lectures
— Lead all subgroup exercises

e Commitment

— Presence during course




Basic Instructor Qualifications

The ability to provide effective training is significantly influenced
by an instructor's instructional skills and technical expertise.

Instructors should be able to:

® Use a systematic approach to:
- implement training
- develop and use learning objectives
- develop and use questioning techniques

Understand and use adult learning and motivation principles
Teach and facilitate classroom learning

Use student-centered activities in a classroom environment
Manage stress in the classroom



Presenter
Presentation Notes
Description of Basic Instructor Training Components:

Instructors have a pivotal role in the quality of training delivered. The ability to provide effective training is significantly influenced by the instructor’s classroom instructional skills and technical expertise in their subject matter specialty. Retention and future application are the desired outcomes for adult learning and education programs at Sandia.  
 
Participants should learn to develop and use lesson plans as instructional tools, learn how to use adult learning principles of instruction, practice teaching and facilitating classroom learning, learn how to use student-centered activities in a classroom environment, and build many more instructional competencies and skills.   

Competencies and skills should be developed in the following topics: fundamentals of a systematic approach to training, questioning techniques, learning objectives, principles of adult learning and motivation, lesson plans/guides, instructional materials and media, and managing stress in the classroom. Evaluation of students is a performance-based assessment in which students develop in class an instructional module using a lesson plan and then instruct the module to fellow students applying the above principles. 



gCourses Designed and Maintained using 5 Phases of
! 3 Instructional System Design (ISD)

. Analysis Phase
Design Phase

Development Phase ﬂ q

Implementation Phase

Evaluation Phase

4. Implement <::> 5. Evaluate <:> 2. Design



Presenter
Presentation Notes







Why do | “the instructor” need to

2 & understand the ISD model?

£’ . Aninstructor should understand the material they are
using and the techniques used to design it

« Aninstructor should understand who the learners are

« An instructor should understand how to use their
teaching material

— Learning objectives
— Quizzes
— Reviews

« Instructors should understand the proper way to
upgrade and improve a course
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Presenter
Presentation Notes
Next we will discuss the ISD model, but first we want you to understand why this is important to you.


1. Analyze

e Conduct Needs Assessment
— Will training fix the problem?

— Who are the learners, what are their knowledge, skills,
attitudes, and competencies?

— What do people need to learn?
* Course Requirements
* Course Design
e Course Evaluation

e Develop Course Requirements
— Course Objective
— Pre-requisite knowledge

12
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Presentation Notes
1. Analysis Phase
Needs Assessment: Is training going to fulfill the need?
Learner Analysis: 
Who are the learners? 
What are their knowledge, skills, attitudes, and competencies?
What do they need to learn?
Job-Task Analysis: Determine outcome expectations


£ « Write Student Learning Objectives

Student Learning Objective: A specific description of tasks and abilities
the student should be able to do at the end of a module.

— These are the most important piece of the course: all
presentations should focus on these.

— These items are directly linked to quiz questions and exercises
to test the students knowledge of, or ability to complete the
tasks.

e Specify Instructional Strategies

Instructional strategies: Approach taken to achieve learning objectives.
— Examples: Lectures, Subgroup, Games, Demonstrations, Reading

13



Presenter
Presentation Notes
No matter who presents a module, they should always focus on the objectives. This ensures that participants will hear the most important points stressed and the information will be presented consistently.

2. Design Phase
Determine the course goal
Determine course modules and learning objectives for each module
Learning Objective: A statement of what learners should be able to do after the instruction or of the intended result of instruction
Choose instructional strategies and methods (i.e., lecture, text, exercises, or online)
Evaluation and design plan (what did they learn?)
Resources (time, money, people, etc.)



Example:
"2k Introduction to DEPO Methodology

Methodology based on a system engineering approach —
three major steps:

1. Define physical protection system requirements

2. Design new, or characterize existing, physical protection
system

3. Evaluate physical protection system performance, and
redesign if necessary

14



Presenter
Presentation Notes
The course is structured based on the DEPO process, which is a systematic approach to Physical Protection. 

Why are slides 14 and 15 placed here? Are they part of the design process?
Answer: These are examples of how the RTC has been designed.


(DEPO)

,..—f Define PPS
i requirements

mmmm)> Design PPS mmmy

Physical Protection System

Detection Delay Response
Process of design l l l
& evaluation Intrusion Delay  Response
detection
!
Facility Alarm
characterization Assessment

!

Access control

Target Identification Alarm
Communication &
I display
Threat definition

Desigh and Evaluation Process Outline

Evaluate Final
PPS PPS
‘ Design
ASD
Re
Single Path .
analysis DeSIQn
| PPS
Neutralization
analysis
i
Scenario
analysis
]

Insider analysi


Presenter
Presentation Notes
The course contains a DEPO chart, this provides participants with a visual of both the process they should follow, as well as a map of the training course. 


3. Develop

 Develop instructional materials
— Text
— Lecture
— Exercises
— Test and evaluation

e Peer review
e Technical editing
* Production



Presenter
Presentation Notes
3. Development Phase
Create course materials
Use the objectives to write text, slides, and exercises for each section
Determine what resources are necessary (posters, computers, etc.)
Create instructor manual
Lecture notes
Exercise solutions
Time allotment and lesson plans
Create evaluation instruments
Tests or quizzes
Final exercise with a grading rubric
End-of-course evaluation form
Test course materials
Revise where needed



zwn 4. Implement

e |nstructor rehearsal and critique
— Lectures
— Subgroup exercises
— Team building
— Language skills

* Course presentation
— Time management

e Student learning estimates
— Daily quiz and feedback

e Daily review
— Instructor meetings



Presenter
Presentation Notes
4. Implementation Phase 
Materials are now ready to be utilized!
Determine instructors
Train the trainer
Present the final course



International Presentation Considerations

Speak slowly, English is a second language for most
participants

Focus on the objectives as you work through the
presentation

Do not use acronyms

Do not use idioms or slang words, few of the participants
will understand them

If asked a question, repeat the question so that everyone
can hear it, and to confirm that you understood the
guestion

Be aware, jokes do not always translate well
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5. Evaluate

@2+ Evaluate course activities versus objective and
requirements

— Student feedback

e Daily Quizzes (what participants learned)
e Daily Evaluation Forms (how participants felt)

— Instructor input

 Updates should be done when
— Evaluation results suggest needed changes
— Technologies and tools have changed

 Repeat the instructional system designh process

19
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Presentation Notes
5. Evaluation Phase
Review your evaluation tools, quizzes, and end-of-course evaluation form to determine what the students learned.
Record instructor comments and observations about rough areas and ideas for improvement for next time.
Use student comments and quiz scores to determine problem areas and fix them for the next course.  



Quiz Questions

= . Quiz questions should be linked directly to the
objectives.

— This allows appropriate measurement of objective
comprehension

— This keeps the message consistent throughout the
course

— Results help identify what topics were understood
and retained, and what topics should be reviewed
and emphasized the next morning

20



Presenter
Presentation Notes
Should talk about our Electronic Quiz System.


Instructor/Training Summary

 Courses are designed to teach individuals using visual,
auditory, and tactile learning styles

e Learning objectives are key to ensuring
— Consistent presentations

— Focused quiz questions
1. Analyze
— Appropriate reviews ﬁ

e |SD Process

‘ 4. Implement <:> 5. Evaluate <:>
k 3. Develop J



Presenter
Presentation Notes
Discuss the RTC objective and audience
Discuss course components and their importance
Discuss RTC instructor requirements
List and discuss the 5 steps of the ISD process
Describe the importance of learning objectives and how they relate to course components



SUBGROUP INSTRUCTORS

.Q‘



Subgroup Instructor Objectives

1= At the end of this module, you should be able to:

e Describe the purpose and significance of subgroups
e Discuss the role a subgroup instructor has

e Describe the subgroup process

e Discuss the subgroup facilitation techniques

23



Purpose of Subgroups

A . Subgroups involve visual, auditory, and tactile
learning

e Subgroups give participants experiences that
emphasize the methods and techniques
taught during the lectures

“What we have to learn to do, we learn by doing”
-Aristotle

e Subgroups share professional experiences
related to each topic

24



Subgroup Instructors

“The best way to learn something, is to teach it
to someone else.” -Anonymous

 The role of a subgroup instructor is to
facilitate subgroup exercises

— Facilitator: A facilitator serves as a coordinator
and organizer of the subgroup, and ensures
everyone is participating and staying on task.
Facilitators clarify issues, focus discussions, bring
out viewpoints, and synthesize differences.

25
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Presentation Notes
The role of subgroup instructor is the most important role in an RTC!!!

Synthesize differences: This involves managing different (opposing) opinions. This includes focusing on the positive aspects of everyone’s ideas, agreeing that it is ok to disagree, and helping participants agree that there can be more than one way to manage a problem. 

The quote is something that I have always hear others say, and that I say myself. However I do not know the official origin of it, and have not yet found the origin of it.
Hathi Trust Digital Library�Monitorial Instruction: An address, pronounced at the opening of the New-York High-School�By John Griscom  New York, NY: Printed by Mahlon Day, 1825 Pg. 107:�[Also Hathi Trust Digital Library, January 1824, The Westminster Review, pg. 52.]�[Reprinted 2 May 1826, Sentinel of Freedom, and New-Jersey Advertiser (Newark, NJ), “Monitorial Instruction,” pg. 2, col. 2.]�1. The first and essential principle of the new system of education is, that children teach each other. This, like many other important discoveries, is but the new application of an old truth; for no maxim is more ancient than that, what a person understands he can communicate, and that the best way to learn is to teach. �Wikipedia: Frank Oppenheimer�Frank Friedman Oppenheimer (August 14, 1912 – February 3, 1985) was an American particle physicist, professor of physics at the University of Colorado, and the founder of the Exploratorium in San Francisco. A younger brother of renowned physicist J. Robert Oppenheimer, Frank Oppenheimer conducted research on aspects of nuclear physics during the time of the Manhattan Project, and made contributions to uranium enrichment. After the war, Oppenheimer’s earlier involvement with the American Communist Party placed him under scrutiny, and he resigned from his physics position at the University of Minnesota. He was eventually awarded a grant from the National Science Foundation to develop new pedagogical methods, which resulted in a “Library of Experiments” — nearly one hundred models of classical laboratory experiments which could be used in aiding the teaching of physics to elementary school children (Oppenheimer was the one who made the often-referenced quote “the best way to learn is to teach").�


=== Subgroup Process

g S

e At the beginning, the subgroup will rely
heavily on the subgroup instructor

e Asthe subgroup comfort level increases, they
will become more independent

By the end of the workshop, the subgroup
instructor should act as a consultant, instead
of a leader. The participants should be leading
themselves

26



=Y Subgroup Instructor Preparation

= . Prepare by working through all exercises yourself

— You should experience it before participants do

— This will allow you to identify areas that need to be
emphasized and/or clarified

e Review the exercise the evening before, to refresh
your memory

e Ensure that all necessary training aids and supplies
are available for participant use

27



Subgroup Instructors Should:

Build a strong bond with your group, motivate and empower
them

Direct subgroup activities, recognizing that as the group gains
cohesion you should be more of an observer than a leader

Ensure appropriate training aids and supplies are available for
participants

— Markers

— Flipcharts

— Posters of important facility drawings

— Computers for software (if necessary)

28



Subgroup Instructors Should:

Manage the group process: Observe group occurrences and
trends, work with the group to ensure that they are
completing the necessary tasks and that everyone is
participating

Most groups will go through the 5 stages of group
development:

— forming

— storming

— norming

— performing

— adjourning

29



s SUbgroup Instructors Should NOT:

% « Complete the exercises for the subgroup

e Just give out the answers

* Allow one person to dominate the group and
do all of the work

30



Facilitation Techniques

e |dentify ground rules
e Give specific instructions
* Focus the subgroup




ldentify Ground Rules

1 . Asa group, take 5 or 10 minutes, and
determine the rules that the group will follow

— Allows group to work together and feel ownership of their
rules

 These should not be lengthy (3-7 rules)

e Examples:
— Be on time
— Be respectful of others

— Everyone contributes based on their knowledge and
experience

32




- Give Specific Instructions

e Before the subgroup beginS, have times

planned for each exercise
* Verbally explain that task

e Tell subgroup how long they have to do the
task

e Tell subgroup what you expect them to do at
the end of the task

33



Focus the Subgroup

= . Stay on time (start, return from breaks, etc.)
e Assign roles/responsibilities when appropriate

e Keep group on track (don’t allow them to
waste their time)

— Ask strategic questions to redirect if they are off track

e Manage conflict

34



TAKE A BREAK AND WHEN WE COME
BACK WE WILL HAVE A DISCUSSION




Y 1. What are the instructor requirements?

5 Discussion Items (1)

2. How do learning objectives relate to the
course components?

3. How many of you are instructors? Do you feel
comfortable enough to teach this material?
Why or why not?

36



& Discussion Items (2)

5 4. If someone is technically qualified, does that
make them a good instructor? And visa-
versa?

5. Who creates the training material?

6. Is a sub-group instructor different than a
lecture instructor?

37



Subgroup Instructor Summary

= . Subgroups are the most important component of a
course because they allow participants to experience
concepts that are taught during the course

 The subgroup instructor should facilitate the
subgroup through the exercises

e The subgroup instructor should become less
important as the group progresses

e 3 facilitation techniques

— ldentify ground rules
— Give specific instructions
— Focus the subgroup

38
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Presentation Notes
Explain the purpose and significance of subgroups
Discuss the role that a subgroup instructor has at RTC
Describe the RTC subgroup process
Discuss the 3 RTC facilitation techniques



=Y Instructor Competency

#7 « Aninstructor competency is a skill that an instructor must
successfully exhibit so that they are able to teach and/or
facilitate a course or subgroup.

 The following competencies should be adopted by each
instructor before they are said to be proficient with
facilitating this course:

— Work experience
— Teaching experience

— Participation in 3 course sessions with a Subject Matter Expert
(SME)

— Pass evaluation from the SME
— Creation of an Instructor Guide Document

39




=z Work and Teaching Experience

#5 « Each instructor should have a technical
background related to the subject of the
course




e Observe a SME teach the course and

Courses with a SME

participate exclusively as a student
e Co-facilitate with the SME that they observed

e Facilitate entirely by themselves with the
same SME observing and providing feedback
to the instructor




Instructor Guide Document

e |nstructor Guide is created by each individual
instructor throughout the train the trainer

session

 Each module will allow 5-10 minutes to complete
you guide at the end of the lecture

e Guide should consist of the following for each
module:

— Key learning points
— Relevant examples that enhance the course materials

— Materials needed to instruct
— |tems to prepare ahead of time



Module Summary

e Instructor/Training Objectives
— Instructor requirements

— Learn the Course
e Objectives and Audience for the Course
e Structure and Components for the Course

— Instructional Systems Design (ISD) Process
e Subgroup Instructor Objectives
— Purpose and significance of subgroups

— Role of subgroup instructors
— Facilitation techniques

e Instructor Competency

43




Introduction to the
Design of Physical Protection
Systems




Learning Objectives

At the end of this module, you should be able to

State two different PPS design strategies
|dentify the three functions of a PPS

— Discuss the relationships between them
Discuss performance measures

— Detection, delay, response

— System

Describe the adversary timeline vs. PPS time
requirements

|dentify system engineering design principles for an
effective PPS


Presenter
Presentation Notes
This module is intended to give an overview of the fundamentals and core principles for a PPS.  This module is an introduction to the PPS functions (detection, delay, and response) and how they are an integrated system.  Technologies for each of the functions and their component elements will be covered in the following modules. 
This module will introduce the basic principles of PPS design and evaluation and how we integrate the functions to create the most effective system possible. We will describe the characteristics of these functions and suggest design criteria that experience and research have shown to be effective.



= PPS Design Strategies

&% Deter the adversary

— Implement a PPS that potential adversaries perceive
as too difficult to defeat and thus do not attack

— Problem: Deterrence is difficult to quantify or measure
— Problem: What if some adversaries are not deterred?

 Defeat the adversary
Physical

— Required PPS functions: detection, delay, protection
response
* Integrated as a system
— Recommended design approach
and the one used in this course



Presenter
Presentation Notes
Of course we would like the adversary to be deterred from ever attacking our facility.  The problem with deterrence is that it is not measurable.  We cannot determine how many adversaries have been deterred from attacking after seeing a PPS that is too hard to defeat.  [We simply do not have a large return rate from our questionnaire on this subject!] While we are happy to accept any role that deterrence may play, if we are never attacked we still have no measure of how effective our PPS is in protecting the asset.
Because of this inability to measure or even estimate the deterrence factor, we acknowledge that it is a factor that works to our benefit but will not rely on it, particularly for critical assets with a high threat.
So if we cannot take credit for deterrence, then we have to build systems that can defeat the adversary if they do attack.  We use functions of Detection, Delay, and Response to build the PPS into a system that has a high probability of interrupting and then defeating the adversary if they ever attack. The functions combine people, procedures, and equipment to achieve the required level of performance.


hiEr

Basic PPS Functions

Physical Protection System Functions

Detection

Delay

Response

* Intrusion Sensing
* Exterior Sensors
* Interior Sensors
e Contraband Detection
* Entry Control
e Alarm Assessment
e Alarm Communication
and Display

* Passive Barriers
e Active Barriers

* Guards, Response Force
* Interruption
e Communication to RF
* Deployment of RF
* Neutralization



Presenter
Presentation Notes
A diagram of the PPS Functions is shown above.   All features built into any PPS system can be grouped into detection, delay, or response. You will find that each of these is equally important and when an improvement to the PPS is needed, an improvement in any area will improve the PPS.  Likewise, a complete failure of one of these functions means total system failure.  The functions are interrelated and that will be clear as the modules are presented.
Several features of this scheme of PPS Functions should be noted:

Detection includes alarm sensing (using exterior or interior sensors), alarm communication, and alarm assessment.
Delay contains two types of barriers.  One type is in place all the time, like doors and windows and fences. The other type, like smoke, foam, and entanglement devices, are dispensed only when the attack is confirmed.
Response has two aspects. The first is Interruption and that means the response force has arrived in time and at the right place to interrupt the adversary.  Interruption includes communication to the response force that there is an alarm and deployment of the response force to the correct location. Neutralization is a measure of the response force chance to win the subsequent encounter.

Hypothetical facility examples?  Detection/Delay/Response (PIDAS sensors & CAS; vehicle barriers; guard posts)



Detection

J

Alarm
Sensor Alarm Alarm

: ' |
Activated Slgna Reported Assessed
Initiated

« Performance measures
— Probabillity of sensor alarm (Pg)
— Alarm assessment and communication time (T,)
— Probability of assessment (P,)
— Nuisance alarm rate (NAR)
— Probabillity of detection Py =f (Pg, Ty, Pa» NAR)
« Along time delay between sensor alarm and
assessment lowers P,

“An alarm without assessment is not detection”
5


Presenter
Presentation Notes
Detection is the discovery of the adversary action.
Four actions need to happen in order for detection to occur successfully.
Notice that this is not just the activation of a sensor, but having the signal initiated and reported to an alarm station, and finally a human assessing whether the alarm is real or a nuisance alarm.
You notice that we tie the actuation of a sensor AND assessment together.  If we just had a sensor actuated, we would not call the whole police force out to respond without verifying (assessing) that it is a real alarm.
We say that “alarm without assessment is not detection”
Some other performance measures are the probability that the sensor will alarm when the DBT enters the detection zone. This depends on lots of things like the sensor sensitivity; sensor vulnerability; sensor maintenance; and skill of the DBT. The probability of detection needs to be tested and maintained in place. This is based on the installation of the alarm, the type of threat, maintenance of the alarm system, etc.
Time for assessment is important.  We want to assess as quickly as possible to be able to call the response force immediately if necessary, and to also see the adversary as the alarm is created. CCTV for assessment is almost immediate, but it is expensive since it requires many cameras, monitors, and lights, etc.
Frequency of nuisance alarms is another measure of performance.  As an example, one nuisance alarm per zone per day is the NRC limit.  NAR is a good clue about how well the system is working; but note that if NAR = 0, then the system is probably broken.



Provide Obstacles to Increase
Adversary Task Time

Passive Barriers
and Active Barriers

e Performance measures

— Time to travel across areas

« Delay must occur after detection
— Delay before detection is deterrence



Presenter
Presentation Notes
The next of the three functions of the PPS is delay.
Its performance measure is simply the time that it delays the adversary on his/her path to the critical asset.
Guards can be delays too, but an unprotected guard is estimated to only delay a determined adversary for 10 seconds.  Several years ago an intrusion was made into the Senate Office Building in Washington DC and the guard at the metal detector was a delay for only a few seconds.
If the guard is in a protected position, then the delay is increased.
Physical barriers include typical features like doors, windows, and walls. 
Activated barriers are pop-up vehicle barriers, smoke, soap bubbles, and tear gas. Some other activated dispensable barriers include rigid and sticky foam. The problem with activated dispensable barriers is the command and control of these systems, you want them to work when you want them to, the shelf-life, and sometimes it is often difficult to get enough in order to slow down the adversary. 
Delay without Detection is Deterrence.




Response

Communicate Deploy Interrupt Neutralize

to Response Response Adversary Adversary
Force Force

e Performance measures

— Probability of
communication to
response force

— Communication time

— Probability of deployment
to adversary location

— Deployment time

— Response force
effectiveness



Presenter
Presentation Notes
The third function of a PPS system is response.
The performance measures, as you can see, are all related to getting the response force (police or military) to the asset as quickly as possible and then determining their effectiveness once they are there.
Clearly, the probability of communicating the need for the response force is a limiting value of the overall effectiveness. If they are not called, they will never arrive! 
The time to respond and deploy is one of the major factors in the effectiveness of the response force.  If the response force time of the sheriff from the local town to a remote site is 50 minutes, then chances are the adversary has plenty of time to do what he wants to the asset and escape.
This can be a very difficult function of the PPS to improve without stationing armed police/guards at the facility (which some communities have started to do for high-consequence facilities).
The final aspect is Response Force Effectiveness. This depends on what kinds of weapons, training, and numbers of response force compared to the adversary. If your DBT is defined as having 5 well trained, motivated, and heavily armed adversaries (willing to die), then it is suspected that a few local sheriff officers will not be effective in preventing the adversaries from achieving their objective.


=== Design Practices for Effective PPS

= . Timely detection

e Defense in depth

* Balanced protection
e High reliability



Presenter
Presentation Notes
Slide Purpose:  We will now introduce four system engineering design principles that are best practices for effective physical protection systems.



Two Competing Timelines

e Adversary Timeline
— Cross areas
— Penetrate or bypass barriers
— Remove or sabotage target

e PPS Timeline
— Detection process
— Delay process
— Response process

* Overlay of two timelines illustrates requirement
for PPS effectiveness



Presenter
Presentation Notes
Slide Purpose:  Describe adversary and PPS timelines.

Instructor Notes:
In order to illustrate and help understand the principle of timely detection it is useful to think in terms of two timelines:
One timeline is associated with the task times for an adversary to complete a malicious act.
Second timeline is associated with the three functions of a PPS: detection, delay, and response.


Adversary

Begins Taslming Opportunities \‘ Completes Task
Adversary Task Time

Adversary and PPS Timelines

Adversary

Adversary Task Time Remaining After First Sensing

PPS Response Time

First

Sensing \

Time
Remaining
After
Interruptio

Response
Force Time

Detection
Time

Adversary
Detected
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> o
Y
2 5
g =
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Presenter
Presentation Notes
Slide Purpose:  Discuss combined adversary and PPS timelines.

Instructor Notes:
Discussion points:
Time axis
When does time start?
Adversary timeline: task times and sensing opportunities.
PPS timeline: detection and response; where is delay?
PPS timeline begins with first sensing.
What is the necessary condition for interruption?  This is the Principle of Timely Detection.
Neutralization is not part of this picture, but interruption is a necessary condition for neutralization.


Adversary

Late Detection

Begins Task

Adversary

Sensing

First

Sensing \

Opportunities

Completes Task

Adversary Task Time

Adversary Task Time Remaining After First Sensing

- PPS Response Time ;

©

u

)
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) 5
L3 D °
Detection Response o
. S . ()
Time ¢ Force Time 2
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©

<

T

0 Time => Tc
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Presentation Notes
Slide Purpose:  Discuss the timeline for late detection.

Instructor Notes:
Late detection: first sensing is later (further along the adversary path and timeline) than the first case.

PPS response time is greater that the adversary task time remaining after first sensing.  Therefore interruption is not possible before adversary completes malicious act.�
PO Suggestion: Make the blue box on far right wider so that “Arrive Too Late” will be the same size as “Adversary Detected.” 


Insufficient Delay

Adversary
Begins Task /\ Sensing Opportunities Completes Task
Adversary Task Time ’
Adversary Task Time Remaining After First Sensing
PPS Response Time
First =
. =
Sensing \ %
Detection o Response
Time - Force Time
(7]
]
>
©
<

Adversary

Arrive Too Late
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Presentation Notes
Slide Purpose:  Discuss the timeline for insufficient delay.

Instructor Notes:
Change TA to TD.

Insufficient delay: adversary total task time is less than the first case.

No interruption.�


Adversary

Begins Task /&S&

Adversary Task Time Remaining After First Sensing

Slow Response

Adversary

ensing Opportunities X Completes Task
Adversary Task Time
M

PPS Response Time

First

Sensing \

Detection
Time

Response
Force Time

Adversary Detected
Arrive Too Late
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Presenter
Presentation Notes
Slide Purpose: Discuss the timeline for slow response.

Instructor Notes:

Slow response: Response force communication and deployment time is greater than the first case.

No interruption.

Next we will discuss three other system engineering design principles for an effective PPS.�


= Relationship of PPS Functions

el System detection and response time must
be less than adversary task time

* To increase the probability of system
success

Detect intrusion earlier
Reduce assessment time
ncrease adversary task time
Reduce response time

ncrease response effectiveness
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It is important to note that detection must be accomplished for delay to be effective.  Delay before detection is deterrence and deterrence is difficult to measure.    
Recall that the highest priority security system goal is to protect critical  assets from theft or sabotage by a malevolent adversary.  For a security system to be effective for this objective, there must be notification of an attack (detection), then adversary progress must be slowed (delay), which will allow the response force to arrive in enough time to interrupt and/or stop the adversary (response).

To increase the probability of system success, you want to consider the following in your design:
- Detect the advisory as early as possible
- Reduce the time the operator/guard has to assess the alarm (make the decision whether the alarm is false/nuisance or a actual attack)
- Put enough system delay into the design to slow down the adversary
- Reduce the time for the response force to deploy to the attack (short deploy time, clear communication)
- Increase response effectiveness (better training, equipment – equal to or better than DBT)



=== Design Principles for an Effective PPS

#= . Protection-in-depth

* High reliabllity
— Minimum conseguence of component failure
— No single-point of failure

e Balanced protection
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A well-engineered PPS will exhibit the following three important characteristics:
1. Protection in depth – an adversary should be required to avoid or defeat a number of protective devices in sequence.
2. High Reliability - Minimum consequence of component failure ; no single point of failure – contingency plans need to be in place so the overall system continues to operate without interruption.
3.  Balanced protection – the minimum time required to penetrate each barrier is equal, and the minimum probability of detecting penetration of each barrier would be equal.
This is a picture of an intrusion detection zone (a very effective detection zone) outside of a very high-security area (such as a prison or Fort Knox). The outside is to the left and the inside is to the right. 
Note that it makes no significant difference which way the outriggers are facing on a fence. Usually we place them outward, but it really makes very little difference in climbing time. One way it gives the adversary something to grab onto to climb the fence, the other way it interferes with the crossing over the top of the fence.
There are microwave sensors, active infrared sensors, and a taut wire sensor in this collection of exterior sensors.  Having three sensors is protection in depth. These sensors are all of different technologies and the adversary has to defeat all three of them with different tools and techniques.  If we have a choice of one very good sensor or three fairly good sensors, we always take the multiple sensor route because it is protection in depth. Having multiple sensors then means if one fails you still have the other two.
This sensor zone has to go all around the facility with absolutely no breaks in coverage.  


Protection-in-Depth

&7 « Adversary must defeat or avoid a number of
protective devices in sequence

— Multiple layers of detection and delay are preferred

* Protection-in-depth should
— Increase adversary’s uncertainty about the system

— Require more extensive preparations by adversary
prior to attacking the system

— Create additional steps where the adversary may
fail or abort his mission
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The use of multiple layers of protection, combining detection and delay elements, increases our chance of success by giving us multiple opportunities to detect and respond to the adversary.
Protection-in-depth presents a much more formidable problem to the adversary because they now must be an expert at defeating several different kinds of barriers and sensors.  The adversary must bring different kinds of equipment to defeat different technologies, and this requires much more preparation and training.
In addition, with each separate step that the adversary has to take, it increases his chance of making a mistake.  Or, the adversary may choose to terminate the attack because the adversary thinks he has been detected or realizes that he has to go home and practice some more!

Hypothetical facility- what are examples of protection-In-depth? (outer fence, microwaves, active infrared, inner fence with sensor and arresting cable, vehicle barriers)  Multiple layers of detection and delay.


S High Reliability

—f Contingency plans must be provided so the
PPS continues to operate after a component
fails

 Redundant equipment can take over function
of disabled equipment in some cases
— For example, backup power exists Iif primary power
IS lost
 Some failures require aid from sources
external to the facility

— For example, national guard is used to supplement
security during times of higher alert status
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We try to minimize consequences of component failure in a well-designed system. Some of this is accomplished through the use of protection-in-depth. By having multiple layers of protection, if one component fails, we can still operate, although possibly in a degraded state.
Redundancy of equipment may be accomplished through protection in depth or by having spare equipment on-site.
In addition, contingency plans can be prepared that require posting of additional guards, use of portable equipment, or other means. These are generally temporary solutions and require immediate attention in order to restore system function as quickly as possible.
Finally, it should be recognized that some failures may require assistance from local police or backup security personnel from off site. It is expensive but guards can be posted around a site to provide protection. A good example of this was during Desert Storm. Airports around the country were on a high alert, and they dispatched extra members of law enforcement to keep traffic moving outside terminals and try to reduce the danger of an attack.





2= Balanced Protection

¥ « No matter how an adversary attempts to
accomplish their goal, effective elements of the
PPS will be encountered

* Provides adequate protection against all threats
along all possible paths

* Minimum time to penetrate each barrier is equal
and the minimum probability of detecting
penetration of each barrier is equal "

« Maintain a balance with other faC|I|ty
considerations
— Cost
— Safety
— Structural integrity
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Balanced protection means that no matter how an adversary attempts to accomplish the goal, effective elements of the PPS will be encountered.  
For a completely balanced system, the minimum time to penetrate each of these barriers would be equal, and the minimum probability of detecting penetration of each of these barriers should be equal.
Breaks in the PIDAS (vehicle gates, ECP) need the same probability of detection as the rest of the PIDAS – usually accomplished through guards.
There is no advantage in overdesigning by installing a costly door that would take several minutes to penetrate with explosive, if the wall adjacent to the door were standard dry wall construction (which could be penetrated in a few seconds with hand tools).
Features designed to protect against one form of threat should not be eliminated because they overprotect against another threat.  The objective should be to provide adequate protection against all threat on all possible paths.


Summary

e Two PPS design strategies

— Deter adversary

— Defeat adversary (recommended)
 Three functions of a PPS

— Detection, delay, response

e Total time for detection and response must be less
than adversary task time

e Design characteristics of an effective PPS
— Protection-in-depth
— Highly reliable
— Balanced protection =
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This is the summary slide for the PPS overview session.

The preferred design strategy is to defeat the adversary.  The design of an effective PPS includes the determination of the PPS objectives, the initial design or characterization of a PPS, the evaluation of the design, and in many cases, a redesign or refinement of the system.

If designing a new system, people procedures, and equipment must be integrated to meet the objectives of the system.  If the system already exists, it must be characterized to establish a baseline of performance.  

We have said that the design of a PPS will require the careful and appropriate application of three functions (detection, delay, and response).  The PPS is an integrated system of detection, delay, and response.

An important aspect of integrated PPS functions is for system detection and response time to be less than adversary task time so that the adversary can be interrupted.  Design principles to help accomplish this goal are protection-in-depth, high reliability, and balanced protection.



Introduction to Sensors



Presenter
Presentation Notes
This module will discuss exterior sensors, the first component area under detection.
In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together.
Exterior sensors are those used in an outdoor environment, and interior sensors are those used inside buildings.  The exterior environment presents additional challenges over interior sensors for sensor operation as the sensors must adapt to rapidly changing environmental conditions.
In this module, exterior sensors will be discussed in terms of sensor classification and application, probability of detection, nuisance alarm rate, and vulnerability to defeat.
The exterior intrusion detection system design should be site-specific and suitable for the physical environment, and operational conditions that will be encountered.
The exterior sensor subsystem should be well integrated with the video and barrier subsystems.
Use of exterior perimeter-intrusion detection systems is generally found only in high-security applications



Learning Objectives

7 After completing this module, you should be

able to:

Provide a general overview of sensors
Describe sensor fundamentals and principles

Explain the different types of testing for
Sensors

Describe features of an exterior and interior
sensor system


Presenter
Presentation Notes
These are the key objectives the students are expected to learn during the lecture and discussion of the introduction to exterior sensors.

This module will introduce exterior sensors and discuss which exterior sensors provide the best detection for a given threat and operating or environmental conditions.

We will also discuss how exterior sensors are evaluated and how they can be placed to get the best performance.

Finally, we will discuss the advantages of different sensor technologies, and how they can be combined to optimize performance.



@ Parts of a Physical Protection System

¥ « Detection and Assessment

— Exterior intrusion sensors

— Interior intrusion sensors

— Alarm assessment

— Alarm communication and display

— Entry control and contraband detection

e Delay
* Response



Presenter
Presentation Notes
This slide shows how exterior and interior sensors fits into the physical protection system.
There are five components to Detection and they are (refer to DEPO):
Exterior Sensors
Interior Sensors
Alarm Assessment
Alarm Communication and Display
Entry Control and Contraband Detection
Each of these modules relates to detection.  Alarm assessment is important because without assessment we do not consider a detection to be  complete.  Alarm Communication and Display relates to how the alarm information is transmitted to the central alarm station and displayed for the operator to make a decision on the event.  And finally entry control is the detection element that is applied to the entry gate and entry doors to the facility.  The purpose of entry control is to detect an attempted intrusion using the deceit tactic.  For a balanced system, the entry control portal should provide the same level of detection as the perimeter.




Example of Design Objective - Exterior

= . Design a PPS exterior sensor system:

— Which will detect a human intruder in the
detection zone walking, running, or crawling;

— In a speed range of 0.15 to 4 meters per second;

— At a probability of detection of 90% and 95%
confidence level

— A nuisance alarm rate of no more than 1 alarm
per day per zone



Presenter
Presentation Notes
You have to know what the system is designed to do.  If the system is not designed to detect hang gliders or tunneling, it shouldn’t be tested to that.
This is an example of a detection criteria statement used by several organizations.  Such criteria should be developed for sensors in the design of a PPS because this data needs eventually to be inserted into the analysis models.
You could ask the students what other information they might add to this criteria:  They might add:
Define “individual” to be consistent with a defined threat (this example does not specify the size of the individual, but normally such criteria would be defined).
Determine % of time the defined threat would be walking, jumping, crawling, etc. and use that to determine the probability of detection.
0.15 meters per second is ½ foot per second.  That seems fast, why not slower?
What if we established a lower confidence level?  Then the probability of detection could be met with less testing, however, the risk may be greater.



Example of Design Objective - Interior

e Interior intrusion detection system (IDS) design:

— Volumetric sensors must detect an individual moving
at a rate of 0.15 meter per second, or faster, within
the total field of view of the sensor and its plane of
detection

— A balanced magnetic switch (BMS) must initiate an
alarm whenever the leading edge of the door is
moved 2.5 cm or more from the fully closed position

— Upon attempted substitution of an external magnetic
field when in the secured position the BMS shall
generate an alarm or tamper indication
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Presentation Notes
This is an example of  detection criteria used by several agencies.  Such criteria should be developed for sensors in the design of a PPS because this data needs eventually to be inserted into the analysis models.
You could ask the students what other information they might add to this criteria:  They might add:
Define “individual” to be consistent with a defined threat (this example does not specify the size of the individual, but normally such criteria would be defined).
Various individual positions such as walking and crawling.
Different speeds such as slower at ½ foot per second or faster (running).   
This criteria does not specify a probability of detection value.  In order to apply sensor performance into an analysis model a PD value would be needed.  


Example of Design Objective - Interior (contd)

e Interior intrusion detection system (IDS) design:

— While maintaining proper detection sensitivity, each
sensor must have a false alarm rate of less than 1
alarm per 2400 hrs of operation

— If alarm assessment is available continuously, either
visually or by CCTV, a higher false and nuisance alarm
rate may be tolerated, if such alarms do not degrade
the system effectiveness



Presenter
Presentation Notes
This is an example of  detection criteria used by several agencies.  Such criteria should be developed for sensors in the design of a PPS because this data eventually needs to be inserted into the analysis models.



Sensor Fundamentals

e Sensor classification
e Alarm definitions
e Sensor performance characteristics



Presenter
Presentation Notes
Sensor classification – there are several ways of classifying the many types of exterior intrusion sensors.  In this discussion, five methods of classification will be introduced and discussed:
Passive or active
Covert or visible
Line of sight or terrain following
Volumetric or line detection
Application
Sensors are classified so that reasonable comparisons can be made between sensor technologies.
Sensor  performance is described by three fundamental characteristics
Probability of detection (PD)
Nuisance alarm rate (NAR)
Vulnerability to defeat



== Sensor Classification

Passive or active

Covert or visible

Line of site or terrain following
Volumetric or line detection
Mode of application
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Presentation Notes
This is a list of the different ways to classify exterior intrusion sensors.  Some have to do with the technology of the sensors and some with how the sensors are applied.  The following slides deal with each of these classifications.
Passive or Active – Whether the sensor emits energy to detect an adversary or listens or searches for energy coming from the adversary alone.
Covert or Visible – Whether the sensor can be seen by the adversary or not.  Not being seen puts an unknown factor in the adversary’s plans.  But a visible sensor might deter the adversary from attacking.
Line-of-sight or Terrain-following – Whether the sensor must be applied over a perfectly flat zone or whether it can accommodate going up and down small hills.
Volumetric or Line-detection – Whether the sensor zone has width or not.  If it has width, height, and length then it is usually harder to defeat than a two dimensional system (height and length).
Mode of application – Whether the sensor is buried, attached to a fence, or is free standing.  Most sensors will fit into one of the application categories.



~ Passive or Active

Active

P
Sensor q@ .........
.. Sensor[—
Recever eI L I TTE—
Vibration Transmitter SN
Heat and
Sound Receiver \
* Passive * Active
— Sensor receives energy — Sensor receives energy
— Sensor does not radiate — Sensor radiates energy
energy
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Presentation Notes
Sensor classification:  Passive or Active – Whether the sensor emits energy (active) to detect an adversary (who is also emitting energy); or listens or searches for energy (passive) emitting from the adversary.
If the sensor is passive it looks for vibration, heat, sound, or even the change in capacitance of the environment caused by an intruder.  The adversary cannot tell just what kind of sensor is being used and cannot detect the strength of signals since the sensors are passive.
 It is usually difficult to control the range of passive sensors, so these types often can be affected by objects beyond the desired detection range.  A passive sensor detects something that the intruder causes.  An active sensor transmits a signal and looks for a disturbance of the signal caused by the intruder.
If the sensor is active it emits energy and looks for some change in the transmitted or received energy.  The energy that is transmitted is microwave, infrared, or radio frequency (RF) energy.  The adversary can measure this energy and if sophisticated enough, make an assessment of where detection will occur.  (This of course depends on the attributes given to the defined threat).



Covert or Visible

A5V . Covert » Visible

— Sensors hidden from — Sensors in plain view
view of intruder
— More difficult for — Simpler to install and
Intruder to detect repair
V|S|ble

/ N

Covert —— ® o
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Sensor Classification:  Covert or Visible – Whether the sensor can be seen by the adversary (visible) or not be seen (covert).  A sensor that is not seen puts an unknown factor in the adversary’s attack plans.  But a visible sensor might deter the adversary from attacking.
Covert sensors are harder to install, for example underground wires, but they are hidden from view and the adversary might not know they are present.  Even if he knows they are present he might not know just exactly where in a certain zone they are located. 
Covert sensors are usually not fully covert, in that they may generate a signal that may be detectable.  The distinction between covert and visible depends upon the intent.  Many times, a site may want to demonstrate a highly visible security profile as a deterrent.  Other times, covert sensors may be desirable so the intruder does not know sensors are present.
Visible sensors are exposed.  They are easier to install and maintain but are more vulnerable to defeat because the adversary knows exactly where they are; just what model they are; and how sensitive they are.  He might even have practiced defeating these sensors in a test area especially constructed for practice.
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Presenter
Presentation Notes
Line of sight (LOS) sensors perform acceptably only when installed with a clear LOS in the detection space.
These sensors normally require a flat ground surface, or at least a clear LOS from each point on the ground surface to both the transmitter and receiver.
The use of LOS sensors on sites without a flat terrain requires extensive site preparation to achieve acceptable performance.
Examples of LOS sensors are:  active and passive infrared, bistatic microwave, video motion detectors.
Terrain-following sensors detect equally well on flat and irregular terrain.  The transducer elements and the radiated field follow the terrain and result in uniform detection throughout the detection zone.
Examples of terrain-following sensors are:  fence-disturbance, seismic pressure, magnetic field, ported coaxial, electric field. Even though the sensor may be capable of terrain following or working around a corner, keep in mind that the assessment system may not.




Volumetric or Line Detection

%" . Volumetric « Line detection

— Detection in a volume — Detection along a line
of space — Detection zone easily
— Detection volume identified

usually not visible

Line Detection

/

Volumetri
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Sensor Classification: Volumetric or Line-detection – Whether the sensor zone has width (volumetric) or only a linear or very narrow detection zone (line-detection).  If it has width, height, and length then it is usually harder to defeat than a two dimensional system (height and length).
Volumetric sensors detect in a volume and this is often quite variable.  It could depend on the signal strength setting, the weather conditions, the maintenance condition of the equipment, etc.  The volume of detection is not visible and the adversary has to make an assumption of the detection zone.  He could well be wrong, which is to our advantage. An example might be exterior microwaves.
Line detection is a sensor whose area of detection is very clear.  It is along a certain line and the adversary knows that if he goes over or under the zone he can defeat the sensor. Line detection often resembles a plane of detection.  In addition the adversary knows that he can get close to the line detector and not be detected. An example is a fence sensor.
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e Buried line

Sensor Mode of Application - Exterior

e Fence associated

e Freestand
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Presentation Notes
Sensor classification, mode of application – Whether the sensor is buried, attached to a fence, or is free standing.  Most sensors will fit into one of these application categories.
There are advantages and disadvantages of each.  Ask your students to think of these applications and come up with an advantage or disadvantage of each. They might say:
Freestanding 
Advantage - in middle of zone so assessment is clearer.  
Disadvantage - obvious where it is, transmitter or receiver might be accessible to the adversary.
2.	Fence-Associated 
Advantage - can be mounted on an existing fence, inexpensively mounted.
Disadvantage - it is usually a line sensor and can be bridged easily, the fence could interfere with the sensing zone, the fence could be the source of false alarms in a high wind, a fence line is hard to assess on both sides.
3.  Buried Line  
Advantage - covert sensor, sensitive beneath the sensor in the ground so it detects digging, very easy to assess.
Disadvantage - expensive to install, difficult to maintain, vulnerable to changing soil conditions.



* Proximity
— Detection at

an object
 Boundary Volumetric
— Detection at doors, — Detection in a volume
windows, walls of space
- Detection zone — DeteCtion VOIUme

easily identified usually not visible
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The three typical application modes for interior sensors are: 
Boundary Protection
Volumetric
Proximity
Boundary protection includes sensors that will detect intruders opening a door, breaking or opening a window and breaking through a wall.  The most commonly used boundary sensor is the magnetic switch which is applied to doors and windows.  Boundary sensors are similar to line sensors and the location of detection is known.
Volumetric sensors detect within the  volume of a room.  The volume of the  detection area is not visible and the adversary may have to make an assumption of the detection zone.  He could well be wrong, which is to our advantage.  If he is familiar with the sensor model he may be able to estimate with good accuracy where the detection volume is. 

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.


A 4

m= Alarm Definitions

T

— Expected rate of alarms from an intrusion
detection sensor unrelated to intrusion
attempts

* False alarm rate (FAR)

— Expected rate of alarms from an intrusion
detection sensor not caused by intrusion
attempts which cannot be attributed to
known causes

15
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Presentation Notes
This slide elaborates on Nuisance and False alarms. It is important for students to understand the differences.  You might use the example of so-called false alarms for local law enforcement in home burglar alarm systems to emphasize the point.
It is not a false alarm when a person comes home and sets off their burglar alarm. This is what the sensor is supposed to do—detect intrusions. In this case it is a nuisance alarm—the sensor is operating correctly, but it wasn’t a valid intrusion attempt by a bad guy.
Nuisance alarms are caused by known causes such as weather, birds, animals, etc.  Nuisance alarms can be minimized by using animal control fences and correctly selecting sensor technologies for the weather conditions anticipated by the site.
A false alarm is one whose cause cannot be determined by an operator. If the alarm is caused by an equipment failure, the operator will not see anything in the video image to assist in determining the cause. How should this be reported?—probably as a false alarm. This should be reported to maintenance staff so that they can test the sensor and try to determine the cause or fix the equipment. In addition, each site should have procedures that tell the operator how to deal with false alarms. Perhaps they send a patrol perhaps they just make a note.
The NAR/FAR is described as nuisance or false alarms over a period of time.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.





A 4

s Sensor Performance Characteristics

T

Probability of detection (Pp)

— Likelihood of detecting an adversary within the
zone covered by an intrusion detection sensor

* NAR and FAR

Vulnerability to defeat

— Likelihood an intrusion detection sensor is
exploitable due to design, installation, or
maintenance

All sensors can be defeated given the proper
expertise, time, and tools

16
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Presentation Notes
PD is a statistical function that represents the lower confidence level of a binomial equation.  If a sensor is tested 30 times and passes each time, the Pd is 0.9 at a 95% confidence level.  This primarily means that there is not enough testing to prove that the Pd is any better than this.
These are three performance measures of the sensor itself.  The first is the probability of detection PD which is the probability of detecting the adversary in a zone covered by an intrusion detection sensor.  A detection is only a switch closure in a sensing circuit.  You remember that to have a true alarm we need this detection to be assessed.
Nuisance Alarm Rate (NAR) can degrade probability of detection because of the “cry wolf” syndrome.  There are two kinds of alarms, valid alarms (an adversary entering the detection zone) and all other alarms (whatever the cause, these other alarms all are nuisances)
One subset of nuisance alarms are False Alarms. The False Alarm Rate (FAR) is important to know about a sensor. A false alarm is any alarm that is from an unknown source.  This alarm is clearly “false.”  If the alarm was caused by a bird or a rabbit, and this can be seen on the assessment camera, then the alarm was not a valid alarm (it was not an intruder), the alarm was not a false alarm (because the sensor was alarming correctly on an object), but it was a nuisance.
Finally the vulnerability to defeat is important to know about a sensor.  The defeat techniques are not generally published, but as a PPS designer you need to know these to design against them.



Performance Characteristics of
"% Intrusion Detection Sensors

° PD:PS*PA

— Py — probability of detection
— P — probability of sensing
— P, — probability of assessment



Presenter
Presentation Notes
When we test a sensor under ideal conditions our probability of assessment approaches 1.0.  If PA = 1 then, PD  = PS.  PD of a sensor is often stated, when, because of assessment concerns, Ps should actually be used.
For  the ideal sensor, the PD of an intrusion is one (1.0).  However no sensor is ideal and the PD is always less than 1.0.  Even with thousands of  tests, the PD only approaches 1.0.
PD is the product of  the probability that the detector will sense abnormal or unauthorized activates by the adversary (PS) and the  probability of  accurate assessment of the alarm (PA).
Note that this probability is highly dependent on the capabilities of  the  adversary.



=8 Testing to Confidence Level

30 30 (-0) 90.5
40 39 (-1) 88.7
50 48 (-2) 87.9
60 57 (-3) 87.6
80 76 (-4) 88.9
100 95 (-5) 89.8
120 114 (-6) 90.4
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Presentation Notes
This table shows the number of tests performed in the first column.  The second column shows the number of detections with missed detections listed as a negative number in parenthesis.  The last column shows the probability of detection for that result.
Note that a sensor can have failures and still meet the desired criteria.  This can lead to a process called “testing to compliance”.  You have to be careful that the failures are not repeatable or exploitable.  
For any specific sensor and scenario (e.g., at night, clear weather, crawling attacker, etc.) the two values PD and confidence level CL are used to describe the effectiveness of a sensor.
For an ideal sensor the PD would be 1.0 with a CL of 100%.  In reality a PD or CL equal to 1.0 will not occur, because complete knowledge of a sensor’s effectiveness is never achieved and is statistically impossible.
Although technically incorrect, manufactures will often state values of PD without stating the corresponding value of CL.


NAR / FAR Criteria

%= « Express in terms of:

— Average number of nuisance or false alarms
per week per sensor at proper Pp,

— If observed by closed circuit TV or visual, a
nigher value may be acceptable

19
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Presentation Notes
This is an example of a false alarm rate criteria.  
Notice in this criteria that without assessment, the false alarm rate must be low.  But with CCTV assessment it can be increased, and in this example, the new rate is not specified. Ask the students if they think this is a good idea (it isn’t).
The important point here is that the false alarm rate should be specified.
You could ask the students what other information they might add to these criteria:  They might add:
Shouldn’t the words “nuisance alarm” be used instead of “false alarm”. (Yes, you also need a NAR criteria)
A lower limit on nuisance alarms should NOT be zero (this is because a few nuisance alarms keep the operators on their toes, provide reinforcement of training, and maintain confidence that the system is working).
 


= 1ypes of Testing

= . Operability tests

 Performance tests

e Limited scope and whole system tests
e Evaluation tests
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Presentation Notes
This last subsection covers Performance Testing and its importance to the PPS design and evaluation.
Performance testing is a process used to determine that the security features of a system are implemented as designed and that they are adequate for the proposed environment.  This process may include functional testing, penetration testing, or software verification.
A performance test confirms the ability of an implemented and operating system element or total system to meet an established requirement.



== Operability Tests

= . Simple measure of integrity on a frequent
basis

— Tests to check for significant malfunctions and
continued operations

— If the test fails, call maintenance and possibly
take compensatory measures

 Examples (each shift):
— Metal detectors
— X-ray machines
— One-quarter of the sectors in a perimeter

21
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Operability test – conducted daily by facility security personnel or facility owner to ensure that the PPS equipment is operating properly. Usually a very gross high level test that shows the system works, but may not show how well the system is calibrated.
The operability test will find significant malfunctions or outages that should be immediately addressed with maintenance or via compensatory measures.
Examples of operability tests are checks of metal detector at the beginning of a shift, or walking through a certain number of sectors in a perimeter to verify that alarms are generated.



operation

* Perform repetitive tests on a PPS element
or sub-function to develop performance
values and confidence levels

— Establishes or confirms the ability of a PPS
element to meet a performance level

— Provides comprehensive assurance of
performance on a less frequent basis

— Establish a baseline performance useful for
design

— Populate and validate analysis data
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Performance test – conducted periodically to ensure that the sensitivity of the PPS equipment is high enough to support the assumed values of probability of detection used in the analysis.
Performance tests are repetitive tests done on security system elements to determine performance levels and statistical confidence levels. 
Performance testing provides comprehensive assurance of performance levels, but it is time consuming and is therefore done on a infrequent basis.



Limited Scope and Whole System Tests

% . Used to determine or verify physical

protection system performance
— Test sections of the system together
— Conduct whole system tests

Done Initially and when PPS design changes
dentify areas of weakness or substandard

performance in relation to design standards
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Whole system and limited scope tests – conducted by the facility to ensure large parts of the system are all working together as assumed in the analysis.  Some of the coordinated parts of the PPS that should be tested together might be detection with response and detection with delay.
Whole system and limited scope tests must be done initially, when a system becomes operational, and after PPS design changes are made.  These tests will indicate areas of weakness or substandard performance of  an installed system in relation to its design goal.
Examples of limited scope and whole system tests are:
Testing of detection scenarios
Response force times to a particular target
Verifying that an alarm can be initiated, communicated, and properly assessed



Limited Scope and Whole System
£k Test Examples

g S

 Response force times to a particular target

* Probability of detection of contraband
items during vehicle searches

 Verifying that an alarm can be initiated,
communicated, annunciated, and
assessed

e Force-on-force exercise
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Described here are some examples of limited scope tests and whole system tests.
Response force times can be measured by conducting tests of how long it takes response force personnel to collect their gear and deploy at the correct location.  Many sites may not allow response force vehicles to drive at unsafe or high speeds for an exercise, so distances may have to be measured, speeds assumed and the times estimated.
Simulated contraband may be attached to a vehicle to determine if it will be detected during a routine search.
Alarms can be triggered and the amount of time that occurs before the alarm and video is displayed can be measured. 
Force-on-force exercises pit response force personnel against an adversary team to see how effective they are.  They may use laser gear or paintballs to simulate real fighting.


=ws Evaluation Tests

2= . An independent or 3" party evaluation to
verify effectiveness of the physical
protection system

* Regulatory Authority may conduct to verify
the facility evaluation

 May be used as an element of licensing
program
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Evaluation test – periodic independent test on the PPS to ensure that the VA is still valid and that the expected level of PPS effectiveness is being maintained.  



Summary of Perimeter Sensors

Passive Covert LOS or Volumetric
or or Terrain or Line
Active  Visible Following Detection
Buried Line
Seismic Pressure P C TF L
Magnetic Field P C TF VOL
Ported Coax A C TF VOL
Fiber Optic Cables P C TF L
Fence Associated
Fence Disturbance P \ TF L
Sensor Fence P V TF L
Electric Field A V TF VOL
Freestanding
Active Infrared A V LOS L/VOL
Passive Infrared P V LOS VOL
Bistatic Microwave A V LOS VOL
Dual Technology A V LOS VOL
Video Motion P C LOS VOL
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This chart shows how different technologies can be characterized.  Active infrared is often considered a volumetric sensor in order to get around licensing and compliance issues.
In this table the sensors are grouped by mode of application.  These modes are:
Buried line, in which the sensor is in the form of a line buried in the ground
Fence-associated , in which the sensor either is mounted on a fence or forms a sensor fence
Freestanding, being neither buried nor associated with a fence, but mounted on a support in free space
The table summarizes the different exterior intrusion sensor technologies according to the different senor classification schemes.


Features of a Good Perimeter Sensor

Protection in depth
 Complementary sensors

e Alarm combination and
priority schemes

e Clear zone
e Sensor configuration
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Continuous line of detection – this requires that sensors form a continuous line of detection around the perimeter.  In practice this means configuring the sensor hardware so that the detection zone from one perimeter sector overlaps with the detection zones for the two adjacent sectors. Continuous line of detection is often violated at entry control points.
Protection in depth – means the use of multiple lines of detection. Protection in depth is different layers of detection, could be early warning, perimeter, and interior sensors.  Thus a minimum of two continuous lines of detection is used in high-security systems.
Complementary sensors – significantly better performance by the perimeter sensor system can be achieved by selecting different and complementary types of sensors for the multiple lines of detection.  For example, microwave and AI.  Different sensor technologies with different PD, NAR, and vulnerabilities are combined to increase the effectiveness of the exterior perimeter intrusion detection system.
Complimentary sensors have overlapping detection so that they must be defeated at the same time.  They also are affected differently by different weather conditions.
Priority schemes – A recommended method currently in use requires the system operator to assess all alarms with the aid of a computer that establishes the time order of assessment for multiple simultaneous alarms.  The computer sets a priority for each alarm based on the probability that an alarm event corresponds to a real intrusion.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.


Features of a Good Perimeter Sensor
&&= System (cont’d)

4% . Site-specific system
e Tamper protection
o Self-test capability

o Suitable for physical and environmental
conditions

 Integration with assessment system
 Integration with barrier delay
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Site specific system – each site requiring physical protection has a unique combination of configuration and physical environment.  A PPS designed for one site may not be the solution for another site.
Tamper protection – the hardware and system design should incorporate features that prevent defeat by tampering.  This means the system should be tamper-resistant and tamper indicating.
Self-test capability – to verify normal operations of a perimeter sensor system, its ability to detect must be tested regularly.  
Suitability for physical and environmental conditions – The physical environment will influence the selection of types of sensors for perimeter senor systems.  The natural and industrial environments provide the nuisance alarm sources for the specific site.  The topography of the perimeter determines the shape and sizes of the space available for detection.
Integration with assessment system – many perimeter security systems use a CCTV system to perform alarm assessment.   For both the sensor and video systems to perform well, care must be take to ensure that the designs of the two systems or subsystems are compatible.  Assessment may take place via the use of CCTV systems or manually by people.
Integration with barrier delay  - perimeter barriers are usually installed on or near the inner clear zone fence so that an intruder cannot tamper with or defeat the barrier without first passing through the detection zone.  This placement is important to ensure that the response action is initiated before the delay occurs.  Barriers should not distort the sensor’s detection volume, cause nuisance alarms, or obscure part of the camera's view.  


Features of a Good Interior Intrusion
Detection System

* Protection in depth
 Complementary sensors

o Alarm combination and
priority schemes

e Sensor configuration
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Protection in depth – means the use of multiple lines of detection. Protection in depth is different layers of detection, could be early warning, perimeter, and interior sensors.  Thus a minimum of two continuous lines of detection is used in high-security systems.
Complementary sensors – significantly better performance by an interior IDS system can be achieved by selecting different and complementary types of sensors for the multiple lines of detection.  For example, microwave and passive infrared (PIR).  Different sensor technologies with different PD, NAR, and vulnerabilities are combined to increase the effectiveness of system.
Complimentary sensors have overlapping detection so that they must be defeated at the same time.  They will also provide protection for each other.  If an adversary is trying to get access to one sensor where he may defeat it, the other sensor will provide detection of the adversary’s attempt to get to the sensor. 
Priority schemes – A recommended method currently in use requires the system operator to assess all alarms with the aid of c computer that establishes the time order of assessment for multiple simultaneous alarms.  The computer sets a priority for each alarm based on the probability that an alarm event corresponds to a real intrusion.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.

 


Features of a Good Interior Intrusion
‘&% Detection System (cont’d)

Site-specific system
e Tamper protection
« Self-test capability

o Suitable for physical and environmental
conditions

 Integration with assessment system
 Integration with delay
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Site specific system – each site requiring physical protection has a unique combination of configuration and physical environment.  A PPS designed for one site cannot be transferred to another site
Tamper protection – the hardware and system design should incorporate features that prevent defeat by tampering.  This means the system should be tamper-resistant and tamper indicating
Self-test capability – to verify that a sensor is still connected and operational.
Suitability for physical and environmental conditions – The physical environment will influence the selection of types of sensors. 
Integration with assessment system – Many security systems use CCTV to perform alarm assessment.   For both the sensor and video systems to perform well, care must be take to ensure that the designs of the two systems or subsystems are compatible.  Assessment may take place via the use of CCTV systems or manually by people.
Integration with delay  - Delay is usually installed on or near the protected objects.  It is also installed in at different points along an intruder’s path.  One important item to keep on mind is that detection must occur before delay.  If there is no detection before delay, the delay cannot be counted in an analysis. This placement is important to ensure that the response action is initiated before the delay occurs.  


e Sensors Summary

e Sensor classification

o Alarm definitions

e Sensor performance characteristics
 Intrusion detection system
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In this module we discussed exterior sensors, their vulnerability to certain threat tactics, and nuisance alarms due to environmental conditions.
We explained how exterior sensors are evaluated and how we use this information to effectively place the sensors.
Finally, we discussed the advantages of a number of different types of sensors and described methods for combining them to optimize performance.



Microwave Sensors
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In the following modules we will talk in detail about several common types  of Intrusion Detection Technologies that are available. We will only discuss some of them. For these technologies we will present the operating principles, the installation requirements, the sensor characteristics, and testing techniques.  Some of these technologies are more suited for interior applications, and they will be presented in the following major section on Interior Sensors.  
We will first start with exterior microwave sensors. 
The first sensor to be discussed is the exterior microwave. This sensor is in common use across the US, at government and private installations.  It is usually placed in the middle of an isolation zone to detect running, walking, jumping, or crawling intruders.
This module will allow us to go into depth on the exterior microwave sensors, and  should give the student a good idea of how the microwave sensor works and how to evaluate its performance.


Learning Objectives

’ After completing this module, you should be able
to:

e Describe the fundamental principles of
microwave sensors

e |dentify in what application microwave sensors
are suitable for providing effective detection for
given threat tactics and environmental conditions

 Evaluate and determine effective placement of
microwave sensors

e List the advantages and disadvantages of
microwave sensors
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These are the key objectives the students are expected to learn during the lecture and discussion of microwave sensors.


Sensor Classification

Microwave (MW) Sensors

Active Passive
Covert Visible
Line of sight Terrain following

Line

Freestanding
Mode | _. . . : .
Bistatic or Monostatic Configuration
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Microwave sensors are active, visible, line-of-sight, freestanding sensors.
A bistatic microwave typically is composed of two identical microwave antennas installed at opposite ends of the detection zone.  
For the monostatic microwave the transmitter and receiver are in the same unit.
The sensor will detect humans walking, running, crawling or rolling on the ground through the microwave beam.



7 e Transmitter and receiver at opposite ends of
detection zone

e Received sighal is vector sum of direct
transmitted signal and all reflected signals

* Moving objects in zone cause a change in net
vector summation causing signal strength
variations

e Variations (above or below) exceeding preset
level generate an alarm
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The sensor sets up and monitors a field between the transmitter and receiver.  An intruders disturbs this field.  Depending upon the phasing, the signal at the receiver could increase or decrease.
Bi means “two” and there are two components in the sensor field; a transmitter and a receiver at opposite ends of the detection zone.
These reflected or multi-path signals allow the microwave sensor to detect intruders crawling under the beam.  Typically, the antennas are separated by no more than 120 meters to ensure adequate crawl detection and assessment.  This will be discussed later in this section.


MW Detection Parameters

e Detection accomplished by:
— Beam break
— Multi-path signal changes
— Jamming

e Typical operating frequency
— 10.525 Ghz +/- 25 MHz

e Typical carrier modulation frequencies - 3, 5,
8, 13 Khz

— Beam width is determined by antenna size,
design, and frequency
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Multi-path signals are reflected off of the ground or the intruder and any other objects in the detection zone.  Beam break is when the intruder blocks the direct line of sight between the antennas.  Any attempt to introduce another microwave source will cause a large change in signal and will be detected as jamming.
Microwave sensors operating at 10.525 Ghz are considered to be in the X-band.  Microwave sensors are also available in 24 Ghz range (K-band).  This is the carrier frequency which is modulated at a modulation frequency.  Different modulation frequencies are used to prevent interference between adjacent zones.  A standard X or K band radar detector will be able to detect the transmitter is operating.
The beam width is fixed at the factory, although it can be slightly changed due to sensitivity adjustments.


iIcrowave

Bistatic M

Exterior

O
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This is a Racon microwave.  The round dish is the actual antenna with a Plexiglas cover.  This is a 2 foot diameter parabolic dish antenna.
Generally bistatic consisting of a transmitting and receiving antenna at opposite ends of a long, flat narrow perimeter zone.  Received signal is the vector sum of the direct transmitted signal and signals which are reflected from the ground and nearby objects.  Detection is based on the fact that a moving object will cause a change in the net vector summation of the received signals resulting in signal strength variations.
The words vector sum means that not only the amount of energy transmitted to the receiver is measured but also the time that the energy arrives.   (time and amount is a vector)  This means that the microwave energy is reflected off all surfaces (ground, objects, fence fabric, etc) and the resulting energy is summed, where some reflections cancel each other out and others add to the effect.
Therefore, any intrusion or other movement in the area, will cause an alarm.




=y Exterior Monostatic MW Sensor

% e Transmitter and receiver collocated

e Receiver establishes a reference level based
on reflected signals

 Motion in detection zone causes a change
relative to the reference level
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Monostatic means one component, and in this microwave, the transmitter and receiver are in the same unit.  It sends out a burst of microwave energy in the 10 GHz frequency range, and then looks for reflected energy back that is different than the last time that it was received. A monostatic microwave relies on the Doppler principle  (the basic principles of the Doppler shift will be discussed in the interior sensors section).  When an adversary enters the zone, his motion causes a frequency shift in the received signal that is detected by the transceiver. This kind of sensor is range gated so that reflections from beyond its field of interest are ignored.
The photo shown is of a portable monostatic microwave being installed to detect any intrusion within an established perimeter of the aircraft (note:  in this photo it is not clear where the perimeter is, unlike a clearly defined isolation zone—but the principle is the same).



Monostatic MW Detection Parameters

D, Typical operating frequency:
— 10.525 GHz + 25 MHz
e Detection accomplished by:

— Change in the reflected mw signal from an
established reference level

 Operating range
— Variable from 15 to 65 m

e Beam width:
— Vertical and horizontal approximately 11.5 degrees
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These sensors are also available in K-band frequency ranges.
Because the K-band frequency is higher (24 Ghz) and the antenna is similar, the beam width is narrower.  A K-band sensor has about a 4 degree beam width.
Most exterior monostatic microwave sensors are range-gated.  These range-gated devices are very accurate and can allow a sensor to ignore large objects outside the desired detection range.  More inexpensive models do not use range gating and cannot distinguish a small target close to sensor from a very large target outside the area of interest. 50 – 200 feet
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This is a Southwest microwave.  Monostatic microwave sensors are not recommended for perimeter applications. They are used most effectively where problems prevent the use of a bistatic sensor.
Monostatic sensors can be more easily defeated than a bistatic microwave by a knowledgeable intruder.  It is sometimes possible to re-aim or redirect enough of the energy to increase the dead area under the antennas to give the adversary an advantage.  This can sometimes be prevented by a second unit covering the same area and the antenna of the first sensor.  Adding a reflective object to the zone can also reduce this vulnerability.
Monostatic microwaves are more sensitive to vibration and usually have a slightly higher nuisance alarm rate than a bistatic sensor in the same area.



l MW Detection Patterns

Detection Zone

)

Bistatic

Detection Zone

4

Monostatic
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Note that there is a region near the antennas where a crawler will not be detected.  The units must be overlapped correctly to provide a continuous line of detection.
The detection volume for bistatic microwave sensors varies with the manufacture’s antenna design but is large compared to most other intrusion sensors.  The largest detection cross-section is at midrange between the two antennas and is approximately 4 yards (4 meters) wide and 3 yards high (3 meters).
Because the bistatic MW alarms on a change in the vector sum of the reflected energy, it is most sensitive to motion that changes the energy receive most rapidly. That is for someone moving across the field of view.
There are upper and lower speed limits that may allow an adversary to pass undetected. This is hard to do, but possible.
This picture also shows the monostatic microwave.  It works the same way but it sends out pulses of energy and looks for a change in the reflected energy returned.  The transmitter and receiver are the same unit.  These units should be range gated, so that there is a clear cut-off down range for detection.



Detector Zone Length

- 100 M > Beam Cer\ter
T T —* Microwave————» T T
Basketweave Pattern (1st Choice)
Offset Regioin |= 100 M >
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R

¢

Herringbone Pattern (2nd Choice)

Y

100 M
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T

P

Parallel Pattern (3rd Choice)
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The parallel pattern is vulnerable to an S-crawl if not designed correctly, also jump over from the adjacent sector pole.  Because the beam is parallel to the fences, nuisance alarms from fence movement can occur.
The herringbone shares most of the same problems as the parallel, except that there is now some angle between the beam centerline and the fences.
The basket weave eliminates the s-crawl, fence problems, and reduces the jump-over issues.
When connecting one zone to the next we use an overlap zone (called the  offset).  There are several patterns used for such connections, but the basket weave design is the most prevalent.  You can see that the “S” walk at offsets cannot be effective in such an installation.
The sensors must be offset because they are not able to detect crawlers very close to the antenna.  Usually this offset is 30 feet (10 meters) to make sure that crawlers will be able to be detected up to the overlap point. You may need to go back 2 slides to show the area before the signal hits the ground.)
Bistatic microwaves operate on several modulations of the 10GHz carrier frequency, and therefore they will not interfere with each other. Usually the designer carefully separates the microwaves of the same modulation frequency and even designs them to point away from each other to make sure that there is no interference from one to the other.
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This shows how the basketweave is most compatible with other sensors such as ported coax as the microwave sensors are located near the fences and away from the ported coax cables.
Because of the “offset” distance, long perimeters where microwave sensors are configured to achieve a continuous line of detection require that the antennas overlap one another, rather than being adjacent to each other.
An “offset” of 10 yards (10 meters) is typically assumed for design purposes, thus adjacent sectors must overlap twice the offset distance, for a total of 20 yards (20 meters).
The corner detail shows that it is not always possible to obtain the 10 meter distance.  In this case, the overlap may need to be shortened by aiming the sensor down more, stacking receivers, or using a short overlap kit that redirects some of the beam.
Note that the ported coax sensor does not like to make a 90 degree corner.  This is done by using 30 degree angles so that the sensor field does not overshoot the cables at the corner.


Sensor Bed Requirements

@5« Sensor bed
— Flatness between the transmitter
and the receiveris+ 0 and — 15 cm

 Antenna height

— 30 to 60 cm above sensor bed
surface

e Slope of plane

— No more than a 0.4 cm elevation
change in 3.3 m from any point on
the surface of the plane
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The zone does not have to be level, just flat!
These are some of the specifications of the installation of the bistatic microwave sensor.
Notice the requirement for flatness.  More than 50% of the energy from the transmitter is reflected from the surface with the intent to be able to detect a crawler.  If there is a small hill or depression more than 6 inches (15 centimeters) deep, the reflected energy from that area will be very little. Therefore if a person crawls through the area there will be very little impact on the vector sum of the received energy and thus probably not a detection.
The antenna height is an interesting problem. The higher that the antenna is mounted, the longer the “offset” which is the area beneath the antenna where a crawler cannot be detected. The distance from the antennas to the point of first crawler detection is called the “offset” distance.  The lower the antenna to detect the crawler, the easier to jump over at the “crossover”.
The slope requirement means that this sensor must be used in a flat and level surface 1 inch (0.4 cm) elevation change in 10 feet (3.3 meter).  There are other terrain following sensors that should be used if the terrain is undulating.
Even if the surface is flat, crawlers may not be detected if the distance between antennas is much grater that 120 yards (120 meters)


http://images.google.com/imgres?imgurl=www.uoregon.edu/~army/images/Joe_Snyder_Low_Crawling.jpg&imgrefurl=http://www.uoregon.edu/~army/currentevents.html&h=480&w=640&prev=/images?q=low+crawl&svnum=10&hl=en&lr=&ie=UTF-8&oe=UTF-8

Sensor Bed Requirements (cont)

M52 e Sensor bed surface

— 10 cm of river bed gravel, no larger than 3 cm
diameter with a neutral density color preferred

— Crushed rock that will pass through a 2.5 cm
screen may be used if fine gravel is removed

* Drainage
— Water must not stand on the sensor bed surface or
flow across the surface

— Any rain that falls on the surface must percolate
into the gravel and flow off to the side of the
sensor zone beneath the sensor bed surface
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Since the primary cause of nuisance alarms for a bistatic microwave is standing water, the sensor performs best when the senor bed surface is made of 4 inches (10 cm) of riverbed gravel, no larger than 1.25 inches (3 cm) in diameter, with a neutral color referred for assessment purposes.
Gravel is preferred for proper drainage and erosion control.  Cement or asphalt can cause more nuisance alarms during heavy rains.
Grass works very well for microwaves, but it must be kept very short (3-4 inches (7.5 – 10 cm) or less) or it can be a source of nuisance alarms when it blows in the wind.  It can also make it difficult to locate low spots that may affect performance.
The Bistatic Microwave needs a good surface to reflect the energy back to the receiver.  Any standing water will cause nuisance alarms, therefore it is recommended that a gravel bed be used for the surface. This gravel will pass the water down and not leave a standing puddle and yet it will uniformly reflect the energy of the microwave. Gravel that is too big will set up reflections that may reduce the sensitivity of the device.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.



Use of Reflectors

= « Size of reflector
e Distance from transmitter
e Stability of reflector mounting

Reflectors mounted to a building usually work
well, other applications usually cause
problems!
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There are many ways to use reflectors, but most of them are not too good.  The vibration of the reflectors can be a major source of nuisance alarms.
The reflector should be large enough to reflect more than 50% of the transmitted beam.  Therefore, the reflector should be close to the transmitter.  This can result in a large reflector to capture enough of the beam.  The larger the reflector the greater the wind loading and the chance that it may move and cause nuisance alarms.  This is why we recommend mounting the reflector solidly to a rigid structure like a building.
Because not all of the signal is usually reflected properly, the separation distance between antennas should also be reduced if a reflector is used.  Alignment of the microwave zone is also sometimes difficult if reflectors are used.


= MW Alignment and Testing

2 « Alignment
— Automatic gain control (AGC)
— Visual
e Testing
— Crawler simulation
— Walk test
— Jump test
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Microwave sensors usually have an automatic gain control circuit that allows the sensor to slowly adjust to changing environmental conditions.  The AGC is also a good measure of how well the antennas are aligned.  The intent of the AGC is to keep the received signal at a constant value.  If the received signal begins to drop due to rain for example, the AGC circuit increases to keep the signal in the processor board the same.  This allows for a fixed alarm threshold.  The AGC circuit responds very slowly.  Quick changes caused by an intruder are passed into the alarm circuitry and cause an alarm if the threshold is exceeded.  The AGC functions to reduce the nuisance alarm rate by allowing the receiver to adjust for slow changes in received signal.
Simulations are preferred for testing as they take out many of the variables.  For the microwaves, this could involve dragging an aluminum sphere across the zone to simulate the crawling intruder.
The photo shown is of stacked microwaves installed to detect both the crawler and jumping intruder.


Performance Testing of Exterior Microwave
=k Sensors

#5 « Detection tests: average, low, and high
velocity
e As a minimum, tests should be done

— Near crossover points
— At the center of each detection zone

* The number of trials done at each location
should be sufficient to verify acceptable P, for
each velocity of interest

17


Presenter
Presentation Notes
Testing at different velocities is recommended as the sensors are designed to adjust to slow environmental changes and also to ignore high speed things that could be nuisance alarm sources. 
Once a sensor is installed at a facility, it must be tested to make sure that the PD that is claimed is appropriate for the assumed defined threat (how many times so far have we referred back to the threat?—it is important to keep in mind how dependent the measures of performance are on the threat level).
Statisticians will create a testing plan for the site technicians to follow, which will establish the PD of the sensor with a certain confidence level.  You will find out later that this PD is important to know so that it can be used in the final risk equation.
Clearly the most vulnerable points in such a system are the crossover points and right in the middle of the detection zone.  As a minimum these points should be tested.
 


Performance Testing of Bistatic
Microwave Sensors

e Detection envelope
— Walk tests

e Crawl detection
— Ball drags

e Jump-over detection

77
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Measuring the detection envelope can help demonstrate that the sensors are aligned properly and are not reflecting off of an object such as a fence.  Using wooden blocks to mark where detection occurs provides a representation of the detection pattern.  This is more informative than a simple pass/fail type of test.  If the pattern is not smooth and is pulled towards a fence or object this indicates a potential for nuisance alarms and the sensor may need to be re-aimed.
Ball drags detected after the beam centerline may be indicative of a near miss.  Closer examination could reveal the presence of a low spot very near the location tested.  Although much smaller, the ball drag tests should also demonstrate a smooth cigar shaped detection pattern.


Performance Testing of Bistatic Microwave
&% Sensors (cont’d)
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This is a 30 cm diameter sphere on a Teflon skid used as a simulated crawler.  Two inches have been cut off of the bottom of this ball to reduce the profile.  This is a very good repeatable test that does not get tired or sloppy like an actual crawler does.
The ball is pulled at a speed of approximately 6 inches (15 cm)  per second across the zone until an alarm occurs.  A wooden block is used to mark the location of the sphere where the alarm occurred.  After tests have been completed for the entire zone, the location of the blocks is measured.  This data can be stored for future comparison.


Microwave Sensor Maintenance

General manufacturer guidelines
e \egetation removal

* |[nspect zone for erosion

e Visual inspection for corrosion or damage
e Test battery back-up

e Periodic performance testing
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Each manufacturer may provide maintenance guidelines for their microwave sensors.  Some of these guidelines may be very good, while others are questionable or conservative.  The jury is still out as to how effective it is to wax the antennas as suggested by the manufacturers.  The intent is to use car wax on the antennas so that rain will run off quickly.  The effect of rain on the antennas themselves is usually pretty small.
Vegetation removal and erosion control are important ways to reduce an adversaries advantage.  Vegetation will usually become a nuisance alarm problem first, but can also interfere with assessment and may help shadow an adversary from the microwave signal.  Low spots reduce the ability of the microwave to detect the adversary, so gullies eroding across a zone could significantly reduce PD.
The upperer photo shows  a portable microwave being adjusted for desert application.


Bistatic MW Sensor Performance
Characteristics

: °® PD
— Detection volume is large compared to other
intrusion sensors

 NAR/FAR

— Moving metal objects in field
— Surface water

— Blowing snow

— Small animals

— Vegetation

21



Presenter
Presentation Notes
A large detection volume makes the sensor difficult to bypass and makes it difficult for the adversary to determine exactly where the detection pattern starts.
Bistatic microwave sensors are sensitive to the movement of parallel fences. Standing and running water is the largest source of nuisance alarms.
Some additional nuisance alarm sources:
Birds, animals
Windblown objects
Vegetation
Standing / running water
EMI / RFI
Fence movement
Very heavy rainfall / snowfall rate
Deep snow accumulation, especially wet, heavy snow can reduce the ability of the microwave to detect crawling intruders.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.



Bistatic MW Sensor Performance
"B Characteristics (cont'd)

e Vulnerability to defeat

— Snow accumulation
reduces sensitivity

— Tamper defeat of receiver
— Jump or crawl
— Slow movement

— Receiver capture using
secondary transmitter
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Deep snow can affect sensor performance and can also make it difficult to assess alarms.
Jump or crawl are methods of bypassing the detection volume.
Slow movement is a method of going through the beam, by attacking the AGC circuit.
Receiver capture is theoretically possible but would be very difficult to do without causing multiple alarms.
Some additional methods of defeat are:
Tunneling
Pole vaulting
Bridging (as shown in photo)
Stilt walking
Slow crawl
Fast attack (run)
“S” walk at offsets
Capture of receiver by an intruder – operated transmitter
Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.




Monostatic Microwave Performance
Characteristics

= ;
D
— Large detection volume

 NAR/FAR

— Moving metal objects in field
— Surface water
— Blowing snow
— Small animals
— Vegetation

— Vibration
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As mentioned earlier, microwave detectors are also available in monostatic versions.  In this configuration, the transmitter and receiver are in the same unit.  Radio-frequency energy is pulsed from the transmitter, and the receiver looks for a change in the reflected energy.  Motion by an intruder causes the reflected energy to change and thus causes an alarm.  
The sensor system is similar to the bistatic microwave, although monostatic microwaves are more sensitive to vibration.
Monostatic microwaves are more sensitive to cross fences moving than parallel fences.
Some additional nuisance alarm sources:
Birds
Animals
Vegetation
Blowing objects
Very heavy rainfall
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Monostatic Microwave Performance
Characteristics (cont’d)

= . Vulnerability to defeat

— Snow accumulation

— Tamper defeat
— Slow movement
— Jump or crawl
— Re-aiming
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Snow accumulation can help shield the adversary from detection.
If the adversary can defeat the tamper, he can prevent alarms from occurring (true of all sensors).
Very slow movement may be adjusted for by the sensor and may be difficult to detect.  
If the monostatic microwave sensor does not have a lot of return signal, it is sometimes possible to re-aim the sensor.  Even a minor re-aim could increase the offset area, allowing an intruder to successfully crawl under the beam.
Complete burial of the antenna in snow will produce a constant alarm.
Some additional methods of defeat:
Bypass the detection zone
Lateral movement (in theory, if an adversary could move at an arc, he/she would create very little Doppler shift, in practice, this is very difficult)


=Y Microwave Design Layout Factors

7 o Other sensors
— Complimentary
— Interference
e Zone width
— Crossover angles
— Distance from fences
— Beam centerline angle relative to fence
e Sensor characteristics
— Beam width, frequency, antenna design
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Complimentary sensors with a bistatic microwave include ported coax and active infrared (photo shows microwave and active infrared co-located).
Microwaves can have interference from other microwaves in other sectors.  Another source of interference commonly found with microwave sensors is from aircraft landing nearby.
Crossover angles affect whether the sensor can be jumped from an adjacent post.
Distance from fences also affect whether an intruder can jump off of the top of the fence.
The beam angle relative to the fence can affect if there are nuisance alarms from movement of the fences.
Beam width, carrier frequency, and antenna design are determined at the factory.


Microwave Design Layout Factors (contd)

7 « Sector length affected by
— Detection capabilities
— Assessment

— Terrain
* Number and location of grade breaks
e Severity of grade changes

— Corners
e Angles
e Distance between

— Portals
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Typically, sector lengths are limited to 120 meters because of crawl detection and assessment integration.
This exterior sensor was discussed first in this module because it is one of the most popular in the USA.  It is reliable, gives a good detection zone, has a good long range (more than 300 feet (100 meters)), is relatively easy to install and to test.
Sector breaks normally are required at significant grade breaks.
The corner layout affects whether there needs to be an even number or odd number of sectors on a side.  Two corners facing the same direction usually require an even number of sectors in the basket weave pattern.  Corners going opposite directions require an odd number.
Portal sectors are usually kept very short so that when they are in access, there is only a minimal portion of the perimeter that is vulnerable.


MW Sensor Strengths and Weakness

e Strengths
— Large detection volume not easily defined visually
— Combines well with other sensors
e Weaknesses
— Requires good site preparation
— Difficult to use in narrow zones
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A large detection volume is more difficult to crawl through and harder to jump over.  The fact that this volume is invisible also makes it difficult to determine the location and how high the adversary has to jump to clear the zone.
It is difficult to correctly prepare a site for good crawl detection.  Grading and gravelling can be very expensive, especially, if the site is not very level to begin with.  One site spent $1 million, for grading alone in the late 1970s.
Many prisons attempt to use microwave sensors in very narrow zones with a lot of razor wire nearby.  Reflections from the razor wire and fences can cause a lot of nuisance alarms.


Microwave Sensor Summary

e Bistatic - perimeter; Monostatic - special uses

e Flat terrain required (gravel preferred)

e Overlap required to provide continuous detection
e Jump or crawl defeat

e Deep snow detection problems

e NAR / FAR - small animals, water puddles

Detection Zone

Bistatic

¥ Detection Zone
Monostatic
28
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It is recommended that some form of fencing be incorporated in applications using the exterior bistatic microwave sensors, to reduce the potential for nuisance alarms and to help maintain the carefully prepared area..  
The sensors must be installed correctly to provide a continuous line of detection.  This results in significant overlaps and careful design.
The jump or crawl are the most effective defeats as these involve attempting to bypass the detection area.
Good drainage is important to reduce nuisance alarms and to prevent erosion that could create low spots. 


Fence Disturbance
Sensors
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Presentation Notes
This module will focus on fence disturbance sensors.
Fence disturbance sensors are designed to be installed on a security fence, typically constructed with chain-link mesh.
Fence-disturbance sensors can detect motion or shock, Thus they are intended to detect primarily an intruder who climbs on or cuts through the fence fabric.


Learning Objectives

7 After completing this module, you should be able to:

Describe the fundamental principles of fence
disturbance sensors

Identify in what application fence disturbance sensors
are suitable for providing effective detection for given
threat tactics and environmental conditions

Evaluate and determine effective placement of fence
disturbance sensors

List the advantages and disadvantages of fence
disturbance sensors
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Presentation Notes
These are the key objectives the students are expected to learn during the lecture and discussion of fence disturbance sensors.


=z=a Sensor Classification

Fence Disturbance Sensors

Active Passive

Covert Visible

Line of sight Terrain following

Line

Volumetric

Mode Fence mounted
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Presentation Notes
Fence sensors are passive sensors in that they are looking for vibrations created by an adversary attempting to cut through or climb over a fence.  The sensor cables are visible, although it is possible that they may be in conduit on the fence or could even be hidden in rails on the fence, so they are not very obvious.  The sensor is terrain following just like the fence that it is mounted on.  Fence disturbance sensors are considered line sensors even though the detection resembles more of a plane.  The detection is the fence, if the adversary does not touch the fence, he will not be detected.  The mode of application is fence mounted.



=== Fence Disturbance Sensors

e Detect penetration / climbing fence

 Technological types
— Mechanical
— Electromechanical
— Strain sensitive cable
— Geophone
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Presentation Notes
Fence sensors detect cutting or climbing, they do not detect tunneling or bridging over the fence.  Again, if the adversary does not touch the fence, he will not be detected.
There are a variety of technological types of fence disturbance sensors available.  Even though the technology used to detect the vibrations may differ between different manufacturers, the processing techniques used are very similar between most types of fence sensors.
Mechanical sensors are a simple mechanical device that makes or breaks contact when vibration is present.  Electromechanical are similar but may use some type of time domain reflectometry.  This involves sending a pulse down the sensor wiring and determining where the vibration occurred.  Strain sensitive cable are specially made cables that generate a small signal change when the cable is flexed.  A geophone is a coil of wire in a magnetic field that generates a signal when disturbed.  Each of these will be discussed in more detail later in this lecture.





Presenter
Presentation Notes
This photo shows several types of fence sensors mounted on a single fence.  This is done for the purpose of our evaluation of different fence sensors.  A single sensor cable or a loop is the most common installation, depending upon the type of sensor used.
Some sensors work best when installed in conduit, either metallic or PVC, while others are designed to attach to the fence directly with cable ties.  The cable ties need to be rated for ultraviolet resistance.  A non-UV rated cable tie will deteriorate in the sun and break very quickly.


Operational Principles

e Mechanical motion

— Usually a mercury switch

e Activation primarily due to low frequency movement
of fence

— Detection of shock is by mechanical means

e Electro-mechanical motion (analog)

— Detectors may be piezoelectric crystals, fence
mounted geophones, electric cables, or fiber
optic
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Presentation Notes
Mechanical motion sensors send a current through a series of mechanical switches or mercury switches and monitor the signal for interruptions that occur when the switch breaks contact due to a shock on the fence.  Many early versions of these sensors had problems with corrosion of the contacts that resulted in the sensor having intermittent alarms.  The current versions usually have hermetically sealed switches and gold plated contacts to remove this problem.
Electro-mechanical sensors have some sort of analog signal that is monitored by the processor.  A disturbance of the cable or transducer causes an increase in signal.  When the signal exceeds a preset threshold, an event occurs.  The principle of operation is discussed in more detail on the next vugraph.


Operational Principles (cont’d)

e Strain sensitive cable

— An “event” occurs when the signal exceeds a
preset threshold

— When the number of events exceeds a preset
“count” within a preset time window, an alarm
occurs

e Geophone

— Moving coil in a magnetic field
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Both of these sensor types are analog type sensors.  
In order to reduce the number of nuisance alarms from these sensors, an event counter and time window are employed.  Multiple events within a specified time window are required for the sensor to generate an alarm.
Nearly all fence disturbance sensors, including the mechanical switch type use this same event count and time window in the signal processing.
The strain sensitive cables operate using a variety of different techniques. Microphonic fence disturbance sensors utilize signals generated by the minute flexing of a triboelectric coaxial sensor cable, which are analyzed by signal processors to detect the sounds associated with cutting, lifting or climbing the fence fabric.  The triboelectric effect is an electrical phenomenon where a cable becomes electrically charged due to frictional forces.
Another cable uses an extruded magnet that runs the length of the cable.  Several loose conductors in the cable generate a small electrical signal as they move in this magnetic field when the fence is disturbed.
A Geophone is a transducer that consists of a coil of wire that moves in a magnetic field generating a signal as the coil moves.  These devices are commonly used in the oil industry to measure small seismic signals.
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Presentation Notes
This is a simple mercury switch that is attached to a pole.  The screw in the bottom changes the angle of the switch and is used to adjust sensitivity. Mercury switches consist of a glass vial containing a small amount of mercury with a set of normally “open” electrical contacts located in close proximity, but not touching or immersed in the mercury. An impact-disturbance of the fence fabric causes the mercury to be displaced from its normal resting position, making momentary contact with one of the electrical contacts and creating an alarm.
These devices are not commonly found anymore but illustrate another method of detecting movement of a fence.
These are not commonly found because they were difficult to maintain and had a high nuisance alarm rate.  It was difficult to determine which sensor in a string. may be the one generating alarms and needing some adjustment.  These type were also more sensitive to climbing than to cutting intrusions.



Inertiaguard Schematic
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Presentation Notes
The Inertia guard used a series of heavy masses sitting on gold plated contacts.  When the fence was disturbed, contact was broken momentarily. Mechanical-inertia
switches consist of a
vibration sensitive mass
that rests on two or three electric contacts thus creating a closed circuit. The mass is movable and reacts to minute changes in the vibrations (frequencies) generated in the fence during a penetration attempt. The vibration disturbs the mass and is moved/separated from one or more of the contact points momentarily opening the circuit and creating an alarm. In some sensors the mass is intentionally constrained or restricted by some internal guides to ensure that only a significant vibration will cause movement, break the circuit and activate the alarm.
These types of sensors used a terminating resistor to prevent an adversary from tampering with the sensor cable.  Without a terminating resistor it would be possible to short out this cable.  Other types of sensors require the resistor to prevent the adversary from cutting the cable undetected.


Jacket Shield Insulation Conductor

| | \ J
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This cable is an example of the triboelectric effect.  In this case a small signal is sent down a specially made cable to create a slight charge in the cable.  A disturbance to the cable causes the charge to dissipate and create a signal change. 
Some newer fence sensors use a pulse-echo technique that uses time domain reflectometry to provide location information of where the disturbance occurred along the cable.  Although the manufacturer emphasizes the location of the intruder as a strong selling point, we find the location is actually more useful as historical data for determining where nuisance alarms are occurring on a fence.  The processor will keep track of where alarms are occurring and could help identify loose fence ties or other nuisance alarm sources.
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Presentation Notes
Any mechanical disturbance in the fence causes a small strain on the sensor cable that is converted to an electrical signal.  
These types of sensors are tied directly to the fence fabric with cable ties.  In areas where there are larger fence posts, such as at a gate or corner, where the sensitivity might be less, it is possible to install additional cable on the fence to increase the sensitivity in those areas.


4= » Proper tension

— Fabric deflects no more than 2.5” (64

mm) for a 30 |b. (13.6 kg) pull
centered between posts

e Rigid posts

— Post moves no more than 2" (13
mm) for a 50 I|b. (22.7 kg) pull —
applied 5’ (1.5 m) above the ground

e No rattles
— Signs, loose ties, hog rings, etc

Requirements for Satisfactory Sensor Operation I
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This are  recommendations for a good fence sensor.  A fence that is loose or noisy will allow the sensor to detect an adversary attempting to climb easier, but will have a very high nuisance alarm rate.  A tighter, quieter fence will allow the sensitivity of the sensor to be set higher and will be more resistant to nuisance alarms from wind.  
Hog rings are small metal clips that were originally crimped into the nose of farm animals to prevent them from rooting under fences.  They are commonly used to fasten fence fabric to tension wires.  The problem with these rings is that they will loosen up over time and create rattles on the fence.  Any rattling of the fence could be interpreted as a cutting attempt by the fence sensor.  
Signs attached to the fence cause additional wind loading on the fence fabric.  The slow fabric movement due to wind may be interpreted as a climbing attempt by the sensor.
Another consideration is the type of chain link fabric used.  Fabric that is galvanized after weaving often has small, sharp points that can damage the cables.  It is possible to use some fence sensors on other types of fencing, such as palisades fencing, however, the recommendation is to test them in this application before use.



zws Fiber Optic Sensors

e Mode of application

— Buried
* Sod
e Gravel

— Fence mounted
e Covert (buried) or visible (fence mounted)
e Terrain-following
e Line detection

al
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Presentation Notes
Fiber optic sensors have recently become very popular as fence disturbance sensors.  They can also be used in a buried application either under sod or gravel at shallow depths.  Because of the changing conditions of sod or gravel, particularly if the soil freezes, there is considerable variation in the probability of detection of these sensors in that mode.
Fiber optic fence sensors are often marketed as being very immune to many of the problems of some analog type fence sensors, such as lightning or electromagnetic interference (EMI).  While this is a true statement, the nuisance alarms from these sources are typically pretty small, perhaps an order of magnitude less, when compared to those of other sources, such as wind.  Fiber optic sensors probably have more advantages in that fiber optic cable is relatively inexpensive to make, particularly when compared with a specially made cable.  Also, the specially made cables often experience variation in sensitivity along the length of the cable due to variations during manufacture. 


A 4
@ Fiber Optic Intrusion Detection Sensors
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Presentation Notes
A human hair is approximately 100 microns in diameter, this scale should give you an idea of the diameter of a fiber optic fiber.
Multimode or single mode refers to the size of the center core of the fiber.  A fiber optic strand consists of a center core of very pure glass or plastic extruded to a uniform diameter.  The outside of the core is clad with a glass or plastic that is doped with a material that gives it a different propagation of light.  As light passes through the center core, the different reflectivity of the outer cladding attempts to reflect the light back towards the center, essentially creating a light pipe.
Multimode may use changes in light amplitude for detection.  When microbending of the fiber occurs some of the light escapes through the cladding.  When this occurs the amplitude at the other end of the fiber is reduced.  
If we examine the end of a multimode fiber with a light source at the other end, we see a speckle pattern of bright spots where the light paths are, with dark spots in between.  Any disturbance of the fiber changes this speckle pattern.  By monitoring the speckle pattern of a portion of the cable and averaging the light amplitude through a photodetector, changes can be observed and processed to create a sensor.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.





Presenter
Presentation Notes
This is a photo of a ground installation of a fiber-optic sensor on top of a plastic mesh (left photo).  Once installed, the entire mesh is covered with gravel or dirt (right photo).  The cable is attached to the mesh to prevent the cable from migrating to the top of the gravel or dirt over time. Stepping on the ground above the mesh causes the fiber to bend and changes the received signal.  This change in signal causes an alarm.  
Although once thought of as a great application for fiber, buried fiber is seldom used.  Changing conditions, such as frozen ground and sod, cause sensitivity variations that make detection unpredictable. Nuisance alarms from raindrops have been observed in the cases where the fiber migrates up to the surface of the gravel.  


&7 « Fiber Characteristics
— Single mode
— Multimode

e Mode of Application
— Buried
 Unique problems

— Fence mounted

e Very similar to other fence disturbance
Sensors
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In a fence mounted configuration, the fiber behaves almost identically to a cable type disturbance sensor.  In fact, most fiber optic processors still use an event counter and a time window.  Some analog cable type fence sensors have an adapter that allows fiber to be used with their processor.


Fence Sensor Performance Characteristics

5 o P - affected by

— Quality of fence

— Processor settings (count, timing logic)
— Method of attack and tools used

* NAR / FAR - causes of nuisance alarms
— Loose fence fabric

— Tree branches, signs, chains
— Wind, rain, hail -
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The quality of the fence greatly affects the sensitivity that can be tolerated with a minimum of nuisance alarms.
The processor settings can also be important, if the count is set too low or the time window too long, the nuisance alarm rate will be intolerable.  If the count is set too high or the time window too short, the sensor can be easily defeated.  Typical settings are four counts in a 90 second time window.
The fence sensor can be a very high nuisance alarm rate sensor.  Care needs to be taken to eliminate most nuisance alarm sources.


Fence Sensor Performance
& Characteristics (cont’d)

* Vulnerability to defeat
— Digging under fence
— Bridging over fence
— Knowing timing logic
— Careful removal of sensor cable from fence
— Weather station attacks
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If the adversary does not touch the fence he will not be detected.  So a shallow tunnel under the fence will not be detected.  Bridging over the fence can be accomplished with a stepladder placed near the fence.
If the adversary knows the timing logic, he may be able to make some cuts and then wait for the sensor to reset and then continue, until he is able to penetrate the fence undetected. 
Some fence disturbance sensors are susceptible to slow removal of the cable from the fence by several persons.  This can be prevented by using an occasional metal cable tie to cause cutting, or by weaving the cable through each fence panel.
Some manufacturers use a weathervane associated with each fence sensor zone to reduce nuisance alarms.  If the sensor uses this information to reduce the sensitivity, then the overall probability of detection is reduced during windy conditions, giving the adversary an advantage.  Or the adversary may be able to cause the weather vane to think that these conditions exist.


Fence Sensor Testing

e Climbing
e Cutting
e Simulated cut (tap or mechanical impact)

Portable Fence

19
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Fence sensors typically have two different circuits designed to detect cutting or climbing.  To test each of these, some climb tests should be performed.  These tests should be performed at a number of locations, but also at large gateposts or corner posts to ensure that proper detection exists.
The sensor can be tested for cutting by snipping off small portions of the fence at the top selvage.  A selvage is fence lingo for the joint at the top of the fence where the chain link wires twist together.
Many vendors provide a spring-loaded device that can be used to simulate a cutting attempt.  These work well and are repeatable, as long as the site can ensure that the proper settings are used to simulate an actual cut.  Many manuals recommend tapping on the fence with a screwdriver.  Unfortunately, most sites tap much too hard, so the tests are not valid.  A light tap should create an event.
The photo shown is of a portable fence that can be used for rapid and short-term deployment for such applications as VIP protection at special events.


Fence Sensor Maintenance

e Remove debris from fence

e Shake fence to locate and correct sources of
rattles
— Signs
— Loose fabric ties

— (Gates

* Inspect sensor for loose cable

a
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Debris and vegetation should be removed from the fence line area.  Weeds growing into a fence sensor detection zone can cause nuisance alarms.
Listening to a fence while shaking it is the best way to locate rattles and noises that could be sources of nuisance alarms.  Additional fabric ties may be needed to help quiet the fence.
Near gates there are often chains and padlocks that can cause noise.  Rubber coated chains and padlocks are often a good way to reduce noise.
Broken cable ties can cause the cable to loosen on the fence and create additional movement in the wind.  Cable ties may need to be replaced frequently in areas with a lot of sunlight.


=== Fence Disturbance Sensor Summary

Relatively high NAR / FAR during wind

Line sensor - easily avoided by not touching
fence

— Bridging, tunneling

Relatively inexpensive

Easy to install

Variety of types available
— Mechanical

— Electromechanical

— Strain sensitive cable

— Fiber optic
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Fence-disturbance sensors are passive, visible, terrain-following sensors that are designed to be installed on a security fence, typically constructed with chain link mesh.  High winds and wind-blown debris can also cause nuisance alarms from sensors mounted on fences by disturbing the fence.
Digging under the fence or bridging over the fence without touching the fence itself can defeat fence disturbance sensors.  Digging can be deterred by putting concrete under the fence.  The bottom edge of the fence fabric can also be placed in the concrete.
Fence disturbance sensors can detect motion or shock.  Thus they are intended to detect primarily an intruder who climbs on or cuts through the fence fabric.  Several kinds of transducers are used to detect the movement or vibration of the fence.
There are probably more manufacturers of fence sensors than any other exterior sensor technology.  Because many sites already have a fence around their perimeter, these type of sensors are typically the cheapest to install.  They can also be economical for the manufacturer to build.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.



Volumetric Sensors
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Presentation Notes
This module will focus on volumetric sensors (passive infrared, microwave, and dual technology).
The entire volume or a portion of the volume of a room or building can be protected using volumetric motion sensors.  An advantage of volumetric motion sensors is that they will detect an intruder moving in the detection zone regardless of the point of entry into the zone.  



Learning Objectives

After completing this module, you should be able
to:

e Describe the fundamental principles of
volumetric sensors

* |dentify in what application volumetric sensors
are suitable for providing effective detection for
given threat tactics and environmental conditions

 Evaluate and determine effective placement of
volumetric sensors

e List the advantages and disadvantages of
volumetric sensors


Presenter
Presentation Notes
The objectives of this module is to familiarize the student with the characteristics and principle of operation of PIR, microwave, and dual-technology sensors and to discuss performance testing and evaluation of installed sensors at a site. 
The advantages and disadvantages of each type of volumetric sensor will be discussed. 
There will be class exercises associated with the course modules.  The objective of the exercises are to practice the performance and evaluation testing for some of the sensors.
 


255 ¢ Passive infrared

e Monostatic microwave

e Dual technology (Dual-
tech)
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Presentation Notes
These are the sensor technologies that we will be discussing in this module.
Passive infrared – visible and volumetric.  This sensor responds to changes in thermal energy emitted by a human intruder.
Microwave – this sensor establishes a radio frequency (RF) energy field and responds to changes within that field. 
Dual Technology – this sensor type attempts to achieve absolute alarm confirmation (by combining two technologies) while maintaining a high probability of detection.  The two most common combined technologies are passive infrared and microwave.  



Interior PIR Sensors

Active Passive
Covert Visible
Line of sight Terrain following
Volumetric Line

Mode Freestanding
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The active IR used for exterior intrusion detection is active, visible, line-of-sight, and freestanding.  The passive IR is a passive sensor.
Because we are talking about both active and passive infrared sensors in this module, both boxes are highlighted on these vu-graphs.  Both sensors are considered visible even though the transmitted energy is beyond the range of human eyesight.  The sensors are both line of sight sensors and require flat terrain to prevent crawling intruders from defeating the sensors.  Detection is linear, although at least one federal agency considers this to be a volumetric sensor for compliance purposes.  Both sensors are freestanding.


PIR Basic Principles of Operation

= . Receives infrared (IR) energy (heat) from

objects in area being protected

 Objects emit infrared energy proportionate to
their temperature and emissivity
— Ceilings, walls, floors, furniture, etc.

e Detection of motion is accomplished by
measuring changes in received infrared energy


Presenter
Presentation Notes
The PIR sensor is the most commonly used volumetric detector today.  Infrared radiation emitted by an object is directly related to its temperature.  Infrared radiation is invisible to the eye. The visible region encompasses only those wavelengths between 0.45 and 0.75 micrometers. The infrared region lies between 0.75 and 1,000 micrometers. The human body radiates infrared energy in the 8 to 14 micrometer region. Even apparently cold objects, such as dry ice and liquid oxygen, emit infrared radiation. 
Passive infrared sensors continuously receive infrared or heat energy from all objects within the area being protected.  Ceilings, walls, floors furniture all emit IR energy proportionate to the their temperature and emissivity.  A passive infrared sensor will only respond to changes in the received infrared energy. 
Emissivity is the factor that is related to how well an object absorbs and radiates IR energy.  The absorption and radiation of IR energy (emissivity) depends on the composition of the surface of the object.  Objects with different surfaces will have different emissivities.
Since PIR sensors are the most common volumetric sensors in use, we will spend a significant amount of time discussing more information and detail about this technology than the others in this module.


PIR Operation - Lens

7. A parabolic mirror or Fresnel lens provide a
field-of-view with multiple detection
segments

Parabolic mirror Fresnel lens
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The PIR sensor responds to either the heat energy emitted by a human body or changes in background radiation caused by a person blocking the background in the sensor’s field-of-view. Using a variety of lenses, the detection pattern is subdivided into the solid angular segments.  As a person passes across the detection segments, each segment will detect and increase or decrease in temperature, which will trigger an alarm.


: PIR Operation - Detector

e Pyroelectric detector
converts changes in IR
energy (heat) to an
electrical signal

* Segmented optics
focus IR energy onto a
pyroelectric detector

PIR Sensor

(Pyroelectric
detector is part of
sensor)
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Presentation Notes
The detection element within the PIR sensor is called a pyroelectric detector.  The pyroelectric detector converts changes in IR energy to an electrical signal.  If there is no change in IR energy, there is no signal output from the detector.
The graphic shown on the right is an example of how the segmented field-of-view of a PIR sensor looks.  The green areas are the active areas where IR energy is focused onto the pyroelectric detector.  The areas between the green areas are not seen by the detector.  Note that there is another layer of active segments beneath the upper layer of segments.  Typical PIR sensors will have three or more layers of segments in order to cover a volume within a room.


Pyroelectric detector
electrical signal out

 Achangein IR energyis
detected by the pyroelectric
detector when a person (or
warm object) moves through a
segment
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A pyroelectric detector receives radiation from the intruder and coverts this radiation into an electrical signal.  The signal is then amplified and processed through logic circuits, which generally require that the source of radiation move within the field of view of the sensor.  If the signal is strong enough and the required movement occurs, an alarm is generated.  
The graphic shows a simplified version of how a PIR sensor operates.  As a person moves through a lens segment (in the diagram, the left most segment), the pyroelectric detector senses a change in IR energy and produces an electrical signal out as depicted on the graph. 
 


Pyroelectric detector
electrical signal out
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When the person passes between the active lens segments (the non-detection zone) the electrical signal drops to zero, followed by another electrical signal output when the person enters the next segment.  So, as motion occurs within the sensor field-of-view, the pyroelectric detector is generating a signal (see graphic).  
It should be noted that the detection pattern is not a perfect shape, so caution should be used when placing these devices (e.g. the adversary could pass through a sensored room, but avoid the detection zone because the senor pattern didn’t cover the entire room).  Also, the PIR is most effective if the intruder is forced to cross the detection pattern, entering and exiting multiple detention segments. The actual detection pattern of a PIR sensor is determined via testing.
An example of reduced sensitivity is when an intruder moves in the direction directly towards a PIR sensor.   Testing of one particular sensor showed that if a person started walking towards the sensor from a position between active segments, the person could get to the sensor itself without being detected.  However, this particular sensor had a “look down segment” directly under the sensor for the purpose of eliminating the adversary's ability to touch the sensor without detection.  However,  in this same case, the adversary could have touched protected items along that path.
Keep in mind that this occurred during testing.  Previous walk testing allowed the tester to determine the detection pattern and the tester knew where the active and inactive segmented areas were.   


PIR Sensor

/
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Some manufacturers will sell a device to help the installer locate the detection segments in a room.  The one shown in this photo is positioned in the location of the PIR sensor and the installer can see in the mirror the reflection of the room and the approximate location of the PIR segments.  This is just a rough alignment and final testing will still need to be conducted to guarantee that the required areas are covered by the sensor.


PIR Sensor

/
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Presentation Notes
Some manufacturers will sell a device to help the installer locate the detection segments in a room.  The one shown in this photo is positioned in the location of the PIR sensor and the installer can see in the mirror the reflection of the room and the approximate location of the PIR segments.  This is just a rough alignment and final testing will still need to be conducted to guarantee that the required areas are covered by the sensor.


PIR Operation — Electronic Processing

Detection threshold

N

e Electronic processing
— Detection threshold

— Count number of pulses over threshold (number of
detection segments ‘seeing’ changes in IR energy)

— Pulse count of 1 or 2 or 3, etc. within time window
to generate alarm

— Nuisance and false alarms reduced

— Signal processing and sophistication varies among
manufacturers
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The pyroelectric signal output is then processed by the electronics within the sensor.  Some examples of the processing are listed here.  The main purpose of the electronic processing is to reduce alarms from nuisance sources while allowing an alarm when the electrical signal is representative of human movement.  
Nuisance alarms cannot be totally eliminated because the changes in IR energy that are representative of human movement can be caused by animals, or other IR changes sensed by the detector.
The detection threshold can allow small objects (such as mouse) that radiate less heat to be ignored.
The processing can also count the number of signal pulses over the detection threshold and generate an alarm only when a specified number of pulses occur within a time period.  Many PIR sensors have adjustable settings that allow the user to set the pulse count.  Very few have adjustments so that sensitivity or detection threshold can be changed.  
This operational description has been simplified.  The sophistication of signal processing is typically higher than this and varies among manufacturers.

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



Dual-Element or Quad-Element Pyroelectric
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One more thing to add is the use of dual-element or quad-element pyroelectric detectors.  Dual-element and quad-element is where the pyroelectric detector has two (dual) or four (quad) separate detection elements which are usually reversed biased from each other.  
The reverse biasing of the detection elements causes the pyroelectric detector to have no output when a “global” change in IR energy occurs.  An example of a global change is when a when a room is being heated by forced air.  The air within the room is warming fast in areas that are too large and obviously would not be considered human movement.  
All of the elements on the pyroelectric detector see changes at once and their electrical outputs cancel each other due to the reverse biasing.  Most high quality PIR sensors today use multi-element pyroelectric detectors.  Nuisance alarms can be generated however, for example, a sensor mounted too close to a vent where warm air is blowing out.
This concludes the operational description of the PIR sensor.  Are there any questions?


Nuisance Alarms in IR Sensors

e Localized heating
— Heaters / radiators

— Sunlight
— Nearby unshielded incandescent light
* Moving air
e Animals / insects
e Sensor / mounting structure vibrations

B A
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Typical nuisance alarm sources for PIR sensors are listed here.  Locations of heat radiators, vents, and windows need to be taken into account when installing a PIR sensor.  Hot water radiators can cause alarms as the radiator warms up from one end to the other.  Objects heated by sunlight within the room have the possibility of causing alarms if the objects heat or cool fast enough due to sudden changes in sunlight (e.g., cloud movement).
If a sensor is mounted close to a forced air vent, nuisance alarms can occur due the turbulence causing thermal changes in smaller areas.
Pets such as dogs and cats are a common nuisance alarm sources within residences.
An unshielded incandescent light that is within 3 to 5 yards (3-5 meters) of the sensor might also cause an alarm if it burns out or goes out due to loss of power.
Insects caught within the sensor or on the lens faceplate can be another source of nuisance alarms.  All screw and wiring holes on the sensor housing should be sealed to prevent insects from entering.
So that sensor movement does not occur, the sensor needs to be mounted on a sturdy mount or surface.      


== PIR Sensor Vulnerabilities

= . Can be defeated by very slow motion

 May not detect intruder (sensitivity reduced)
if room temperature is above 90°F

e Possible for intruder to wear “insulated” suit

e Detection effectiveness reduced for motlon
directly toward or away from sensor

e “Fogging” or masking of lens
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This is a list of weaknesses for PIR sensors.
Very slow motion will not be detected by a PIR sensor.  Defeating a PIR sensor with slow motion is somewhat difficult to do because a person must keep all body movement to a very minimum.  This includes arms, head, legs and any slight swaying.  An adversary will be within the protected area a long time in order to defeat a sensor.  If an adversary does reach a protected target without detection, will he be able to pickup the item and leave the area while maintaining the very slow motion and minimal body movement?  This is something to keep in mind regarding protected items.  An item lying loose on a table would be easier to retrieve than an item locked-up or attached in some way to the table.  
If the room temperature and all objects within the room are at the same temperature as human skin, the sensitivity of a PIR sensor could be decreased.  The normal room temperature needs to be taken into account when installing or evaluating an installed sensor.  

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.




PIR Laboratory Performance Testing

% « |deal, baseline testing

— Performed under ideal or optimum conditions
e Room temperature 68 - 75 degrees F
e Empty room (no equipment, furniture, etc.)
* No or minimal nuisance alarm sources

— Establishes sensor detection probability
— Verify manufacturer’s published detection area
— Monitor sensor for false and nuisance alarms
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The purpose of laboratory testing is to provide basic information about the performance characteristics of a sensor.  Prior to performing these tests a sensor should be “pre-qualified” based on specifications, and desirable features. 
Laboratory testing is performed in an “ideal” environment with no nuisance alarm sources, no furniture or equipment, and at an ideal temperature.  It is performed with a test subject that is walking upright, in the most sensitive direction for the sensor, and at a specified speed (such as 1 foot/second (0.3 meter/second)).  This testing will establish a baseline detection probability and verify the manufacturer’s published detection area.  It also provides nuisance alarm data in an environment where minimal sources exist which can provide an indication of how prone the sensor is to nuisance sources or generating false alarms. Monitoring a sensor for nuisance and false alarms will require a system to record and store sensor alarm events and a video assessment system to record a view of the sensor detection area when alarms occur. 
Once a baseline is established additional testing with regards to different test speeds, test directions (such as the least sensitive direction for the sensor) test positions (such as crawling), and elevated room temperatures should be conducted.  Tests that expose the sensor to specific nuisance sources (such as a space heater or incandescent lights) can be done also. This provides information about how the sensor performs under different conditions.   
Performance of a sensor in an actual application will depend on where and how it is installed, maintained, and tested and the affect of equipment and furniture within the protected area. 


s PIR Laboratory Performance Testing (contd)

7« |deal walk testing
— Multiple sensor units
* Same make / model and different lots

— Human test subject

e Small person — 5 foot tall, weighing 90-100 pounds (40-45
kilograms)

* Arms of test person held tightly across chest
e Walk rate of test target at 1 ft/second (0.3 m/s)

— Record where alarms are generated along all paths

— Establish baseline detection pattern and probability
based on performance data

— Perform multiple sets of tests at different times
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The next few slides will describe some of the laboratory testing methods and show results of some tests conducted on sensors.
Multiple sensor units of the same make and model but from different manufacturing lots should be tested.  This provides a broader view of how the manufacturing tolerances are maintained over time. 
The ideal testing will establish a baseline detection pattern and detection probability.  
Performing several sets of tests separated by a period of time (such as 60 or 180 days) will help determine if there are changes or degradation over time.  During the periods between testing the sensor needs to be powered on and monitored for nuisance and false alarms.   


Published Detection Area

=~ Arc lines for walk tests
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Presentation Notes
This is an example of a grid for sensor testing. This would be laid out and marked on the floor of the test area.  
Testing along the arc lines is in the most sensitive direction for PIR sensor and tests conducted along the radial lines is in the least sensitive direction. 
The following instructions described a test that would be conducted along arc paths:
Start outside of the published detection area on one side and walk at 1 ft/sec along the first path.
Stop when an alarm occurs and mark that position.
Return to the starting point, wait 30 seconds for sensor to reset and repeat walk test along the same path.
Repeat testing on that path until the required number of tests are completed.  Multiple tests along each test line path are required to establish a PD.  As an example in order to establish that a sensor has a minimum PD of 90% at a confidence level of 95%, the sensor will have to pass 29 out of 30 tests. 
Perform above tests on remaining paths. 
Repeat steps 1 through 6 starting from the other side of the detection area.

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



=== PIR: Walk Test - Most Sensitive Direction
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Presenter
Presentation Notes
The graph shows the horizontal detection envelope (looking top down) for three different units of same sensor model.  Each sensor unit was from a different manufacturing lot.  
Beginning from outside the manufacturer’s published detection envelope (the dashed lines), walk tests at 1 foot/second (0.3 m/s) were conducted along arc paths A through I in a counter-clockwise (CCW) direction, and a through i in the opposite direction. To establish probability of  detection, a total of 30 tests along each arc were conducted.  One-half of these tests were conducted 60 days apart with the sensor powered up continuously between tests.  This allowed for some evaluation of degradation over time and collection of nuisance and false alarm data. 
The different colored lines represent the smallest detection envelope for high detection probability for each sensor unit.
This sensor model has a 90o field-of-view. The detection envelope is somewhat smaller than the manufacturer’s published detection envelope.  Note how narrow the detection envelope is at closer ranges.  
Placement of a sensor within the protected area is important.  The sensor should be placed so that an intruder will cross the sensor’s detection pattern in the most sensitive direction from the most likely points of entry. 


= PIR Detection Pattern

Basic PIR Detection Pattern
detection pattern
with the intruder
walking towards
the sensor

Sensor Location
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When a designer is determining the best place to locate an asset within a room, this graph showing the PIR sensor detection pattern would be used as guidance. The asset should be place inside the detection zone that has a high PD no matter which direction the intruder approaches the sensor.


Additional Performance Testing

2 « Slow walk (0.15 m/s)
e Least sensitive direction
— Directly towards sensor
e Crawl
— 1 foot / second (0.3 m/s)
e Vulnerabilities
— High room temperature 90°+ F (32°+ C)

— Mask sensor
— Mask target
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In addition to the walk test described earlier,  these are additional tests that can be performed.  Slow walk tests are at speeds less that 0.5 foot/second.  Most volumetric sensors will have a speed where detection capability decreases.  
If crawling towards a protected item is a concern, crawl testing is necessary to obtain detection characteristics.  Detection of a crawling person will likely be different than a walking person.
Some of the vulnerability tests will answer questions such as:
Does the sensor sensitivity decrease at higher room temperatures?
Can the sensor be covered without generating an alarm?
Can a person shield his body temperature from the sensor? 


ll PIR: Walk Test — Least Sensitive Direction

Walk directly towards the sensor

Maximum and minimum detection envelope
Test direction along radials

/

/

e: Maximum detection
elope —Low P,

14

Red: Minimum detection
envelope — High P,
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Presentation Notes
For this particular sensor model, the least sensitive direction walk  tests were conducted along each of  the radials  numbers 2 to 18, walking directly towards the sensor at 1 foot/second.  A minimum of 15 tests were conducted along each radial. 
The blue area indicates the maximum detection area with low detection probability.  What this means is that during the multiple walk tests, detection occurred any where from the edge of the blue area to no detection until the test subject was directly under the sensor.     
The red area shows the high detection probability areas.  During testing a person was detected every time at, or before, the red area. 
For the least sensitive direction, the detection area with a high PD is much smaller that the most sensitive direction with the same PD.  Generally, this is true for most PIR sensors.  The performance in the least sensitive direction will vary with individual sensor models.
As discussed earlier, placement of a sensor within the protected area is important.  The sensor should be placed so that an intruder will cross the detection zone in the most sensitive direction from the most likely points of entry. 





@2 PIR: Crawl Test - Most Sensitive Direction

Test direction, arcs a - i Test direction, arcs A - |
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Presentation Notes
This shows the resultant detection area of a crawler for a particular sensor.  In order to simulate a crawling intruder the tests were conducted with the test person on an automotive mechanics creeper.  The test person used his feet and arms to guide and move along the test arcs.  
The detection area shown in blue is much smaller for the crawler than for a walker.
This concludes the discussion on laboratory performance testing for a PIR.  Are there any questions?



Passive Infrared Sensor Summary

* Principles of operation
— PIR sensors detect changes in heat energy
— Field-of-view is segmented

— Most sensitive direction is across sensor field-of-
view

 Nuisance alarm sources

— Heat sources
— Animals, insects -
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During this section we discussed that the PIR sensor only detects changes in thermal infrared energy and so that changes in energy occur, the volume of the PIR detection area is segmented.  
For placement of PIR sensors it is important to consider the most sensitive direction.  A PIR will be most effective if the target is forced to cross the detection pattern, thereby entering and exiting multiple detection segments over a period of time.
Infrared sensors should be located away from any heat sources that could produce thermal gradients in front of the sensor’s lens.  In addition, heat sources within the sensor’s field of view should be avoided.  An infrared detector should never be mounted over or near radiators, heaters, hot pipes, or other heating element.  
Heat sources including wildlife are potential nuisance alarm sources.
Birds and small flying insects can cause nuisance alarms with passive infrared sensors.  Birds flying near the sensor can block the background energy from the thermal sensors, and if the bird’s motions satisfy the alarm criteria, the result is a nuisance alarm.  
An insect crawling on the lens can cause large temperature changes, also resulting in a nuisance alarm.



Passive Infrared Sensor Summary (cont’d)

o Vulnerabilities

— Very slow movement
— Masking

— High temperature

— Target insulation

 Performance testing

— Establish probability of detection, detection
envelope, and nuisance alarm sources
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Some of the vulnerabilities of the PIR sensor include slow movement, covering or masking the PIR lens, higher room temperature (around 90+ degrees F) and insulating the target.
Laboratory performance testing will establish whether a sensor is suitable for particular applications. For high security applications, very intensive laboratory testing should be conducted (a variety of many tests is required). The performance tests should establish PD, determine the true detection pattern, and identify all potential nuisance alarm sources.



End Part 1

ANY QUESTIONS?
SEE YOU TOMORROW MORNING
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Interior Microwave Sensors ‘

Covert { Visible

Line of sight Terrain following

Volumetric Line

Mode Freestanding
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Presentation Notes
The microwave sensor is used for interior intrusion detection is active, visible, line-of-sight, and freestanding. Microwave sensors are considered visible even though the transmitted energy is beyond the range of human eyesight.  The sensor is a line of sight sensor and require flat terrain to prevent crawling intruders from defeating the sensors.  Detection is linear, although at least one federal agency considers this to be a volumetric sensor for compliance purposes.  The sensor is freestanding.


Microwave Sensors

= e |nterior microwave sensors are

— Active sensors
— Typically monostatic

* Employ a single antenna for both the transmit
and the receive functions

* |ntrusion detection is based on a Doppler

frequency shift

— If the Doppler signal is of sufficient amplitude and
duration an alarm will be generated

28


Presenter
Presentation Notes
Interior microwave sensors are monostatic.  In a typical application the microwave energy that is transmitted by the sensor is reflected off surfaces and objects such as metal, water, animals, humans, etc.  Monostatic means that the sensor unit both transmits and receives the microwave energy. There is no separate transmitter or receiver.  Typically one antenna is used for the transmit and receive functions.
The shape of the detection zone is governed by the design of the antenna and is roughly similar to an elongated balloon.  
Motion within an area will cause changes in the microwave energy.  The changes the microwave energy is known as the Doppler Frequency Shift.  A person or other reflective object moving within the microwave energy field will cause minute changes in the frequency of the microwave.  The sensor knows what frequency it is transmitting at.  When it receives reflected energy at a slightly different frequency, it will process the difference between the frequencies and generate a motion alarm if the frequency difference is representative of human movement.


Doppler Frequency Shift

Emitted Energy at a Certain Frequency

—
Monostatic
Microwave
—

Reflected Energy at a Higher or Lower Frequency
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Presentation Notes
Intrusion detection is based on the Doppler frequency shift between the transmitted and received signal caused by a moving object within the energy field.
The microwave transmitter sends out a known frequency and if a higher or lower frequency is returned to the receiver, this is an indication that a target is moving towards or away from the sensor.
Due to this operation principle, optimum detection for microwave sensors is achieved when the target is moving towards or away form the sensor, not across the detection zone.
Placement of microwave sensors should then be made so the adversary is forced to move towards or away from the sensor.


Interior MW Principles of Operation

Radiates RF signal
— Typically 10.5 GHz +/- 25MHz

Measures a Doppler frequency shift of the RF
signal reflected from a moving “target”

Detection pattern is largely determined by
sensor antenna design

Most sensitive to motion towards or away
from sensor
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The microwave sensor establishes an energy field using energy in the electromagnetic spectrum, usually at a frequencies on the order of 10.5 GHz.
The shape of the detection zone is governed by the design of the antenna is roughly similar to an elongated balloon.  The antenna is typically a microwave horn but may be a printed circuit planar or phase array.
The important bullet here is the last one.   Microwave sensors are more sensitive to motion towards or away from the sensor. This is opposite of the PIR sensor.
For motion across the sensor’s detection area there is less Doppler frequency shift.  If motion occurred in a perfect arc with the sensor being center point there would be no Doppler shift and no detection.  


A 4

gzes  Microwave Detection Pattern

Top View

Side View
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The patterns shown in the slide are approximate, a truer representation of a microwave detection pattern will be shown later.  The differences in the typical pattern and the true pattern should be considered when using microwave sensors. 
This slide shows the top view and side view shape of a typical interior microwave detection area.  Note the blind area directly under the sensor.  This shape is determined by antenna design.  Different antenna designs can make a shorter, “fatter” pattern or a long, “skinnier” pattern. The shorter pattern will have a wider angle of detection from the sensor, and longer pattern will have narrower angles of detection from the sensor.  
Note:  these patterns are representative of a manufacturer’s data sheet. The actual pattern in an installed application may not have the exact pattern that is shown on the data sheet.  The actual pattern can be determined by testing the sensor. 


Example: Microwave Antenna

Antenna

(Also called a
microwave horn
for this type of
antenna)
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The silver colored section is the antenna.  It is also referred to as a horn because of its shape.   The shape of the of the antenna determines the shape of the detection volume. 
Some microwave sensors will have an antenna that is printed on a PC board.  Similarly, the design determines the pattern shape.


Interior MW Principles of Operation

=57« Processing of reflected (received) signal
— Sensitivity

* Related to the amount of Doppler shift needed to
generate an alarm

— Range gating

e Detection distance adjusted using timing between
transmitted and received signal

— Rejection of minor oscillating motion

— Signal level sensing

e Detect if reflected signal is too weak, strong, or non-
existent
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These are some of the basic processing that microwave sensors perform on reflected signals and the Doppler frequency shift of the those signals. 
Sensitivity is related to the amount of Doppler shift that the sensor needs to see before generating an alarm. Sensitivity is not user adjustable in many microwave sensors. 
Range gating allows the sensor to ignore motion of objects that are at a further distance of interest.  Sensors that have range gating will have an adjustment to allow ranging within a certain percentage of the maximum detection distance.
Rejection of minor oscillating motion allows the sensor to ignore objects such as a hanging sign that might swinging back and forth when the heating or cooling system starts up.  Note that a hanging metal sign or other items that might move around are nuisance sources and should be removed or fastened securely.  This feature can be used if there is minor oscillation that cannot be avoided.  
Signal level sensing is to help prevent sensor defeat by using a metal cover or similar object.  Once a sensor is installed in an area it will receive an average reflected signal.  If the reflected signal is suddenly to large, the sensor will generate a trouble indication.


Interior MW Nuisance Alarm Sources

Movement of personnel, objects, or material on
other side of windows or walls with lightweight
construction

Movement of objects within the protected area
— Fan blades, animals, equipment

Fluorescent lights

Electro-magnetic impulse sources

Sensor / mounting structure vibration
Multiple microwave sensors in same area

34


Presenter
Presentation Notes
Microwave energy passes through light construction materials such as wood, glass and drywall.  If a microwave sensor is stalled in a room made from light construction materials and the detection area is larger than the room, nuisance alarms will occur from movement outside the room.
Within the protected area nuisance alarms can come from fans, rodents, pets, and equipment.  A fan that is not located in the room is also a possible source.  If a fan is located within a ventilation duct, microwave can travel through the duct and reflections from the moving fan blades can cause alarms.  An other example is plastic drain pipes located behind dry wall. Water draining from the floor above can cause alarms.
Some microwave sensors have problems with fluorescent lights.  The gas within these lights is a reflector of microwave energy when ionized.  The light is actually flickering at the power line frequency and this looks like motion to the sensor.  If this is a problem, a metallic screen mesh can be installed over the lights to prevent the microwave energy from passing through. 
Electromagnetic sources close to the microwave frequency is another possibility. It could be lightning, electrostatic discharge, electric motors, gasoline engine ignition system, power line surges, continual switching actions of digital electronic circuitry, 
If more that one microwave sensor is to be install in the same area, they can interfere with each other and cause alarms.  There are sensors that allow the user to select from a number of different frequencies.  More than one microwave in the same area will require different frequencies.


Interior MW Nuisance Alarm Sources

Transmitter/Receiver

Lightweight Construction Wall

Microwave
Sensored
Room

Filled
Concrete or
Metal Wall

Nuisance alarms can occur from outside a room with light
construction materials (wood doors, windows, drywall, etc.)
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This slide repeats the important characteristic that microwave energy passes through light construction material.  This graphic illustrates the fact that microwave energy will penetrate light constructed walls.
This presents a possibility for nuisance alarms for people walking in a hall or past a window outside the protected room where the sensor is installed.
Ask the students how this alarm would be classified?  They should answer “initially as a false alarm.”  This is because an operator will not see a person walking down the hall on the other side of a wall.  Although it is a nuisance alarm, the operator will not be able to assess it this way.  It could take some time to figure what activated the alarm. Caution should be used when determining where the sensor is located and directed.
War story:  shortly after installation of a microwave sensor in a room at a site, “false” alarms started occurring for about one hour at the end of the work day, shortly after the room was secured.  These alarms drove the site crazy, trying find the cause.  Finally it was discovered that PVC drain pipes were behind a wall constructed of drywall, running from a bathroom on the floor above.  At the end of the day workers were using the rest room before leaving, and the sensor was detecting the water running through the pipe.
The fact that microwave energy can penetrate walls has both advantages and disadvantages.  An advantage occurs when a a intruder is detected by the microwave energy penetrating partitions within a protected volume, but detecting someone or something moving outside the protected area, or even outside the building, is a disadvantage because it results in a nuisance alarm.



Microwave Sensor Vulnherabilities

* Slow moving target

 Microwave absorption or reflection
e Blockage of field-of-view

e Circumferential motion

— Difficult to defeat with normal walking
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These are the commonly known weaknesses for microwave sensors.
Very slow movement can defeat the sensor. The actual speed for defeat will depend on the sensor.  Past testing has shown that some sensors will still have some sensitivity with target speeds of 1 inch/second.  Defeating a microwave sensor with  slow movement is not as easy as it sounds.  Similar to the PIR, body swaying and movement of head, arms, legs will be detected by the microwave sensor.  The adversary will need to be inside the detection area a long time moving through the detection area without extraneous body movement.
If a person could be completely covered in microwave absorbing material, the sensor will be much less sensitive to movement.
Blockage of view includes things such as metal furniture or equipment racks in front of the sensor and blind areas behind furniture and racks.
Circumferential motion is a perfect arc with zero motion towards or away from the sensor will not produce a Doppler shift.  This is difficult movement for a human to do without being detected.




Microwave Laboratory Performance Testing

% « |deal, baseline testing

— Performed under ideal or optimum conditions
e Empty room (no equipment, furniture, etc.)
* No or minimal nuisance alarm sources

— Establishes sensor detection probability, P,
— Verify manufacturer’s published detection area
— Monitor sensor for false and nuisance alarms
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The purpose of laboratory testing is the same as the for the PIR sensor - to provide basic information about the performance characteristics of a sensor.  Prior to performing these tests a sensor should be “pre-qualified” based on specifications and desirable features. 
As a reminder, performance of the sensor in an actual application will depend on where and how it is installed, maintenance, testing, and equipment and furniture within the protected area. 
Performance testing will verify the manufacturer’s published detection pattern or will establish the actual detection pattern.  
The sensor should be operating continuously and monitored for false and nuisance alarms between testing.  The period of time for testing needs to be long enough and include different environmental conditions to establish if nuisance alarms occur in the ideal environment. As an example, a sensor is monitored in the ideal test room for 30 to 60 days with the heat coming on during some portion of the time and then operating during cooling of the room some portion of the time.  
In addition, specific nuisance alarm sources can be introduced and tested to establish how the sensor will react to the sources.  Example nuisance  sources include metal and non-metal signs hanging from the ceiling, a portable fan with metal blades, and small animals.


Microwave Laboratory Performance Testing

e |deal walk testing
— Multiple sensor units
— Same make / model and different lots

— Multiple human test subjects (small, medium, large)
* Arms of test targets held tightly across chest
* Walk rate of test target at 1 ft/second (0.3 m/s)

— Record where alarms are generated along all paths

— Establish detection pattern based on performance
data

e |Individual sensor
* Individual test subject
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Again, as with PIR sensors, the ideal walk testing for a MW sensor is essentially the same as with the PIR sensor.  There is one important difference.  And that is the ideal or most sensitive direction for the MW sensor is towards the sensor.  Ideal testing will be with motion directly towards the sensor.  The next few slides will show some laboratory testing results of MW sensor testing. 
Some of this ideal testing will be performed in the class exercise.
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Presentation Notes
These three graphs show the differences the detection pattern size with respect to test subject direction.  
The left shows the maximum detection pattern with a direction directly towards the sensor.
The right shows a slight decrease in detection pattern size with walk testing parallel to the sensor center line.
The top graph shows a much smaller detection pattern with walks that are parallel to the sensor face.  This direction results with less of a Doppler frequency shift. 
The Doppler shift requires a sufficient amplitude change and duration time to cause an alarm.  In practical terms, this means that the microwave transmitter sends out a known frequency and if a higher or lower frequency is returned to the receiver, this is an indication that a target is moving closer or further away from the sensor.  Optimum detection for microwave sensors is achieved when the target is moving towards or away from the sensor, not across the detection zone.  Placement of microwave sensors should then be made so that the intruder is forced to move in this manner.
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This graph shows what happens to relative detection sensitivity in relation to target speed for a particular sensor. This sensor’s sensitivity peaks at a about 0.3 meters/second, the speed of a relatively slow walk.  
Note that at 0.02 meters/second (0.72 inches/second) the sensor is still somewhat sensitive to motion.
The target motion direction for tests resulting in this graph was directly towards the sensor. 




Microwave Detection Pattern

Basic microwave
detection pattern
with the intruder
walking towards
the sensor

Sensor Location
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This graph is a typical pattern that a designer could use when locating an asset in a room with a microwave.  The asset should be placed inside the area that has a high PD no matter which direction the intruder approaches the sensor.


Microwave Sensor Summary

#= « Principles of operation
— MW sensors are monostatic
e Transmitter and receiver co-located

— MW sensors detect the Doppler shift of a known
transmitted frequency

— Most sensitive direction is directly towards or
away from the sensor

 Nuisance alarm sources

— Movement of reflective objects, fluorescent lights,
animals / insects, electro-magnetic interference
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During this section we discussed that interior microwave sensors are monostatic and detect changes in the Doppler frequency shift.  Interior microwave motion sensors are nearly always in the monostatic configuration with a single antenna being used both to transmit and receive.  
Intrusion detection is based on the Doppler frequency shift between the transmitted and received signal caused by a moving object within the energy field.
The most sensitive or effective direction for microwave sensors are directly towards or away from the sensor, just the opposite of the PIR sensor. 
Common nuisance alarms are listed here.  Included are movement of objects (non-human) within and outside the detection zone, small animals or birds, and vibration due to poor sensor installation an mounting.  The ionized gas in fluorescent lights can reflect microwave energy.  This can case nuisance alarms due to the 60 Hz rate of the ionization, so fluorescent lights should not be within the detection area of a microwave sensor.



Microwave Sensor Summary (cont’d)

e Vulnerabilities
— Very slow movement,
— Blockage of microwave energy
— Circumferential motion

 Performance testing
— Establish probability of detection
— Detection envelope
— Nuisance alarm sources -
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Vulnerabilities include slow movement, absorption or reflection of the microwave energy, blockage of the microwave energy (such as stacking boxes or moving furniture around in a room), perfect circumferential movement along the detection pattern. 
Laboratory performance testing will establish whether a sensor is suitable for particular applications.  Performance testing should establish the PD, determine the detection pattern, and determine sources of nuisance alarms.  For high security application,  very intense laboratory testing should be conducted.  
This concludes the microwave sensor discussion.  Any questions?  Next we will move on to dual-technology sensors.


=za Sensor Classification

Dual Technology Sensors

Active Passive
Covert Visible
Line of sight Terrain following
Volumetric Line

Mode Freestanding
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The active IR used for exterior intrusion detection is active, visible, line-of-sight, and freestanding.  The passive IR is a passive sensor. The microwave is active.
Because we are talking about both active and passive infrared sensors and microwave sensors in this module, both boxes are highlighted on these vu-graphs.  Both sensors are considered visible even though the transmitted energy is beyond the range of human eyesight.  The sensors are both line of sight sensors and require flat terrain to prevent crawling intruders from defeating the sensors.  Detection is linear, although at least one federal agency considers this to be a volumetric sensor for compliance purposes.  Both sensors are freestanding.


Dual Technology Sensor Operation

% « A combination of two sensor technologies

— PIR and microwave

e Most common

— PIR and ultrasonic
— PIR and glass break

e Alarm Processing
— “AND” sensor outputs
— “OR” sensor outputs
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A dual technology (dual-tech) sensor combines two sensor technologies into one housing.  Most dual-tech sensors combine microwave and PIR technologies. There are a few that combine other technologies such as ultrasonic and glass break with PIR.
The sensor technologies alarm outputs are logically combined in either an “AND” configuration or an “OR” configuration.
When used in combination, alarms from either the active ultrasonic or microwave sensor are logically combined with the alarms from the infrared sensor in an AND-gate logic configuration,  The AND-gate logic requires nearly simultaneous alarms from both the active and passive sensor to produce a valid alarm.
 



Dual Technology Sensor Operation

22 « “AND” (PIR/ Microwave)
— Both sensors must detect motion before alarm is
generated

— Py is equal to the product of the P, of each sensor
e Example: PIRP,=0.9, MW P, =0.9, product =0.81
e The P, of the dual-tech sensor in this example is 0.81

e Nuisance alarms are reduced

— Most nuisance alarm sources for the PIR are not
the same as for the microwave

— A few nuisance alarm sources (such as small
animals) are the same
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Dual-tech sensors usually have a lower nuisance alarm rate than single technology sensors when the detectors are properly applied and assuming each has a low nuisance alarm rate.  But it is important to understand that when two sensors are logically combined using an AND gate, the probability of detection of the combined detectors will be less than the probability of detection of the individual detectors. The probability of detection of the combined sensors in a single unit will be less than if the individual detectors are mounted perpendicular to each other with overlapping energy patterns and field-of-view.
This sensor type attempts to achieve absolute alarm confirmation while maintaining a high PD.


Dual Technology Sensor Operation (cont)

- ' . “OR”
— |f either sensor detects motion an alarm will be
generated

— This configuration is similar to placing two
separate sensors in the same location.

* |f the sensor technologies are PIR and MW, one
technology would be placed in a location where it is less
effective with regards to direction of motion

— Nuisance alarms are not reduced

* |Individual PIR and microwave sensors installed
in separate locations would be better
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The OR configuration is much less commonly used than the AND configuration.
With the OR configuration either sensor technology can generate an alarm.  This configuration is similar to having the two separate sensors in the same location. 
To place a PIR and microwave sensor in the same location can result with one of the sensors not being in the best location with regards to direction of movement from likely ways that an adversary would enter an area or room.  
Since either sensor can generate an alarm, nuisance alarms will be not reduced
Individual sensors installed at separate locations will more than likely result with better performance that a dual technology sensor in an OR configuration as long as the best location for each sensor and nuisance alarm sources are taken into account. 
If the dual-tech was using an OR gate, the probability of detection would be 0.99



Dual Technology Sensor Vulnerabilities

% o \ulnerabilities are the same as for PIR and
microwave sensors

e In the “AND” configuration if either sensor is
defeated, then both are defeated
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Vulnerabilities for a dual technology sensor includes vulnerabilities for each sensor technology.  In the AND configuration if either sensor is defeated, then the dual technology sensor unit is defeated. 
For this reason a dual technology sensor should never be used as a replacement for two separately installed sensors in high security applications.  If a dual technology sensor is necessary in a location because of nuisance alarm issues, then another sensor (dual or single technology) should be used and installed in such a manner so that each sensor unit protects the other as well as providing overlapping detection coverage within the area being protected.     


Testing, Evaluation, and Installation

#=2" ¢ InaPIR/ MW dual technology sensor the PIR
sensor is primary in determining the detection
pattern and volume

 PIR and microwave dual technology sensors
should be tested and evaluated the same as a
PIR sensor

e Sensor should be installed with primary
consideration to the PIR sensor

* Do not use a dual technology as a replacement
for two independent sensors in high security
applications
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The microwave technology is usually more sensitive in its least sensitive direction than the PIR in its least sensitive direction. Because of this:
The PIR technology is primarily for determining the detection pattern and volume for  the PIR/microwave dual technology sensor.
Performance testing and evaluation should be similar to a PIR sensor. 
The sensor should be installed with primary consideration to the PIR section.  The most likely paths to the protected item or area should cross through the PIR detection pattern and not be directly towards or away from the sensor unit.    
When locating a position for installation of a dual technology sensor consider placement so that likely paths will result with a primary component of across the sensor detection area and minor component of towards the sensor.
Dual technology sensors should not be used as a replacement for multiple sensors in high security applications. 
If dual technology sensors are to be used, multiple sensor units should be installed, with each unit offering overlap protection of the other.





Dual Technology Detection Pattern

Basic dual Microwave Pattern IR Pattern

technology
detection pattern
with the intruder
walking towards
the sensor

Sensor Location
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This graph is a typical pattern that a designer could use when locating an asset in a room with a dual technology sensor.  The asset should be place inside the area that has a high PD no matter which direction the intruder approaches the sensor.  Notice that for an “AND” configuration, the detection volume is reduced significantly since the overlap is based on the area where both sensors have a high PD.  



Dual Technology Sensor Summary

 Two sensor technologies combined

— Most common are PIR and microwave

e “AND” configuration reduces nuisance alarms
as well as the P, of each sensor technology

e |f one sensor technology is defeated, then the
sensor is defeated (“AND” configuration)

e Testing and installation should consider the
PIR technology first
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The most common sensor technologies used in dual tech sensors are PIR and microwave.  The AND configuration is most commonly used in dual tech sensors. The advantage of a dual tech sensor is reduced nuisance alarms. 
The PIR technology is primary for determining the detection pattern and volume and should be considered first for installation and testing. 
 


Dual Technology Sensor Summary

®= « For high security do not use a dual-tech
sensor as a replacement for two separate
SEeNsors

e For high security multiple sensors should be
used and installed so that they protect each
other

— And provide overlapping coverage of the
protected area
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As with any high security application multiple sensors should be used, providing protection for each other and overlapping coverage. 
Next we will discuss evaluation and testing of sensors in an actual installation. 
The discussion will use a PIR sensor within an example room. Evaluation of an installed microwave sensor would include most of the items as for the PIR.  The primary difference is the location of where a MW sensor is installed for optimum detection. 


Evaluation of Installed Sensors

e Effectiveness testing

— Performed every 6 months, yearly, or per site
requirements

— Verify complete detection coverage and P
— Verify tamper operation and communication to CAS

— Includes review of
* Most likely ways of entry
e Location of furniture, equipment

e Sensor maintenance
* FAR / NAR histories
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This section discusses the on-site evaluation of sensor installation.  This evaluation assesses sensor performance in the environment where it is installed.
Effectiveness testing is performed at the initial installation of a sensor, and when a sensor has been moved, repaired, or replaced.  In the case of a new installation this test can be used as an acceptance test. On-going effectiveness testing of sensors is performed on an in-frequent basis, such as every 6 months or yearly.   The objective of an effectiveness test is to establish that each sensor detects throughout the intended detection area at the required detection probability.  In addition, operation and communication of the sensor tamper is verified during effectiveness testing. 
Effectiveness testing needs to include a site and installation evaluation that will review the room configuration and characteristics, location of sensors with respect to entry paths and other sensors, review site procedures for operational tests and maintenance, review past sensor performance and maintenance history. 
The FAR/NAR history can provide information about problem areas or problem sensors.  If certain sensors or areas have had high numbers of nuisance or false alarms there should documentation about corrective action.  The entire history can also provide a general overview of the condition of the system and how it is being maintained.  A system that has been maintained properly will have low FAR and NAR numbers. 




Effectiveness Evaluation and Testing —
PIR Example
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Sensor Effectiveness Evaluation and Testing Example 
Document review:  Previous test results, trouble history, maintenance/repair procedures and history, nuisance and false alarm histories.
Observations of sensor and room or area:  Are there signs of sensor tampering, damage, or masking?
Document the room temperature.
What are the most likely ways of entry: doors, windows, ventilation or roof ducts, walls, false ceiling? 
Where are the protected assets located?
Observe locations of furniture and equipment.  Look for paths that are blind to sensors that an intruder could take advantage of and use to get to a protected asset without detection.
Does the history indicate a high NAR?  If so, look for nuisance sources within the sensors field-of- view.  This would include heat registers close to the sensor, space heaters, heat radiators, sensor aimed at a window, insects on/within the sensor, animals, objects that can move around such as balloons, etc.

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



Evaluation of Installed Sensors

e Operability testing
— Performed on a frequent basis (daily / weekly)
— Verify that the sensor is operational
— Verify correct alarm received at CAS

— Step test
 From likely entry points
 From other points as defined by site requirements
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Operational testing is performed by the staff or security personnel that work at the site on a daily basis.  It is performed on a more frequent basis in cases when a room in a protected area is being closed and placed into a secured condition.  It could be at the end of a work day or on a weekly basis.  The objective of this test is to verify that the sensor is operational and that the correct alarm signal is received and displayed at the CAS. 
The step test is performed starting at likely points of entry and along paths toward protected items or areas.  This is described in more detail on the next slide. 
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In each of the positions numbered 1, 2, and 3 operational tests are performed by the staff on a weekly basis.  Locations 1 and 2 begin at likely points of entry – the door and window.  Location 3 is an additional test near the door.  
The tests consist of taking three steps one foot apart and stopping.  The CAS is contacted before each test.  The test subject remains still until the CAS operator signals that the sensor is reset and is in the secure state.  The test subject takes three steps into the room and stops. The CAS operator verifies that an alarm from each sensor is reported and the alarms are from the correct location.
In addition to performing these tests on a weekly basis, these tests are performed at the conclusion of effectiveness evaluation and testing in order to verify that the sensor is still aimed correctly and that the alarm communication to the CAS is operational.
     


Infrared Sensors



Presenter
Presentation Notes
This module will focus on infrared sensors.  Both Active IR and Passive IR will be discussed.
IR sensors detect the loss of a received infrared energy when an opaque object blocks the IR beam.



Learning Objectives

After completing this module, you should be able
to:

e Describe the fundamental principles of infrared
Sensors

e |dentify in what application infrared sensors are
suitable for providing effective detection for given
threat tactics and environmental conditions

 Evaluate and determine effective placement of
infrared sensors

e List the advantages and disadvantages of infrared
Sensors
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These are the key objectives the students are expected to learn during the lecture and discussion of infrared sensors.


Exterior Infrared Sensors

Active Passive
Covert Visible
Line of sight Terrain following
Volumetric Line

Mode Freestanding
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The active IR used for exterior intrusion detection is active, visible, line-of-sight, and freestanding.  The passive IR is a passive sensor.
Because we are talking about both active and passive infrared sensors in this module, both boxes are highlighted on these vu-graphs.  Both sensors are considered visible even though the transmitted energy is beyond the range of human eyesight.  The sensors are both line of sight sensors and require flat terrain to prevent crawling intruders from defeating the sensors.  Detection is linear, although at least one federal agency considers this to be a volumetric sensor for compliance purposes.  Both sensors are freestanding.


Infrared Sensor Types

e Active

— A majority of the exterior infrared sensors
used are of the active type and are multiple
beam

e Passive

— More typically used as an interior sensor but
is used to cover special situations in the
external environment



Presenter
Presentation Notes
Active infrared sensors transmit a signal and represent the majority of infrared sensors used in the exterior perimeter sensor market.  There are single beam sensors available, however, these can easily be defeated by simply stepping over the beam.  The majority used are a stacked, multi-beam configuration.  There are some inexpensive versions that can be easily defeated, while some active infrared sensors may be relatively expensive.
Passive infrared sensors are very commonly used in interior applications.  By adding additional environmental protection, many vendors offer these same sensors as an exterior device.  For the most part, the sensors talked about in this lecture were designed specifically for exterior applications.
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One type of an active IR exterior sensor is shown in the slide.
An IR beam is transmitted from an IR light-emitting diode through a collimating lens.  Collimating lenses are used in active IR sensors to convert the divergent beams of IR light into parallel beams, resulting in an efficient collection of the signal at the receiver.  Without this lens, the light would disperse and provide a weaker signal at the receiver.  The beam is received at the other end of the detection zone by collecting lens that focuses the energy onto a photodiode.  The IR sensor detects the loss of the received IR energy when an opaque object blocks the beam.  These sensors operate at a wavelength which is not visible to the human eye. 
The slide shows a picture of a nine beam stacked active infrared sensor.  The unit on the left is the backside of a AI sensor and is part of the next sector.  This manufacturer uses a red Plexiglas faceplate with collapsible sunshields.  Alignment of the individual beams is accomplished using the screws on the back of the tower.  There are sunshields over each of the individual optical modules.  These are lightweight sheet metal and are designed to collapse if an intruder attempts to climb over the unit using these sunshields.
Although the active infrareds are available in a variety of configurations and heights, a two meter high post configuration is the most common.  Taller posts like these are usually used when the sensor is used as a replacement for a sensor across a gate and the sensor should be at least as tall as the fence.


Exterior Active Multi-Beam Infrared
.. Sensors - Operational Principles

= ¢ Pulsed IR light beams
e Beams transmitted in sequence
 Detection method - beam break

 Wavelength - 0.8 to 0.95 Microns (non-
coherent)

e Radiated power - low (eye safe)
 Detection zone height - typically 2to 3 m

 Transmitter beam angle (receiver also) -
nominally 1/2 degree (half power points)

— Some sensors / angles can be as much as 3 degrees
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The beams are pulsed to distinguish the infrared signal being transmitted from infrared signals generated by the sun.  The beams are sequenced.  This allows the sensor to turn off all of the transmitters and turn on all of the receivers to see if someone is trying to spoof the sensor with a different transmitter or infrared source.  Some of the more inexpensive units can be defeated with a simple light source.  Most multi-beam units have this feature although some multi-beam units are little more than a stack of single beam infrared sensors.
Detection occurs when the beam is interrupted for a brief period of time.  Some units may react quicker if more beams are broken.  Approximately 95% of the beam must be blocked for an alarm to occur.
The wavelength is about 0.9 microns which is just out of the visible spectrum.  Non-coherent means that it is not a laser.
The detection volume cross-section of a multiple-beam IR sensor is typically 2-inches wide and 6-ft high.  Thurs IR sensors have a narrow plane of detection similar in dimension to fence sensors.  
The beam angle of the transmitter and receiver are a function of the lenses chosen by the manufacturer.  A narrow beam may have a stronger signal at greater distances, but may be difficult to align for short ranges, and may be more susceptible to nuisance alarms from vibration.
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Shown are some example beam patterns for exterior IR sensors. 
There are several different manufacturers and each one chooses a different way to build the units.  The top and lower right unit use a wide transmitter to illuminate multiple receivers.  The beam coming out of the transmitter is a cone, however, only the direct beam going into the receiver matters, so the detection zone is a cylinder of detection.  In an active infrared application, reflections do not matter.
Some sensors allow for a one-to-one alignment of transmitters and receivers or an interweaving pattern depending upon the application.  
Most vendors allow the lower beams to be turned off to allow for snow buildup.  The downside for turning off the lower beams due to nuisance alarms (snow buildup) is that an adversary can tunnel through the snow completely undetected by the active infrared.
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This graph shows where the active infrared sensor fits into the energy spectrum.  The active IR sensor is just beyond red light and is not visible to the human eye (the sensors operate at a wavelength of about 0.9 microns).  The chart also shows where the passive infrared sensor is detecting.  This is into the heat range of the energy spectrum.
On the average, each active human emits the equivalent energy of 50-watt light bulb, and passive infrared detectors sense the presence of this energy and cause an alarm to be generated.  For years this technology was only usable in an interior application because the changes in heat, emitted by the ground as clouds passed overhead caused too many nuisance alarms.  Current models, however, compare the received thermal energy from two curtain-shaped sensing patterns.  A human moving into one area and then the other would case an imbalance and activate the alarm.


==l

! Active Infrared Performance Characteristics

g b ° PD
— Very high for multiple beam sensor

— Detection zone narrow and high,
* Not in contact with ground

* Vulnerability to defeat
— Bridging
— Shallow tunneling or trenching
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The probability of detection of an active beam infrared sensor depends on a number of factors including the spacing between the beams.  Assuming that the manufacturer got this right, the PD should be very high for an adversary penetrating the beams.  The detection zone can be very high making it difficult to bridge over an active infrared.  However, the active IR detection zone does not rely on reflections off of the ground, so if there are low spots it can be taken advantage of by an intruder who can crawl under the detection zone.  Many places use a concrete sill or paved surface under the bottom beam to prevent tunneling. 
The IR beam travels in a straight line.  A convex ground surface will block the beam and a concave surface will permit passing under the beam without detection. 
If the lower beam cut-off is in use the PD drops off dramatically.
Other methods of defeat include bridging, pole vaulting, stepping, or sliding through beams, or using sunshades on posts as a ladder.
Some sensors do not have devices designed to detect people climbing on the sensor towers, so these may be vulnerable if not installed correctly.


Active IR Performance Characteristics (contd)

2= * NAR/FAR

— Animals, birds,

— Vegetation

— Snow accumulation
— Blowing debris

— Weather conditions which reduce visibility
* Fog, heavy snow, dust

— Ground heaving caused by freezing and thawing
— Function of optical alignment

— Sunlight ‘
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Basically anything that blocks one or more beams can be a nuisance alarm source.  As a rule of thumb when visibility is less than the distance between the transmitter and receiver, the sensor will probably go into constant alarm.  Conditions that reduce atmospheric visibility have the potential to block the IR beams and cause nuisance alarms (fog, snow, and dust storms).  
The better aligned the beams are, the more signal that the receiver sees, so the sensor will operate better.  When ground heave or freezing and thawing causes the bases to move, the beams will move out of alignment and be more susceptible to nuisance alarms with less attenuation.
Grass, vegetation, and animals add to nuisance alarms.  The area between the IR posts should be kept clear of grass or other vegetation since even grass that is trimmed will move in the wind and can cause an alarm.
Sunlight shining directly into the receiver can cause the photo detector to saturate and cause the unit to go into constant alarm.  
Other sources of nuisance alarms include deep snow accumulations.
Care should be taken during the installation to prevent the receivers from facing into the sun during sunrise and sunset.
If dust begins to build up on the lenses, it may be necessary to clean the lenses for best operation.


No objects protruding into detection zone
Constant grade below bottom beam

— Concrete sill or curb is preferred

Stable mounting bases are required

Heated face plates or environmentally sealed
housings required to prevent lenses from

fogging
Pillars mounted perpendicular to grade
— Not always vertical
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The active IR devices are line-of-sight, so no obstacles that will significantly block the beams can be between the sensors.  It is possible to direct the beams through fences near an entry portal, but too many fences will attenuate the beam.
A curb is recommended to prevent crawling.
Most active IR sensors have either a resistor to heat the faceplate slightly to prevent fog and condensation, or they use environmentally sealed housings.  Some of the resistors can require significant current, so that factor should be included in the design plan for installation.
The pillars should be mounted perpendicular to the mounting surface, this means that they will not always be vertical.  This is especially critical with some units which have a limited amount of adjustment with each of the optical modules.


Active IR Sensor Installation (cont’d)

¥ « Proper alignment is critical to minimize

nuisance alarms
e Overlap or climb detection required
e Avoid aiming towards sunrise or sunset
e Avoid aiming at adjacent sensor sectors
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As mentioned previously, proper alignment provides the strongest signal.  A strong signal will be able to penetrate more dust or fog before activating an alarm.
As also mentioned earlier, some units do not detect climbing attempts.  Other devices may have spring loaded switches that are used in an attempt to detect an intruder climbing over.  Providing an overlap of the sensors is usually preferred to eliminate the attractiveness of climbing over the tower.
Sunlight can swamp out the receiver and prevent it from seeing the proper signals.
Likewise, adjacent sectors can also cause interference. 
Many manufacturers are optimistic on how far the transmitter and receiver can be separated, and therefore, recommend distances that are far greater than are really practical.  It is possible to use these active IR sensors at 100 meter separation if fog is rare.  In areas of higher fog the distances between transmitter and receiver should be kept shorter.


== Active IR Sensor Maintenance

Clean optical lenses
Check for possible soil erosion

Proper alarm margin
— 1dBper8m

Check heater operation
Snow removal
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Once a sensor is installed, for it to work properly there must be periodic maintenance.  The lenses must be kept clean to prevent attenuation of the signals.
If there are low spots under the lower beam it can be defeated by crawling or digging out some soil.  So there should be periodic check for any possible soil erosion.
Alarm margin is a measurement that is used to determine how well the beams are aligned.  We will discuss how to do the measurement in the testing slide.
Some IR sensors use a thermostat to control the heater operation, so this may be difficult to check until the weather has turned cold.
Before installing the units, the site has to decide what it is going to do for snow removal.  If snow is not removed, this sensor is nearly useless.  For short sectors, such as across a gate, snow removal may be the best way.  Some sites have installed heating pipes under the asphalt surface to melt the snow under the lower beam.


Active IR Sensor Detection Testing

& . Walk / run test

— Velocities
* Low-0.2m/s (0.5 ftfs)
* High—5.0 m/s (15.2 ft/s)

e Crawl test
 Slow obscuration

e Alarm margins
— Optical filters - e
— Opaque plate | o -
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It is recommended to test infrared sensors at both high and low intruder speeds because we have found instances where the vendor has attempted to reduce nuisance alarms from birds flying through the detection zone.  This would make the sensor vulnerable to high speed attacks. Also there have been instances where the sensor could be defeated because the sensor would slowly adjust to a slow speed attack.  In both cases, the vendors claimed that an error had occurred in manufacturing, however, this points out the value of conducting such tests even though the sensors should easily pass other tests.
A crawl test will help identify low spots where the adversary may gain an advantage.
The alarm margin testing is most often done with optical filters.  Neutral density filter sets are available that can show the attenuation in decibels.  A recommendation is that there be at least one db for each 25 feet of separation between the transmitter and receiver poles.  This means that for 250 foot separation, the beam should allow ten db of attenuation to be added without going into alarm.
The photo is of a portable solar powered active infrared.


Active IR - Strengths and Weaknesses

e Strengths
— Narrow detection zone
— Unaffected by nearby motion
— High P,
 Weaknesses

— Poor sensor choice for snowy climates
— Well defined detection pattern
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A strength of the active IR is that it can be used next to high traffic areas, because it does not alarm on reflections. 
The PD is very high for a multiple beam sensor.  Although single-beam IR sensors are available, multiple-beam sensors are normally used for high-level security application because a single IR beam is too easy to defeat or bypass.  Multiple-beam IR sensors usually incorporate some electronics to detect attempts at spoofing the beams with an alternative IR source.
The detection volume cross-section of a multiple-beam IR sensor is typically 2 (5 cm) inches wide and 6 feet (2 meters) high (narrow detection zone). The well defined detection pattern may be a weakness in that the adversary will know exactly how close he can get to the unit while avoiding detection.
A convex ground surface will block the beam, and a concave surface will permit passing under the beam without detection.
Digging under the bottom beam is possible unless a concrete sill or pave surface has been installed.
Methods of defeat include bridging, pole vaulting, stepping, or sliding through beams, or using sunshades on posts as a ladder.


Example of Passive IR
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This is an example of an exterior passive infrared sensor.  This type is sometimes called an IR telescope because of the long range detection.
PIR sensors should be mounted such that the motion of the intruder will most likely be across the line of sight since that is the most sensitive direction.



Exterior Passive Infrared Sensors -
=% Operational Principles

5 « Detection method: detects a change in the

received infrared energy

— In most situations the target must be in motion
 Wavelength - 9 to 10 microns

* Detection pattern - most have a detection
beam width of under 6 degrees
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Humans emit thermal energy due to the warmth of their body, the PIR detectors sense the presence of this energy and cause an alarm to be generated. 
This sensor detects heat in the 9 to 10 micron range.  A human gives off as much heat as a 50 watt light bulb.  Most of these sensors also require motion before an alarm occurs.  The detection pattern of these type of passive infrared sensors is very narrow (about 6 degrees) as opposed to interior PIR sensors which may range from 90 to 360 degree patterns.
These sensors contain a Pyroelectric detector that is sensitive to wavelengths of 9 to 10 microns.  A lens divides the pyroelectric detector into segments that define the detection pattern.


=== Common Exterior PIR Detection Pattern

N

Side View
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Typically this type of sensor viewed from overhead (top view) has two main segments of detection that are separated by 6 degrees.  If a change in heat occurs on both segments at the same time it is determined to be a global environmental change and no alarm occurs.  If a temperature change occurs on one segment and then the other this satisfies both heat and motion and the sensor alarms.  
The change does not always have to be an increase in heat.  A cool person against a warm background will also be detected.
Early versions actually had gaps in the detection zone as shown in the side view.  After finding this vulnerability, the manufacturer made some changes to provide more overlap between detection segments.
The photo shows an intruder moving into the detection zone of the PIR (of course the pattern would not be visible to the eye).


7= PIR Performance Characteristics - P,

<4 Probability of detection (P;)

— Most sensitive to movement across the field of
view

— Velocity of intruder
— Temperature of intruder relative to background
— Height and angle of installation
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Presentation Notes
Because the intruder has to satisfy both heat and motion, the sensor is most sensitive to motion across the detection zones.  So an adversary walking directly towards or away from the sensor will be able to walk a good distance before being detected.  This is because he/she is either affecting only one of the segments of detection pattern or is affecting two segments identically so that the sensor does not alarm.
The PIR is most sensitive when the background is at a much different temperature that an intruder.  Large hot objects, such as vehicle, maybe detected well beyond the desired detection zone.



7. NAR / FAR
— Weather conditions
e Dust, rain, snow

— Blowing debris
— Animals and birds

— Detector not aimed at solid
background

e Vulnerability to defeat
— Shielding of detector |
— “Insulated suit” worn by intruder
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Presenter
Presentation Notes
Nuisance alarms are caused by a number of weather conditions.  Debris blowing across the zone or animals moving across the zone may be a different temperature from the background and cause enough change to cause an alarm.  One of the most common causes of nuisance alarms in our desert environment is a “dust devil” or whirlwind.  A dust devil is caused by rising hot air also known as a thermal.  These are difficult to see on a camera, so there are a lot of unknown alarms with this sensor in some environments.
The range of the detector can change dramatically based on background temperature.  One of these devices can detect a hot vehicle exhaust hundreds of meters from the sensor.  Therefore to reduce the range we prefer to aim the unit at the ground or a wall to limit the range.
Just like the active infrared anything that attenuates the signal will reduce the effectiveness of the sensor.  In this case, since this is purely a passive device, the adversary acts like the transmitter.  If the adversary can reduce his heat signature, he may not be detected.  There are certain weather conditions that cause this to occur.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.



Dual Technology Sensors

= . Sensor will not alarm until both sensors have
detected

e Example

— Monostatic microwave and passive infrared
e “AND” output

e Reduces nuisance alarms
e Allows sensitivity to be set high
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Presentation Notes
In an effort to reduce nuisance alarms, dual technology sensors are becoming more popular for security use.  
Dual technology sensors are a combination of two sensors into one unit.  These are most commonly a monostatic microwave and a passive infrared, but could be other combinations of sensors.  
The outputs of the two sensors are typically combined in a logical “AND” configuration meaning that both technologies must alarm at the same time before an alarm is reported.  This reduces the overall nuisance alarm rate, since at least in theory both sensors have different nuisance alarm sources and are unlikely to both be in alarm at the same time due to some environmental conditions.  This allows the individual sensitivity of both sensors to be set higher than if used by themselves.  The advantage of a dual technology sensor is a lower nuisance alarm rate than if the sensor outputs were in an “OR” configuration.
The reduction in nuisance alarms, however, is accompanied by a decreased PD since an intruder must only defeat one sensor to bypass the detector.


Dual Technology Sensors (cont’d)

= . Adversary always approaches one technology
in the least sensitive direction

e |f one sensor is defeated, then an alarm is not
activated

e Currently not in common use in exterior
environment
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Presentation Notes
The disadvantages of a dual technology sensor is that the microwave is most sensitive to motion towards or away from the sensor while the infrared sensor is most sensitive to motion across.  Therefore, the adversary is always approaching one sensor from the least sensitive direction.  Because the outputs are combined, the adversary only needs to defeat one of the two sensors to avoid being detected by the dual technology sensor.
These sensors are primarily used for problem areas and are not commonly found for normal perimeter applications.


== Active IR Sensor Summary

25 « Flat terrain required

e Direct sun can cause alarms

* Blowing debris can cause alarms

 Fog and heavy rain can cause constant alarms
 Snow depth reduces performance

e Alignment is critical

* High P,

* Low NAR
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Presentation Notes
To summarize the active infrared, very flat terrain is required to prevent the adversary from crawling under the lower beam.  Direct sun shining in the receiver can cause the sensor to go into constant alarm or register interference alarms.  Even a small amount of blowing debris such as leaves or paper directly in front of the lenses can cause nuisance alarms.  Anything that reduces visibility between the two units can cause nuisance alarms.  The better the alignment the more stable the units will be (optical alignment problems need to be avoided).  
The active infrared multiple-beam sensors can have a very high PD for an adversary crossing the detection zone.
The nuisance alarm rate can be low if care is taken in installation and maintenance.



Passive IR Sensor Summary

Detection volume (range) changes with
background and target temperature

Detects hot objects at greater distances

NAR / FAR sources
— Dust devils, small animals

More easily defeated than some sensors

Difficult for intruder to determine detection
zone

Relatively low cost
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Presentation Notes
The detection range changes with background temperature.  This can be corrected by mounting the unit high and aiming it at the ground at the far field.
Detection ranges can exceed 100 yards on cold days and can vary depending upon the background temperature.  Vehicles generating heat may be detected well beyond the desired detection zone.
These units can have a higher nuisance alarm rate than many other exterior sensors, depending upon site conditions.  In a desert environment, there may be tens of alarms per day due to the thermals.
Earlier versions of these sensors had some relatively simple defeat mechanisms when an adversary had access to the sensor itself involving slowly covering the device.  Later versions incorporated mechanisms to prevent this, however it is still theoretically possible.


Fence Disturbance Sensors

Exercise 6.4

Fence Disturbance Sensors

Session Objectives

1. Provide "hands-on" experience with fence disturbance sensors in the exercise field.
= Peridect Vibration Sensor

2. Give participants practice in testing and evaluating fence disturbance sensors.
Participants will use questions and evaluation checklists as a guide and for documentation
of test results from the exercise.



Fence Disturbance Sensors

Exercise: Fence Disturbance Sensors

The objective of this exercise is to give participants practice in evaluating fence
Sensors.

The participants will evaluate the fence sensor and document these tests on
Evaluation Sensor Checklists.

As a sub-group, participants will complete (as a group) the evaluation sensor
checklist, which includes not only measuring sensitivities but also attempting to
exploit vulnerabilities.

During the testing, use the “cutting” or “simulated cutting (tapping)” test as well
as the climbing test. Document this test on the sensor checklist.

Evaluate sensitivity at a fence post and at the fence fabric between the posts.

If time permits, test the sensor enough to conclude the probability of detection
and the confidence level of that probability.



Fence Disturbance Sensors

FENCE DISTURBANCE SENSOR CHECKLIST Date
Evaluator Facility / Location
A. Equipment Data
1. Type
2. Manufacturer & Model
B. Climbing Performance Tests
1. Unaided Climbing Test - attempt to climb over fence. Repeat test three times at each fence post.
(@) How many attempts were successful with no alarm generated?
(b) Did any post allow three successful attempts? Y N
(c) Were the missed detections evenly distributed along the fence? Y N
2. Can the fence be bridged without generating an alarm? Y N
Describe
3. Can an intruder dig under the fence without generating an alarm? Y N
Describe
4. Are the sensors equipped with tamper switches? Y N
5. Is wiring in conduit? Y N
6. Is the sensor line supervised? Y N
C. Cutting or Simulated Cutting (tapping) Performance Tests
1. Cut or simulate cut at the center of each fabric span. Repeat test three times at each span.
(&) How many attempts were successful with no alarm generated?
(b) Did any span allow three successful attempts? Y N
(c) Were the missed detections evenly distributed along the fence? Y N
2. Can the fence be bridged without generating an alarm? Y N
Describe
3. Can an intruder dig under the fence without generating an alarm? Y N
Describe
4. Are the sensors equipped with tamper switches? Y N
5. Is wiring in conduit? Y N
6. Is the sensor line supervised? Y N
D. Factors Affecting Performance

1. Are fence posts spaced properly? Y N

2. Are fence posts vertical within 4° in two planes? Y N

3. Is fence fabric attached in at least five places, evenly spaced on each post? Y N
4. |s fabric secured to upper tension wire at least every foot? Y N




Fence Disturbance Sensors

5. Check fence fabric tension:

(&) When a force of 30 Ibs. (13.5 kg,133 Newtons) is applied to the center of the fabric

panel, does the mesh deflect more than 5 cm (2in.) ? Y N
(b) Does the fabric return to its original position when released? Y N
6. When a force of 50 Ibs.(23 kg) Is applied perpendicular to the fence at the top of the post,
does the post deflect more than 2.5 cm (1 in.) where the force is applied? Y N
7. Is the fence area clear of tree branches or other objects that could mechanically disturb the v N

fence?

8. In case of loss of electrical power:

(a) Does the sensor have backup standby power? Y N
(b) Is aloss of power alarm initiated? Y N
9. Are there signs of physical abuse? Y N

10. What serves as backup detection if this sensor is inoperable?

Describe




Fence Disturbance Sensors

FENCE DISTURBANCE SENSOR CHECKLIST (cont.)

Notes / Miscellaneous




Exercise 6.5

Microwave and IR Stacked Sensor

Session Objectives

1. Provide "hands-on" experience with the following sensors:
e Securit IR and microwave stacked sensor

2. Give participants practice in testing and evaluating sensors. Participants will use
questions and evaluation checklists as a guide and for documentation of test results from
the exercise.



Exercise: Microwave and IR Stacked Sensors

The objective of this exercise is to give participants practice in evaluating

different kinds of microwave and IR units.

The participants will evaluate both the microwave and IR sensors and document
these tests on Evaluation Sensor Checklists.

As a group, participants will complete the evaluation sensor checklist for each
unit, which includes not only measuring sensitivities but also attempting to
exploit vulnerabilities.

A copy of "installation, alignment, and testing" for both microwave sensors and
infrared sensors is included in this workshop that may give more explicit
instructions about the testing.

Perform the walk tests at 0.2 m/second (0.6 ft/second) and the
run test at 4.5 m/sec (15.2 ft/second).

Instead of using the crawl test of the microwave, use the radar pull target
described in 3.1.3.



EXTERIOR MICROWAVE SENSOR CHECKLIST Date

Evaluator Facility / Location

A.

Equipment Data

1. Type

2. Manufacturer & Model

B. Performance Tests
1. Walk Test
(a) Is an alarm generated by movement immediately behind the transmitter? Y N
(b) Is an alarm generated by movement immediately behind the receiver? Y N
(c) If asensor is located parallel to a fence, walk along length of detection zone, 3 ft.(1 m) v N
from fence - does an alarm occur?
2. Run Test - Run across the center of the zone. Does an alarm occur? Y N
3. Shuffle Walk Test - Walk very slowly ( 5cm (2 in.) steps, 2 step/sec.) across the zone at mid- v N
range without swinging the arms - does an alarm occur?
4. Crawl Test - Stomach crawl across detection zone at 3m (10 ft.) intervals - does an alarm v N
occur on each attempt?
If not, note locations of successful intrusions. Note: It is not necessary to perform crawl test before crossover
point.
5. Can the microwave beam be easily bridged without generating an alarm? Y N
Describe
C. Factors Affecting Performance

1. Is the terrain flat and regular between the transmitting and receiving antennae? Y N

2. What material forms the surface of the sensor bed?

3. What is the distance between transmitting and receiving antennae?

4. What is the height of the antennae from the center line? Transmitter Receiver
5. Are mounting posts fixed in location with a permanent concrete footing? Y N

6. Can one sensor induce an alarm in another sensor (crosstalk)? Y N

7. Do antennae provide proper overlap at the crossovers? Y N

8. Is there evidence of erosion or low spots? Y N

9. What is the expected maximum snow accumulation around detection zone?

10. Is the detection zone near a parallel chain-link fence with loose mesh that flexes in the wind? Y N
11. Is the detection zone free of surface water and melting snow? Y N

12. Is the detection zone free of animals? Y N

13. Is wiring in a conduit? Y N

14. Are both transmitter and receiver equipped with tamper switches? Y N

15. Is the sensor line supervised? Y N




EXTERIOR MICROWAVE SENSOR CHECKLIST (cont.)

C. | Factors Affecting Performance

13. Is the sensor line supervised? Y N

14. In case of loss of electrical power:

(@) Does the sensor have a standby power source?

(b) Is aloss of power alarm initiated?

15. Are there visible signs of physical abuse? Y N

Describe

16. What serves as backup detection if this sensor is inoperable?

Describe

Notes / Miscellaneous




INFRARED SENSOR (BOUNDARY PENETRATION) CHECKLIST Date

Evaluator Facility / Location

A. Equipment Data

1. Type

2. Manufacturer & Model

B. Performance Tests

1. Walk-test - proceeding at a normal pace across the path of the beam, is an alarm initiated? Y
2. Run-test - running quickly across the path of the beam, is an alarm initiated? Y N

3. Can the beam(s) be bypassed by:

(@) Crawling under beam(s)? Y N
(b) Jumping over beam(s)? Y N
(c) Digging under beam(s)? Y N
4. What is the separation between beams?
5. Can receiver be "fooled" by an external infrared source? Y N
6. Is the device line supervised? Y N
7. Is wiring in conduit? Y N
8. Is an alarm initiated when:
(@) Cover is removed from device enclosure? Y N
(b) Electrical lines are disconnected? Y N

C. Factors Affecting Performance

1. Are the infrared source and detector properly aligned? Y N

2. Are optics clean? Y N

3. Is the most likely intrusion path across the beam(s) rather than directly into or away from the
beam(s)?

4. Are transceivers, receivers, and control units located away from radio transmitters? Y N

5. For multiple sensor applications, do all sensors function properly providing the required area
of coverage?

6. Is the area clear of animals, birds, large flying insects, and blowing debris? Y N

7. In case of loss of electrical power:

(a) Does the sensor have battery standby power? Y N
(b) Is aloss of power alarm initiated? Y N

8. Are there visible signs of physical abuse? Y N

Describe

9. What serves as back-up detection if this sensor is inoperable?

Describe




INFRARED SENSOR (BOUNDARY PENETRATION) CHECKLIST (cont.)

Notes / Miscellaneous




INFRARED SENSOR CHECKLIST

Walk-Test Worksheet

Notes/Miscellaneous

Sensor Location

Notes/Miscellaneous

Mark location of alarm with a dot and direction of approach with an arrow.

Sensor Location




The

1.0

INSTALLATION, ALIGNMENT, AND TESTING

foIIowini irocedure aiﬁlies to Racon-manufactured eiuiiment

Microwave Sensors

CAUTION: It is critical for the infrared and microwave that the batteries be
maintained at charge during cold weather. If heads are installed and will remain in the
field for long periods without power from a power junction box (PJB), remove the
batteries from the heads and store them inside until charge can be maintained under
field conditions.

References: Manuals and drawing

1.1

Receiving Inspection

Part 1: Inspect all components for damage upon receipt. Unpack; lay out and identify
components for future installation.

Part 2: Select a matched transmitter/receiver pair. Install appropriate-sized supervision
resistors within each microwave head. Select the specified frequency channel by
installing appropriate jumpers within each microwave head.

Install batteries in sensor heads per manufacturer’s instructions.
e Identify each head for future installation.

Set up a transmitter/receiver pair about 3m (10 feet) apart.

Power up each pair of microwaves for initial operational test.
e Confirm operation in accordance with manufacturer’s instructions.

Verify that an alarm is generated as the transmitter beam is blocked.

Microwave Installation

Install microwave heads at the mounting heights specified on drawings.

Roughly align each pair of microwave heads by rotating the heads to be perpendicular
to the centerline between each head. The rough alignment is designed to boresight a
microwave pair so that the transmitter and receiver are aligned both horizontally and
vertically with respect to each other.

Required equipment:

e 60 cm (24-inch) carpenter’s square

e One set of stair gages

e One small bubble level

NOTE: The following procedure applies to Racon-manufactured equipment.

There is a slight bow in the plastic face of a microwave antenna as well as a windlace

around the circumference of the antenna that prevents finding a flat, usable alignment

surface on the antenna. The stair gages used with the square will provide for an equal

and uniform standoff for the square from the plastic face of a microwave antenna.

o Place one each stair gage on the long side of the 24-inch carpenter’s square at the 4
cm (1%-inch) point and the 58 cm (23-inch) point.

o Tighten the thumb screw on each stair gage after the gages are firmly seated on the
square.




Instructions

Place the square horizontally across the face of a microwave head with the short side
of the square facing outward toward the opposite head. It is important that the long
side of the square be truly horizontal across the surface of the head and that the stair
gages rest directly on the faceplate just inside the windlace so that the square does not
touch the center bow of the faceplate.

Sight along the short edge of the square that is parallel to the microwave beam.

¢ Rotate the head so the sight line along the edge of the square lines up with the
corresponding edge of the opposite microwave head.

e Secure the mounting clamps while maintaining the proper height and sight line
along the square.

NOTE: Tightening the screws on one side of the mount more than on the other side

will cause the head to rotate around the pole.

Loosen the two allen screws on each side of the antenna to prepare for vertical
alignment.

Place the square vertically on the faceplate with the short edge on top and parallel with
the microwave beam.

Sight along the short edge to match to the top of the opposite microwave head.

Tighten the two allen screws.

Check the height and the horizontal and vertical alignment to ensure that the head has
not moved.

Repeat the process for the opposite microwave head.

Terminate the ground wire from the sensor foundation.

Terminate the signal and power cables within the control enclosure junction box on
each head.

3.0

Microwave Sensor Alignment and Testing

NOTES for Procedure Goals: There are many factors that affect the operational
characteristics of the microwave pairs. Some of the major factors are:

a) The antenna mounting height

b) The microwave frequency

c) The microwave reflection properties of the PIDAS bed

d) The flatness and irregularity of the surface between the units

e) The distance between the transmitter and receiver

f) The final alignment is obtained when the best compromise between all of

the factors has been achieved so that there is acceptable detection of a
prone crawling target.

The signal strength at the receiver is the combination of that part of the transmitter
beam which is line-of-sight and that part which reaches the receiver by reflections off
the gravel surface. Maximum signal strength at the receiver, and usually the best
detection sensitivity, is found when those two beam parts combine in-phase. The
sensor manuals contain graphs of theoretical mounting heights for the first four nodes
of constructive interference. Manuals should indicate maximum mounting heights.
Experience has shown, in some cases, that directing the units toward the ground at the
zone mid-point results in a good balance between prone crawling detection and false-
alarm rate. The alignment procedure achieves that balance by measuring the signal
strength at the receiver during the adjustments.




a.

Certify the alignment by conducting pull tests using the microwave target test spheres.
There are 30 cm (12-inch) diameter spheres that correspond to the radar target cross-
sections of prone crawling targets..
Use the 30 cm (12-inch) diameter target for certification, and use the other targets
for troubleshooting; they are also helpful in aligning troublesome zones.
During the pull tests, rake the gravel surface as necessary to remove any regions of
poor detection.
It is reasonable to plan for 4 to 6 hours to align and test each microwave pair.
CAUTION: Exercise care not to disturb the gravel surface following microwave
alignment. Eliminate non-essential traffic by not allowing people to wander within the
PIDAS corridor. Essential traffic should remain within 2 feet of either fence and cross
the bed at zone boundaries, if possible.

3.1

Microwave Alignment

3.1.1

Mechanical

Before proceeding with initial alignment, look at the gravel surface between the
microwave heads and smooth any obvious low spots or high spots.

Verify that microwave heads are installed at the mounting heights specified on the

design drawing.

e |f the heads do not appear to be roughly aligned, or if they were moved to reset the
mounting heights, perform the following rough alignment procedure. Otherwise,
proceed to part 3.1.2.

3.1.2

AGC Measurements, PIDAS Surface Work, and Radar Target Pull Tests

Adjustments made during any of the following steps may modify that height. Final
height after alignment will become the pair-mounting height for future reference.

The frequency selection for each sensor is part of the system design and should not be
changed as part of this procedure. Change could adversely impact the operation of
other sensors.

o Verify the proper frequency settings at the beginning of each test that follows.

The alignment procedure will adjust the microwave units for optimum sensitivity.

Make adjustments to maximize that energy for a prone crawling target.

Refer to system diagrams to locate circuit-board test points.
Certain measurements should be made during alignment and at least once per year
to document the state-of-health of a transmitter. Make measurements with a 10M
ohm or greater input impedance meter.

Measure voltages on the circuit boards in accordance with system documentation.

3.1.3

Alignment and Target Testing

Using the described boresight alignment procedures, re-aim the transmitter and
receiver heads slightly in the vertical direction only.
Vertically boresight align each head to point to a spot on the gravel surface that is
either 30 m (100 feet) in front of the head or midway between the two heads,
whichever distance is greater.
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Instructions

Measure and verify that the vertical alignment of both heads did not increase the
receiver automatic gain control (AGC) voltage more than 0.25 V above the baseline
measurement.

Close both the transmitter and receiver electronic enclosures to prevent stray RF
energy from entering the enclosures during target testing.

Open the appropriate signal junction box (SJB) so that the test terminals of the receiver
under test can be monitored. These contacts will normally be open and will close upon
alarm. An audible device can be connected across these terminals for a more
convenient indication of alarm than meter readings.

Pull the 30 cm(12-inch) diameter radar target perpendicular to the fence and across the
microwave zone using the nonmetallic sled (polyethylene) to map the zone detection.
Acceptable performance occurs when the target is detected prior to crossing zone
centerline.
Pull the target across the zone and from both fences beginning 3m (10 feet) from
one crossover point and continuing at 3m (10-foot) intervals until 3m (10 feet)
from the other crossover point. It is useful to use brightly painted wooden blocks to
mark each point of target detection as the target is being pulled into the zone from
either fence.

No more than two people shall be within 9m (30 feet) of the microwave zone being
tested. The individuals performing the tests must remain within 0.6m (2 feet) of either
fence line and must limit movements for at least 2 minutes prior to and during the pull
of the target until the target is detected.

Once the target is detected, place a marker at the sled location.

Continue to pull the sled to the opposite fence, then cross to the other side to repeat

the sled pull back across the zone.

Pull the sled into the zone from one fence line.
Detect, observe, and mark it with a block, then pull the sled into the zone from the
other fence line along the same line to complete a test at each interval. This method
of testing should yield a symmetrical football-shaped pattern of blocks. Asymmetry
or missing blocks (nondetection) help identify areas of the gravel surface that need
work.

The acceptance criteria include detection for each pull before the target crosses
microwave centerline. In some cases, the block pattern may not be exactly
symmetrical because of an external interference, but the zone can be certified if the
acceptance criteria are met.
If the criteria are not met, examine the gravel surface for high spots between two
adjacent points of no detection or low spots near one point of no detection.
Rake the gravel surface to fill low spots and level high spots, then retest the entire
zone. It is useful to begin retesting by pulls across the troublesome points to see if
raking fixed the problem.

Perform a set of additional target pulls 5 feet before each crossover point to document
adjacent zone overlap coverage.

Raking should be sufficient to produce acceptable zone performance. If there are a few
exceptions, perform special combinations of horizontal alignment changes and/or
adjustments of alarm threshold voltage on a case-dependent basis.
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4.0

Instructions

Testing

4.1

Microwave Walk-Test

NOTE: No more than one person shall be within 9m (30 feet) of the microwave zone
being tested. The individual performing the tests must remain within 0.6m (2 feet) of
either fence line while moving to a new location and must limit movements for at least
2 minutes prior to walking across the PIDAS bed.

Refer to the system diagrams for each microwave pair.

» Walk across the PIDAS bed every 10 feet between microwave heads and observe an
alarm signal.

» Upon completion of a walk-test, initiate a self-test by closing the self-test terminals
and observe the alarm for the microwave zone.

4.2

Microwave Tamper Tests
Refer to the system diagrams for each microwave pair.

Open, in turn, the electronic enclosures at the receiver and transmitter heads.
Observe the tamper signal.

Following the successful tamper tests, remove microwave power from the transmitter
and receiver.
Observe that no alarms or tampers occur.

Walk through the microwave beam, and open either the transmitter or receiver
electronic enclosure.
Observe alarms, then tamper signals, respectively.

Restore power to the microwave heads.

4.3

Junction Box Tampers

Perform these tests as part of normal maintenance as well as at the time of walk-testing
the PIDAS bed.

43.1

Junction Box Tamper Test

Refer to the system diagrams for all junction box tamper circuits. Open each box cover
as indicated to observe the tamper signal.
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Step Instructions

INSTALLATION, ALIGNMENT, AND TESTING
Infrared Sensors

_ Check

1.0 | Infrared Sensors
CAUTION: It is critical for the infrared and microwave that the batteries be
maintained at charge during cold weather. If heads are installed and will remain in the
field for long periods without power from a power junction box (PJB), remove the
batteries from the heads and store them inside until charge can be maintained under
field conditions.
References: Manuals and drawings
1.1 Receiving Inspection

. Part 1: Inspect all components for damage upon receipt. Unpack; lay out and identify
components for future installation.
Part 2: Install end-of-line resistors. Select an infrared transmitter/receiver pair.
Remove top covers and red plastic lens. NOTE: Do not scratch the plastic lens.

a Install batteries and chargers inside the pillars per manufacturer’s instructions.

b Re-install plastic lens and top covers.

c Lay out a transmitter/receiver pair about 6m (20 feet) apart on a floor.

d Temporarily wire the pair together per manufacturer’s instructions.
Power up the pair, and observe that an alarm occurs when each transmitter beam is

e.
blocked.

1.1.1 Installation of Infrared Pillars

a Clean dirt and other debris from top of concrete foundation.

b Coat anchor bolts with WD-40 lubricant.
Remove and save top nut and washer to leave only the leveling nut and washer on each

C- | anchor bolt.

d Use a leveling plate with the same hole pattern as the anchor bolts to set the height of

* | the leveling nuts. Optimum height is when the lowest position of all the leveling nuts

will allow insertion of an open-end wrench between the concrete foundation and the
pillar baseplate. The leveling plate shall have the same slope as the PIDAS grade after
adjusted.

e Remove top covers and red plastic lens. NOTE: Do not scratch plastic lens.

f Remove leveling plate.

’ Install pillars at the specified location and facing in the specified location.

NOTE: Use care not to damage signal or power cables when pillars are lowered onto
foundations.
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Instructions

Rotate each pillar for coarse alignment by sighting along the flat edge of the pillar until
: e pillars are facing along the center line between pillars.
9- | the pill facing along th ter line bet ill
h Secure pillars with a washer and lock nut on each anchor bolt.
i Terminate the ground wire from the sensor foundation.
j Terminate signal and power cables at each pillar.
k Re-install plastic lens and top covers.
" | Secure covers and rain shields.
2.0 | Alignment of Infrared (IR) Pillars
2 1 | IR Pillar First Alignment
a Verify that each IR pair is perpendicular to the PIDAS slope and that the pillars are
* | facing each other.
Sight along the flat edge of each pillar to verify that the pillars face each other
along the center line between pillars.
b Adjust as required.
) Accomplish sighting by using a carpenter’s square with the short side contacting
the back of each pillar in turn.
Sight along the top edge of the long side of the square to ensure that the pillars are
parallel to each other and perpendicular to the PIDAS grade. Most portal areas are
relatively flat, but the pillars will not necessarily be plumb. Reference points on the
top of each pillar can be sighted to the same reference points on the opposite
pillar.
2 2 | IR Pillar Second Alignment
Carefully remove top covers and the red plastic lens from transmitter and receiver
a. pillars. NOTE: Do not scratch the plastic lens.
Replace the top covers.
b Remove pillar A.C. power.
’ Remove backup power by disconnecting battery leads within each pillar.
C Connect transmitter and receiver alignment meters to the appropriate pillars.
) Set both attenuation controls to maximum position.
d Apply power from the PJB and begin adjustment.
e Use the IR viewer to look at each transmitter beam.
’ Adjust the alignment screws for each transmitter to direct the beam onto its
corresponding receiver.
f View signal strength on the analog meter at the receiver; use the attenuation control on
" | the receiver meter.
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g Adjust the receiver module adjustment screws for maximum reading on the meter.

h Change the meter to transmitter position at the transmitter pillar.

Adjust the spring-mounted transmitter module adjustment screws for maximum
reading on the meter.

Change the meter to receiver position at the receiver; repeat the adjustment process.

As the meter readings begin to saturate, increase attenuation controls in gradual
steps to return the meter readings to usable range.

. | Repeat the above process until adjustments no longer produce a change in signal
J- strength.

k Set the alignment meter switches to read the next beam to be aligned.
) Return the attenuation controls to maximum.
Repeat the adjustment procedure for each beam.

| Remove power at the PJB.

Unplug alignment meters.

m.
n. Remove top covers from each pillar.
0. Carefully re-install battery leads within each pillar.
D Carefully re-install the red plastic lens and then the top covers.
q Reapply PJB power.
2.3 | Grout

Grout the bottom of each IR base immediately under each pillar and provide 1:1
finished slope from the edge of the pillar baseplate to the concrete foundation.

2.3.1 IR Pillar Post-Grout Alignment

The signal margin test is the most useful test to perform on a periodic basis for
maintenance and performance certification.

Signal margins are the true measure of the IR performance. The measurement
determines the dynamic range or the range of best-case to worst-case conditions under
which the IR will give reliable results. Weather conditions such as rain, fog, snow,
etc., will attenuate the transmitted IR beam so less signal will be received by the
receiver. The IR units, however, are designed to operate over a very large range of
signal level.

Most of the IR units should have a minimum acceptable margin of at least 30 dB. The
minimum acceptable level for the larger spacing at a vehicle portal, however, should
not be less than 20 dB. These margins correspond to changes in received power of
1000:1 and 100:1. The actual value measured for each IR pair during the signal margin
measurements will become the performance rating for that pair and, in some cases,
may be higher than 30 dB.

Use a set of neutral density filters to measure signal margins. The filters may be
calibrated in either neutral density or dB of attenuation (dB is 10 times the neutral
density). CAUTION: Exercise care in the handling of the filters. Handle the filters
only at the edges; do not touch the center of a filter.
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Instructions

Measure the dynamic range by first blocking each beam, in turn, at the receiver pillar
and verifying that an alarm is generated.

Place a neutral density filter in front of each receiver, in turn; allow 15 seconds for the
receiver to stabilize.

« Verify that the receiver is not in alarm, then block the receiver beam in front of the
filter to again verify that an alarm is generated.

Repeat the process with a filter having larger neutral density until the unit no longer
responds to beam block. The largest filter that still allows operation defines the signal
margin for that particular beam.

NOTE: The neutral density filter set contains filters with values of 0.1, 0.3, 0.5, 1.0,
1.5,2.0,25,3.0, 35, 4.0, 4.5, and 5.0 in density. Do not stack filters because that
introduces more attenuation than the simple sum of neutral density and can lead to
nonrepeatable results. Stacking of the 0.3, 0.5, 1.0, and 1.5 filters, for example, will
result in more attenuation than a single filter with a density of 3.3.

The filter values below 2.0 are most useful for identifying problems and finding weak
beams. One filter from the values below 2.0, however, may be stacked in front of one
filter with density above 2.0 to determine performance that may lie between the larger
density values. As an example, the IR beam may function with the 3.0 filter and not
function with the 3.5 filter. Stacking the 3.0 filter and the 0.1 filter for one test and
then stacking the 3.0 and 0.3 filters for another test can be done to provide an
acceptable measure of signal margin.

Begin the test with the 2.0 filter and work to larger values.
Document the filter value found for each receiver at each IR pair.

3.0

Infrared (IR) Testing

3.1

IR Beam Breaks Test
Refer to the system diagram for each IR pair.

Block each beam, in turn, at the receiver pillar and observe that an alarm is registered.

Initiate a self-test by closing the circuit between the transmitter self-test terminals
within the appropriate SJB.

Observe that an alarm is registered.

3.2

IR Tamper Test
Refer to the system diagram for each IR pair.

Push down on the pillar cap of the transmitter and the receiver, in turn, and observe the
tamper signal.

Remove the pillar cap from the receiver pillar and observe the tamper signal.
Replace the cap and observe that the tamper is no longer present.

Remove the pillar cap from the transmitter pillar and observe the tamper.
Replace the cap and observe that the tamper is no longer present.

Following successful tamper tests, remove IR power from the transmitter and receiver,
and observe that no alarm or tamper occurs.
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Instructions

Block one beam, then press down upon the transmitter and receiver top caps, in
turn, to observe alarm tamper signals, respectively.

Restore power to the IR pair.

17



Exercise 6.6

PIR Testing

Session Objectives

1. Involve the participants in PIR sensor testing in order familiarize the participant
with sensor performance and acceptance testing.

2. The testing in these exercises will demonstrate the determination of the detection
envelope for the most sensitive and least sensitive directions for the sensor using
different target orientations and speed (slow walk, crawl), to look at common
nuisance alarm sources, and to review sensor vulnerabilities.



Volumetric Sensor Laboratory Baseline Testing

Baseline testing establishes the performance characteristics of the sensor under
optimum conditions. This will help a user to determine if a particular sensor will
suit the needs of a particular installation and threat. Conditions in an actual
installation may degrade from the baseline performance. Evaluation of an actual
sensor installation is covered in the section tiled “Evaluation of Installed
Volumetric Sensors”.

Baseline testing is performed under conditions that are as ideal or as optimum as
possible for the sensor. For volumetric sensors ideal conditions include an empty
interior room area with a tile or concrete floor, room temperature between 65-
75°F, no windows (or windows that are covered) and no or minimal nuisance
alarm sources within the test area. The area should be large enough so that all
of the detection envelope of the sensors can be walk tested. An additional ideal
condition for a microwave sensor would be room construction from heavier
construction materials such as concrete, concrete fill block, or metal siding.

For this exercise we will be using the exterior mono-static PIR.

Volumetric Sensor Testing Exercises

The purpose of the test exercises is to involve the participants in sensor testing
in order familiarize the participant with sensor performance and acceptance
testing. The testing in these exercises will demonstrate how to verify the
detection envelope for the most sensitive and least sensitive directions for the
sensor using different target orientations and speed (slow walk, crawl), to look at
common nuisance alarm sources, and to review sensor vulnerabilities.



Manufacturer’s
Published Detection
Envelope

Arc Test Paths

arker

7m marker

10.5m marker

14m marker

Radial test paths

Figure 1 — Example of PIR Test Pattern of Sensor with a 14 m
(45 foot) Detection Range and 90° Detection Envelope

Most sensitive direction for the PIR sensor (across detection pattern, along
the test path arcs).

Beginning outside the detection envelope wait 20 seconds after the sensor
resets. Walk at 0.3m (1 foot) per second with arms folded across chest
along the arc path at the 1.5 m (5 foot) marker. When alarm occurs,
stop. Measure the distance from the detection envelope edge to the point
along the walk test arc where the alarm occurred. Record this distance on
the test data sheet. If no detection occurs annotate with “ND”.

Stand still for 20 seconds after sensor resets and continue to walk through
the detection envelope along the test path until outside the detection
envelope on the opposite side. Verify detection occurs throughout the
continuous walk.



Repeat both tests beginning from the opposite side in the opposite
direction along the same walk test arc.

Repeat the test cycle (in one direction, then other direction) along the
same path for an additional number of times that is required to establish
the desired minimum Pd and confidence level.

Perform the above tests along each of the 3m (10 feet) spaced test path
arcs.

For test each direction along each test arc and using the test data, take
the largest distance from the detection envelope edge where detection
occurred, and mark this point on the sketch or drawing of the detection
area. Once all of the detection points are marked, an outline of the
smallest detection area can be drawn.

Least sensitive direction for the sensor (directly towards the sensor).

Along the radial test paths in a direction directly towards the sensor, walk
test at 0.3m (1 foot) per second with arms folded across chest. Beginning
outside the detection envelope wait 20 seconds after the sensor resets.
For the test paths along the edges of the detection envelope make sure
the tester walks just inside of the detection envelope edge.

If the test area is not large enough for the test subject to be out of the
detection envelope (the test area is smaller than the maximum published
detection distance), the test subject should stand very still with arms
folded for 20 seconds after sensor resets before beginning each walk test.
This allows the test subject to “fade” in to the background so the sensor
can reset.

Along test path A begin the walk test and stop when an alarm occurs.
Measure this point from the manufacturers advertised maximum detection
distance or from the position where the test started. Record this distance
on the test data sheet. If detection occurred before reaching the
maximum detection distance, record zero. Repeat this test the additional
number of times along the same test path to establish the minimum Pd
and confidence level.

Repeat the above tests along each radial test path.

Using the test data, take the largest distance from the detection envelope
edge where detection occurred (or from test beginning points) and mark

this point on the sketch or drawing of the detection area. Once all of the
detection points are marked an outline of the smallest detection area can
be drawn.



Additional testing:

Perform slow walk tests 1 cm (3 inches) per second similar to the previous
walk tests along each arc test paths and along each radial paths. Annotate
where detection occurs and determine Pd along those paths for the slow
speed tests. Sketch the detection envelope for the slow walk.

Perform crawl tests along the arc test paths at the 1.5 m (5 foot) marker
and every other marker for 2 additional arc paths (total of 3 arc paths).
Crawl tests can be performed using an auto mechanics creeper. Each
crawl tests is performed beginning outside the detection envelope and
stops where detection occurs. Annotate the distance where detection
occurs for each test. Sketch the minimum detection envelope for the arc
path tests.

Perform the same crawls tests along three radial paths. The radial paths
should be on one side of the detection envelope beginning with the center
path followed by two additional paths on either the left or right side.

Sensor Vulnerability Tests

1. Cover lens: From a location out of the sensor view (behind or side)
slowly move a cover in front of the sensor unit. Try this several times
from top down and side to side. Can the sensor be covered without
generating an alarm?

2. No target temperature: Several methods can be tried. One way is to
put on a well insulated suit that includes covering head, hands and
feet. Another method is to construct a light-weight insulated box
(cardboard box)to enclose the test subject. The enclosure will need to
completely surround the tester. The suite or enclosure needs to be at
the test room temperature. Perform tests using different speeds,
orientation and backgrounds. Include obstacles (furniture, desk, file
cabinet, etc) in one background and a blank wall as the other
background. Can the sensor be by-passed?

3. High room temperature: increase room temperature to 32° C (90° F).
With no test targets in the detection area, monitor sensor for nuisance
alarm while room temperature is rising. The 32° C (90° F)
temperature needs to be maintained for 8 hrs in order to allow all
items within the room (furniture, equipment, walls) to equalize at this
temperature. Perform detection tests at different speeds and
orientation. Record testing results. If air conditioning is turned on to
cool the room after testing is complete, monitor sensor for nuisance
alarms during the cool down period.



Nuisance Alarm Source Tests

1. Position a variable speed fan space heater with a 500 W heater
element 9m (3 feet) in front of the sensor along the E radial line.
Setup an extension cord and power strip in order to remotely switch
power to the heater. Switch heater on with maximum air flow.
Alternately switch power on for 2 minutes, then off for 2 minutes.
Record the sensor response during the on-off cycle. Repeat this cycle
10 times.

2. Repeat the above test with the heater positioned 30cm (12 inches)
above the detection envelope so that it will blow hot air straight down
into the detection envelope. Record sensor response

3. Locate heater outside the detection area on the floor around the 3m
(10 feet) to 4.5m (15 feet) marker location so that it will blow warm
air across the sensor field of view. Perform on-off cycle tests. Record
Sensor response.



Extra Reference Material
Evaluation and Testing of Installed Volumetric Sensors

This section discusses the on-site evaluation of sensor installation. The
evaluation discussed here assesses sensor performance in the environment
where it is installed and includes review of room/area configuration and
characteristics, location of sensors with respect to entry paths and other sensors,
review of any site procedures for testing and maintenance, review of past sensor
performance and maintenance history, as well as actual performance testing the
sensor. Some facilities may have criteria defined for sensor performance. Below
are some examples

« Volumetric sensors shall detect an individual moving at a rate of 30 cm (1
foot) per second, or faster with a Pd of 90% at a 95 % confidence level
within the total field-of view of the sensor.

« The sensor shall have no more than 1 false alarm per 2400hrs.

« The sensor shall be installed and maintained in such a way to provide
reasonable assurance that the number of nuisance alarm does not reduce
alarm reporting credibility. If alarm assessment is continuous and timely,
either by CCTV or visually from a guard post, a higher nuisance alarm may be
tolerated provided it does not result in protection system degradation.

PIR Effectiveness Testing

An effectiveness test is performed at the initial or new installation of a sensor,
and when a sensor has been moved, repaired or replaced. In the case of a new
installation this test can be used as an acceptance test. The objective of this test
is to establish that each sensor detects throughout the intended detection area
at the Pd confidence level specified in the site requirements. In order to establish
the Pd and confidence level, a number of tests are required along number of
paths within the detection area. In this exercise 10 tests along each path will be
conducted. If the sensor passes all 10 tests along each path, we will have
verified the sensor coverage and a Pd of at least 70% Pd at 95% confidence
More tests will need to be conducted to verify a higher Pd level.

Two persons will be required when conducting this test. One to perform the
test, the other to document test results.

1. Review previous installation, testing, maintenance and repair records.
Review nuisance and false alarm records. Make a note of any previous
deficiencies or issues and sensors that have an on-going or recent high
NAR/FAR

2. Make a drawing sketch of the area or room. Include the location of
sensors, furniture, equipment, other objects, and likely entry points and
paths that an intruder would take to get to protected items. Include



necessary annotation of the sensor such as type, model no, serial no. etc.
Using the manufacturer’s data sheets obtained from the installation and
maintenance records, sketch in the published detection area for the
sensor.

3. Draw in sensor test paths. Include the starting points and ending points
for each path. This test grid should be based on locations of windows,
doors, ventilation ducts, other likely ways of entry and protected assets.
There should be enough test paths to provide confidence that the sensor
detection envelope is correct and provides the intended coverage.

4. If furniture, equipment or other items block the sensor line of sight in
certain areas so that the sensor is blind along a viable path, verify that
another sensor(s) cover that area. (Effectiveness testing of the other
sensors will verify their coverage.)

5. Note the room temperature.

6. Visually inspect the sensor under test and look for signs of tampering,
damage and other items that could degrade performance.

7. Verify that the sensor wiring after it leaves the sensor housing is protected
and cannot be accessed easily.

8. Remove sensor cover and verify with the CAS operator that a tamper
alarm for that sensor is displayed.

9. Place the internal jJumper within the sensor so that the alarm indicator
lamp operates.

10.Establish within the room where the detection area should be for the
sensor under test. If necessary mark off this detection area using
masking tape or other marker.

11.From outside the detection area, begin walking at 30 cm (1 foot) per
second along the first path. When an alarm occurs document on the
drawing the point where the test walker was detected.

12.The test walker returns to outside of the detection area and waits for a
minimum of 30 seconds after the sensor has reset. Perform step 11 again.

13.Repeat steps 11 and 12 until at total of 10 tests have been performed
along the path. If all of the walk tests have been detected, the sensor
passes testing for this path.

14.Perform steps 11, 12 and 13 for the remaining paths

15. At the conclusion of effectiveness testing place the alarm lamp indicator to
the off position.

16.Perform operational tests and verify that the alarm signals are received at
the CAS.



PIR Operational Tests

Operational testing is performed on a periodic basis such as when the protected
area is placed into the secure condition at the end of a work day or on a
weekly/monthly basis. The objective of this test is to verify that the sensor is
operational and that the alarm signal is received and displayed at the CAS.

One person can perform this test. The tests are performed beginning at the
likely paths of entry. There may be only one likely entry path or several.

Before beginning the test it will be necessary for the test person establish
communications with the CAS to let the operator know that an operational test of
the specific sensor is about to begin.

1.

2.

For each likely entry path the tester will remain outside the protected area or
sensor detection area for 30 seconds in order make sure that the sensor has
stabilized in the secure mode.

After this period the tester takes 3-30 cm (1 foot) steps (approx 1m or 3
feet), into the protected or sensor detection area and stops. The tester
contacts the CAS operator to verify that an alarm for the sensor under test
has been displayed on the console. If an alarm is displayed, the test is
complete.

If no alarm has been displayed, the tester returns to the starting point and
repeats the test with 4 steps (approx. 1.2 m or 4 feet into the area). This
repeat test is performed provided that the tester within the 4 steps cannot
reach any items under protection. If no alarm occurs after this test, a
problem with the sensor is indicated and needs to be investigated.



PASSIVE INFRARED SENSOR CHECKLIST Date

Evaluator Facility / Location

A. Equipment Data

1. Type

2. Manufacturer & Model

B. Performance Tests

1. Walk-tests - determine range and shape of detection zone:

(a) With the system armed (or using a walk-test light if available), walk across the sensor field with a slow,
steady walk (5 in/sec 13 cm/sec) while keeping arms motionless; note on worksheet where an alarm occurs.

(b) Repeat the test several times with different directions of approach to map detection zone.

2. Could the sensor be defeated by very slow motion? Y N
3. Is the device line supervised? Y N
4. |Is wiring in conduit? Y N
5. Is an alarm initiated when:
(a) Cover is removed from device enclosure? Y N
(b) Electrical lines are disconnected? Y N

C. Factors Affecting Performance

1. Are sources of infrared energy (open heating elements; incandescent light bulbs; direct

sunlight on windows, floors, and walls; and convective heat currents) present? Y N
2. Are there periods when the room temperature is 26-32° C Y N
(80-90° F)?
3. Is the most likely intruder path across the field of coverage rather than directly into it or away
: Y N

from it?
4. Can the intruder approach the sensor from the rear? Y N
5. Is the desired detection zone interrupted by windows, partitions, or furniture? Y N
6. For multiple sensor applications, do all sensors function properly providing the required area v N
of coverage?
7. Is the field of the sensor clear of:

(a) Suspended lamps? Y N (c) Blowing debris? Y N

(b) Animals, birds, and large flying insects Y N (d) Fast heat sources? Y N
8. Are transceivers, receivers, and control units located away from radio transmitters? Y N

9. In case of loss of electrical power:
(a) Does the sensor have battery standby power? Y N

(b) Is aloss of power alarm initiated? Y N
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10. Are there visible signs of physical abuse? Y N

Describe

11. What serves as back-up detection if this sensor is inoperable?

Describe

PASSIVE INFRARED SENSOR CHECKLIST (cont.)

Notes / Miscellaneous
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PASSIVE INFRARED SENSOR CHECKLIST (cont.)

Walk-Test Worksheet

Notes/Miscellaneous

Sensor Location

Notes/Miscellaneous

Sensor Location

Mark location of alarm with a dot and direction of approach with an arrow.
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Other Sensors




p g G

After completing this module, you should be able
to:

 Describe the fundamental principles of the
different sensors

* |dentify in what application these sensors are
suitable for providing effective detection for given
threat tactics and environmental conditions

 Evaluate and determine effective placement of
these sensors

e List the advantages and disadvantages of these
Ssensors


Presenter
Presentation Notes
The objectives of this module is to familiarize the student with the characteristics and principle of operation of PIR, microwave, and dual-technology sensors and to discuss performance testing and evaluation of installed sensors at a site. 
The advantages and disadvantages of each type of volumetric sensor will be discussed. 
There will be class exercises associated with the course modules.  The objective of the exercises are to practice the performance and evaluation testing for some of the sensors.
 


Balanced Magnetic Switches

22 « Sensor classification

— Passive

— Visible

— Boundary Penetration Sensor



Presenter
Presentation Notes
Balance magnetic switches are passive, visible, and detect boundary penetration by a door or window being opened.  
The photo shows that these switches are manufactured in different sizes, shapes, and performance.  It is all dependent on the manufacturer and specifications of the users.
Variations of BMSs include multiple reed switches and multiple magnets; fusing and voltage breakdown sensing devices; and shielded case construction.  Some units incorporate internal electromagnets for self-testing, which have complex interactions with the switch units, increasing the complexity of the unit and decreasing its vulnerability to defeat.


Balanced Magnetic Switches

e Mounts on doors / windows

 Alarm generated by magnetically controlled
switch (reed switch)

 Magnetic field balanced to provide hlghU )
level of defeat protection

Switch Unit

i

Magnetic Unit

Magnetic Unit
4

Inside Outside



Presenter
Presentation Notes
This slide describes the use and operation of a BMS. 
BMS sensors are commonly used on doors, but can be used on windows as well.
A magnetically controlled reed switch is the detection element within the BMS.  The presence or absence of magnetic field strength causes the reed switch to change states – alarm condition or secure condition.
A “balanced” magnetic field provides a high level of defeat protection.  However, the protection is only as good as the penetration resistance of the door or window.   This will be discussed in more detail in the next slides.


e Consists of a reed switch with bias magnet and a
door mounted magnet unit
— Bias magnet and door magnet create a magnetic

loop, resulting in a balanced condition around the
reed switch

— Some BMS sensors employ multiple reed switches
and bias magnets, and multiple magnets in door unit

e Provides even higher defeat protection
* Alarm occurs when balanced condition is upset

— Such as when the door magnet is moved far enough
or when an external magnet is placed close by


Presenter
Presentation Notes
This slide describes how a BMS operates.  The switch unit, which contains a magnetic reed switch, is mounted on the stationary part of the door or window.  The magnetic unit, which contains a permanent magnet, is mounted on the movable part of the door or window, adjacent to the switch unit.  With the door or window closed, the spacing between the switch unit and magnet unit is adjusted so that the magnetic field from the permanent magnet causes the reed switch with a bias magnet to be in the closed (or secure) position.  
A balanced magnetic switch is designed to counteract the vulnerability of a simple magnetic switch, and yet keep the simplicity and reliability of the switch.  The word balanced is added because this switch has multiple equal and opposite magnets. One is mounted inside the switch unit itself and one is mounted on the door.  These magnets are matched to provide a balanced magnetic field.
The  BMS operates just like a simple magnetic switch; the difference is that because of the balanced magnetic field it cannot be defeated by using a simple magnet to overwhelm the magnetic field.  Due to the balanced field, if another magnet comes near the magnetic field and disturbs it, it will alarm.  Note that in more advanced BMSs, the switch and magnet unit are matched—they must stay together or the combination will not work. When they are purchased, they come together as a package— do not separate them!
Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.
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Presenter
Presentation Notes
We will start with a brief discussion on the operation of a simple magnetic switch.  These switches are commonly used in residential and business applications.  They are inexpensive, costing in the range of $5.00-$10.00. 
As stated in the previous slide a reed switch is sensitive to a magnetic field. The reed switch is usually mounted on a stationary surface such as the door frame, and the magnet unit is mounted on the door. When the door is closed, the magnet keeps the reed switch in the secure state with a completed circuit, shown with the yellow contacts.  The red contact is made from a non-magnetic material and is not affected by a magnetic field.  When the door opens,  the reed switch is no longer affected by a magnetic field and returns to its default state and the circuit is broken (the moving contact is spring loaded to return to this position when no magnetic field is present). 
The example shown here has both normally open (NO) and normally closed (NC) contacts.  It can be connected so that a closed circuit is the secure condition, or so that an open circuit is the secure condition.
The major disadvantage with this type of device is that a magnet can be placed near the switch unit, allowing the door to be opened without an alarm.


Balanced Magnetic Switch
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Presenter
Presentation Notes
Magnetic sensors with bias magnets are generally referred to as Balanced Magnetic Switches (BMS).
In a balanced magnetic switch (BMS), bias magnets are installed inside the switch enclosure, in close proximity to the reed switch.  With the door magnet present (door closed), a “balanced” magnetic field is setup between the bias magnet and the door magnet, so that the reed switch does not see a magnetic field when it is in the secure state.  The reed switch is in its default state as shown on the left.  
When the door is opened and the door magnet removed, the bias magnet exerts a field on the reed switch, causing it to change to the alarm state as shown on the right.   With the balanced condition (secure state), it is much more difficult to defeat this device by introducing another magnet.  If another magnet is placed close to the switch unit, the balanced condition is disturbed. The new magnet will introduce an extra field which will flow through the reed switch.  This is the same as the diagram on the right which will result with the reed switch going to the alarm state.  


BMS Switch Unit Example

S Terminal Strip Tamper Switch eed Switch
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Presenter
Presentation Notes
These are photos of a typical BMS showing the locations of various components. 
This switch has a 22 ohm current limiting resistor to help prevent damage to the reed switch contacts in event of a voltage spike or surge occurring on the alarm wiring to the sensor. 
The bias magnet is mounted in a fuse clip type arrangement.  This allows for adjustment of the bias magnet in the lateral direction.  The adjustment allows for different settings with regards to the amount of door movement before an alarm occurs.
This BMS has a removable cover to access the bias magnet and the terminal strip where the alarm wiring is connected.  The tamper switch monitors the cover for removal.  


Cover Magnet


Presenter
Presentation Notes
This photo shows the inside of the door magnet unit of the BMS.  There are two magnets within this unit, one mounted to the base and one mounted to the cover.  When the BMS is properly installed and adjusted, this door magnet configuration will cause the switch unit to go into an alarm state when the cover of the magnetic unit is removed.  
This adds protection against defeat by means of removing the magnetic unit from the door.  The screws for attaching the unit to the door are under the cover.  This only adds protection when the door is in the secure state.  When a room is in access and alarms are not being monitored, such as during a work day, removing the magnet unit cover will not be detected.  


w=s ITiple Biased Magnetic Switch

 Three reed switches, bias magnets and door
magnets

— Polarity of magnets different

e Hermetically sealed
— No internal access

* Pry tamper
e Magnetic tamper
 Options

— Self test

— Six biased reed contacts
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Presenter
Presentation Notes
Next we will discuss a more advanced type of BMS.
Some BMSs utilize multiple reed switches and magnets. One manufacturer’s BMS has three reed switches, three bias magnets and three door magnets, and is called a triple bias switch.  The reed switches and bias magnets are hermetically sealed into the switch unit, and the three door magnets are sealed inside the door unit.  There is no access inside this BMS, therefore there are no internal adjustments.  The polarity of the bias and door magnets is randomly positioned during the manufacturing process, so a group of these switches will have various magnetic orientations.  As a word of caution, when unpacking, handling, and installing these BMSs do not mix up switch units and door units.  It is important that the original switch and door units be kept together as a matched set.  The multiple reed switches and magnets along with random magnetic polarities make this switch harder to defeat with external magnets than the BMS with one reed switch. 

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.
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= Example: Triple Biased Magnetic Switch
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Presenter
Presentation Notes
This is a photo of a triple biased series BMS.   Note that the wiring is enclosed in a flexible metal conduit.  Alarm and tamper connections will need to be made in a separate nearby junction box.  End of the line resistors are typically located in the junction box also.  This connection junction box must be tamper protected to detect if the cover is being opened.  The mounting screws for this switch should be the one-way security type or have other protection.  
The manufacturer can install end-of-line resistors within the switch unit if specified by the purchaser.  However, there may be a set-up fee for this.



BMS Nuisance Alarms

e Sensors seldom nuisance alarm by themselves

e Nuisance alarms

— Almost exclusively caused by worn or improperly
adjusted door hardware that results with door
movement due to wind, human or animal activity

— Also, improperly installed or adjusted BMS
e BMS Systems should be thought of as the

sensor plus the device that it is installed on
(door, window, etc.)
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Presenter
Presentation Notes
This slide describes BMS nuisance alarms. BMS sensors have shown to be very reliable when installed correctly on a properly installed door with hardware that is in good condition.  False and nuisance alarms are almost never caused by the BMS alone. 
The condition of the door and its hardware can be attributed to most nuisance alarms.  Most common nuisance alarms are caused by a worn or out of adjustment latch that results with excessive door movement or play.  Excessively worn door hinges or an improperly installed BMS that causes misalignment of the switch unit and magnet unit can also result in nuisance alarms.
When a BMS is used on large roll-up doors, nuisance alarms are usually due to the alignment of the doors.  It is difficult over time to keep these doors maintained for proper sensor operation.




© g
2w BMS Vulnerabilities

= Externally introduced magnetic field
e Switch or door magnet removal
e Physically by-passing switch
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Presentation Notes
These are some of the BMS vulnerabilities.  An externally introduced magnetic field has the possibility of defeating a BMS.  BMS sensors with multiple magnets and reed switches and magnetic tampers will be much harder to defeat with this method.
If a door magnet can be removed without detection, the BMS may be able to be compromised.
These sensors are only adequate if the intruder opens the door or window for entry.  If the intruder cuts through the door, the BMS will by bypassed.  Cutting a hole in the door or a wall next to the door will by-pass the switch all together.



NORMAL MOUNTINC MOUNTING RECESSED DOOR


Presenter
Presentation Notes
This is a picture of a BMS installed on a recessed door. 
Because this is a recessed, outward opening door, a spacer is needed to line up the switch and magnet units.  The spacer should be made out of a non-ferrous material such as aluminum.  If the door frame is steel, a non-ferrous spacer should be installed between the door frame and the switch unit.  Likewise, if the magnet is installed directly to a steel door it should have the same type of spacer.  A spacer made from ½” thick Plexi-glass has worked well in many installations.  Some manufacturers state that their switch is compensated for the effects of steel.  It is best to consult the manufacturer to verify whether a spacer is needed or not.
The door hardware should be in good condition.  The door should open and close smoothly without rubbing or scraping on the door frame.  It should latch easily and the amount of play in the latch should be minimal. 
The wiring from the BMS must be protected.  Installing the wiring in a conduit from the sensor switch enclosure all the way to the alarm data gathering or multiplexer panel will provide protection for the alarm wiring. 
Be sure to always install the BMS on the secure side!!  At some sites the BMS has been installed on the wrong side of the door.  At some sites the BMS has been installed closer to the hinges rather than the door opening.


Y BMS Performance Testing

e« Effectiveness testing

— Performed every 6 months, yearly or per site
requirements

— Verify tamper operation and communication to
CAS

— Verify tamper or alarm when foreign magnetic field
is introduced

— Verify that alarm occurs within specific door
movement distance

e Typically before the leading edge of door has moved 1
inch (2.5 cm)

— Verify that no alarms occur during any slight door
movement when latched
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Presentation Notes
This section discusses the on-site evaluation of sensor installation.  This evaluation assesses performance in the environment where the BMS is installed.
Effectiveness testing is performed at the initial installation of a BMS, and when a BMS has been moved, repaired, or replaced.  In the case of a new installation this test can be used as an acceptance test. 
On-going effectiveness testing of sensors is performed on an in-frequent basis, such as every 6 months or yearly.  
The response of the switch is evaluated when a foreign magnet is introduced during testing.  Also, operation of the sensor tamper and communication to the CAS are verified during effectiveness testing. 
The objective of an effectiveness test is to establish that the BMS detects a door opening within a specified distance.  A commonly used requirement is: a BMS shall generate an alarm when the leading edge of the door has been moved 1 inch  (2.5 cm) or more from the fully closed position.  
As a follow-on to the previous requirement another requirement might be:  a BMS shall not initiate an alarm for door movement of ½ inch or less.  



BMS Performance Testing (cont’d)

W22 o Effectiveness testing (cont’d)
— Door and hardware condition
* Hinges, latch, scraping door jamb
— Sensor maintenance
— FAR / NAR histories
— Switch location within protected area

— Non-ferrous mounting surface or non-ferrous
spacers between BMS units and metal surfaces

— Tamper switch(es) continuously monitored and
line supervision

— Wiring in conduit

16
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Presentation Notes
The importance of the condition of the door and its associated hardware cannot be over emphasized.  If a proper door is not installed and maintained, the BMS effectiveness will be degraded (this is just like the importance of a fence with respect to using a fence sensor).
FAR/NAR histories should be reviewed.  Establishing specific values for false alarm rates helps the operator determine when a sensor should be reported to maintenance personnel.
The spacer should be made out of a non-ferrous material such as aluminum.  If the door frame is steel, a non-ferrous spacer should be installed between the door frame and the switch unit.  Likewise, if the magnet is installed directly onto a steel door it should have the same type of spacer.  It is best to consult the manufacturer to verify whether a spacer is needed or not.
Sensor electronics enclosures should have tamper switches.  Line supervision is the means for monitoring the communication link between a sensor and the alarm control center.  Use of supervised lines between the sensor and host alarm system as well as continuously monitored sensor tamper switches will also help protect against the insider.  

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



BMS Performance Testing (cont’d)

e Operability testing
— Performed on a frequent basis (daily / weekly)
— Verify that the sensor is operational

— Simple test

e Open door and verify correct alarm is received at the
CAS

e Close door and verify secure state
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Presentation Notes
Operational testing of the BMSs is performed by the on-site staff or security personnel on a daily basis.  It is performed on a more frequent basis, for example, when a protected area is placed into a secure condition (when a room is being closed at the end of a work day or on a weekly basis).  The objective of this test is to verify that the sensor is operational and that the correct alarm signal is received and displayed at the central alarm station (CAS). 
The BMS operational test is simple and is performed by just opening the door and verifying with the CAS operator that an alarm was received at that particular door location.   Then another test is conducted verifying with the operator that the sensor goes to the secure state and remains secure when the door is closed, latched, and pushed back and forth (if there is any play in the latch).  



BMS Summary

A== e BMS application
- P,
— Nuisance alarms
— Vulnerability to defeat

e |ntegration of sensors into an interior sensor
system must consider the skill level of the

intruder, the design goals and effects of
environmental conditions

e Physical operations should determine sensor
placement to achieve optimum performance
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Presentation Notes
Intrusion sensor performance is described by three fundamental characteristics:
Probability of detection
Nuisance alarm rate
Vulnerability to defeat
An understanding of these characteristics is essential for designing and operating an effective intrusion sensor system.
A designer of an effective interior intrusion detection system considers the operational, physical, and environmental characteristics of the facility.  And it must take into consideration the capabilities of the defined threat.  Also the designer should be familiar with the sensors that are available, how the sensors interact with the intruder and the environment, and the physical principles of operation for each sensor.  The interior sensor must support a balanced PPS.



Capacitance or E-Field Sensors

Active Passive

Covert Visible
Line of sight Terrain following
Volumetric Line

Mode

Free Standing or Fence Mounted
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Presentation Notes
An e-field sensor is an active sensor.  It is a visible sensor in that the sensor wires can be plainly seen.  The sensor is terrain following, the only requirement is that the ground be relatively flat between each set of poles that are spaced every 20 feet (7 meters).  The detection field is volumetric.  
The sensors are designed to detect a chance in capacitive coupling among a set of wires attached to, but electrically isolated from, a fence.
Some early sensors required actual penetration of the sensor wires, so they could be considered to be line sensors, but most of these are obsolete at this time.  In some configurations the detection volume can be very large, extending about 3 feet (1 meter) on either side of the sensor wires and to a height of over 16 feet (5 meters).  The e-field sensor can be mounted as either a free-standing or a fence mounted system.


Sense
Generator Wires
Processor

Tension Post

Spring and
Insulator

Insulator

Field Wire
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Presentation Notes
The photo shows an example of an early model Senstar e-field sensor in the foreground with a standard chain link fence in the background.  This version used four wires configured as two pairs of transmit and receive wires in a freestanding configuration.  This was an analog version and suffered from a relatively high nuisance alarm rate.  
The electric field sensor can be mounted on their own set of posts instead of being associated with a security fence.
Surprisingly, despite the poor reputation for nuisance alarms, this was a very popular sensor and was deployed at many facilities.  Many nuclear power plants were designed initially with little concern for security.  Many architects designed the site with curved perimeter fences that limited the types of sensors that could be installed at the sites.  E-field was a logical choice as it could follow the curve of the fence at these sites while providing a volumetric sensor type.




Presenter
Presentation Notes
This photo shows a fence-mounted newer digital version of the sensor shown on the previous slide.  Note that the insulators use standoff brackets to move them away from the fence posts so that the detection field will be larger.  These brackets are not used on the freestanding version.  The fence fabric effectively prevents the sensor from detecting objects on the other side of the fence.  
In this example, two four wire zones are stacked to create an eight wire sensor.  The top wire is approximately 16 feet (5 meters) above the ground creating a very large detection volume.
Because the detection volume extends beyond the fence plane, electric field sensors are more difficult than other fence-associated sensors to defeat by digging under or bridging over the fence.


2N Capacitance Operational Principles

# « Detects change in capacitive

coupling between sense and field
wires

e Multiple pairs of wires are used
to discriminate between
environmental effects

e Early versions use analog
processing - newer versions are
digital
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Presentation Notes
This sensor transmits a small signal on the field wires and receives this signal on the sense wires.  A field builds up around the wires.  When an adversary approaches the sensor, he/she causes a change in the capacitance between the pairs of wires.
If multiple pairs of wires are affected identically, the sensor assumes that this is caused by an environmental effect.
Early versions were analog based and used a simple transformer to determine if the wires were seeing the same effect.  By reversing the leads between pairs of wires and sending the signals through a transformer, only the differences between the two signals are processed.  Unfortunately, this technique allowed a lot of nuisance alarms.  The newer versions use digital signal processing, so smarter algorithms have been developed that do a better job of discriminating between intrusions and background events.
The change in capacitance that occurs when an adversary approaches the sensor is much smaller than the change in coupling of the wires that occurs when it first begins to rain.  This is why early versions had a lot of nuisance alarms from rain.


=== Performance Characteristics

° PD
— Detection volume affected by;
* Wire spacing
e Freestanding or fence mounted
* Sensitivity settings
— Detection depends on size, speed, and

grounding of intruder and proximity of
intruder to wires
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Presentation Notes
Early versions of e-field sensors allowed the user to separate the wire spacing to cover more area.  Most newer versions are very specific about the wire spacing allowed so that the capacitance between the wires is within a specific range.  Earlier systems also often used “dummy” wires between the sensing wires to allow a wider wire spacing.  Most new systems do not recommend this practice.
A freestanding system will usually have a wider detection pattern than a fence mounted one.  However, the sensitivity settings also have a great influence on the size of the detection volume.
How the intruder attacks the system can also greatly influence detection.  Speed of the intruder is very important.  Many successful attacks rely on the system absorbing the slow moving intruder into the background noise.



~a= Performance Characteristics (cont’d)

2= « NAR/ FAR causes of nuisance alarms
— Birds, animals
— Lightning, heavy rain, wet snow
— Wind, blowing debris, blowing vegetation
— Electrical interference
* Vulnerability to defeat
— Tunneling
— Bridging
— Slow Movement
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Presentation Notes
The primary cause of nuisance alarms for e-field sensors are heavy rain and lightning.  Rain and sudden changes in humidity cause a much greater disturbance on the sensor field than an approaching adversary and can also change the grounding of the system very quickly.  If the sensor and all nearby objects are well grounded, the effects of rain and lightning can be significantly reduced.  
Some sites experience nuisance alarm problems due to salt water spray causing buildup on the insulators and reducing the insulating properties of the insulators.  This can cause the capacitance between the wires to drift outside of the normal operating parameters of the processor and require maintenance to clean the insulators.  Some types of spiders also can build webs inside of the insulators and between wires and posts.  When these webs get wet with dew or moisture, this can change the coupling between the sensor wires and ground and cause nuisance alarms.  Compressed air can be used to clean out the insulators.
Tunneling under the bottom wire and the ground is one defeat method.  This is most practical if there is already erosion on the ground.  Also if deep snow is present, this can be a threat.
Early e-field sensors did not have much detection volume above the top wire and could sometimes be bridged using the fence posts that it is mounted on.
Slow movement can also be effective sometimes as an attack method.



Capacitance Installation

e Site preparation
— Uniform grade of terrain between posts
— Area near sensor clear of vegetation

 Fence mounted
— Fence fabric tightened
— Motion dampened

e Can be used over buildings
e Good earth ground is critical
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Presentation Notes
It is important that the surface is level between posts.  The bottom wire needs to be a consistent height above the ground for best results.  Vegetation growing near the bottom wire can be a source of nuisance alarms.
If the sensor is fence mounted, the fence fabric needs to be tight and well grounded.  The fabric acts like a ground plane and therefore when it moves, it can change the distance between the wires and the ground plane causing a large signal variation.  In the case of a vinyl coated fabric, it may be necessary to install a series of tension wires that can be grounded to create the ground plane.
Everything close to the sensor needs to be well grounded and at the same potential.  Manholes need to have both the ring and the manhole cover connected together with a ground strap so that there is no potential difference that could change rapidly when it begins to rain.
When used in the air or over a building it may be necessary to create a ground plane out of chain link fabric or wires to provide a good reference for the sensor.  Most manufacturers will describe how to do this in their manual.


Capacitance Sensor Maintenance

 Check wire tension to reduce wire vibration
e Remove vegetation or debris near wires

 Check for damage to insulators, wire
insulation

e Clean insulators to remove spider webs, salt
spray, or dust
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Presentation Notes
Some e-field sensors use a wire that can resonate in high winds.  The manufacturer recommends a specific tension so that the wires do not move too much.
A dry tumbleweed against the lower wires may not cause problems, but could be a source of nuisance alarms when it gets wet.  Therefore, any tumbleweeds or debris in the fence should be removed on a regular basis.  
One type of e-field uses bare wires so that insulation breakdown is not a problem.  Other systems use an insulated wire that could change if the insulation begins to crack or peel.  
As previously mentioned, the sensor processors are expecting a specific range of capacitance.  If the insulators are shorting out due to spider webs, salt spray, dust, or chemicals, the processor may not be able to compensate for these changing conditions.  It may be necessary to perform maintenance to clean or replace the insulators.


== Capacitance Sensor Testing

e Walk tests
e Slow penetration attempts
— Grounded and ungrounded adversary

e Currently, good testing simulations do not
exist



Presenter
Presentation Notes
Unfortunately, there are no good testing simulations for e-field sensors.  Most test devices use a grounded rod to create an alarm. This represents a very crude test that should cause alarms but may not provide a good indication that the sensor is calibrated properly.  Because good test simulations don’t exist, many sites have difficulty in determining how to test or calibrate the upper wires.  Safety rules and common sense often prevent using a rope to swing through the wires as an intruder might. 
Walk tests can be performed to map out the detection volume.  Penetration tests, either through the wires or crawling are good tests to perform to evaluate the probability of detection.  These tests should be performed both with the intruder grabbing a post to ground themselves and ungrounded to see which works best.


Capacitance/e-Field Sensor Summary

% e Can follow variations in terrain

— Even up and over buildings
e Volumetric detection
e Early versions prone to high NAR / FAR

e Significant improvements due to digital signal
processing
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Presentation Notes
Most early e-field sensors made good detectors, they just had difficulty in discriminating between nuisance alarm sources and actual intrusions.  The later versions are much better.

Many e-field sensors can now be found in some very difficult environments.  One nuclear power plant has the sensor mounted on a sea-wall where ocean spray can be seen dripping off of the sensor wires.  One would expect that this sensor might be in constant alarm, however it is working and detecting very well.


Introduction to Alarm
Assessment



Presenter
Presentation Notes
This module will review alarm assessment.  It is the next component in Detection in the design evaluation process outline which has the major function of ending the Detection timeline.

In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together. 
�Assessment is essential to identify the cause of an alarm and to effectively end the detection function.  Alarm assessment can be provided through closed-circuit television (CCTV) coverage of each sensor sector or by visual checks by personnel.

Note to instructor:  Before starting this module, you will probably want to review in detail the diagram depicting the adversary timeline and the interrelationship of PPS functions (see your instructors guide for more details).  The students should understand the concept of detection – when it starts and when it ends.




== Learning Objectives

After completing this module, you should be able
to:

e Discuss the basic fundamentals of alarm
assessment

e Describe the purpose and importance of alarm
assessment for a physical protection system

— Review the different methods: people and technology

e Explain the differences between assessment and
surveillance

— Discuss the key points



Presenter
Presentation Notes
In this basic review of alarm assessment the students must grasp the concepts that alarm assessment ends the detection timeline, and that without assessment all alarms would have to be treated as real and force a full response with each alarm.  This would be counterproductive and create the situation that the response force would no longer treat the call to respond with the alertness necessary for when the situation is real.  The “Cry Wolf syndrome”.
Stress that assessment video and surveillance video have very different functions and effectiveness.
The description of the major video components and requirements need only be introduced in this module.  They will be individually addressed in the future modules along with re-enforcement exercises to show the students what the strengths and weaknesses are of the components and then summing up the components to a systems effectiveness relative value.
This module briefly discusses all of the topical areas that will be detailed in the rest of the modules.  Each module will go into the details of that topical area.  The last module will use the detailed information learned to explain how you would evaluate an existing system or go about designing a system.  


#e'e Determine cause of each

sensor alarm

* Provide information about an
intrusion — relay to response
force

e End detection time

Detection
Time

Alarm Assessed
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Presentation Notes
This slide is an introduction, the following slides will give the opportunity to express more details, but if the students question the points on the slide the instructor must remember to stress these points in the following slides and must get the student buy in on this concept.
There are two purposes of assessment.  The first is to determine the cause of each sensor alarm.  This includes determining whether the alarm is due to an adversary or a nuisance alarm.  The second purpose of assessment is to provide additional information about an intrusion that can be relayed to the response force.  This information includes specific details such as who, what, where, and how many.  
Again, without any assessment (technology or people) the alarm must be treated as real.  How long will a site keep responding as a real event productively after several false alerts?
It would be good to associate some stories with this. If the system is designed for detection you may not be able to count weapons (not enough resolution).  A system that is designed to provide classification (this will be defined in a couple of slides) will not be sufficient to identify type and number of weapons being carried by adversaries.
In a post analysis of an event more information may or may not be able to be obtained depending on the design of the components and system.
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Question: Which Step ends Detection?

1. Sensor alarm signal is generated
2. Alarm signal is transmitted to console
3. Operator is alerted by incoming alarm

4. Operator scans images on a monitor of the alarmed
detection zone

5. In searching for cause of alarm, operator observes an
unauthorized person in that area

6. Operator calls up response force, identifying nature
and location of intrusion

7. Response force interdicts intruder


Presenter
Presentation Notes
After discussing the purpose of an alarm assessment system and the adversary timeline, now would be a good time to have the students determine when detection occurs during a sequence of events.  Have the students silently read the list of events above and then ask them to determine at which step does detection end.
The answer is 5.  This is just a re-enforcement of the concept that assessment ends detection not the sensor alarming.
If students provide different answers, these will  be discussed until the students are clear on the differences of their answers with the correct answer.
This is not a opportunity to tell the student they are wrong, but to make them think and rationalize with the instructors help to see why none of the other answers end detection.
If all of the students get number 5 as the answer the instructor could suggest what if the assumption is made that all alarms are real, then what would the answer be (the answer moves to 3.)  The instructor could have the students explain the new answer, and pose questions as to whether this would be a good system.


Determine Cause - People

e Roving patrols, or
* Fixed patrol stations



Presenter
Presentation Notes
The instructor just needs to discuss the people and manpower effort.  Some points to discuss would be that people and posts are expensive to operate.  Assessment time is generally extended and the probability of a correct assessment given a longer time before eyes on the sensor can be achieved gets lower as the time element increases.  Stationary towers provide less time to eyes on, but still only provides a one time shot at making an assessment, which must occur real-time.
Video alarm assessment can be complemented by visual checks from guards.  There are situations in which alarm assessment will have to be done by the guard force.  If the video assessment system is not operable (due to maintenance or weather) or if video assessment is not available for a particular  situation, the guard force must be able to assess the alarm
For those facilities that use towers, guards in towers can provide effective assessment if the number, design, and placement of the towers are adequate to provide complete visual coverage of the perimeter.
Patrols  or roving guards who are sent to investigate an alarm can provide effective assessment only if they are able to respond in a timely manner and there is still ample delay in the system.



. CTV cameras and appropriate
lighting provide full coverage of
sensored areas

e Thermal cameras provide full
coverage of sensored areas
without illumination

 |mages are displayed to an
alarm station operator for
assessment
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Presentation Notes
Technology can assist in the assessment process by focusing the attention of a few operators (or one) to an event.  If properly recorded, then the operator has some relief from the real-time aspect to making an assessment.  Using different technologies may assist during inclement environmental conditions, but all technologies generally have some less than optimal operating conditions.
For a given scene to be visible to a camera, the scene must be illuminated by natural or artificial light and must reflect a certain amount of this light into the camera lens.  The function of the lighting system is to illuminate the assessment zone evenly with enough intensity of the chosen camera and lens system.
Thermal cameras use the radiant thermal energy emitted by objects within the field of view of the camera to image the scene. Because they rely on this kind of energy they do not require artificial illumination.
Cameras are not detectors, they are imaging devices. The basic function of the camera and lens system is to convert an optical image of the physical scene into a video signal, suitable for transmission to an alarm display station. When matched with humans or sensors, cameras can provide an immediate method to assess a scene of interest. 




A _/

== Class Exercise 2: Detection Time

Question: Which Step ends Detection?

Sensor alarm signal is generated
Alarm signal is transmitted to console
Operator is alerted by incoming alarm

Operator sends roving patrol to investigate since the
video system is offline

The patrol radios to the operator that they have
arrived at the sensored area

6. After 1 minute the operator sends another patrol to
investigate, why the first patrol has not responded

B e

d
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Presentation Notes

After discussing the different methods for alarm assessment, now would be a good time to have the students determine when detection occurs during a sequence of events.  Have the students silently read the list of events above and then ask them to determine at which step does detection end.
In this example there is no termination to the detection process because the actual cause of the alarm has never been determined.
This slide is for the students to have an open discussion.  Points that the students bring up should be discussed as to vulnerabilities of the patrol, procedures could compensate, when is the response force called, how do you practice this, what about radio jamming?  Discuss other points that the students may come up with.




Presenter
Presentation Notes
Depending on what the system was designed for not all information wanted may be provided.  Discuss the concept that the requirements of the system must be documented and understood by others so that the system is not at fault when information requested that is beyond the design is not provided.
Detection – the ability to detect the presence of an object in the area of interest
Classification – increased resolution provides sufficient information to determine what is present by class (animal, blowing debris, person)
Identification – improved resolution sufficient to uniquely identify an object on the basis of details of appearance (person 1, not person 2). 


Levels of Assessment Resolution

Detection Classification Identification

Determine Determine Determine
presence of nuisance or identity of
object real alarms object

2-3 pixels/30 cm 6-9 pixels/30 cm 10-16 pixels/30 cm

Important factors are contrast, motion, and upright human figure
9




» g
2T Y People — Advantages and Disadvantages

27 . Advantages

— Can provide on-site visual observation
and detection capabilities

— Flexible deployment

— Can provide delay or immediate response

 Disadvantages

— Significant time may have passed
between an alarm and assessment

— Can tolerate only a very limited number of
nuisance alarms

— Manpower costs
 May be expensive over long term ¥
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Presentation Notes
Slide Purpose:  Slide enumerates the advantages and disadvantages of the response force method of alarm assessment.

Instructor Notes:  Read the three advantages and three disadvantages of using humans as a means to conduct alarm assessment. 
Advantages – humans can provide detection,  delay, and immediate response.  Response force members can also move around in order gain protect themselves and obtain best positions over an adversary.  In order have these advantages the response force needs to be deployed in and around a perimeter or targets.  And will typically require many response force members 
Which brings us to a major disadvantage – Expense.
Disadvantages – if many of the response force members are NOT available they will need to deploy to the area where alarm occurred. This could result in a significant of time passing between when the alarm occurred and assessment of that alarm.  If response force personnel are deployed for every alarm, only a few nuisance alarms will be tolerated.  Manpower costs for sending humans out to assess each alarm is expensive in that each response force personnel position may result in the hiring of up to five persons to man one posted position.  Graphics depict groups of response force personnel training for response to a real intrusion and the use of dogs to assist response force personnel in apprehending intruders.


¥ « Advantages

— Alarm assessment can occur
almost immediately

— Pre-event and post-event
recording e |2

— Efficient use of people

 Disadvantages

— Requires infrastructure for
effective video assessment

— Initial cost may be high

— Requires testing and
maintenance
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Presentation Notes
Slide Purpose:  Slide identifies second method of performing alarm assessment using video technology

Instructor Notes:  The second method of performing alarm assessment is to use cameras and lighting at nighttime hours to provide full video assessment of all detection sensor areas.  In the event of an alarm, assessment video from remotely deployed cameras is displayed on video monitors at the central alarm station for security operator observation and validation of cause of alarm.  Graphics depict cameras mounted on tri-pole camera towers, two views of exterior perimeter sensor and assessment locations and a view of a central alarm station operator’s console showing video monitors and alarm displays.


#s  Assessment vs. Surveillance

& « Assessment definition

— Alarm information directed by sensor
activation to a human to determine if an
intruder has penetrated a sensored area
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Presentation Notes
This is the definition as used in our model.  This slide and the next should be discussed only if the students do not buy in to these definitions.
The term assessment is different than surveillance.  Assessment refers to immediate image capture of a sensor detection zone at the time of an intrusion alarm. The detection zone is then also termed an assessment zone.  The image can then be reviewed to determine the cause of the alarm and initiate proper response to the alarm.  The response to the alarm may be to dispatch a guard in the case of an adversary attack, to initiate an investigation, or to log the alarm as a nuisance or false alarm.  The most effective system will use CCTV to capture the cause of the alarm and enable immediate assessment.


4
2= Assessment vs. Surveillance

% o Surveillance definition

— Continuous use of a human as a intrusion
detector to monitor several restricted areas
that are NOT sensored by intrusion
technologies.
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Presentation Notes
This is the slide that will usually generate questions.  The next slides will provide key points for each definition and will generate discussion from the students that do not buy-into the difference between the two definitions, and that the concept of surveillance is not as good as assessment.
Surveillance uses CCTV to continually monitor activity in an area, without benefit of an intrusion sensor to direct attention to a specific event or area.  Many surveillance systems also do not use human operators, but record activity periodically on videotape for later review.

http://images.google.com/imgres?imgurl=www.pondventures.com/images/binoculars.jpg&imgrefurl=http://www.pondventures.com/companies.html&h=200&w=250&prev=/images?q=binoculars&start=20&svnum=10&hl=en&lr=&ie=UTF-8&oe=UTF-8&sa=N
http://www.customglass.com/Graphics/home3.jpg

=== Assessment Key Points

Technologies efficiency or accuracy of
reporting events does not significantly change

 Technologies can be a force multiplier
e Humans are alerted to alarmed events

* Proper application of multiple technologies
can assist the human in making a quick and
accurate decision to an event

e Use of multiple technologies does not leave a
single point failure in the system
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The instructor must have enough knowledge and possible anecdotal stories to give the student a perspective on each of the points.  
Technology – basically acts in a predictive manner, unlike humans who could have a bad day
Force multiplier – does not always mean a force reduction, one operator assessing multiple alarms more accurately than dispatching multiple patrols.
Not all humans do not work well in a repetitive type of  mode, therefore if alerted to an event, it wakes up the brain to a new event.  That’s why the NAR must be low to stop the events from becoming a common occurrence.
Good use of multiple technologies of sensors, cameras, recordings can provide the human with concise, accurate, and repeatable information.  Applied badly the technologies can be a hindrance.
The idea of single point failure can be a large discussion.  The instructor can discuss if the person is the detector and the assessment then it can be eliminated as a single point failure.  If multiple technologies are used one failed sensor may be covered by another, one camera may have a backup, given only one camera then the sensors are still working an a fixed temporary post may compensate, or for that zone respond could be an option.



Surveillance Key Points

Technology usually is visible to public and
used as a deterrent

— Can you measure this?

Human as a detector has a low probability of
detection

— Generally given a P of 0.01 to 0.02
Used when time is not critical to an event

Loss of video leaves a single point failure in
both the assessment and detection of the
intrusion

Used for compliance criteria

15


Presenter
Presentation Notes
First point is discussing deterrence, it may be there, but is hard to measure.
Second point can be emphasized by asking how many tasks can someone do simultaneously and be effective at all of them. The values given are for casual observation and not for heightened awareness.
When time is not critical – as an example, surveillance works in a CASINO because they are after the repeated offense and they can post analyze the surveillance tapes to confirm what other inquires have already suggested is the solution, i.e., to catch employee theft or collusion with an outsider.
When the camera and operator are used for both detection and assessment then if the video signal is lost then there is no detection. If intrusion detection sensors are used separate from the video assessment then if the signal is lost then there is still detection although a patrol has to be sent to assess the cause of the alarm.
Compliance criteria might stay for a given class of asset a camera must view the doorway to the asset.  Since performance is not specified the camera, although physically there, may not have the appropriate view necessary to capture the event you are interested in.  


@& Summary

e Detection is not complete without
assessment

e Humans make poor detectors but are
good at assessment

* For an effective on-site response, the time
oetween an alarm and assessment must

ne short

Alarm + Assessment = Detection

ey A


Presenter
Presentation Notes
This is the summary slide for the whole session.
There is an important distinction between detection and assessment.  Detection is the notification that a possible security event is occurring.  Assessment is the act of determining whether the event is an attack or a nuisance alarm.  As described previously, exterior or interior sensors best accomplish detection.  
Humans are better at assessing an event.  Studies have shown that humans are not good detectors, particularly over long periods.
Recognize that CCTV assessment is not the only way to assess but it is the fastest and least manpower intensive. By using CCTV systems we can quickly and accurately assess alarms and only dispatch the response force when required. This reduces the effect of nuisance and false alarms on system effectiveness.







Presenter
Presentation Notes
This module will review alarm assessment.  It is the next component in Detection in the design evaluation process outline which has the major function of ending the Detection timeline.
In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together. 




grzy Learning Objectives

After completing this module, you should be able
to:

e |dentify the major components of a video system
for alarm assessment

e Compare analog and digital video systems

 Explain the performance requirements of a video
system for alarm assessment

e Discuss the concepts of detection, classification,
and identification of objects in the assessment
zone


Presenter
Presentation Notes
The description of the major video components and requirements need only be introduced in this module.  They will be individually addressed in the future modules along with re-enforcement exercises to show the students what the strengths and weaknesses are of the components and then summing up the components to a systems effectiveness relative value.



=== COmponent Performance Requirements

= « Analog Block Diagram
e Digital Block Diagram
 Performance Requirements



Presenter
Presentation Notes
This introduces the next set of slides.
A video alarm assessment system consists of cameras at assessment areas, display monitors at the local end , and various transmission, switching, and recording systems.  In the next few slides we will introduce a block diagram of the video assessment system components.  The video assessment system uses CCTV cameras to capture images of intrusion in detection zones, then transmits it to a recording or immediate review location.
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Presenter
Presentation Notes
Many analog systems still exist and will be used for some time.  The components for analog and digital are not too different and will be discussed in the next few slides.
This is a block diagram of analog video assessment system components.
Major components include:
Camera and lens
Lighting system
Transmission system
Video switching equipment
Video recorder
Video controller 
Video monitor
Some of the blocks indicated in this diagram may or may not be needed depending on the type of transmission system used. Typically the video conditioning is only needed when coaxial cables are used. Modern fiber optic transmission systems generally do not need this type of equipment.


Digital Video System Diagram

Network
Data

Network
Based



Presenter
Presentation Notes
This is only one example of  a block diagram of digital video system. In this system the cameras used are IP (internet provider protocol) addressable cameras. These cameras are directly connected to a local area network (LAN) (preferably one that is dedicated to security). Other system components such as workstations and digital video recorders are also connected to the LAN. The typical interface for the LAN is a network switcher. This type of system is highly flexible in that cameras and other system components can be easily connected to the LAN via any convenient network switcher. The downside of current digital systems is due to the limited bandwidth of the LAN large numbers of cameras may prevent full real-time video (the frame rate of each camera may need to be lowered). 
Discuss that all information, sensor, video, display are all on the same network.  Losing pieces of the network may cause the sensors and the video to be lost in a single point fail.


&% Compare Analog or Digital

Analog

Camera, mount, and lens
Lighting system

Video Transmission
Video conditioning
Video switching

Video recording

Video monitor

Video controller

Digital

Network camera, mount,
and lens

Lighting system

Network Transmission
Network conditioning
Video/Database Software
Network recorder
Workstation

Network Server

,;,_‘


Presenter
Presentation Notes
In many cases the equipment in the analog system has a parallel in the digital system.    
Compare the likeness of analog and digital components.  Also, mention that in the digital world cost savings can be made, since on the analog side a different transmission and display capability must exist for the sensor information.


=== Performance Requirements

Assessment System

e Camera and lens

Lighting system
Video

Transmission/Conditioning

Vic
Vio
Vio

Vio

eo switching
eo recording
eo monitor

eo controller



Presenter
Presentation Notes
Introduction slide to the next topics to be discussed.  This slide can be gone over quickly as the details will follow with the next slides.
This is a list of features of a video assessment system. Each feature has an associated  performance requirement. In order for the system to perform up to the required level each component must meet its own performance requirements. The next several slides detail these requirements.



zzs Video / Thermal Camera

Function - convert visible or thermal radiance
to video waveform

Solid-state image device (analog / digital)
Contrast

Sensitivity

Resolution

Filters

Thermal



Presenter
Presentation Notes
The first component of a CCTV assessment system is the video camera (CCTV).  This is the device that captures the scene (visible scene or thermal radiance) and turns it into a video waveform (or digital video signals) to be transmitted back to the central alarm station (and secondary alarm station).
Nearly all current security CCTV cameras are solid-state image devices, and are getting very good in producing images with minimal light levels (sensitivity) and providing higher resolutions.  Some cameras use double gain amplifiers to get good images in extremely low light while others integrate (sum) the several frames of video to provide a usable image with minimal light.  Integrating cameras must be used with caution depending on how much integration is taking place and what events the camera is expected to capture (integration can cause blurring of fast moving objects). Many of these cameras now provide smart processors inside to enhance the images prior  to transmission.  Several cameras with internal processors can save images within the camera, transmit the images on IP type network addresses, and be remotely adjusted.
Thermal cameras work on thermal radiance from the objects they view instead of reflectance of light as visible cameras use. These cameras can operate in the total absence of visible light but are still comparatively very expensive. Thermal cameras also tend to be of lower resolution and must rely on exotic optics (glass optics will not work with thermal wavelengths).
 Be sure to test cameras prior to use to be sure they meet your specific needs.



= Lenses

% e Format

— Size 1/2”,1/3”,...(12 mm, 8 mm,...)

— Spherical / Aspherical
* Focal length

— Relative magnification of an object and field of view
e F-Stop (F-number)

— Measure of the ability to gather light

 Transmittance (T-number)
— The amount of light that can pass through the lens



Presenter
Presentation Notes
In addition to the camera, we also need  a lens to collect the image.
Format – the lens format size defines the maximum usable image created by the lens.  For optimal performance, the lens and camera formats must match.   
Focal Length of the lens is a measure of the relative magnification of the lens.  A 75 mm lens gives a long narrow FOV, all the way to a 2.1 mm lens which would provide a wide angle view.  Depending on the format of the camera the size of the lens determines the field of view of the camera.
 F-Number or F-Stop is a measure of opening in the lens to allow light to be collected.  It is a ration of the lens focal length or size and the size of the iris opening.  If a lens size was 25mm and the iris opening was 5mm then the f-number would be 5, if the opening was 10mm then the f-number would be 2.5.  The 5mm to 10mm is allowing twice as much light as is reflected in the f-number.
T-number - An F-number expresses the speed of the lens on the assumption that the lens transmits 100% of the incident light. In reality, different lenses have different transmittance, so lenses with the same F-number may actually have different speeds. The T-number solves this by taking both the iris diameter and transmittance into account. Two lenses with the same T-number will always give the same image brightness. 


z=s Requirements for Camera

High sensitivity

Low light requirements

High signal to noise ratio
Automatic gain control (AGC)
Automatic iris control
Electronic shutter

High resolution

Environment specifications

10


Presenter
Presentation Notes
The camera selection should take into consideration the following desirable characteristics:
High sensitivity to best utilize available light
Ability to maintain an adequate picture in the presence of bright sources
Ability to retain picture clarity at all points in the scene when motion is present
Long life
AGC allows an amplifier to automatically adjust the signal to compensate for high and low light situations
Automatic iris control allows the camera to interface with automatic iris lenses to dynamically adjust the amount of light that reaches the sensor
Electronic shutter allows the camera to adjust the time the sensor collects light for each frame exposure
Higher resolution provides better detail within the scene to better provide the operator more information with which to make a reliable assessment
Cameras must operate under most environmental conditions



#=a Requirements for Camera Tower

e Stable in wind
e No sensor interference
* Minimum obscuration



Presenter
Presentation Notes
The camera must be mounted on a tower that has the above characteristics.  In experiments we have found that only a triangular trussed metal web tower is stable enough and does not give the adversary a place to hide.
Review the requirements.
If the camera moves in the wind, it will give an image that is hard to observe the objects moving in the scene from the general scene moving.  If looking a long distance a little movement at the camera can translate to a large image movement on the monitor.
There should be no vibration or interference of the tower with the intrusion sensors in the field.
The tower should be able to be seen through or else there will a place for an adversary to hide (behind the tower).



zwn  Lighting System

 Function

— [lluminate scene for nighttime operation
* Major types

— Incandescent

— Mercury vapor

— Sodium vapor (High/Low pressure)

— Very Near infrared (VNIR)



Presenter
Presentation Notes
Since the CCTV assessment system must operate 24 hours a day, 7 days a week, there must be lighting for its operation (unless very expensive thermal cameras are used). 
Generally we recommend high pressure sodium or low pressure sodium lamps for exterior use. We do this because they are low wattage (about 185 watts) and very long lifetime.  They only give out yellow light but that is satisfactory when only using black and white CCTV to classify a target. If it is desirable to use color to identify a target, then these lights may not be suitable. Another problem with sodium vapor lights is that they turn off if they lose power for ½ cycle of AC current, and can take several minutes to re-strike. During this time the assessment zone is dark. A backup lighting system should be installed in case the sodium vapor lights lose power to illuminate the assessment zones.

For full color rendition at night incandescent or quartz lighting is required. The downside of this type of lighting is inefficiency and short lifetime resulting in considerably higher operational costs from both power consumption and maintenance.

Note to Instructor:  A Complete set of speaker notes for this slide is included in the Instructors Guide.



Lighting Requirements

e Minimum intensity
1.0 fc for solid-state or tube camera

e Uniform illumination
6:1 light-to-dark ratio, maximum
4:1 design goal

e Extent of coverage

70% of field of view, minimum
30% ground cover reflectance

13


Presenter
Presentation Notes
Cameras need a certain level of light to operate efficiently.  
Foot-candles (fc) is a measure of light intensity.
Since CCTV cameras are “light averaging devices” (this means that they adjust their iris so that the average light in a scene remains constant) if there is a very bright area, the iris will be shut down and therefore the dark areas will be very dark.  This gives the adversary a place to hide.  Design requirements are that the light to dark ratio be 4:1 with the maximum acceptable ratio of light areas to dark areas in a camera field of view is 6:1.
The light in the camera field of view must cover at least 70%. If not the light to dark ratio and contrast will lower image quality.  These light specifications assume that the ground cover reflectance is 30% or better, if worse the lighting specifications may have to be increased.
As cameras get more sensitive the average light level will decrease, but be sure that the camera stays in its optimal performance area.  If you provide only the minimum light level that the camera requires - adverse weather may make the image to dark to classify a target, if that is what the design goal is.




* Function
— Path for video signal from camera to monitor

* Major types _
— Coaxial cable v
— Optical fiber \/.Iéc >I
—
— Microwave link

— UTP (Unshielded Twisted Pair)
— Network Data System

14


Presenter
Presentation Notes
Light discussion on the many ways of transmitting an image.  
Coaxial is generally for short runs, depending on the grade of the cable.  These cables are more vulnerable to tapping by an adversary if they can get to the cable.
Optical fibers now allow for short to very long distances, and it is difficult to tap the cable to obtain an image.  It can be done, but is fairly complex.
Microwave links need line of sight and can be observed by others.  This may potentially provide the adversary with knowledge of less than optimal images.
UTP – has been used for many years and is resurfacing as an inexpensive way to take advantage of existing cables within a facility to get video transmitted from one location to another.  The distances can be limited and can lose high frequency components (details) depending on the design criteria for the camera.
Internet Protocol type or digital cameras or IP type servers are becoming an industry push to take advantage of existing network infrastructures already in place.  Some IP types of devices can have vulnerabilities in their security for configuration of the digital devices, possibly allowing for reconfiguration of the camera.


zzn Video Conditioning System

e Function

— Reduce video signal degradation from cable
transmission system

* Major types
— Transient protection (Lightning, High Current)
— Equalization (High Frequency)
— Clampers (DC restore)
— Isolation Transformers (Hum)
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Presenter
Presentation Notes
In the previous slide we mentioned some of the disadvantages of long runs of cables.  
Power fluctuations can put transients on coaxial or twisted pairs of wires, and therefore some kind of bypass protection for these surges are needed.
After 1,500 meters of a coaxial cable, an amplifier is needed (video equalizer).  When the signals arrive at the display station they all need to be of similar strength, and so there is a need for equalizers and amplifiers at the display station.  These units can also reduce the signal to noise ratio of the video.
Isolation transformers or differential mode (floating shield) inputs are necessary to break potential ground loop problems due to the difference in ground references of different devices within a system.  Some signals appear as ground loop problems, but may be interference directly imposed at the source (camera) signal, an isolation transformer will not fix this type of interference.


== \ideo Switching System

e Function

— To connect cameras to recorders and monitors in a
variety of ways

* Major types
— Manual switching

— Sequential scanning
— Alarm activated



Presenter
Presentation Notes
A video signal at the display station is then routed via a video switching system.  This switching can be done several ways.
Manual switching is an old style of switching system where the operator physically switches the camera to the monitor to assess an alarm.
Sequential scanning is another operating mode for cameras. They switch automatically from one scene to another and give the guards a chance to see all the zones; it points out to the guards when the cameras have failed; and it gives a finite chance that they will see something during the switching (low probability).
The most common type of switching is alarm activated switching. When an alarm is received, the scene is automatically recorded and automatically switched to a primary monitor for the guard to assess.  This switching can happen within a few milliseconds.


zs Video Recording System

e Function

— Record video signal for instant replay, or historical
information

* Major types
— Video cassette recorder
— Digital recorders

— network recorders
— networked cameras

) b |
el - .
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Presenter
Presentation Notes
The video of an alarm must be recorded so that the guard can see again what happened to help in the assessment process.  It also needs to be recorded for a post-incident analysis and for archiving purposes.
Some recording is still done using video cassette recorders but it is very slow and difficult to go back and review a scene in real time, mostly these recorders are being replaced with a digital recorder equivalent.
Digital recording is here and many vendors sell products. This holds promise because it would allow rapid and accurate assessment as well as archiving in one unit. Resolution, compression and the ability to have integrated displays with alarm, communication, and display systems instead of independent display controls may limit many products.  This field is changing rapidly as users understand more of what they need and demand those features be incorporated in the newer products and the capability of the manufacturers to comply with  the requests.




Video Monitor

* Function
— Convert video signal to visual image
* Major types
— Black and white

— Color
* CRT
e Flat Screen (LCD, Plasma)

18



Presenter
Presentation Notes
A monitor is required to display the picture for the operators.
Black and white cameras can be used in most applications. They are low cost and very effective and eliminate many of the problems encountered when using color.
Color monitors can be used, but only if combined with color cameras. This will require the use of a light source that allows color rendition at night. In addition, color monitors have adjustments for color levels, contrast and brightness and different operators will perceive things differently. This may mean that the monitors are always adjusted wrong!
Color cameras have lower resolution than black and white, so this can be a problem if displayed on an even lower resolution monitor. Remind students that resolution of the system is determined by the lowest resolution component in the system. This means that if you have a high resolution camera and a lower resolution monitor, you will be wasting the camera capabilities


z#n \/ideo Controller

=

e Function

— Interface between sensor alarm system and video
assessment system

— Controls display and recording of multiple video
signals



Presenter
Presentation Notes
The video controller provides the interface between sensors and assessment by controlling which camera is switched to which monitor upon sensor alarm. It also controls how video signals are recorded.
Many matrix analog type of switchers can perform this function.
In a digital network based system, this can be a combination of the network video server, the setup application to command the camera setup of IP video based servers and the alarm/access control system software to alert either the video server or the IP camera that an event for that camera has occurred.



Assessment Area Monitor View

Far Field

Assessment Zone

Near Field


Presenter
Presentation Notes
Slide Purpose:  Slide shows monitor view of two fenced perimeter indicating  assessment zone area and near and far fields of view with respect to the perimeter camera view.

Instructor Notes:  This slide is preparation for the next slide where the geometry of the camera field of view with respect to assessment zone, near and far fields of view, camera setback, and resolution limitation are discussed. The near field of view is the distance from the camera where both fences can be seen in the image. The far field of view is the distance from the camera at which the prescribed assessment resolution is reached.  Generally at the far field of view, the perimeter occupies about 1/3 of the width of the monitor view and regardless of lens, is approximately the distance from the camera where the lens views a width of approximately 30 meters. 
Graphic shows a pictorial of an alarm station monitor view of a two fenced perimeter sector. 



Performance Requirements of Video
2= Assessment

Minimum time between sensor alarm and video
display

Complete area coverage of intrusion detection
zone/sensors

Classify 1 foot (0.3 meter) target at far edge of
detection zone

Field of view at far edge of sensor zone (height / width)

Continuous operation 24 hours per day, 7 days per
week

Minimal sensitivity to adverse weather conditions
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Presenter
Presentation Notes
We want to assess nearly immediately after the alarm is received. The longer that we wait, the longer the adversary has to get out of the assessment zone and then we are inclined to call the alarm a false alarm.  Also we require that the complete area of detection (including the sensor transmitters/receivers) is viewed in CCTV assessment, otherwise an adversary could cause an alarm and he will be in an area that is not seen.
Our CCTV assessment systems are designed to classify (discriminate between a dog or a human) a target with a minimum dimension of 1 ft (0.3 meter) at the far end of the zone, and at that far end we want the height of the field of view to see the tops of fences at the far end of the zones and to tell if someone is coming over the fence.
Finally the CCTV system must be effective all the time, and that means at night we have to have lighting sufficient for the CCTV cameras, and it means that during adverse weather conditions we have to maintain such assessment.  In bad weather (fog, heavy rain or snow, etc), the system must still operate or we need a contingency plan.



J

Levels of Resolution

Detection

Determine
Presence of
Object

Identification

Determine
Class of
Object

Determine
Identity of
Object
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Presenter
Presentation Notes
When a CCTV system is designed using resolution, it could be designed to accomplish any of the above objectives.
To just determine the presence of an object is called detection.  If this were the criteria for the end of the assessment zone, at that point when the operator receives an alarm, he can tell that something is out there.  There will be now additional information about what the object might be.
On the other extreme if the intent was to identify each object (that is identify the person that is in the zone) then it would take more resolution to tell who the person is—Joe, not Mary.
In most external applications of a CCTV for assessment, the need for assessment is to determine the class of the object in the zone (blowing debris, human or other animal).  This what we mean by classify the target. Empirical data has shown that it takes about 6 Horizontal TV lines (lines drawn vertically across the target) to classify a target. This is also the rule for interior applications, but it is generally much easier to achieve desired resolution inside. This is because interior views are generally much shorter and normal interior lighting is usually sufficient.




10N

Detect

Assessment Resolution -



Presenter
Presentation Notes
Slide Purpose:  Slide shows pictorial example of detection image

Instructor Notes:  Here is an example of the detection level of video assessment.  There is something there, but you can’t make it out. Graphic shows image of crouching human at far field of view.



O

Assessment Resolution -



Presenter
Presentation Notes
Slide Purpose:  Slide shows pictorial example of classification image

Instructor Notes:  Here is an example of the classification level of video assessment.  Now you can see that it is a graphic image of a crouching human at far field of view.



Assessment Resolution - Identification
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Presenter
Presentation Notes
Slide Purpose:  Slide shows pictorial example of identification image

Instructor Notes: Here is an example of the identification level of video assessment.  Graphic shows image of upright human at very near field of view.  In this pictorial, individual facial features can be seen to determine the identity of the person.





Camera resolution is commonly measured usi~~ =
standardized resolution chart

ROTAKIN

N1 LE
11E
]

A laboratory chart, field chart, and Rotakin field
resolution chart are shown

Resolution limitation is the location where
distinct black and white lines are no longer

distinguishable
26



Presenter
Presentation Notes
Slide Purpose:  Slide shows how camera resolution is measured using bench and field resolution charts

Instructor Notes:  Camera native resolution is measured with a calibrated resolution chart.  There are many different resolution chart formats to check different aspects of camera resolution and image processing. The center chart shows a laboratory chart calibrated with the chart filling the entire screen of the monitor with edges of the screen aligned with the eight arrows at the edge of the image. Resolution is read as the location where four distinct lines are no longer observable on the monitor screen.  The chart also checks for the camera’s ability to resolve 10 different shades of grey.  On the left is an image of a field resolution chart.  Given the focal length of the lens and distance from the camera, the resolution can be calculated against the numbers printed on the resolution chart.  Similarly, the right image is of the British Rotakin field resolution chart.  The letters and numbers are resolution calibration points that can be calculated knowing focal length of lens and distance from camera.




Dependent on

— Camera resolution

— Lens focal length

— Size of object

— Object contrast to background
— Object stance and motion

Objective: distinguish (classify) between animal and crawling person with
head facing camera

8 pixels on a 30 cm target far field viewing width is minimum to classify a
human shape

Easier if a human target is standing
Test cameras for specific application; don’t rely on manufacturers’ data

\


Presenter
Presentation Notes
Slide Purpose:  Slide further explains assessment resolution and gives pictorial examples of assessment scenes. 
Instructor Notes:  Assessment resolution is affected by factors such as camera resolution, lens field of view and distance of object from camera.  The goal for alarm assessment is to determine if the cause of the alarm is an intrusion by a human or humans.  The most difficult human posture for video assessment is a human lying on the ground with head and shoulders facing the camera.  This presents the smallest cross sectional area to the camera.  A human in a standing position provides a much better video image from which to make a determination of intrusion by a human.  
Classifying an object depends on camera resolution, lens focal length, object size, object contrast to background, object stance (is the human in an upright position) and object motion.  With proper far field resolution, alarm assessment allows the security operator to distinguish between nuisance, false and real alarms – can tell whether the alarm was caused by an animal or human.  Tests at Sandia showed that 8 horizontal pixels on a 30 cm target at a 30 meter far field viewing width is the minimum to classify a human shape.  Minimum far field resolution determines the number and placement of cameras for effective assessment of intrusion alarms.  We recommend that the specific cameras to be used are tested in the specific application for which they are going to be used.  Very important that manufacturer’s data is not relied upon.  In many instances, the manufacturers test cameras under different conditions than experienced in the actual application.  The second graphic shows a picture of a human lying on the ground with head and shoulders toward the camera.



Far Field Resolution

760 x 480 pixel resolution 1376 x 1032 pixel resolution



Presenter
Presentation Notes
Slide Purpose:  Slide shows the difference in ability to assess a human lying on the ground with head and shoulders toward the camera with standard resolution camera with not the best focus verses high definition camera image with good focus

Instructor Notes:  This slide shows two images of the same scene.  The left image is from a standard resolution camera with not the best focus and the right image is from a digital high definition camera with approximately twice as much pixel resolution as the standard resolution camera and having good focus.  Note that the sign with the circle and the human lying on the ground at the far field of view are more clear in the right picture than the left picture.  Also note that the contrast of the right image is sharper than the left image.  You can see more detail of the round rocks on the floor of the perimeter on the right picture than the left one.



Using circle, triangle, and square to determine
far FOV resolution adequacy



Presenter
Presentation Notes
Slide Purpose:  Slide shows the use of circle, triangle and square as simple method of checking adequacy of camera resolution in the field
Instructor Notes:  On previous slides, we discussed the need to have adequate camera resolution at the camera’s far field of view.  We showed the technical method of using a field resolution chart to make that determination.  The problem is that field resolution charts are large, bulky and don’t fit into your luggage very well.  We also said that sufficient resolution was needed at the far field of view to resolve a 30 cm target, which would be similar to the size of a small human with head and shoulders facing the camera.  A simple method to make resolution determinations is to use a 30 cm sized triangle, circle and square.  They are easy to make and carry in your luggage to a facility location.  The ones shown here are made from a pizza box. They are spray painted black on one side and white on the other side. Use the black side during the day and the white side for nighttime resolution determinations.  Three individuals go into the field at the camera’s far field assessment location and stand with the geometric shapes above their heads or they can be placed on the ground.  You can change the orientation of the triangle and square to be an upside down triangle and diamond and change the order of the shapes triangle, circle square or square, triangle, circle. With radio communication between the field personnel and the security operator, the security operator must correctly identify the order of the shapes, daytime and nighttime, including rotation of the triangle and square shapes.  If the security operator cannot correctly identify the shapes at the far field of view, then camera resolution is not adequate to classify a human target at the camera’s far field of view.
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Presenter
Presentation Notes
Slide Purpose:  Slide shows graphically top and side views of assessment camera field of views indicating near and far fields of view, camera setback, maximum usable zone length, and blind areas

Instructor Notes:  The near field of view is the location where both fences can be seen in the monitor view. The beginning of the sector being assessed should be at or further than the NFOV.  The far field of view is the distance from the camera where the specified resolution limitation (pixels on a 30cm target) occurs.  The end of the sector being assessed may be at the FFOV, which may have a resolution that is greater than the resolution limitation.  The assessment zone is the distance between the NFOV and FFOV distances.  Even though the monitor view can see closer and farther than the NFOV and FFOV, the bottom and top of the monitor views are NOT the NFOV and FFOV.  Because the camera field of view is essentially an expanding triangle in the horizontal and vertical directions, there must be a camera setback so that the NFOV will be visible in the expanding triangle.  In the camera distance, there are blind areas in the horizontal and vertical directions where video assessment cannot occur.  
Graphics show top and side views of assessment camera field of views indicating near and far fields of view, camera setback, maximum usable zone length, and blind areas
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M o e e D _____
D =_f
Use to calculate HFOV Fov Wi
and distance to camera D= FOVXfl

Zone Length

Far- |
Field,

fl - Focal Length of lens
Wi - Width of imager
FOV - Width of camera view at a distance (D)

D - Distance from camera

D! = FOVi«xfl D2 = FOV? x fl

Wi Wi

wi = 6.4 for 8mm (1/2 inch) format
wi = 4.8 for 6mm (1/3 inch) format
wi = 3.2 for 4mm (1/4 inch) format

wi = 1.6 for 2mm (1/8 inch) format

Zone Length = D2 - D!

+
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Presenter
Presentation Notes
Slide Purpose:  Slide shows method for calculating zone length and determining distance to near and far fields of view using width of imager, lens focal length, and width of field of view at distance from camera. Slide shows relationship of lens focal length and camera imager width with distance to object and lens field of view at that distance
Instructor Notes:  This equation allows calculation of distance from the camera, given the width of the lens field of view, imager width, and lens focal length.  Normally, the camera distance from the beginning of the assessment zone is the unknown quantity that must be determined in order to aid in camera placement.  Calculation of D1 is the distance from the camera to the location where the field of view is 12 meters in width.  Calculation of D2 is the distance from the camera location to the location where the field of view is 30 meters in width (the distance where the camera is estimated to be at its resolution limitation).  The usable zone length = D2 – D1.   Values of imager width are given for 2 to 8 mm (1/8-inch to ½-inch) format lenses.  Graphic shows top view of zone showing distance to near and far fields of view, highlighted zone length, formula for calculating distance, and table of imager widths for four format sizes.
This will be practiced in an exercise.
The equations may be used to calculate the horizontal and vertical angular fields of view.  The basic relationship is that ½ the width of the imager over the lens focal length is proportional to the distance from the camera to the object over ½ the field of view.  Both sides of an equation can be multiplied by the same number without changing the relationship of the proportion.  Thus multiplying both sides by 2, the width of imager over focal length is proportional to field of view width over distance from camera to object.  Knowing any three of the four elements of the equation, allows calculation to find the fourth element.  In this example Distance (D) = Field of View (width) (FOV) × Focal Length (fl)divided by Width of Imager (wi).  From previous slides, width of imager values are given for four different format lenses.  Graphic shows relationship of two right angle triangles caused by the connection of two intersecting straight lines from which the proportional relationship exists.



Resolution at Far Field

% 30 cm at 8 pixels = no more than 3.75 cm per pixel

If a camera/monitor provides 800 pixels of horizontal resolution, then
maximum field of view width is:
3.75 cm x 800 pixels =3000cm =30 m

nother way to calculate is using ratios:

—

800 pixels across

8 pixels to 30 cm = 800 pixels to X

macross——
8 PX _ 800 pX Far-Field
30cm X

Solve for X=30m

Near-Field

What if the camera imager was 400 pixels?
32
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Presentation Notes
Slide Purpose:  The slide demonstrates two ways of determining the maximum width of the far field of view for a particular camera imager – 800 pixels across.

Instructor Notes:  There are two methods shown for calculating the number of pixels on a 30 cm target at a 30 meter distance from the camera.  First is on a per pixel basis.  If there are to be no less than 8 pixels on a 30 cm target, that equates to 8 divided by 30 or 3.75 cm per pixel.  At 30 meters distance it’s a direct multiplication of distance times pixels or 3.75 cm per pixel times 800 pixels which equals 3000 cm or 30 meters.   The other method is a direct ratio calculation.  If 8 pixels is required on a 30 cm target, then 800 pixels occupies 30 × 800 divided by 8 or 3000 cm or 30 meters.  If the camera imager was 400 pixels in width, the resolution limitation of 8 pixels would be reached at half the 30 meter width or 25 meters. Calculating 30 times 400 divided by 8 equals 1500 cm or 15 meters.

Discussion Questions:   If the camera had a 400 pixel imager, at what Far Field of View width would the far field resolution be 8 pixels on a 30 cm target.  Answer ½ of 30 meters because the camera imager resolution is ½ of 800.  - 15 meters in width.
 



- Geometry for Interior Assessment

1-5

Camera

Camera

Blind Areas

Top View (Ceiling Mount)

Side View (Ceiling Mount)

~¢—— Camera



Presenter
Presentation Notes
Slide Purpose:  Slide shows camera installation field of views for interior spaces.  For camera mounted at top of wall, top and side views of expanding triangle fields of view are shown.
Instructor Notes:  Camera layouts for interior assessment follow the same principles and guidelines as for exterior cameras.  Due to the shorter distances generally found in interior applications, resolution sufficient for classification or identification is relatively easy to achieve.  Interior cameras will still use the same resolution-limited field of view as exterior cameras, but this distance will be much closer to the camera  because the focal length of the lens is much smaller.  Smaller focal length lenses, as shown in discussion on lens focal length, have a wide field of view.  Therefore, the distance to the location where the small focal length can view 30 meters in width is much shorter than for longer focal length lenses used in outdoor (perimeter) applications.  The geometry of the interior assessment is a little different.  Usually the targets will be large enough, unless it is a warehouse or other very large structure.
Because the blind area of the camera is proportionally larger in interior assessment applications, additional cameras may have to be installed to assess areas that are in a primary camera’s blind area.  In the side view ceiling mount, if there are assets just below the primary assessment camera, that camera would not be able to provide assessment video for that area.  Also, the camera should be adjusted so that the room lights and windows are not in the camera’s field of view.  Camera imagers respond to average reflected illumination.  Bright spots in camera fields of view cause the camera image to become darker, thus reducing contrast and degrading assessment capability.  Cameras should also not be placed above entry doors because they could be rendered unusable if an adversary opened a door and reached up and spray painted the camera lens without entering the room sufficiently to be viewed by that camera.  Graphics  show orthogonal view of camera on room wall near ceiling, and two dimensional view of top and side expanding triangle fields of view.
 







s@Es  Summary

e Components of video system
— Camera and lens
— Lighting system
— Transmission system
— Video switching equipment
— Video recorder

— Video monitor
— Video controller



Presenter
Presentation Notes
This is the summary slide for the whole session.  This slide lists the components of the CCTV assessment system that we have covered. 
A video alarm assessment system consists of cameras at assessment areas, display monitors at the local end, and various transmission, switching, and recording systems.  The major components include:
Camera and lens to convert an optical image of the physical scene into an electrical signal
Lighting system to illuminate the alarm location evenly with enough intensity for the cameras and lens
Transmission system to connect the remote cameras to the local video monitors
Video switching equipment to connect video signals form multiple cameras to monitors and video recorders
Video recording system to produce a record of an event
Video monitors to convert an electrical signal to a visual scene 
Video controller to interface between the alarm sensor system and the alarm assessment system





Subgroup 9
Alarm Assessment

Session Objectives

After the session, the participants will be able to do the following:

1.

2.

Recognize the relationship of using different lenses to the length of sectors.

Identify hardware that is necessary for a complete video alarm assessment
system.

Evaluate the effectiveness of an assessment system.



Exercise 1 - Object Distance

1) Using one of the existing cameras in the test field identify the following

characteristics
a. ___ formatimager
b. __ lensfocal length
C. ____ width of the test perimeter

2) Calculate the distances for Near Field of View (DN), Far Field of View (Dr) and
Zone Length (DzL) and write the distance numbers in the chart below. The
formula for calculating Field of View Distances is shown in the box below.

Where:
D is distance from camera (m)
D= FOV (fl/wi) FOV is width of field of view (m) at distance D
fl is focal length of lens (mm)
wi is width of imagers sensitive area (mm)

The end of the assessment zone is indicated when the field of view is 30m wide, why
would this distance be chosen?

How wide is the camera Field of View at the 8 pixel/30cm resolution limit? m



3) Complete the following table for the different focal length:

Lens Focal Length (fl)

Field of view 4mm 12mm 25mm 35mm 50mm

Near field of view distance | DN = Dn = Dn= Dn = Dn =
Dn, (beginning of
assessment zone, width of
field of view, FOV, is 12
meters)

Far field of view distance
Dk (end of assessment
zone, width of field of view,
FOV, is 30 meters)

Zone length Dy, = D — Dy | DzL= Dz = Dz = Dz = Dz =

4) From the calculations in the above table, Insert the dimensions in the boxes in the
diagram below for a 35mm lens showing the beginning of the assessment zone,
the end of the assessment zone, and the zone length. Write the appropriate
number in the boxes shown below for:

Isolation Zone Width,

[ ]
e Near Field of View Distance ,
e Far Field of View Distance and
e Zone Length
................. _ e
] Assessment Zone I i\zgfh

Near Field
< of View > < Zone Length \

Distance

Far Field
of View
Distance

v

A




Exercise 3 - Video Alarm Assessment System

1) Identify the hardware that is necessary for a digital video alarm assessment
system

2) How will snow, rain, fog, and other environmental factors impact performance of
this proposed system?

3) How will the proposed Video technology perform compared to simply using human
response force personnel to assess alarms?




4) Exercise 4 - Lighting Equipment
List the requirements for a perimeter lighting system

1.

10.




Alarm
Communication
and Display
Integration with
Alarms, Sensors,
and Access Control
Systems



Presenter
Presentation Notes
This module will discuss integration of video assessment with the alarm or access control display system, this is the last of the individual modules discussing the details of the implementation of alarm assessment into an access control or alarm display system.  The next module will bring all of the information from each of the modules together to form the bases for the evaluation and assigning the probability of assessed detection.
In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together. 



Learning Objectives

After completing this module, you should be
able to:

 Explain the integration of alarm,
communication, and display with sensors,
video assessment and access control
systems

e Evaluate possible human interface problems
for alarm assessment in stand-alone, loosely
iIntegrated and tightly integrated systems



Presenter
Presentation Notes
Review objectives.
The alarm assessment subsystem must be designed as a component of the intrusion detection system.  Interactions between the video system, intrusion sensors, and display system must be considered.




An alarm communication
and display (AC&D)
system transmits alarms
signals from electronic
devices and systems to a
monitoring station and
displays the information
to an operator for action.



Presenter
Presentation Notes
Purpose: Define the role of Alarm Communication and Display

Instructor Notes:
Explain use of “Alarm Communication” to distinguish from “Communication” as discussed earlier (or later depending on schedule)  
For this module Alarm communication includes Entry Control and Video System information. 

How does all of the Alarm, Access Control and Assessment systems get used?  
What happens to the sensor and entry control information in the field?
How is an alarm reported and to whom?
Why do we have an alarm monitoring station?


& Display, continued

Collect and Display Data from the PPS

— Alarm System (Intrusion Detection)
— Entry Control (Access Control)
— Assessment (Video assessment and Surveillance)

* Provide the human/machine interface

— Proved overall status of site security system
— Provide mechanism for operator input

e Support communication with others

— Guards and response forces

— Emergency personnel

— System Administrator and Maintenance personnel
— Site Personnel

Role of Alarm Communication and



Presenter
Presentation Notes
Purpose:  Explain the role of AC&D – Objective 1

Instructor Notes:
Operator is the key.  This is the first module that really discusses the role of the Alarm Station Operator and how the information from the prior modules is assimilated and used.


 


== Operator effectiveness ?
]i-.



Presenter
Presentation Notes
What would be the effective probability of assessment from such a system?
Is there even an area for video assessment?
If the operator did signal a roving patrol to respond, where would he send the patrol?
How long would it take the operator to decide what was important?
How long would it take to communicate to the patrol to get the assessment?
After all of this time, for example two minutes, would the patrol see anything?
Depends on terrain?  Patrol assessment capability?  Defined threat? Tools used?
Example:  If all this alarm information above was presented the operator.  The operator called the patrol to go to a particular sector after 1.5 minutes.  The patrol arrives in .5 minutes.  The perimeter is a simple fence 4 miles long with a single disturbance sensor mounted on it.  Ten feet inside of the fence line are multiple cargo containers from ships that can be stacked from a single height to four high. The threat is an organized criminal group with high technical knowledge, high caliber weapons, a multitude of tools from the internet, including explosives.   What would you give as the probability of assessment?  Anything more that 0.1 is generous, even 0.1 is generous since it would have to be casual observation from the patrol and the intruder would have had to be really stupid in not waiting for the patrol to pass by.


Assessment Display Dependence

e All functions of assessment must be integrated with
an alarm communication subsystem.

 These functions must be presented to the operator
in a coordinated human engineered fashion.



Presenter
Presentation Notes
Key words are “coordinated human engineered fashion”,  this has no specifications to it and only examples will show the obvious.  What is good will only be suggested.
This console will be mentioned later, but in generally the assessment display console should not be cluttered, seems to be straight forward.


Alarm Display — Data Processing,
& continued

Types of AC&D Systems

— Independent Systems — many systems, many

o . . .

— Integrated System many systems, one display



Presenter
Presentation Notes
Purpose:   Provide diagrammatic description/difference between independent systems and integrated systems

Instructor Notes:  

Circles will fly in during explanation. 

A lot of subsystems are used by an operator where the operator must provide the integration.
In some instances entry control is managed separately at the entry control locations.  Example, A Site had separate Entry Control system for entry into the PA, later migrated entry to site to the AC&D system.  Other entry such as Vault doors remained manual, associated with the alarm system. 

Also the Site had one system for interior alarms and one system for exterior alarms.   Entry alarms – interior system but entry control was local.  This required two sensors for doors at the entry control facility.


”l'!rlang.,

Stand - Alone



Presenter
Presentation Notes
Stand-alone in that the hard panel to the left of the operator.  The panel indicates only with lights the alarmed area.  The operator must push the buttons indicating the camera locations to actually get the video switch to occur.  There is no automatic recorder in this system.  In this photo it appears that the phone and intercom are the only mechanisms for communication to the security forces.
Ask the students if they can think of when and why the system shown might be applicable to a certain facility. They might say:
It may be perfectly adequate for a small, low security application
It certainly is cheaper and easier to maintain than a big computerized system
It does have the potential of supplying more information to an operator.



Integration — Video?



Presenter
Presentation Notes
The graphical hard map on the left and a software version (right) on the alarm monitor indicate a sensor has activated and where, but there is not a video monitor for live or recorded video.  
Therefore the assumption is that a dispatched patrol would be sent to the alarmed sector.


4% « Advantages

Independent — Advantages and
@& Disadvantages

— More information from
more sophisticated systems

e Disadvantages

— Difficult to learn and
operate

— Each system has to be setup
separately

— Integration by operator(s)



Presenter
Presentation Notes
This lists one advantage and one disadvantage of an independent system.  The system can be expanded into a more sophisticated system because the wires and sensors are all in place.  A computerized system will only need to be connected to the wires in the central control room, but in its present configuration, the operators have to learn what all the alarm points are and how to respond to each of hundreds of lights and alarms.
Ask the students of they can think of other advantages and disadvantages.  They might say:
It may be perfectly adequate for a small, low security application
It does have the potential of supplying more information to an operator.
It also has the real potential of being very confusing.




Independent Advantages and
W% Disadvantages (cont’d)

Graphics

screen showing Independent DVR
alarmed Text screen control used to
sector’s showing alarmed present live and alarm
relative location sector’s sensors assessment video

on perimeter description

map

11



Presenter
Presentation Notes
This lists one advantage and one disadvantage of an independent system. 
 The system can be expanded into a more sophisticated system because the wires and sensors are all in place.  A computerized system will only need to be connected to the wires in the central control room, but in its present configuration, the operators have to learn what all the alarm points are and how to respond to each of hundreds of lights and alarms.
Ask the students of they can think of other advantages and disadvantages. They might say:
It may be perfectly adequate for a small, low security application
It certainly is cheaper and easier to maintain than a big computerized system
It does have the potential of supplying more information to an operator.
It also has the real potential of being very confusing.




Presenter
Presentation Notes
It was designed as a unit and all alarms and information is controlled and driven by computers.  There could be hundreds of cameras feeding to this display but the operator only is presented with pictures on the small monitors of the alarm points that are in alarm automatically by the computers always keeping the text, graphics, and video synchronized.�An operator working at this display will be able to assess an alarm quickly and call for the appropriate response.
In this system, everything that can be automated for the operator is controlled by a computer.  This leaves the operator to do what he does best “Make decisions.”
Details of the console are in the following slides.
All of the setup for each subsystem must be done at the subsystem using the commands from each manufacturer for each device.  This is why this system is loosely integrated because if the setup is wrong then the operator would be presented the wrong information.



A 4

Graphics screen
showing alarmed
sector’s

relative location
on perimeter map

Console Functions

Text screen showing
alarmed sector’s
sensors description

Video Monitors indicating
live and recorded images of
alarmed sector

Phone, intercom,
and radio
communications

13


Presenter
Presentation Notes
This is a simple layout with each area of the system concentrated in a particular area, graphics, text, video assessment, and communications.
Shown is a state-of-the-art AC&D system.  Components are placed to make the operator most effective.


Tightly Integrated

&’ + Advantages
— Easiest to operate

— Distributed information
per station capabilities

— Setup of all devices
through one setup
process

e Disadvantages
— Most difficult to design



Presenter
Presentation Notes
This lists one advantage and one disadvantage of an integrated  system.  Clearly if the system does most of the work for the operator, it is easier to operate, but it is also difficult to design. This is because the designer takes on the burden of making the operators life easier.
Ask the students if they can think of other advantages and disadvantages. They might say:
This could well be overkill for some applications and/or facilities
This depends on number of computers and may require a large staff to operate or maintain it


Tightly Integrated

Large screen display
controlled by supervisors
station or task orientated
workstations

Video monitors
indicating live and
recorded images of
alarmed sector

Text screen showing
alarmed sector’s
sensors description

Task orientated
workstations to divide
the alarm events by area

Supervisors stations to
observe or assist with
high priority tasks

15



Presenter
Presentation Notes
Review all of the major parts. There are multiple operator stations, including a supervisors console.
Manpower intensive, probably for a very large site or multiple camera system.
 


Monitor Information

Graphics or Text Full Video Multiple Video Events
Which event? Live? Recorded?

Although integrated the operator still has
Issues

16


Presenter
Presentation Notes
If these screens were in a console, what would be the problems associated with the displays.  See if the students find any more than issues.


Overall
situation
graphics or
streaming text

TR 18 L

Still problems with multiple
event priorities

Multiple Event windows
Live, recorded, alarm text

17
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Presentation Notes
This is better, but still has issues.  Are there anymore that the students see?


| 19:50:11 SITCAMERA CO3GA ON MON 1

Integrated Dual Monitors

10:50: 11 SITCA'ERA CB3GA ON MON 1 m
L 10:49:34 __BLDG 603 DAIHS TAMPER :

10:50:11  SITCAMERA CO36A ON MOM 1 m

\

Situation Map(s) or Streaming Text

Text alarmed event
coupled to live and
recorded video

Prioritized list of next
events, clicking on
switches to upper
area

18



Presenter
Presentation Notes
This is the cleanest.  Are there any issues?  What about the graphics screen and the association of the text and video.  What brings these together?
What would be students recommendations?  Have the students gather in groups and decide on their best solution.  Then have each group make comments.


What Information is Displayed

Overall system status

Site layout, zone status (secure, access, alarm)

Site maps / Building layouts
Alarm System
— Location of the alarm

— Time of the alarm

Video
— Live video
— Assessment video
— Surveillance video

Entry Control

— Events

— Logs

19
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Presentation Notes
This list contains some of the information that is typically displayed for the operator in the central alarm station.  Most of these are self-explanatory. 
Procedural instructions are specific steps that the operator should do in case of getting a certain alarm. For example an alarm inside a vault should cause the operator to 1. Turn on lights remotely and assess with a Pan Tilt Zoom camera in the vault.  2. Inspect every area in the vault using the camera. 3. Alert the response force (local police) that a potential problem is developing, 4. etc…. 
 In this way every alarm can have unique reactions and the operator does not have to remember them or look them up in a procedure book.
Alarm history is important to see because this might indicate that a sensor is going bad and is causing too many nuisance alarms and must be repaired or replaced.  It might also indicate a continued entry attempt by an adversary or an insider.
Ask the students what other information might be displayed for the operator.  They might add:
Real time data on location of key personnel
Testing history and preventive maintenance history of alarms
Actions of the secondary alarm station and vice versa
Weather data (which can significantly affect the nuisance alarm rate)


 Topology — Command
center

— Centralized, manned center
— Distributed, manned centers
— Redundant control, centers

e Activation by “Unanswered
Alarm Condition”

— Periodically manned, center

20
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Presentation Notes
The design criteria of the operations center can determine whether the operator will be efficient in providing the alarm assessment determination as soon as possible.  The different types of centers are named above.  Let the students provide their opinions on the advantages and disadvantages of above types.


Operating system
Database
Network

Browser interface
Application interface
Device interface

21
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Presentation Notes
Early in this module we mentioned that in the design of an Alarm Communication and Display system, expansion ability must be built into the system.  The designers should plan on a doubling of the requirements during the lifetime of the system.
In addition they have to think about the addition of other functions to the system.  If these functions that are added and the host computer both recognize standard computer protocol, interface will be much easier and cheaper. For example if the operating system were Windows then there is a lot of other hardware and software available that will easily interface.  But if the operating system is proprietary and written just for your use, this means every time something is added, the programmers (or vendor) must get involved with often unreliable results.  The advantage of open systems architecture is clear.
There is a disadvantage to this kind of architecture too.  This software then is well known by the adversary and it becomes vulnerable to intrusion and defeat by someone who has studied the vulnerabilities.  Or you could look at it in this fashion that indicates that if it is open with many users these users would more rapidly find the vulnerabilities and have them fixed?
There are pros and cons for open system architecture, with the pros seeming to be in the great majority today.


Integration Evaluation

=" « What does the operator see or do?

— Intrusions alarms
e Detect, classify, or identify

— Access control violations, visitor control
— Other - fire, environment, chemical, bio-hazard

e How fast does the system display alarm and
video information?

e How does the operator communicate with the
system? patrols? response teams?

22
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Presentation Notes
When evaluating a system these are the top level areas that should be noted on the evaluation sheets. 
Of concern is the operator and his ability to make an alarm assessment.  The more he has to do, the slower the system, the communication to the patrols all are factors in the ability of the operator to make the determination of the cause of the alarm.


Summary

e Evaluation of the operations center includes
understanding of how system components
are:

— Setup, operated, maintained

— Operator information flow
 What the operator has to observe

e How many actions the operator has to perform
— Single events, multiple events, routine tasks

— Performance of human with the technology

23



Presenter
Presentation Notes
This is the summary slide with the high points of this session that should be carried away from this module.
Speed of the video assessment subsystem must allow for the capture of images in time to acquire the cause of the alarm in order for the operator to make an accurate assessment.




Introduction to
Entry Control



Presenter
Presentation Notes
This module will provide an overview of Entry Control Systems.  It is the next component in Detection in the design evaluation process outline which has the major function of detecting unauthorized entries of persons.
An entry control system allows the movement of authorized personnel and material into and out of facilities, while detecting and possibly delaying movement of unauthorized personnel.
In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together. 





Learning Objectives

g 2

= After completing this module, you should be
able to:

e Discuss the general concepts of entry control
systems, including:
— Principles of identity verification
— Methods of controlling access

— Integration of entry control with other aspects of
security systems



Presenter
Presentation Notes
This module provides an introduction to entry control systems.  In depth detailed information for specific technologies, methods, and techniques will be discussed further in subsequent modules.
An effective entry control system permits only authorized persons to enter and exit, and provides information to the protective force to facilitate assessment and response.  The entry control system is an important part of the detection function of an integrated PPS.  
When combined with entry control procedures and a process for access control, entry control provides another method of providing balanced protection-in-depth at a facility.


== Purpose

5 . The purpose of a physical security system is to
provide a boundary around an area to prevent
or detect unauthorized penetrations

 The purpose of entry control is to complete
that boundary in a way that securely allows
authorized persons and materials to move in
and out through that boundary



Presenter
Presentation Notes
Perimeter and building security can be extremely effective at detecting persons attempting to penetrate a security area through the detection layers but authorized persons and materials still have to have access to the area. It is very important to have portals into the security area that meet the same level of security as the intrusion detection system. In order to be able to accomplish that, the entry control system must be able to accurately verify the identity and determine the authorization of persons attempting to enter via the portal. It also has to be able to determine that even authorized persons are not carrying unauthorized materials and objects out of the area.
Likewise is important to not make the portal so secure that it greatly exceeds the security of the intrusion detection system. It is a waste of money and resources to create a highly secure portal that can easily be bypassed by entering covertly through the intrusion detection layers. In addition to a waste of money and resources very high security portals in general are more time consuming to pass through and have a higher likelihood of falsely rejecting an authorized individual. 


= Objectives of Entry Control System

= . To permit only authorized persons to enter
and exit

 To detect and prevent the entry or exit of
contraband material

* To provide information to security personnel
to facilitate assessment and response



Presenter
Presentation Notes
Entry control elements may be found at a facility boundary or perimeter, such as at vehicle gates, building entry points, doors into rooms, or other special areas within a building.
The objectives of an entry control system used for physical protection are:
To permit only authorized persons to enter and exit
To detect and prevent the entry or exit of contraband material (weapons, explosives, unauthorized tools, or critical assets) This will be discussed in the next module.
To provide information to security personnel to facilitate assessment and response
Entry control is defined as the physical equipment used to control the movement of people or material into an area.


Types of Personnel Entry Control

Personnel Authorization Verification

Manual Automated
(ProtectivelForce Guards) (I\/Iaclhines)
| | |
Have -  Exchange  Have - l Are -
CredentialCredential Credential — kpnow - Personal
(Photo) (Coded)  mMemorizeq Characteristics

Number (Blometric)

(PIN)
al



Presenter
Presentation Notes
Slide Purpose: Describe types of personnel entry control.

Instructor Notes:
Entry control can be performed by a manual system or an automated system. Good security can be maintained by a manual system so long as good procedures are in place and the use of manual systems approaches like badge exchange are used. The badge exchange system will be discussed later in this module. Simple photo badge inspection and comparison to the individual’s face can be somewhat effective but is not as effective as badge exchange.

Automated systems use electronic systems to evaluate identity factors and compare them to a database. Coded credential like magnetic stripe badges or proximity badges can be read by card readers. These are used to verify “something you have”. Personal Identification Numbers can be entered into a keypad to verify “something you know”. Biometric systems can take data on personal features like fingerprints, hand geometry or facial features. These data are compared to a stored database to verify “something about you.” As indicated in the previous slide combinations of two or more factors improve security.


= |dentity Verification

|dentity verification is achieved using one or a
combination of two or more of the
fundamental criteria of identity verification

*The three criteria of identity verification are:
1. Something known

2. Something in the possession of the person
requiring access

3. Something inherent about the person requiring
access
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The three criteria of identity verification are:
Something known (shared between the authority granting access and those requiring access)
Something in the possession of the person requiring access
Something inherent about the person requiring access (something physical or behavioral that can be measured about the person)
These three criteria of identity verification are not limited to electronic identity verification  - they are the means we all use to recognize each other and have been used throughout human history. It is not surprising that the ways we have always recognized each other has been carried over into electronic security systems. 
The instructor can challenge the students to think of other ways to verify identity. The class should realize that the list is comprehensive and that all reasonable means for verifying identity can be categorized into one of the three fundamental criteria.
Easily remembered as: Something you know, something you have, or something you are.


% ldentity Verification: Something You
& Know

Something known that is shared
between the authority and the person
requiring access takes the form of
passwords, PINs, etc.

— Unique personal knowledge unique to

the individual

* PINs are easiest to enter into —
electronic security systems

e Combinations are another method of
interacting with both mechanical and
electronic security systems
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How secure this information can be depends to a great extent on how specific to the individual this information is. Another factor is public access to the information. Information like mother’s maiden name is somewhat difficult to obtain but not impossible. Since PINs and passwords can be generated by the authorizing authority this information can be both specific to the individual and protected from public access. Code words that use alpha characters require full keyboards and are useful for computer access.  Code words for computer access are typically applied since there is nearly always a keyboard at every workstation. At entry control portals for physical access to a security area it is usually difficult to provide a full alphanumeric keyboard, so typically entry control systems use keypads for numeric entry of personal identification numbers. (PINs) 
PINs used alone to verify identity does not provide a high level of security . There is often nothing to prevent an adversary from guessing PINs. If an adversary is allowed an unlimited number of guesses it is simply a matter of time until an enrolled PIN is guessed. A four-digit PIN allows for only 10,000 unique combinations. If there are 1000 PINs enrolled, an adversary has a 1 in 10 chance of guessing correctly with each attempt.
Combinations are also an example of shared knowledge criteria. Most combina-tion locks can only make use of a single combination so the combination has to be shared with all who need access to the area protected by the lock. Also most combination locks are incapable of storing access information like time of day and number of accesses. They also cannot usually control access by time of day or day of week.


=% e Passwords and Personal Identification
Numbers (PINs) are information shared
between an authorized individual and &
the controlling authority N

e Passwords and PINs are used in Entry Y
Control systems as part of the identity
verification process

e Passwords and PINs fall into the
category of the “Something known”
criterion of identity verification
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Important concept is that if the security is to remain high then the password and PIN database has to be protected by both the user and the database owner (controlling authority).  It is the owner’s responsibility to protect his/her own information by not writing it down, taking care not to be observed while entering it into the system, and not sharing it with anyone (inadvertently or advertently).
The controlling authority has the responsibility to protect the database using cyber security including password controlled access to the database, encryption, and strict need to know access to the database. A good rule is to protect the database at the same level as the information or material that is guarded by the passwords and PINs has to be protected.


Passwords

= . Typically, the use of passwords is
restricted to computer access

* Since passwords are alphanumeric a

full “QWERTY” keyboard is required é@@

\j\\
* In many respects, a password is the \&/
general case while a PIN is a special

case (numeric only) of passwords

e Passwords and PINs have the same
requirements for security purposes
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Almost all computer systems require a password to access a restricted system or network.   Most passwords are comprised of a combination of numeric and alpha characters, therefore QWERTY keyboards are the standard keyboards provided with computers. This is why passwords are not typically used at portals.
Another way to think of PINs are passwords that only have numeric characters.
Passwords and PINs have the same general security requirements. They must be long enough to allow for sufficient possible combinations. They must not be composed of easy to guess words or numbers (addresses, names, birthdates). They must be changed whenever they are compromised and should be changed periodically.


PINs are used mainly at locations where it is
unreasonable to provide a full keyboard

— Automated Teller Machines (ATMs) are a good
example of the use of PINs

OoOooOoaO
OoOooOoa
I

PINs only require a numeric keypad for entry

PINs as the only criterion for identification is not very
secure

Visual screens or other means for preventing PIN capture
by adversaries is recommended

PINs are best used in conjunction with other criteria

(something possessed or something about you)
10
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The example of an ATM is good because the system requires both a PIN and the use of an ATM card. This combines the use of both something possessed and something known to greatly increase the level of security. PINs alone to gain access to one’s money is not even practical (since ATMs typically use four digit PINs but there are possible millions of potential users with today’s global connectivity). The use of a card alone would be very insecure since losing one’s card would grant the finder full access to that person’s  money. 
Also, once the information on the magnetic stripe is characterized then fabrication of a counterfeit card with someone else’s account number is a simple matter. The use of two criteria in this case has greatly increased an adversary's task. It is still a simple matter to fabricate a counterfeit card with someone else’s account number but that card is useless to the adversary without the exact matching PIN.  Also, the system is set to only allow three attempts to enter the PIN before keeping the card. This combination  of just two criteria (that would each be very insecure used alone) results in a security level acceptable to the banks and to the users.
A technique called “shoulder surfing” is when an adversary observes someone inputting a PIN or password. The use of a visual screen or other measure to prevent this type of attack is recommended.


Passwords and PINs Selection

12 . Passwords and PINs can be either

— generated and assigned to the individual by the
authority or

— user selected

o |f “user selected,” there is no guarantee of
unigueness

 Without uniqueness, the system cannot know

who is requesting entrance (for systems that only
use Passwords or PINs as the only criterion)

11


Presenter
Presentation Notes
Whether the password or PIN is assigned or user selected will often depend on the level of security required. In general, system issued passwords and PINs are more secure than user selected.
If an individual is allowed to choose his or her own password/PIN, choosing a password/PIN that is too meaningful to that person (i.e., easily compromised) should be strongly discouraged.  Other easy numbers to remember like 1-2-3-4 or 8-8-8-8 (or other similar sequences) should be avoided.



User Selection

=== o User selection often leads the user to choose
one that is easy to remember, which means
that it may be easy to guess or discover by an
adversary

* Easy-to-remember information is often
information related to the individual, e.g.,:

— Birthdays
— Names of family members or pets

— Used for multiple applications (ATM PIN, email
account password)

12
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Basing passwords and PINs on information that can be discovered by an adversary lessens security. With the ease of being able to obtain personal information by many methods and its availability on the World Wide Web today, the use of personal information to choose passwords and PINs is less secure than ever.
Birthdays, partial social security numbers, phone numbers, and other personal numbers or names may be easy to for the individual to remember but may also be easy for an adversary to guess.



== ¢ PINS with longer lengths are more difficult to

guess but may be difficult to remember

* PINs with short lengths do not have enough
combinations for larger enrollment
populations
— For example: For a company of 1000 employees, a

3-digit PIN is insufficient

e |f each PIN is uniqgue, ALL combinations will be used; any
guessed PIN will be one that is enrolled

e Even if not all PINs are unique, the probability of
correctly guessing an enrolled PIN is high

13
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A three digit PIN has only 1000 possible combinations. This is why all combinations would be consumed by assigning unique PINs to 1000 persons. Under these conditions the probability of guessing a PIN that is enrolled on the first try is 1. If the PINs are not required to be unique a reasonable estimate would be that 60% of the possible combinations would be enrolled. Random guessing would result in a 0.6 probability of correcting guessing an enrolled PIN on the first guess. Most systems allow three attempts at entering a PIN before an alarm is generated. In this situation the probability of guessing an enrolled PIN by the third try is 0.936.
While there is no optimum (or industry standard) length of a password or PIN, no fewer than four characters should be used.
High security facilities, in general, mandate a random computer-generated password that must be changed on some frequent basis for sensitive information access on computer systems.




®) g
-== Password and PIN Length (cont’d)

e

Y « Passwords can use the entire alphabet and
can be case sensitive as well as using numbers

* This means that shorter length passwords can
have very many more possible combinations
than an equivalent length PIN

29 634 Sx()Q“%d
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Longer passwords and PINs tend to be more secure in that based on random guessing it is less probable that the result will be an enrolled password or PIN. The downside of longer passwords and PINs is that they are harder to remember and take longer to enter when requesting access. Forgotten passwords and PINs can result in lost time for employees having to be issued new passwords or PINs and the cost of administrative personnel when issuing them.
PINs have the least number of possible combinations for a given number of characters. For example a four digit PIN has only 10,000 combinations. Case insensitive alphanumeric  passwords have considerably more possible combinations with 1,679,616 possible combinations for a four character password. Case sensitive has by far the greatest possible combinations with 14,776,336 combinations for a four character password.



427 « Systems that use PINs as the sole means of
identification are not recommended for high
security applications

 For systems that use only PINs for identification it
is good practice to detect and report repeated
attempts to enter PINs that are not in the
enrolled database

e For all systems, the number of possible
combinations should greatly outnumber the
number of people in the database (a factor of ten
at least)

15
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An example that illustrates these principles is:
A system uses four digit PINs as the sole criterion for granting access. There are 4,000 persons enrolled for access into the protected security area. There is no limit on persons trying to correctly enter their PIN (no alarm generated after repeated failed attempts). For this system an attack will have a probability of success greater than or equal to 0.9 after only five attempts.
One improvement is to reduce the number of failed attempts before alarm to three attempts. With this change a one time attack will have a probability of success of 0.78 (an improvement but not a great one).
Another possible improvement is increasing the number of digits to five (with no limit on failed attempts before an alarm is generated). For this scenario in order for an attack to have a probability of success greater than or equal to 0.9 will now require 57 attempts.
Increasing the number of digits to five but allowing only three failed attempts before alarm results in a probability of success for a one time attack at only 0.000064.
This analysis does not consider captured PINs nor does it consider protracted attacks. A protracted attack is one where an adversary tries a PIN at the portal and if that PIN fails then waits until later until someone has entered (resetting the failed attempts counter) then enters another try. This strategy continues until a guessed PIN succeeds. A good reason not to use a PIN-only system.



¥ o A combination that opens a lock is another
example of “something known” as a means of
gaining entrance or access

 For most combination locks only one
combination is set for that lock

* Since only one combination is possible for most
locks the combination has to be shared between
all who need access

 Once the combination is compromised the
combination has to be changed and distributed to
all who still need access
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Lock combinations are similar to PINs but typically any lock can only make use of a single combination. This means that the combination has to be changed fairly often; certainly after a suspicion that the combination has been compromised. This could mean that someone wrote down the combination to keep from forgetting it and loses control of the paper. Also, if someone no longer has a need for continued access (especially if that person terminates employment or loses a clearance) the combination should immediately be changed. Combination locks cannot in general keep logs of accesses. Who accessed the area, when and how often the area was accessed cannot be recorded automatically by the system.
Combination locks on entry points are useful for controlling access to offices and supply rooms where the property and information being protected do not constitutes high consequence targets (targets for which the loss or release could cause moderate to severe damage to the owner).


Summary

“¥e Passwords and PINs are “something known”

criteria
The length relates to security

Passwords and PINs can be quickly deactivated
when compromised

Passwords and PINs used in an electronic system
can

— Allow access or entry based on time of day/day of week
— Keep a log on all transactions

Best used in conjunction with other criteria
(”somethmgOFossessed” and/or “something
about the individual”
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Passwords and PINs can be quickly deactivated when compromised is true for electronic systems that are connected to central databases. In most instances the password or PIN can be deactivated in a matter of seconds. For localized stand-alone systems a person has to travel to the portal location in order to deactivate the password or PIN.
For networked automatic electronic systems passwords and PINs can be issued for temporary usage. The password or PIN can be generated and issued then made active for a preprogrammed period of time. For instance a PIN can be issued then will not be active until two days later and then only work for one day.
Again it is important to note that systems that rely on passwords and PINs as the only criterion for identification are not recommended for high security applications.


TOKENS AND CREDENTIALS

al



dentity Verification: Something You

Something possessed by the individual, @
such as keys, tokens, and/or credentials %@@
* Credentials can be checked manually or é

coded credentials can be used to enter
information into electronic security

systems

 Coded credential types include:
— Picture T |
— Magnetic stripe B\
— Proximity #
— Smart card
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Most modern tokens include badges like those used by police agencies. Most are used in conjunction with credentials like picture certificates.  Credentials include driver’s licenses, passports and other government-issued documents. Other credentials (both private and government-issued credentials) include picture badges and coded badges. Coded credentials have some means of storing information that can be read by electronic readers connected to the security system. The storage medium can include magnetic stripe, proximity technology, optical (compact disc) storage, Weigand wire, bar codes, and smart card. The quantity of information that can be stored varies from several bytes to megabytes. A variety of means are used to protect the information from no protection at all to full DES encryption (Data Encryption Standard).
For electric entry control systems the coded credential is much like a key. The differences from keys are that access can be limited to time of day and day of week and records of who entered the area and when. Similar to keys, anyone in possession of the credential can use it to gain entrance to a security area if the credential is the only criteria used by the system. For this reason a combination of credential combined with a PIN is considerably more secure. When both are used in order to gain entry to a secured area, the adversary’s tasks would include obtaining an individual’s coded information and their PIN.   


" Atoken is something given or shown as a
symbol or guarantee of authority or right
— Example: crown or uniform
 Credentials are something that provides
confidence or shows that a person is entitled to

exercise official power
— Example: driver’s license or employee badge

 Coded credentials can be identified uniquely

and therefore can distinguish between users
— Example: magnetic stripe or smart card
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A token is a generic term used for objects used to identify some authority or right.  It does not necessarily have a tie to a specific person.
A credential can be thought of as a subset of a token.  It is an object that is verified when presented to the verifier in an authentication transaction.  For example, photo identification badge, exchange badge, key card systems, etc.
Credentials may be bound in some way to the individual to whom they were issued, or they may be bearer credentials. The former are necessary for identification such as a picture or a name. The latter may be acceptable for some forms of authorization, such as a clearance level or specific areas a person is allowed to access.
Coded credentials can be used in authentication and access control that bind an identity or an attribute to a claimant's token or some other property, such as a PIN or password. Credentials are verified when presented to the verifier in an authentication transaction.
Magnetic stripe encoding is widely used in commercial credit card systems (we will discuss more later).  A smart card contains a microprocessor that makes the card smart (we will discuss more later).


Basis of Entry Control

° Something YOU pPOSSsess
— Key
— Card

 Something you know

— PIN
— Password

e Something about you

— Biometric feature
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A quick review of the Basis of Entry Control shows that Credentials fall into the “Something you possess” area.  A key for opening locks and a card (or badge) used for entry are a couple of examples.

A coded credential may also hold information on “Something you know,” such as a PIN or password, and/or “Something about you,” such as a fingerprint, iris scan, handprint, etc. that can be stored within the coding on the credential.


Techniques of Personnel Entry Control

Personnel Entry Control

Manual Automated
(Protectivle Force Guards) (Machines)

] — |
Photo Exchange Credential Memorized Personal
Badge Credential (Codes) Number Characteristics

(PIN)
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This is the basic layout of the techniques of personnel entry control.  The red lettering (photo badge and credential (codes)) are the two different credentials typically used in entry control systems.
The photo badge is used when personnel (e.g., a protective force guard) is used to allow access into an area or building.  This type of access control is limited by the attentiveness of the person (guard) and the ease of creating a false credential.  Below are three different types of photo badges manually verified by protective force guards and require a high degree of vigilance on the part of the guard. 
Take-home photo badges
Exchanged photo badges
Electronically stored images
The first one, take-home, is the least effective as it could be circumvented by creating a fake badge.  We will talk about all 3 in the following slides.
Coded credentials are a different type of badge, they may also have a photo on the badge, but they have information that is tied to the person assigned the badge.  This ‘code’ may be stored on a magnetic strip, bar code, or physical memory in/on the badge.  Typically, this information includes name, SSN, badge number, plus other information that the facility deems valuable. Biometric information may be stored on the badge and should be encrypted. 


= Types of Credentials

¥« Photo identification badge
 Exchange badge
e Stored-image badge

e Coded credential
— Magnetic stripe
— Bar code
— Wiegand wire
— Proximity badge
— Smart card
— Optical badge

23
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There are many types of credentials used in personnel entry control.  Those that will be discussed in this module are:
Photo identification badge
Exchange badge
Stored-image badge
Coded credential
The first three require a manual check by personnel (a guard) and require a high degree of attentiveness to detail.  Coded credentials are checked automatically.  We will discuss each of the credentials listed in more detail.  


#p. Picture ID Badge

& « Only suitable for low

security applications

e Cannot be used by
automated entry
control systems

* Human examines
badge for cues to verify
authenticity

e Human compares
picture to possessor

Trw (] Feraes Dee araand forddars = =
Professor J - B8
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- Cambridge = o’ | B

UNIVERSITY
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The least secure approach for using picture credentials this method relies on a low level of difficulty for creating counterfeit credentials. If the badge is worn outside the facility it is subject to capture using photography. Some added features may include holographic inserts or overlays, watermarks, or other more difficult to duplicate visual cues. A good example of a picture credential that is often counterfeited is the driver’s license. 
Because this kind of badge is manually checked, human (guard) inattentiveness can reduce its effectiveness, especially at times when large numbers of people are entering a site or facility.


. The exchange badge

system relies on
multiple credentials

e One credential is take-
home while the other
stays within a secured
area

e These credentials must
look different
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In this approach there are two credentials involved. One is a take-home credential that may be a common credential like a driver’s license or can be a security credential that is issued by the facility. The other credential is the exchange credential that is issued by the facility and is never taken out of the secure area. With this approach the exchange credentials are a protected database that will be very difficult for an outside adversary to defeat. 
Trying to duplicate a take-home badge that has been captured by observing someone outside the secure area is also difficult since the photograph on the take home badge will have to match exactly the photograph on the matching exchange badge.  Exchanged photo have the added security of the adversary needing to look like a person already in the system. Even if someone could duplicate a take-home badge well enough to fool the protective personnel into accepting the take-home badge the adversary would still need to closely match the appearance of the person whose picture is on both the badges.
In addition, the exchange badge may contain more information than the employee badge, and may be different color to help distinguish the exchange badge from the take-home badge.



Stored Image

Similar to an exchange badge;

however, this approach relies e
. roressor i : §
on a computer-stored image ptieiseas W
— UNIVERSITY | T
Protected database Sy Vg

Requires a visual verification e e
Two important features
— Enrollment capacity
— Access time

Difficult to tamper with the
stored image
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Like the exchange badge approach, the stored image approach relies on a protected database. In this case, rather than an exchange badge, the protected data consist of a record including a photograph of the individual. The protective force compares the face of the individual with the take-home credential and the photograph displayed on a computer monitor. Unless all three match reasonably well the access is not granted.
Two of the most important features of such a system are enrollment capacity and access time.  Enrollment capacity is the maximum number of images that can be stored by the system.  The access time is the time required from entry of the identification number until the stored image is displayed for viewing.  These systems use a coded badge or keyboard to find the stored image for display and visual comparison by the guard.
Stored-image systems are not based on a unique, measurable characteristic, such as a fingerprinting, so they are not considered to be personnel identification verification.  However, they have an advantage over manual photo identification systems in that is difficult to tamper with the stored image.  In this way, the stored-image system is comparable to badge exchange systems. Like badge exchange systems it is highly important to protect the database.


» g
- Coded Credential Capabilities

e

% « Maintenance of entry authorization records

* Provision of unique identification code
numbers

 Termination of entry authorization without
recovering the actual badge

e Provision for several levels of entry
authorization
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Coded credential systems, also called key-card systems, are commercially available with a wide range of capabilities, including:
Maintenance of entry authorization records for each coded credential
Provision of unique identification code numbers that can be read by a machine
Termination of entry authorization for an individual without the necessity of recovering that individual’s badge or credential
Provision for several levels of entry authorization, such as entry only at selected entry control points or only at certain times of the day
Entry authorization records can be updated each time entry is requested using a coded credential.  Each entry action and its time of occurrence, entry location, and the coded credential identification number can be recorded and listed on request.  Many coded credentials are in the form of a badge that is worn or carried while in a facility.
There are many techniques available for coding a badge.  The  most common techniques will be discussed in detail in the next several slides.  



= Magnetic Stripe Characteristics

v . Density: 300 to 4,000 Oerstead, three tracks
e Size and Placement: per ANSI X4.16 - 1983

e Durability

e Electronic Data

— Track 1 - alphanumeric
— Track 2 - numeric only

— Track 3 - alphanumeric
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What is a Magnetic Stripe?  The magnetic stripe is made up of tiny iron-based magnetic particles in a plastic-like film. Each particle is really a very tiny bar magnet about 20 millionths of an inch long. The magnetic stripe can be "written" because the tiny bar magnets can be magnetized in either a north or south pole direction. The magnetic stripe on the back of the card is very similar to a piece of cassette tape fastened to the back of a card. 
Magnetic strip encoding is widely used in commercial credit card systems.  A strip of magnetic materials located along one edge of the badge is encoded with data.  These data are then read as the magnetic strip is moved through a slotted magnetic reader.
Hans Christian Oerstead, one of the leading scientists of the nineteenth century, played a crucial role in understanding electromagnetism. The unit of magnetic field strength was named the Oerstead in his honor. In the case of magnetic stripe technology this unit is used to describe the coercivity of the magnetic stripe. The coercivity is the field strength required to change the information stored on the magnetic medium.
Coercivities from 2,700 to 4,000 Oerstead are considered a high-coercivities.  The higher the amount of coercivity (Oerstead) the larger the resistance to changes in the stored information. Common banks cards typically have a coercivity of only 300 Oerstead which is considered low coercivity. Low coercivity stripes can be erased by common magnets while high coercivity magnetic stripes can only be erased by rare earth magnets. 
ANSI X4.16-1983, "American National Standard for Financial Services – Financial Transaction Cards - Magnetic Stripe Encoding" defines the physical, chemical, and magnetic characteristics of the magnetic stripe on the card. The standard defines a minimum and maximum size for the stripe, and the location of the three defined encoding tracks.  
Magnetic stripes also wear out from the physical contact with the reader.  Each badge and reader will have a life expectancy based on how quickly this physical contact wears out the various parts.
There are three tracks on the magnetic stripe. Each track is .110-inch wide. The ISO/IEC standard 7811, which is used by banks, specifies: This is a logical track and relates where the information is located on a uniform medium.
Track one is 210 bits per inch (bpi), and holds 79 six-bit plus parity bit read-only characters. 
Track two is 75 bpi, and holds 40 four-bit plus parity bit characters. 
Track three is 210 bpi, and holds 107 four-bit plus parity bit characters.
.


=5 e |mage of varying width lines (bars) and spaces
e Linear barcode or one-dimensional (1-D)

e Two-dimensional (2-D) barcode
e Creation and use
e Ease of copying and ways to mitigate

1-D Bar Code 2-D Bar Code
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Bar Code Technology:  Bar Code technology consists of information printed in a pattern or series of narrow and wide bars and spaces. Certain types of bar code readers use fixed infrared LED light sources to read the symbol. Bar code technology typically contains personalized data. For example, this technology is used extensively on driver's licenses in many states.
As with magnetic stripe technology, there are potential security problems with this technology. For example, bar codes are susceptible to reproduction by using a computer scanner or photocopier. Bar code technology is considered to offer a relatively low level of security due to the ease with which they can be counterfeited. 
A bar code is an image of varying width lines (bars) and spaces that can be affixed to retail store items, identification cards, and postal mail to identify a particular product number, person, or location.  The code uses a sequence of vertical bars and spaces to represent numbers and other symbols.  A bar code symbol typically consists of five parts: a quiet zone, a start character, data characters (including an optional check character), a stop character, and another quiet zone.  Bar codes can store personal information and can be printed on plastic cards.  
 Linear bar codes are used to store simple alphanumeric data (e.g., in retail applications).  
Two-dimensional bar codes can now store significantly more data in a small amount of space (up to 1108 bytes).  
Data are translated into a bar code and embedded on the card during the printing process.  The card is then scanned by a bar code reader at the point of interaction.  The reader uses a laser beam that is sensitive to the reflections from the line and space thickness and variation.  
Bar codes can be easily copied using a standard photocopier.  This fact may prohibit the use of bar codes for some high security applications.  Masking is a method that is sometimes used to cover a bar code to increase its security.  Printing a bar code with a high carbon-content printing ribbon and then masking the bar code with a non-carbon black ink will prevent a bar code from being successfully duplicated but will still allow it to be read with an infrared wand or scanner.  This method may increase a bar code’s security somewhat. 



=z Wiegand Wire Characteristics

e Card has strip of embedded magnetic wires
e Reader - swipe similar to magnetic stripe
e Output format is an industry standard
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What is Wiegand Effect?  The Wiegand effect is a pulse-generating phenomenon in a special alloy wire that is processed in such a way as to create two distinct magnetic regions in the same homogeneous piece of wire, referred to as a shell and a core. These two magnetic regions react differently to any applied magnetic field. The shell requires a strong magnetic field to reverse its magnetic polarity, whereas the core will revert under weaker field conditions. When the shell and core change to different polarity orientations, the Wiegand pulse is generated, and is sensed by a pickup coil (the reader). 
Wiegand wire technology has been in existence for some time, and the Wiegand signal output format  has become a de facto industry standard.
Cards are swiped through a slotted card reader, much like the way magnetic stripe cards are read.
The badge is embedded with a series of parallel short lengths of small diameter, special alloy wire with unique magnetic properties.  The position of wires and their magnetic polarities determine the encoding. Encoding is determined during card manufacture.
Wiegand readers contain magnetic fields that produce an electric pulse from a badge when it enters the field. The pulse is the badge information represented as either ones or zeros.
Output format is an industry standard and this type of badge is widely used in entry control systems (second only to magnetic stripe).




sy Proximity Badge Characteristics

e Potentially minimize operational impact
— Hands-free operation
— Transparent to user

e Induction powered (passive)

— Coded RF transmitter
— Very common in today’s market
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The proximity badge can be read without the badge being physically placed into a reader device.  Proximity badges can be categorized by 1)  operating range (distance from reader), and 2)  read-only or write-once/ read-many capability (field programmable written during issuance, card will not support multiple writes).  The badge communicates to the reader using a radio frequency transmission.
If the range of the proximity badge is large enough, using these badges is relatively seamless. Doors can be opened automatically. This can be very useful if persons have to move through a facility where contamination with radioactive, toxic or bioactive substances is a possibility. Long range proximity badges can even be worn under protective clothing.  The user would not need to do anything extra to be read by the system.  This also makes the system able to covertly track a badge.
In most security applications, short range (on the order of two centimeters) readers are preferred. Two reasons for this preference is that there is no uncertainty over which badge among several badges in the vicinity is the one that was read and often when two badges are equidistant to the reader, it may fail to read either due to cross-interference.
Like any credential, the system does not verify that that the possessor of the badge is the correct person without another form of verification (e.g., PIN, password, biometric, etc.).
Modern proximity cards draw power from the reader, which sends out electromagnetic waves that induce a current in the tag's antenna.


» g
*=" Smart Card Characteristics

e

= . Based on ISO 7816 Standards

e Uses embedded microcomputer with CPU,
ROM, RAM

e Polyvinyl chloride card
 Contact/ Contactless

e Main advantages ,
— Large memory

— High degree of resistance to forgery or
compromise

e Disadvantage — high cost
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What Is a Smart Card?  Similar in size and shape to a credit card and constructed of polyvinylchloride (PVC) plastic, the smart card adds microprocessing and increased memory capabilities through the use of embedded microelectronics.  These microelectronics may take the form of memory alone or a microprocessor with associated memory.  Unlike other cards, smart cards have the ability to carry on the card all necessary operations software and information needed for the card to function.  Therefore, they do not require access to remote databases at the time of the transaction. 
The ISO 7816 Standard includes
Physical characteristics
Dimensions and location of the contacts (for contact smart card)
Electronic signals and transmission protocols
Industry commands for data interchange
The microcomputer allows the smart card to have more complex interaction with a reader
The microcomputer is embedded in the polyvinyl card 
The Central Processing Unit (CPU) executes the programmed instructions.
The Read Only Memory (ROM) is where the program instructions are stored.  These are permanently burned in during manufacture.
Random Access Memory (RAM) allows for temporary storage of data while power is applied.  When power is no longer applied, the memory is lost.


Optical Badge Characteristics

1=

Write Once / Read Many
e Upto 2.8 MB of storage

 Multilayer polycarbonate

e Conforms to ISO / IEC r "
standards oot

— Size

— Durability
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Optical cards uses the same basic technology as compact discs (CDs). The material (see picture) is located on the front or back of the card. Reading the card consists of inserting the card into a reader which scans the optical area with a laser.
Technology:  Optical WORM ("Write Once, Read Many") means that any area on the card can be permanently written exactly once and then read any number of times. Any number of update records that modify the overall information on the card can be written at any time.
Card Capacity:  The LaserCard Optical Memory Card comes in a 1.1MB and 2.8 MB version
Card Materials :  The LaserCard is made of a multilayer polycarbonate
Read Speed:  26 KByte/second maximum (19 tracks/second) that will read a 20KByte high-resolution color photo in less than a second (30 times the update speed of a chip card)
Write Speed:  10 KByte/second maximum with verification (7.3 tracks/second)
Access Time:  Average seek: 0.1 second, track to track: 3.0 msec
Data Immunity:  Immune to radiation, X rays, static electricity, magnetic/electric fields, water -- all of which can corrupt or erase magnetic stripe or chip card data
Error Rates:  Less than one bit in 1012 bits (less than one per trillion) 
Data Life:  At least 10 years
Other notes:  Integration with proximity and smart card provides one with a more sophisticated card with a significant amount of on-card memory



Advantages

Personnel Credentials

¢ Coded Credentials

Bar Code
Magnetic Stripe
Weigand
Proximity
“Smart”

Disadvantages

e Control access by area and time
e Logs each access (or exit)

e Have low false rejection rate

e Perform consistently

e Identifies badge, not person
e Require maintenance
e May be defeated by counterfeit badge

.al


Presenter
Presentation Notes
Slide Purpose: Go over the advantages and disadvantages of coded credentials.
Positive Features
Control access by area and time – a coded badge, in conjunction with an entry control system, has the ability to allow access to certain areas at certain times on a badge-by-badge basis.
Record each access – allows for an electronic log of every access.  This can be searched or reports can be created from this information.  This record can be stored back to the badge or kept in the Entry Control System.
Have low false rejection rate – not much difference from manual verification.  A low false rejection rate helps with the ease of use and acceptance by users.
Perform consistently – verification hardware does not lose attentiveness, get tired, or come to work sick.
Negative Features
Identify badge, not person – you are verifying the validity of the badge, not that the person holding the badge is the person who was issued the badge (i.e., a stolen badge).  This can be mitigated with the addition of PIN or password, and further by biometrics.
Require Maintenance – loss of information and wearing out of the storage medium (as with magnetic stripe) are a couple of examples.  However, even photo badges have some maintenance due to the badge fading or breaking.  The coded badge adds more things that can break.


== Badge - Physical Standards

Dimensions: (2.123, 2.127) x (3.375, 4.250)
inches

Monolithic construction
Material compatibility

Durability

— Resistant to abrasion, color fading, wear, cracking
and delaminating

Card standards are covered by both ANSI and
ISO standards
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Here are some examples of requirements for the physical standards of a badge.
Dimensions:  Most cardstock produced today follows ANSI and ISO standards for dimensions
Monolithic construction:  This will aide in the durability of the card. Older laminated cards suffered from low durability and had to be replaced often.
Material compatibility:  Layers of the badge (if layered) must be compatible as to not separate from each other during cycles of temperature, humidity and typical bending of the card.
Durability:  It is desirable to have the user replace the badge as infrequently as possible.  This needs to be balanced with the cost of the card.
Card standards:  Card standards are covered by both ANSI and ISO standards.  Both of these standards are based on American Banking Association (ABA) standards.


- Elements to Consider

T

457 + Ease of Integration

— A factor of how many different systems support a
specific technology

e Performance

— Expressed as error rates associated with the specific
technology and expected life

e Cost

— Acquisition cost, integration cost, and life cycle
maintenance cost

e Availability

— Composed of order to delivery time, manufacturer
viability, and technology maturity
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These are several elements you need to consider when choosing a badge. They tend to be interdependent of each other.  For instance, let’s compare a Magnetic Stripe to a Smart Card.  The magnetic strip is cheap, easy to use, readily available, has a relatively high throughput, can be relatively secure, and is very reliable.  The smart card is more expensive, is a bit tougher to use (for contact smart cards), and is more secure.  Also, because it can hold more information, you have more flexibility in adding features like biometric verification to a smart card.  However, this would cause the throughput to be lower because of increased processing requirements.
Ease of integration: The badge has to integrate with your access control system.  If your badge readers cannot read the type of badge you create, then your access control system will not be automated.  The type of badge chosen could limit your choices for an access control system.  Of course, if you are intent on using a specific technology, a vendor may be willing to integrate it into their system for a price.
Performance: If the technology you choose has a high false reject rate, the users will become frustrated with the access control and it will most likely effect their job performance.  Also, if the badges wear out fast or break easily, the users will spend an inordinate amount of time getting a new badge.
Cost: You cannot just look at initial investment.  The cost over the life of the badges needs to be taken into consideration.  It won’t do you any good to get a badge that’s ½ the price if you replace it 3 times as much.  People’s time getting a badge should also be included in the cost.
Availability: This is extremely important.  If you choose a technology that is relatively new there is a risk that the technology will not be widely chosen and could disappear.
There are no guarantees, but it is prudent to choose a manufacturer that will be around for a while.  This risk could be mitigated if the technology being used is available from several manufacturers.




== Elements to Consider (cont’d)

227 + Usability
— A rate of user acceptance and flexibility of use
e Throughput

— Expressed as time required to read and validate
encoded data

e Security
— In terms of counterfeit and tamper resistance

e Reliability
— Expressed in terms of resistance to loss of data
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Usability: If the technology is hard to use or seen as an undue nuisance to the user, they may resist using the access control.  Thankfully most existing badge technology is relatively easy to use.  However, when you add PINs or passwords or biometrics, the complexity increases.
Throughput: Time is money.  If it takes a long time for a user to get through an access point you may need to add more access points to avoid a large queue.
Security: The amount of security should be in line with what you are protecting.  Also be mindful of the security of the overall system when deciding how secure the badges need to be far a particular system.
Reliability: For example, the ease of which a magnetic stripe’s data may be erased.  




@y Tokens and Credentials Summary

* Manual Entry Control
 Automated Entry Control
 Technologies Available
 Choosing a Technology
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Manual Entry Control :  Using security protection force member to check badges is not the most consistent way to provide entry control.  A guard’s effectiveness will decrease after extended periods.  They are susceptible to multiple external influences (e.g., sickness, lack of sleep, emotional distress, etc.).  Protective force guards are also a continuing expense that is generally more expensive than using automated entry control.
Automated Entry Control:  This is a much more consistent implementation of entry control.  It can be made even more secure by adding PIN or password entry and/or biometric verification.  An entry control system can be set up to provide access times and areas to groups or even specific badges and can be changed easily without reissuing a badge.  These entry control systems can operate door locks and turnstiles.  When integrated with an Alarm Communication and Display system, it can mask out sensors that would otherwise alarm when you have a request to access (i.e., valid badge swipe & PIN entry).
Technologies Available:  Several capable technologies are available to provide needed security in entry control.  Some provide more flexibility and security than others.
Choosing a Technology:  Now that you are aware of all of the different choices out there, how do you go about choosing which one best suits your application?   It may be clear for your specific application which one is best, but you may need to do more analysis on how each technology fits into your entry control system the best.  In the end, your entry control should be balanced with your other security systems to provide the same amount of security across the whole security system.


BREAK FOR LUNCH
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BIOMETRIC IDENTIFICATION
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* |dentity verification devices based on
measurements of physical or behavioral
features of individuals are called

biometrics and can be based !\"!/

Al
e Eye features ;_\1- ’//%

e Hand and finger features
e \/oice
e Face

e Other f" .

.
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Biometrics are based on a measurable physical or behavioral feature. Physical features include (but certainly  are not limited to) height, weight, fingerprint, blood vessel pattern on the retina, iris structure, facial structure or shape of the hand. Behavioral features include speech patterns (speaker recognition systems can be physical - some work on tones that are determined by dimensions of the vocal tract), signature dynamics, typing dynamics and walking gait. How secure the biometric technique used to identify the individual depends on how unique the feature is to the individual. Obviously a person’s height or weight are not unique to the individual (many people have the same height or weight). The structure of the human eye or their fingerprint are example of very unique features to the individual.
Human biometric features never used before for identity verification are selected for investigation as possible features for biometric identity verification. One feature that was suggested (but never fully developed) is the pattern of taste buds on the human tongue. Another technique is the unique shape of the ear as measured by resonance audio signals through headphones.
In general physiological measurements tend to be more reliable then behavioral since they don’t require humans to behave in a consistent way.


- Definition

=

What is “Biometrics
|dentification”?

Biometrics Identification is
the electronic verification of
a person’s identity based on
the measurement of some
uniqgue characteristic of that
person
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Biometric technology uses a measurement of some physical characteristic that is unique to the individual and stores this measurement in its memory in the form of some numerical representation of the measurement. This numerical representation is called a template.  For the purposes of this discussion, the template that is created and stored in the system’s database will be called the enrollment template and the template that is generated during the identity verification process will be called the verification template. 
To verify an individual after they have enrolled (i.e., when a person presents themselves for verification) the biometric measures the feature, creates a verification template, and compares the verification template to the enrollment template.  The comparison results in a score.  This score is a measurement of how closely the verification template  matches the enrolment template.  There is some threshold established and the score is compared to the threshold.  If the score is determined to be better than the threshold, the identity is determined to be verified, and the system takes action to grant access (either physical or informational).  If the score is determined to be worse than the threshold, then the identity is determined to be not verified and the system denies access.  In addition, the system may take other actions, such as issuing an alarm to alert others that a failed attempt has occurred. 
This process of enrollment and verification is shown in a flow chart on the next slide.



Generic Biometric System Processes
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Biometric devices can differentiate between verification and recognition.  
In verification mode, a person initiates a claim of identity, presents the specific biometric feature for authorization, and the equipment agrees (e.g., card or PIN).  
In recognition mode, the person does not initiate the claim; the biometric device attempts to identify the person, and if the biometric information agrees with the database, entry is allowed (e.g., hand geometry or facial recognition).
In both the enrollment process and verification process, the capture of the feature is generally the same. Also, the processor builds a template by extracting unique and distinguishing features from the capture.  The only typical difference is that often the enrollment template is comprised of several templates that are then averaged.  In the enrollment process (represented by the dashed line) the template is sent to the system’s memory and the template is stored (upper right hand corner - light orange box). In the verification process, the verification template and the enrollment template are sent to the comparison processing module.  There the score is determined and is sent to the decision processing (pink diamond) where the decision to accept or deny identity verification is made. 


Elements of Identification

= The elements or basis of identification:

e Something you know (PIN or password)

e Something you possess (badge, card, or
token)
e Something you are
— Physical biometrics - your fingerprint, eye
feature, hand features, voice, face, etc.

— Behavioral biometrics - how you walk, type,
speak, sign your name, etc.
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There are only three ways that a person or system can verify the identity of an individual. The first of the three criteria is some unique knowledge the individual knows which has been shared with the identifying authority.  Secret passwords have been used for centuries to identify individuals in military units and other organizations.  Careful usage of passwords can result in a very secure approach for identity verification, but the operative word is “careful”.  The vulnerability of all knowledge-based identification is careful protection of the knowledge.  Problems occur when the knowledge is transferred to the public carelessly allowing others to overhear (or observe entry of the knowledge via a keyboard).  Unique knowledge can also be guessed or captured if the unique knowledge can be determined by other means (a birthday, SSN, or mother’s maiden name can be determined using public records).
Something unique a person possesses is another means for identity verification. This “token” has taken the form of keys or rings but today, the token generally takes the form of a security badge when used in electronic security systems.  The greatest risk for this means of identity verification is that the token can be lost, stolen, or duplicated.
The most common means of identity verification we practice with each other is to recognize individuals on the basis of what they are.  We  all practice recognition of people we know based on the appearance (specifically face or body structure) of others and their behavior (such as gait or typing speed and patterns).  Only recently have electronics been developed that can perform this function.


Verification

 Most biometric systems verify identity

— An individual claims to be someone by presenting a
card or PIN

— The system compares the recorded template for the
claimed identity with the live biometric

e One-to-one
— Also known as “verification mode”
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Human features can range from “not unique at all” to “highly unique.”  Examples of features that are not very unique include height and weight.  Many people share the same weight or height.  Highly unique features include fingerprint and iris structure.  How suitable a human feature is to serve as a biometric identity verification feature depends on the uniqueness of the feature. 
Some biometric features are just unique enough to be used in an identification system but due to the fact that the feature is not extremely unique, they have to be used in conjunction with another identity verification factor. An example of this is the shape of the human hand.  To date, the measurements made on the hand have resulted in a template that would not be truly unique to a single individual but could possibly match one to a few individuals in a large database closely enough to meet the threshold criteria. Hand geometry verifiers therefore have provisions to enter a PIN or a card read to first make a claim of identity to the device. The verifier then goes to its database and makes a comparison between the enrolled template for that individual to see if the verification template matches. 
This one-to-one comparison is made in biometric device operating in the verification mode. The probability an adversary can take advantage of this arrangement is the combination that 1. there is an authorized person in the database they can match well enough for verification, 2. they can discover which individual they can match, and 3. that they can obtain that person’s PIN or card.  The combined probability for these three conditions results in a very small probability that the system can be defeated.


Recognition

e Some biometric systems recognize who you
are

— The individual does not initiate the claim

— The system searches through its entire database to
find a match

* One-to-many

e Also known as the “recognition mode”

) b
el - .
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In recognition mode, the person does not initiate the claim.  The biometric device attempts to identify the person, and if the biometric information agrees with the database, entry is allowed.
Highly unique biometric features can be used to create a identifier that operates in a different mode than the verification mode. Iris and some fingerprint verifiers can be operated by the individual presenting themselves to the reader and the resulting template is compared to the entire database to see if there is a matching enrolled template. This one-to-many operation is called recognition mode.  In this case the biometric feature is so unique that the single probability that there is another individual enrolled in the database that is a close enough match for identification is as small as the combined probabilities of the previous example.  The trade-off for this operation is that these devices typically have a higher probability of falsely rejecting an authorized individual.


Biometric Technology Areas

Physiological Behavioral
 Fingerprint - \Voice
« Hand Geometry e Signature
e Eye e Keystroke (typing patterns)
o Iris e Gait (walking patterns)
e Face * Lip movement
e Ear Shape
e Odor
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Biometrics are based on the measurement of physiological or behavioral characteristics.  Fingerprint readers, facial-recognition, iris-scan, hand geometry readers, and retina-scanners are considered physiological biometrics.  The are based on direct measurements of a part of the human body.
Voice-identification and signature-identification systems are most often designed as behavioral identifiers. For example, a voice recognition system could be designed to analyze the frequency content of a speaker’s voice.  However a successful system based on this technique has not been developed (despite being depicted this way in movies). So far all commercial systems use speech dynamics in an attempt to identify the individual.  The analysis is based entirely on rhythms and timing patterns of utterances.  Likewise signature dynamics is the basis for signature analysis for biometric applications.  Carefully duplicating the appearance of a signature would not mean that the system would be defeated.
In the above diagram the features in black print have been used in commercially available systems.  Those in red print have been proposed for use but have yet to result in a commercially available system.


Characterizing Performance

e False Rejection Rate (FRR)

— Ratio of false rejects to total attempts at
verification

— Typically expressed as a percentage
e False Accept Rate (FAR)

— Ratio of false acceptances to total imposter
attempts

— Typically expressed as a percentage
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Many biometric technologies use error rates as a performance indicator of the system.
A false rejection is where an  authorized individual is refused access because the system incorrectly fails to verify identity. This type of error is the classical “Type 1” error. The false rejection rate is the ratio that this error occurs for a number of attempts. This ratio is usually expressed as a percentage. 
A second possible error is when the system incorrectly accepts an unauthorized individual identity as the identity of someone who is authorized. For instance an adversary gains possession of an authorized person’s PIN (or just guesses a PIN) and enters that PIN into a hand geometry reader and then presents their own hand to the device. If the hand geometry incorrectly verifies  the adversary as an authorized person this is a false accept. This is the classical “Type 2” error. The false accept rate is calculated as a number of false accepts per number of attempts typically expressed as a percentage.
When selecting or deploying biometric devices, consideration of the security objectives is required to assure that the device will operate as required.  Some systems may be set to operate in an area where the device will minimize false rejects, whereas others may minimize false accepts.  The device cannot minimize both error types simultaneously, so a decision must be made as to the balance between false accept and false reject rates.  This has a significant implication to system operation.  A low false-accept rate compromises system security but allows all authorized users entry.  False rejects, on the other hand, can deny access to authorized users in order to maintain high security.


Characterizing Performance: Error Rate
& Curves

* FRR and FAR are used to generate error rate
curves

— The point that these two curves intersect is the
Equal Error Rate (EER)

 EER curves are used to help determine the
performance of biometric systems
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These error rates (Type 1 and Type 2) as a function of system threshold setting can be plotted on the same graph. The resulting curves are called error rate curves.  The point where the two curves intersect is called the equal error rate.  This is the crossover point where Type 1 errors equal Type 2 errors.  This point is not necessarily the point at which the device should be operated.  The equal error rate does not occur at the point where Type 1 or Type 2 errors are both lowest.  It is a figure of merit that may be useful when comparing various biometric devices.  A representative graph will be shown on the next slide.
In an operational systems it is fairly easy to characterize the false reject rate since people will usually tell system operators when this error occurs.  The false accept is not easy to characterize because adversaries will not report when they defeat the system.  False accept rates are usually determined in laboratory settings by intentionally attempting to defeat the system in controlled experiments.



error rate

Example: Error Rate Curves
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This graph is an idealized plot of error rates.  The “y” axis is error rate expressed as percentage.  The “x” axis is acceptance threshold. On the left side of the “x” axis the threshold is loose.  This means that the threshold setting allows for a loose match between the enrollment template and the verification template.  This means that there is a tendency for the false accept rate (red curve) to become large while the false reject rate (black curve) to become small. This means that choosing an operational threshold is an exercise in trading between false accepts and false rejects.
The equal error rate is used as a figure of merit where for a very high security system this number should be very low.  Many consider an EER of over 2.5% to be too large for a very high security system.  Some ask if the threshold at the EER should be used as the operational threshold.  The answer is dependent on the application.  For a system that protects only low value or low consequence targets one would tend to select an operational threshold that slightly favors a lower false reject rate with the chance for higher false accepts.  This is especially true for systems that require high throughput where false rejects cause unacceptable delays. Conversely a system that protects high value or high consequence targets one would select a threshold setting that favors a low false accept rate in exchange for a higher false reject rate.
A low false-accept rate compromises system security, but allows all authorized users entry.   False rejects, on the other hand, can deny access to authorized users in order to maintain high security.  
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The receiver operating curve (ROC) and is another commonly used method of plotting error rates.  An ROC provides a practical assessment of the system performance at different operating points.  Receiver operating characteristics of a system illustrates false reject rate (FRR) and false acceptance rate (FAR) of a device at all operating points.  Each point on an ROC defines FRR and FAR for a given device operating at a particular matching score threshold.  The EER is located at the intersection of a line drawn through the curve at 45 degrees from the origin. 



e Most reliable means of
identification

e Current methods used

— Optical, capacitive, and
ultra-sonic imaging

— Solid state, also known
as silicon or chip sensor

— Ultra-sonic uses sound
waves to capture image
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Fingerprints have been used as a personnel identifier for more than 100 years and are still considered one of the most reliable means of distinguishing one individual from another.  The art of processing human fingerprints for identification has been greatly improved in recent years by the development of automated systems.   Such systems, which rely on image processing pattern recognition, have application in personnel entry control.   A variety of commercial systems are now available that perform fingerprint verification.
Competing Finger-Scan Technologies - There are a handful of approaches to the problem of acquiring fingerprint images of sufficient quality to create finger-scan templates. Optical (video camera), solid state, and ultrasound are the current methods used.  The advantages and disadvantages of each technique will be discussed in detail in the next several slides. 



e Finger-scan
minutiae

crossover
core
bifurcation
ridge ending
island

delta

pore
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Most fingerprint verification systems use minutia points.
This is a list of fingerprint features called minutiae that are used by law enforcement agencies to characterize fingerprints. Many of these minutiae are used by electronic fingerprint biometrics to build templates during enrollment. Different manufacturers use different subsets of these factors.   Some systems use the whole image for comparison purposes.
The fingerprint is made up of ridges (lines of high areas) and valleys (the low areas between the ridges).
Fingerprint minutia points:
Crossover is where a ridge appears to form a cross.
Core is the central point of the innermost loop of a loop structure.
Bifurcation is where a ridge forks.
Ridge ending is where a ridge segment stops.
Island is a very short ridge segment.
Delta is a triangular shaped ridge structure.
Pore is a small roughly circular opening or pit in a ridge.
All fingerprint identification systems require care in finger positioning and accurate print analysis and comparison for reliable identification.


== Fingerprint Templates

% « Templates can range in size
— 200 to over a 1,000 bytes

* The templates cannot be used to recreate
an image of the fingerprint

* Vendor designed algorithms determine
whether a presented finger matches a
stored template
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Fingerprint templates can range in size from around 200 bytes to over 1,000 bytes. Clearly this is not a bitmap image of the fingerprint.  Like other biometrics the fingerprint biometric uses numerical representations of the fingerprint. Some templates are vector driven in that the template is a series of vectors pointing to the location of selected minutiae.  Whatever the template generation method some means of comparing verification templates to enrollment templates has to be used.
Like any other biometric the results of comparing enrollment and verification templates will seldom result in an exact match.  Personnel using the device will usually place their finger at a slightly different position and angle each time they use it. Since these variations in placement will result in imperfect matches a scoring method must be used.  Also like other biometric devices some threshold has to be selected such that scores better than the threshold will be accepted as verification, and those scores worse than the threshold will not be accepted.
Fingerprint verification systems are among the most reliable in terms of false accepts but suffer from higher false rejection rates.  Due to the uniqueness of the fingerprint many of these systems can be used in the recognition mode.
An interesting aspect of these devices is that there is some user reluctance to being enrolled as they think that the captured fingerprint could be sent to law enforcement.  This is not the case since the image of the fingerprint is typically not stored, and a numerical template is the only information stored.


457 + First technique to be

commercially
developed

— Most widely used

e Uses a CCD device to
capture an image

 Image is processed by a
proprietary algorithm
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Optical methods using a prism and a solid state camera are most often used to capture the fingerprint image.  
Optical fingerprint biometric devices are classified as such because the capture method uses optical techniques.  The most common type of optical capture technique uses a tiny CCD (charge coupled device) camera to take a picture of the fingerprint. The finger is placed on a glass or plastic platen that often will have a coating to enhance the contrast between the ridges and the valleys of the fingertip. The picture is taken through the transparent platen.  The fingertip is often illuminated using either visible or invisible near infrared light.  This technique was the first one to be developed into a commercially available system. 



== Fingerprint - Optical Strengths

* Proven reliable over time
e Resistant to electrostatic discharge

e Fairly inexpensive
e Can provide up to 500 DPI resolution
— A benchmark for high quality fingerprint images
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Optical technology has several strengths.  It has been proven reliable over time, is resistant to electrostatic discharge, is fairly inexpensive, and can provide high resolution images (up to 500 DPI (dots per inch)).  High resolution is needed to ensure that all necessary unique details are captured. 
Dry or won fingerprints can be difficult to image using optical methods, so special coatings have been applied to the optical platens to enhance the image quality.  The purpose of these coating s is to ensure a good optical coupling between the platen and fingerprint.  




-

ingerprint - Optical Weaknesses

*The size of the platen is rather large

—The area and depth must be sufficient to
capture quality images

* A sporadic tendency to show latent prints
as actual fingerprints

e Susceptibility to fake fingers
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Optical technology's weaknesses include somewhat large size (however smaller devices are being developed). 
There can also be a tendency to show latent prints as actual fingerprints. In this situation the coating used on the plated intended to increase contrast can hold some impression of the last fingerprint that was read especially if the platen has become soiled or the last finger was oily. In this situation if someone can get the reader to trigger (initiate the read process) the latent impression may be read. In the verification mode this may not constitute a serious problem (since a PIN or badge will still be needed to complete the transaction) but may be a problem in the recognition mode. 
Some people have gained attention in the press by making fake fingers out of gelatinous materials and then used to “fool” a fingerprint verifier.  What was not publicized was how the fingerprint was transferred to the fake. Most likely the fingerprint was that of the person doing the fooling and therefore did not have a difficult time capturing his own fingerprint. Lifting a fingerprint from the environment and somehow transferring it to a fake would not likely be an easy task. Also, if  the reader is operating in the verification mode there is still the matter of capturing a PIN or badge or both (for applications that require all three).



== Fingerprint — Solid State

& « Solid state fingerprint
biometric devices

— Also known as silicon or
chip sensor

— Based on DC capacitance
— Converts capacitance into
an

8-bit, gray-scale image

— Emerging technology
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Solid state fingerprint biometric devices use a silicon “chip” to capture the fingerprint image. This chip is manufactured in the same way as computer chips and CCD imaging chips. One device uses a two dimensional array of sensors to measure the tiny differences between the capacitor formed by the sensors and the fingertip. There is a slight difference between the capacitance when the sensor is contacted by the ridge and the capacitance when the sensor is covered by the valley between ridges. This capacitive information can be used to generate an image of the fingerprint. After the information is captured the processing is similar to all the other techniques.
A slightly different solid state technique uses a one dimensional array of capacitive sensors and builds an image as the fingertip is swept over the array. This device is being built into laptop computers as a login device.  It is thought that the projected lower cost of these devices, due to the efficient manufacture of silicon chips, will make fingerprint verification devices common on the desktop for secure computer log-on.  Overcoming the difficulties of hardening delicate silicon chips for everyday use has delayed the widespread implementation.
Electrostatic discharge, finger oil, and sweat are harsh on silicon devices.  



Fingerprint — Solid State (cont’d)

> . Strengths

— High image quality

— Smaller size

— Low power requirements
— Does not hold latent prints

e \Weaknesses

— Durability is still subject to question

— Some types have been to susceptible to a
electrostatic shock
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Some of the advantages of solid state capture techniques are high image quality, smaller size, and low power requirements. This allows the devices to be used in applications like the laptop login. Even if a latent print is left on the platen it would be very difficult to get this capacitive technique to read it as though the finger was still there.
Some of the weaknesses of solid state are the durability of the silicon chip.  In the past the chip has not been as durable as the optical platens. Also, like any computer chip, it can be damaged by static discharges. However, both of these problems appear to be lessened in the newer models. 





Fingerprint - Ultrasound

e Similar to medical
ultra-sound
Imaging

e Uses sound waves
to capture image

* Measures
impedance
between the
finger and platen



Presenter
Presentation Notes
Ultrasound Technology
Ultrasound is another fingerprint imaging method.  Because it is able to image below the top skin surface to the lower layers where the fingerprint is not damaged, it is not as susceptible to dry or worn fingerprints. 
Ultrasound devices  transmit acoustic waves to the finger, generating images by measuring the impedance between the finger and the platen. While this capture technique is not widely used it has some unique capabilities. This technique is least susceptible to soiled platens. It has also been shown to be able to read fingerprints through thin latex gloves. This means there is some possibility for use in a facility where contaminations like radioactive, toxins, or bio-agents are possible.


=== Fingerprint — Ultrasound (cont’d)

e Strengths

— Less impacted by dirt and residue than silicon or
optical devices

— Less susceptible to latent prints

e \Weaknesses

— Mechanical scanning mechanism results in a
larger unit than other techniques

— Slower than optical methods
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The ultrasound fingerprint technique is less likely to be impacted by dirt and residue than other devices. This means this system is less likely to suffer from false rejections when the platen becomes dirty. Like solid state readers this technique is unlikely to read a latent print as though the fingertip were still there. 
The primary weakness for this capture technique is that there are mechanical mechanisms used in the scanning process that result in a larger than average unit. This large size and higher power consumption make this technique unsuitable for applications like integration into laptop computers unless these components can be reduced in size. 
Due to the raster scan required by the ultrasonic transducer, ultrasound imaging is not as fast as optical methods. 



wn Hand Geometry

e Claimed identity is
entered via the PIN pad
or a card reader

* Hand is placed on
reflective platen for
silhouette imaging

* Unique ID features are
the lengths and widths
of four fingers

e Hand must have
thickness
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Personnel identity verification using the hand geometry system is based on characterizing the shape of the hand.  The underlying technique measures three-dimensional features of the hand such as the widths and lengths of fingers and the thickness of the hand (see lower right hand figure).
One vendor (Recognition Systems Incorporated) is responsible for nearly every hand-scan device currently manufactured. This device uses a CCD camera to image the hand using near infrared illumination. Five pegs are located on a platen to help the user to place their hand in a constant position. The platen is covered with a special retro-reflecting surface. Retro-reflecting surfaces reflect light back in the same direction regardless of the angle with which the light strikes it. The hand appears dark against the reflective surface and in fact the image is processed to a black silhouette against a white background. There is a mirror located against the left side set at a 45 degree angle and is used by the reader to determine the thickness of the hand. 
Users sometimes think that hand-scan readers use palm prints or fingerprints for verification. Instead hand-geometry devices measure a number of different features of the hand and fingers to build templates.  Some of these features include finger lengths, widths, and thicknesses, and the width of the palm area. While thumb position is controlled by a peg no measurements are made on the thumb. The peg basically performs the function of keeping the thumb out of the way. 
The technology cannot be used in the recognition mode and for high security applications it must be used in conjunction with PINs or badges or both.


== Hand Geometry - Strengths

& . Ability to operate in many environments

— Can work outdoors and other places where
many other biometric devices would not

A mature technology that has been
successfully deployed in many locations

 The technology is well accepted by most
people in the public
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One of the strengths of hand geometry is that the device can operate in environments that are too harsh for other technologies. There are some environmental conditions that have to be managed. One is that dust and debris cannot be allowed to build up on the platen. This will drive the false reject rate higher. 
Hand geometry works well under most lighting conditions, however, direct sunlight on the platen and back of the hand will interfere with the image capture process due to the strong near infrared content in sunlight.
Hand geometry has been used in many applications over many years and represents the most mature biometric technique available. One of the most well publicized applications of hand geometry is the frequent traveler program that was installed in several large international airports. In this application frequent overseas travelers could be enrolled and quickly pass through immigration upon return to the United States.
In general, hand geometry is well accepted by the public and is seen as easy to use. One curious exception to this is that one fundamentalist Christian group in the United States has somehow connected hand geometry biometric devices to a section in the Bible that talks about the “mark of the Devil”. Members of this group have refused to be enrolled in these systems.
Testing of a hand geometry system at Sandia national Laboratories indicates that Type 1 and Type 2 error rates of less than 1% are achievable.


== Hand Geometry - Weaknesses

= . Although fairly diverse, the size and shape of
the human hand are not as unique as
fingerprint or iris patterns

e In larger populations, it is almost certain
that various individuals will have very similar
hand dimensions

— Has to be operated in verification mode for a
high-security application
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As stated before the shape of the human hand is fairly unique, however, it is not so unique that the technique can operate in the recognition mode.  For a reasonable level of security it has to be used in conjunction with PINs or badges or for the most security both.


* |mages the iris with
a monochrome
camera in both the
visible and IR
ranges

e Very fast
acquisition and
processing

e Looks for

movement in the
Iris
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Another technology uses the iris to accomplish identification.  The iris is the colored portion of the eye that limits the amount of light allowed into the eye.  This system uses a video camera to image the iris structure of the eye.  The unique structure of an iris can be used to identify an individual.
Iris reader biometric devices use a camera to capture a high resolution close-up image of the iris (the colored ring around the pupil). The image is analyzed to measure the very complex structure of the iris.  Details of the structure that are detected and used to build a template are given in the next slide.
The image capture takes only a about a second and the processing also is quite fast. The entire process takes only two to four seconds. The variation is due to the eye has to be placed in an optimum position before the system will capture the image.
The capture system uses a light to illuminate the eye for the image capture and also uses this for “liveness” verification. When the eye is exposed to light the pupil contracts. The system looks for this contraction as well as other movement to indicate a real eye rather than a replica is being placed in front of the camera.
The eye is externally illuminated with visible light so there is no LED shining in through the lens.  Consequently, user acceptance is better than for a retinal scanner.
This system operates in the recognition mode, so entry for a PIN is not required.  


Iris Recognition

Iris features used for
template:

— Ridges
— Freckles
— Furrows

— Striations

 Annular sectors are digitized
using B&W video camera
image to create unique 256-
byte template
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This system uses a black and white video camera to image the iris structure of the eye.  The unique structure of an iris can be used to identify an individual.
The user aligns the eye with the camera in the center of the iris scan device, then waits for a scan to be completed and to be granted access.
The iris features that are typically used to build a template are ridges, freckles, furrows and striations that lie in annular rings around the iris. Typical template sizes are around 256 bytes.



=== |ris Recognition - Strengths

Extremely low false accept rate

Capable of operating in the recognition mode
as well as verification mode

No physical contact between individual and
device

Iris characteristic are very stable over lifetime

Transaction times are fast
— 4 to 15 seconds
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The false accept rate for iris biometric devices approach zero. Very few documented false accepts have occurred with this technology.  Data from a laboratory test of a prototype iris scanner indicated no Type 2 (false accept) errors occurred.
The structure of the iris is so unique that these devices can operate in the recognition mode (PIN not required).
A distinct advantage for this system is that the camera images the iris at a distance of about 10 inches, so no physical contact between the face and the scanner is required.  
Once a person has reached adulthood the structure of the iris remains the same.
Transaction times range form 4 or 5 seconds by practiced users and up to 15 seconds for those new to the system.
Iris scan devices offer high levels of security protection in an entry control subsystem.



e
== |ris Recognition - Weaknesses

= . Acquisition of the image requires moderate

training and attentiveness on part of the
person being screened

 Moderately high false reject rate
e Lighting in the area has to be controlled

e Some irises are so dark it is difficult to
capture sufficient details
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In order for a person to use an iris biometric device they have to stand still and be both at a proper distance from the camera and be properly aligned with the camera. The use of the iris biometric device requires some practice and the user has to pay attention to the task at hand in order to be successfully screened.
These devices have a relatively high false reject rate. This is probably due to the need for practice in the use of the device and is attributable to user error. With practice the false reject rate should decline. Another likely cause of errors is the lighting in the vicinity of the reader. Strong light reflections in eyeglasses or even on the eyeball can interfere with the capture of information about iris structure.  Some devices incorporated glare detection and compensation features to counteract problems.
Approximately 2% of the population cannot be enrolled due to blindness or other iris damage, people whose eyes are extremely dilated (no iris to work with) or very dark irises.  These individuals require another method of granting secure access.
Very dark coloration of the iris causes difficulty in the reader’s camera in gathering sufficient information on the structure of the iris. It is not that the iris structure is not present, but that the dark pigmentation can mask the details. 


e This method has appeal
because of its similarity to
the way humans identify
one another

* Most systems use
standard video cameras
for image capture

e One company attempted
to use facial thermograms



Presenter
Presentation Notes
Facial verification systems use distinguishing characteristics of the face to verify a person’s identity.  Most systems capture the image of the face using a video camera, although one system captures a thermal image using an infrared imager.
Since facial appearance is the way we most often recognize each other developing an electronic facial recognition biometric system seems to have a strong appeal. This combined with some other possible advantages make facial recognition the most well funded research area within the biometrics community. Most of these possible advantages have not been fully realized as yet but conceivably things like searching for a face in a crowd and use of the technique without the cooperation of the person being scanned are possible with further development.
For example, an algorithm may analyze the relative position, size, and/or shape of the eyes, nose, cheekbones, and jaw. These features are then used to search for other images with matching features.[2] Other algorithms normalize a gallery of face images and then compress the face data, only saving the data in the image that is useful for face detection.
A newly emerging trend, claimed to achieve improved accuracies, is three dimensional face recognition. This technique uses 3D sensors to capture information about the shape of a face. This information is then used to identify distinctive features on the surface of a face, such as the contour of the eye sockets, nose, and chin.[
While most approaches do not require special cameras one company attempted to use a thermal camera to gather more information than possible with a standard visible light camera. This approach met with only limited success. Temperature variations in the face due to factors like exterior temperatures and exercise interfered with consistent feature capture.


= Facial Features

* Developers choose features that are least
likely to change over time
— Upper ridges of the eye sockets
— Areas around the cheekbones
— Corners of the mouth
— Nose shape

— The position of major features relative to each
other
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The human face is subject to dynamic changes. Smiles, frowns, and other facial contortions cause problems in electronic facial recognition. For this reason the developers of facial recognition software focus on facial features that are least subject to change. The separation between the eyes and the spacing across the cheek bones are examples of facial features that are fairly constant despite facial contortions.



== Templates

e Templates can range in size
— 100 bytes to over 3000 bytes

* Numeric templates cannot be used to
recreate original images
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Distinguishing facial features are extracted from an image and compared with previously stored features (the template).  If the image and the template match within a specified tolerance, positive identity verification results.
The system measures the necessary facial features and creates a representation  called a feature vector.  During verification, the feature vector is compared with previous measurements (the template) obtained during enrollment.  If the feature vector and template match within an allowable tolerance, verification is successful.
Like most  other biometric systems the numeric template cannot be used to recreate a picture of the face it represents. 



= | hree-Dimensional Facial Recognition

 One of the greatest obstacles to facial
recognition is facial orientation

 Development of 3-D approaches include
dual camera and laser scanning
techniques
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For the 3-D facial recognition technology, developers have had to contend with a difficult problem – wide variations in the presentation of the face (head tilt and rotation, facial expression changes, etc.)
Most single camera facial recognition systems require the face to be directed at the camera.  Tilts of the head and facing somewhat away from the camera typically cause the facial comparison to fail. Some of the developmental approaches that are being explored include dual or multiple camera and scanning lasers to capture a full 3-D contour map of the face.  These approaches may someday reduce the need for direct face-on views of the individual.


== Facial Recognition - Strengths

* Does not require specialized hardware

 Can be used on a subject without the
subject’s cooperation

e Ability to enroll images from other sources

— Mug shots, video captures

 Can be operated covertly
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Except for approaches that require thermal cameras or scanning laser scanners, facial recognition systems usually only require one or more cameras, a computer with an image capture capability, and facial recognition software.  If a camera can be situated in a location where it can capture a direct facial view there is no need for the person being screened to cooperate with the process. 
This face taken into consideration, with the fact that almost any source for the image of a person’s face (e.g., driver’s license, photograph, etc.) can be entered into the database, make the facial recognition a highly desirable system in certain applications (e.g., potential to provide face-in-the-crowd identification, for identifying known or wanted criminals).
Most of the applications for biometric devices discussed in this module relate to granting entrance to authorized individuals.  Another entry control approach involves denying access to individuals who have been identified as persons who need to be excluded from an area.  In this application the vast majority of people in a population are allowed free access to an area and certain individuals that have been identified as needing to be banned from entering the area. Facial recognition may be applicable in this situation.  An example is entry points into mass transit needing to detect and prohibit entrance by known terrorists.
A similar application was at the 2001 Super Bowl.  The host city installed cameras at various entrances looking for faces of known pick-pockets.


=== Facial Recognition - Weaknesses

& «Environment affects matching accuracy

—Users must be facing the acquisition camera
straight on

—The user's face must be lit evenly

*Changes in physiological characteristics that
can adversely impact error rates
—Changes in hairstyle, makeup, or facial hair
—Wearing or removing eyeglasses
—Hats and scarves

74


Presenter
Presentation Notes
The environment where the facial recognition image capture can often impact the performance of the system. Of special importance is the lighting variations (day vs. night, location A vs. location B).  Uneven lighting can cause harsh shadows that can interfere with the template comparison. Backlighting can actually prevent the capture of necessary facial details.
In testing facial recognition performance has been adversely affected by changes in the physical appearance of the person being screened.  The presence or absence of glasses, facial hair changes, facial expression changes, and hair around the face (like bangs) have all caused increased error rates.  Hats and scarves can also be a problem.
Performance of currently available face systems has not yet approached that of more mature biometric technologies, but face technology does have the appeal of non-contact application and the potential to provide in-the-crowd identification.  
Question where could this be a useful application?
Casinos
Shopping malls
Large sporting events
Fairs, concerts 
Other places where large crowds can gather


&% Facial Recognition — Weaknesses (cont’d

e Potential privacy abuse due to
non-cooperative enrollment and
identification
— Certain facial-scan deployments have met

with public objections

e |n particular, the one aimed to catch criminals
at the 2001 Super Bowl
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There has been a public debate about privacy concerns surrounding the use of facial recognition systems.  The attempt to employ facial recognition looking for known criminals at the 2001 Super Bowl caused public outcry and some threatened legal action.  The faces of known criminals were enrolled from photographs and mug shots.  The public in this instance should not have been concerned since no criminals were apprehended during this search. Probably the reason behind the public concern is not the current state of facial recognition software, but likely future improvements represent a bigger perceived threat.  Many consider the current use of facial recognition a “slippery-slope” in the decline in personal privacy. 



#88 Other Biometrics Technologies

Voice

e Handwriting

* Finger geometry

e Keystroke (typing patterns)
e Ear shape

e Gait (walking patterns)

* Fingernail bed

 Body odor

* Etc.
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Voice is a useful attribute for identity verification and is appropriate for automatic data processing.  Speech measurements useful for speaker discrimination include waveform envelope, voice pitch period, relative amplitude spectrum, and resonant frequencies of the vocal tract.
Signature verification has been used for many years by the banking industry, although signatures are easily forged.  Automatic handwriting verification systems have been developed that used handwriting dynamics, such as displacement, velocity, and acceleration.  Statistical evaluation of these data indicates that an individual’s signature is unique and reasonably consistent form one signature to the next.
The functional concept of the finger geometry device is similar to the hand geometry system.  This two-finger geometry system measures finger lengths and widths of the index/middle finger pair.
Keystroke technology (typing patterns) has been developed and marketed for secure computer log-on.  Other verifier techniques based on such things as ear shape, gait (walking patterns, fingernail bed, and body odor have been studied, but little development has been attempted.
Because each biometric technology has some limits in terms of inability to enroll certain people, procedures dealing with this event must be developed (e.g., heavily damaged skin (scars) can case problems with fingerprint devices).  Additional technology or guard force intervention may be required to address this problem.


=2 Environmental Factors

 Environmental factors impacting
biometric acquisition
— Lighting
e Artificial and natural
— Dust and debris
— Background noise

— Electromagnetic noise
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In general there are many factors that can impact the biometric feature capture.
In the environment one of the most frequent problems encountered is lighting. Many of the biometric techniques use optical capture methods. Hand geometry, optical fingerprint, iris, and facial all rely on cameras to capture the features. These cameras are typically solid state (silicon based) imaging sensors that have a narrow dynamic range. This means that these imagers cannot “see” into brightly lit areas and dark areas at the same time. For biometric devices dependent on specific lighting conditions, well controlled lighting is essential to successful operation. 
Dust and debris on platens can interfere with fingerprint and hand geometry. 
Background noise can interfere with voice recognition.  Strong electromagnetic noise threatens the operation of all biometric systems.



Personnel Characteristic Factors

e Personnel characteristic factors impacting
biometric acquisition
— Fingerprint

e Cold, very dry, oily, cuts, scars

— Face
e Hair, glasses, lighting, clothing, camera, presentation

— Hand

e Jewelry, bandages, weight change
— Eye

e Glasses, head movement, injuries, surgery
— Voice

e Speaker volume, illness, repeatability
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Personnel characteristics that can interfere with biometric verification systems include excessively dry or oily fingertips impacting fingerprint readers. 
Authorized users may occasionally suffer injuries such as broken fingers or hands, eye injuries or surgery, or other medial conditions, which may temporarily affect their ability use a biometric device.  
Facial hair, hair styles, eyeglasses and other things that can change physical appearance of the human face can interferes with facial recognition. 
Wearing rings or bandages on fingers and hands can interfere with hand geometry. 
While eyeglasses and contacts do not prevent the use of iris verification they can impact error rates. 
Bad colds and other illnesses can interfere with voice recognition systems. Also a person changing the volume of their speech can interfere with voice recognition.
Some signature and some speech systems have problems handling certain people because their results are not repeatable.


== Biometric Evaluation

Ease of integration

— A factor of how many different systems support a
specific technology

— If the biometric has a flexible interface
e Performance

— Expressed as error rates associated with the specific
technology

* Cost
— Initial purchase, installation, and maintenance

e Availability
— Available stock and expected life of company
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There are a number of factors that have to be considered when selecting a biometric system for installation in a security system.  The ease of integration is an often difficult problem to overcome.  Often biometric identity verification device developers think of their product as the entry control system.  On the other hand, security system designers regard the biometric device as a component of the system.  Frequently the biometric device has no means of interfacing with an entry control system.  The device is designed to hold its own database and has a relay to unlock a door rather than have an interface where the database is held by the entry control system and only passed to the biometric device as needed.  System designers also want to control the release of the door rather than allow one of its components to perform this function. Often with out this interface the biometrics has to have its own communications infrastructure.
Performance is one of the main factors to consider.  For high value or high consequence targets an equal error rate of 2.5% or lower is required.
Cost is always a big concern.  The initial purchase cost is of course important, but the evaluator also has to consider the long term costs of  maintenance and testing, and the cost of installation and integration.
Availability:  If the device will be used over a long time period then the stability of the company is of concern.  The facility must take into consideration whether the replacement units and parts, as well as factory support, will continue to be available. 


== Biometric Evaluation (cont’d)

& Usability

— User acceptance and difficulty of use
 Throughput

— Number of transactions per unit of time

e Security

— Susceptibility to defeat, both by imposter and
physical attack

e Reliability

— Mean time between failure
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For a successful implementation of biometrics as part of a security system the devices have to be easy to use and be acceptable to the population that will have to use them. Some people will likely resent the use of a biometric device for privacy or health concerns and there have even been situations where people have refused to use biometric devices for religious concerns.
Throughput is another high impact factor. For a small population taking up to 30 seconds to verify the individual may not be a problem, but for a large facility with thousands of persons requiring access, especially during peak periods,  the manpower costs can be of concern. Throughput will also be a determining factor in how many devices will be required to get people into a facility in a timely fashion.  Many devices allow for parallel processing of individuals into a facility.
The security of a device is also of concern. Easily defeated devices whether by imposter attack or simple physical attack are not suitable for high security applications.
The reliability of a device will have an impact on operating costs. Frequent repairs lead to higher operating costs. Also when devices are not operational personnel may have to go to other portals to enter the facility causing delays and annoying the personnel.


=== Benefits of Biometrics

* Benefits of biometrics used in conjunction
with traditional authentication methods

* |ncreased security

— Traditional authentication methods can be stolen,
guessed, or duplicated

— Biometrics cannot be guessed and are difficult to
capture or duplicate

 Development of biometric devices using very
unique personnel characteristics may result in
a device where PINs and credentials are not
needed
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Biometrics when used with PINs and credentials can provide a greater degree of security than traditional authentication methods when used alone.  
Passwords and PINs are easily compromised when not properly protected. Tokens and credentials can be lost, stolen, or counterfeited. Biometric features can be very difficult to capture and even if captured they can be difficult to duplicate. 
As development of biometric identity verifiers continues to result in devices with better processing based on more unique features the reliance on traditional methods of identity verification may decrease. Examples of human characteristics that are more unique include the complex structure of the human eye. More complexity of the structure of a human feature results in more uniqueness to the individual. 
Despite the complexity of a given characteristic there is still some chance for another individual to pass for another. Even DNA is not completely unique, identical twins share DNA. The ultimate identity verification system of the future may be a suite of biometric measurements that requires matches for several characteristics.



Combinations of Identity Verification
=& Factors

By combining all
three factors used
for identity,
verification security
can be increased
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Clearly the adversary's task is greatly increased if all three factors can be combined into a single system. Capturing a single factor (especially credential or PIN) is not difficult. Capturing two is more difficult. Defeating a system that has combined all three is very difficult (e.g., PIN + coded badge + hand geometry).


Environment:

Lighting—both artificial
and natural

Dust and debris
Background noise

Electromagnetic noise

Personnel characteristic:

* Fingerprint: co
cuts

* Face: hair, glasses, light,

Factors Impacting Biometric Capture

|d, dry, oily,

clothing, camera,

presentation

* Hand: jewelry,
weight change

bandages,

* Eye: glasses, head

movement,

* Voice: speaker volume,

illness
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Slide Purpose: Discuss the factors that can impact biometric verification.
Instructor Notes:
In general there are many factors that can impact the biometric feature capture. In the environment one of the most frequent problems encountered is lighting. Many of the biometric techniques use optical capture methods. Hand geometry, optical fingerprint, iris, and facial techniques all rely on cameras to capture the features. These cameras are typically solid state (silicon based) imaging sensors that have a narrow dynamic range. This means that these imagers cannot “see” into brightly lit areas and dark areas at the same time. For these devices, well controlled lighting is essential to successful operation. Dust and debris on platens can interfere with fingerprint and hand geometry. Background noise can interfere with voice recognition. Strong electromagnetic noise threatens the operation of all biometric systems.
Personnel characteristics that can interfere with biometric verification systems include excessively dry or oily fingertips impacting fingerprint readers. Facial hair, hair styles, eyeglasses and other things that can change physical appearance of the human face can interferes with facial recognition. Wearing rings or bandages on fingers and hands can interfere with hand geometry. While eyeglasses and contacts do not prevent the use of iris verification, they can impact error rates. Bad colds and other illnesses can interfere with voice recognition systems. Also a person changing the volume of their speech can interfere with voice recognition. 




Levels of Entry Control

Verification Examples

1 One type Credential OR PIN OR Biometric
2 Two Types Credential AND PIN
OR
Credential AND Biometric
OR

Biometric AND PIN

3 Three Types Credential AND PIN AND Biometric
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Features of Biometric Systems

427 « Ease of Integration

— A factor of how many different systems support a
specific technology and if the biometric has an flexible
system interface

e Verification times

— 2 to 20 seconds
 Enrollment

— 1% to 3% of population is incompatible

— 30 seconds to 10 minutes required to enroll
e Cost

— $1,000 to $5,000 per terminal
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Slide Purpose: Go over factors to consider when selecting a biometric system.
Instructor Notes:
There are a number of factors that have to be considered when selecting a biometric system for installation in a security system. The ease of integration is often a difficult problem to overcome. Often biometric identity verification device developers think of their product as the entry control system. On the other hand, security system designers regard the biometric device as a component of the system. Frequently, the biometric device has no means of interfacing with an entry control system. The device is designed to hold its own database and has a relay to unlock a door rather than have an interface where the database is held by the entry control system and only passed to the biometric device as needed. System designers also want to control the release of the door rather than allow one of its components perform this function. Often without this interface the biometric system has to have its own communications infrastructure.
Cost is always a big concern. Purchase cost is of course important but the evaluator also has to consider the long term costs like maintenance and the cost of installation and integration.
If the device will be used over a long time period, then the stability of the company is of concern. Will replacement units and parts as well as factory support continue to be available.?



Personnel Entry Control Errors

427 « Performance - Expressed as error rates associated
with the specific technology

— False rejection
e Authorized persons are not allowed to enter

* A small number may be an acceptable trade-off for high
security situation

e Easy to quantify
— False acceptance

* Unauthorized persons are allowed to enter

e A small number may be an acceptable trade-off for low
security situation

e Difficult to quantify
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Slide Purpose: Discuss personnel entry control errors.
Instructor Notes:
A false rejection is where an  authorized individual is refused access because the system incorrectly fails to verify identity. This type of error is the classical Type I (1) error. The false rejection rate is the ratio of this error occurring per a number of attempts. This ratio is usually expressed as a percentage. A second possible error is when the system incorrectly accepts an unauthorized individual identity as the identity of someone who is authorized. For instance an adversary gains possession of an authorized person’s PIN (or just guesses a PIN) and enters that PIN into a hand geometry reader and then presents their own hand to the device. If the hand geometry incorrectly verifies  the adversary as an authorized person, this is a false accept. This is the classical Type II (2) error. The false accept rate is calculated as a number of false accepts per number of attempts, typically expressed as a percentage.
In an operational system, it is fairly easy to characterize the false reject rate since people will usually tell system operators when this error occurs. The false accept is not easy to characterize because adversaries will not report when they defeat the system. False accept rates are usually determined in laboratory settings by intentionally attempting to defeat the system in controlled experiments.
Performance is one of the main factors to consider. For high value or high consequence targets an “equal error rate” (defined in next slide) of 2.5% or lower is required.



Features of a Good Entry Control

#%" « Integration with boundary
— Cannot be bypassed
— Block individuals until access authorization verified
— Interfaces with the alarm system
e |ntegration with the guards/response force
— Protects guard
— Area is under surveillance
e Personnel integrate with system
— Easy to use for entry and exit
— Accommodates peak throughput (loads)
— Accommodates special cases
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Slide Purpose: Discuss features for a good entry control system.
Instructor Notes:
There are some general good features of an entry control system. 
Protecting the guard at the entry portal is important. If the adversary tactic is to overpower the guard and simply move through the door, then he will be successful if the guard is not in a protected position.  In addition the entry portal should be under surveillance by the central alarm station at all times so that if an adversary attempts to force entry, the response force can be called.
There are always some people who cannot use an entry control system and therefore a PPS must have a secondary inspection station to accommodate these people.
Secondary inspection must be provided for people who cannot pass through the first time (this is actually assessment of a nuisance alarm).
It is desired that all entry control portals use video cameras to provide assessment and surveillance by the central monitoring station.



] e Manual and electronic security %

systems use turnstiles, doors, —=
locks, safes to control access to %
areas or information

e Electronic locks are usually used t
interface physical barriers with
electronic entry control systems

e Tags and seals (tamper indicating
devices) are used to prevent |
undetected access to areas and u
containers '

e o B e
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Electronic entry control systems have to have an electrically releasable barrier to control entries. Turnstiles are often used in fence lines and sometimes inside buildings to bar entrance until an identity check has been successfully passed. Doors can be used in conjunction with electronic locks and electric strikes to release the door when the check has been passed. Doors also need to be equipped with detection sensors to detect unauthorized opening and when the door is held open for unauthorized periods of time.
Tags and seals (tamper indicating devices) can be used on rooms and containers that are secured and are not subject to frequent opening. This approach is a means for detecting unauthorized access. The detection is made when an inspection of the tag or seal indicates the seal has been violated. This technique is only useful when immediate detection of unauthorized access is not needed.


Integration with Other Aspects of
A2k Security

e Entry control and contraband detection is
often interfaced with the physical barriers
(delay features) to automatically grant or
deny access to a security area

 Another area of close integration is between
entry control and the alarm communications
and display system

— Entry control systems are often used to place
security areas in access

— Entry control systems are used to mask alarms
during authorized entries
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As just mentioned the electronic entry control and contraband detection system is often used to automatically release a physical barrier like a turnstile or door. This can also be done with vehicle gates and vehicle barriers like barrier arms and pop-up barriers.
Electronic entry control systems are used to place a group of intrusion detection sensors (like those used to detect unauthorized entrance into a room or work area) into access. Access means that the sensors are still active but the signal from the alarm relay is ignored by the alarm communications and display system. Alarms are also temporarily masked (ignored) to allow a person to pass through a door equipped with a sensor to detect opening. The masking usually only lasts for sufficient time to allow a normal entrance with some small grace period. Typical masking times range from five seconds to as much as 30 seconds.


Subgroup 11
Entry Control Systems

Session Objectives

After the session, the participants will be able to do the following:

1.

Select generic equipment for an effective entry control system to verify
credentials.

Determine appropriate False accept and False reject error rates of positive
personnel identification equipment depending on application.

Recommend environmental protection mechanisms for positive personnel
identification devices.

Analyze a portal design and procedures.




Exercise 1 - Selection of Badge Equipment

Using the information from the lecture and slides, choose badge equipment that
satisfies the requirements below.

Requirements:1) The reader must be able to be used outside in all weather.

2) The card must have a high resistance to counterfeiting, and
ease of use is important.

Selected Equipment:

Reasons:




Exercise 2 - Selection of Personnel Identification Equipment

Entry Control Systems

Using the data in Table S-1, choose personnel identification equipment that satisfies the
requirements below.

Requirements: 1)

Selected Equipment:

The personnel identification equipment must be very user
friendly.

2) The equipment must have a user throughput rate of at least 6
persons per minute.

The equipment will be used at an exterior fence

gate.

Reasons:

What kind of environmental protection will be required?

Table S-1. Personnel Identification Equipment

Verification

Technolo Time False Reject | False Accept User Adverse
9y Rate (FRR) Rate (FAR) Acceptability | Conditions
(seconds)
Iris pattern 10** medium very low high reflections
(e.g.,
glasses)
Face 4* medium medium high ambient light
changes
Hand 4* low low high direct
geometry sunlight on
platen,
dust/dirt
Fingerprint 4* medium very low medium dust/dirt, dry
fingers
Voice 10* medium medium high high noise

* Includes time to enter a PIN or read a card.
** Recognition time (no PIN entered or card read).




Exercise 3 — Threshold Setting of Personnel Identification Equipment

Some positive personnel identification devices have the built-in option to change the
balance of acceptance and false rejection; which is often called the threshold setting.
This setting changes the acceptance precision of the device.

Consider the following applications for a biometric device with a 5% “Equal Error Rate
Point”. For the following situations determine what would be the best setting and the
resultant False Accept and False Reject Errors.

Error Rates

100%
90%
80%
70%

60% \\ S
50% \ ’
40% A
30% \\ —5

20% ,’o=

> = el =

O% I-----'-----

Error Rate Percent

Low Acceptance Precision High

e 3lse Accept = = o [-3|se Reject

Figure 9S-1. False Accept and False Reject Error Rates

Situation 1 — Entry into a very secure plutonium vault.
False reject

False accept

Reasoning




Entry Control Systems

Situation 2 — At the main gate of a very large reactor complex.
False reject

False accept

Reasoning

Situation 3 — At a PPS control console which allows putting detection equipment
into access or secure mode.

False reject

False accept

Reasoning

Situation 4 — Entry into a warehouse which stores the spare PPS equipment.
False reject

False accept

Reasoning

Situation 5 — Entry into the accounting Paymaster’s office
False reject

False accept

Reasoning

Situation 6 — Entry into the Reactor Control Room.
False reject

False accept

Reasoning




Exercise 4 — Environmental Protection for Entry Control Equipment

Indicate the kind of environmental protection you would recommend to counteract the
“adverse conditions” indicated on the following table.

Adverse . .
Technology Conditions Environmental Protection

Iris pattern Reflection (e.g.,

glasses)
Face Ambient light

changes
Hand geometry Direct sunlight on

platen, dust/dirt
Fingerprint Dust/dirt, dry

fingers
Voice High noise




Entry Control Systems

Exercise 5 — Personnel and Vehicle Portal
The diagram below shows a hypothetical vehicle and personnel portal permitting access
to the PTR protected area. Some strengths of the vehicle control system are:

* Vehicle driver is separated from vehicle during vehicle search.

* Vehicle driver must go through personnel portal.

The procedures governing entry and exit from the P5 Personnel and Vehicle Portals are
given in the hypothetical data book, section 7. Use this information to evaluate this
entry control system, and write down any improvements that could be made to upgrade
the system.

Balance magnetic Switch
High Security Padlock
Electromagnetic Lock

Badge Swipe Reader

3. Door magnetic lock
opened by P5

1. Badge swipe
opens door

2. Picture badge
checked by P5




Improvements

1.
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Application Considerations

Discuss the following application considerations:

1)

2)

3)

4)

5)

6)

7)

Controlled, free space should be provided for entering personnel.

A “back out” route should be provided for unsuccessful users.

Enrollment information should be kept under security control.

Security personnel should be able to observe entry control equipment (e.g.,
personnel or via CCTV).

Special requirements (e.qg., fire lanes, break-out doors, etc.) should be considered
when designing entry control system.

Alternate entry control procedures should be provided for people with special needs,
such as the handicapped.

Measures should be taken to compensate for unreliability (e.g., power failures and
equipment breakdowns), usually with parallel components.

8) In what situations would a protective force (guard) be used for entry control? What

impact could this have on the physical protection system, the cost, etc.?

9) Why might the design be for portal doors that interlock so that only one door can be

opened at one time?

10) What would be the combined False rejection error if we consider that entry depends

on something you have, something you know, and something about you?

a) Something you have — picture badge (guard verified)

b) Something you know — 4 digit PIN

c) Something about you — Hand geometry set to a 10% False rejection error rate

11) Why should portal doors, walls, and the roof provide the same delay as the

perimeter or building walls in which they are installed?




Introduction to
Contraband
Detection



Presenter
Presentation Notes
This module introduces contraband detection. When contraband items are part of a facility’s threat definition, all personnel, materials, and vehicles should be subject to examination for these items before entry is allowed. This can be performed in a 100% basis or a randomized sample process. Subsequent modules will provide details of the general topics introduced in this module.
In general, the instructor can present the information contained in each slide. The speaker notes will address areas of emphasis and any specific points that should be made. The assumption is that the instructor understands enough about the specific details on the slides that the speaker notes only supplement this information and provide a means for tying all the information together. 




Learning Objectives

— After completing this module, you should be able to:

 Define contraband
e State the purpose of contraband detection

e List the contraband objects and materials that are
most often banned from security areas

e |ntroduce the concepts and techniques of
contraband detection

* Discuss the tools used to detect common
contraband objects and materials
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Presentation Notes
Contraband is defined differently at different locations and is often determined by the defined threat.
Some contraband is fairly common to many locations (guns and explosives are good examples).
This module will introduce the tools most commonly used in contraband detection systems and will be discussed in detail in later modules.


Contraband Detection

 Contraband detection
systems seek to detect
contraband by a variety of
means in order to deny
their introduction into a
security area
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Presentation Notes
Nearly anything that can be used by an adversary to perform a malicious act can be considered to be contraband (common items: guns, knives, explosives, hand and power tools, etc.). Sometimes materials that are simply detrimental to production or safety, such as drugs and alcohol, are considered contraband. Not all contraband is readily detectable by technology. Manual search is still considered a valuable tool for detection of contraband. 


I Contraband Defined

2=V Contraband: any object or material that is prohibited
In a security area

 Contraband is also any device or material that can be
used by an adversary to gain an advantage in an
attempt to commit an act detrimental to a facility
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The Purpose of Contraband Detection

=Y ¢ The primary purpose of contraband detection
is to detect the presence of contraband
objects and materials for the purpose of
preventing their entrance into a security area

 Contraband detection systems seek to detect
contraband by a variety of means
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Presentation Notes
Contraband detection can be performed by manual search but often it is highly desirable to use technology in performing the search. Technology can speed the process. When screening large numbers of persons in a short period of time manual searches may not be feasible. Airport screening is a clear example of this. Just think of the long lines that would develop if everyone had to have their packages opened and manually searched and everyone had to undergo a pat-down. Also technology can provide a higher confidence in the result. Technology can often uncover the true nature of contraband materials that have been disguised to look like benign materials.
Today technical tools can be used for contraband detection.
Sometimes contraband is an object that because of its function constitutes a threat if introduced into a security area.


Allow entry of
e Authorized material

Purposes of Contraband Detection Systems

Prevent entry of
e \Weapons
e Explosives
e Other contraband

Allow exit of
e Authorized material

Contraband: An item that is prohibited in an area.

Prevent unauthorized exit (theft) of
e Special nuclear material




! Contraband Objects

W

¥ « Contraband objects can

include:

Guns

Bombs

Tools

Recording devices
Cell phones
Cameras

Other ?
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Guns and other weapons are an obvious class of contraband items. For the protection of sensitive information - cell phones, cameras, and recording devices are often considered contraband. Tools that can be used by an adversary can also be considered contraband.
When the threat is the theft of confidential information, even items like cell phones and cameras and other recording devices are considered to be contraband. The bottom line is that any item that can be used by an adversary to commit a detrimental act can be defined as contraband.
Often the contraband is a material that because of its nature is an inherent threat when introduced into a security area.
To generate discussion, the instructor can ask if the participants can think of any other objects not listed that can be considered contraband (e.g., water bottles or other containers at rock concerts).



Contraband Materials

 Materials that can be contraband,
Include:

* Explosives

* Drugs

* Nuclear materials

e Others may include: ~
» Toxins

* Bio-agents
* Other dangerous materials
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Sometimes materials that are not part of an item can be contraband. Explosives may not be built into a bomb at the time of introduction to the secure area but still need to be excluded from that area. Radioactive material may need to be detected to prevent introduction of materials that can be used for radiological sabotage. In the case of security systems used to protect nuclear materials the removal of radioactive materials needs to be detected.
Drugs are not often used by adversaries but are often considered contraband due to their impact on productivity and safety.
Biological materials (pathogens) used to make the personnel sick (or even kill them) can either be used to create a situation that an adversary can use to his advantage or may be the actual threat act. Sometimes the people who work at a facility, especially those people who have hard to replace skills, may be the most valuable asset the security system protects.
The same can be said of toxins. The use of toxins may be to hinder or kill key personnel. Since toxins typically act much faster than biological materials their use to weaken or destroy the response force is more likely than the use of pathogens which may take days or weeks to be fully effective.


Manual search is a viable detection technique
for low throughput situations

Using electronic detection tools for machine
assisted screening can greatly speed up the
screening process

— To some extent remains a manual Process

Fully automated detection is practical in some
applications and for certain types of
contraband

— Nuisance alarm rates remain relatively high
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Presentation Notes
People, vehicles, and packages may be searched for contraband manually or by active interrogation.  As stated before, a fully manual search may not be practical for large throughput applications (e.g., airports and subway stations). 
Many contraband detection electronic devices and screening tools may require an operator to be present. Good examples of this are metal detectors and X-ray package search technologies. For metal detectors the operators are needed to control the screening process and to resolve alarms. For package search systems the operator is needed to examine an image for human identification of the threat items. An example is the X-ray machine operator looking for gun shapes in the image of packages being carried into a secure area. Attempts to make shape recognition automatic using image processing has not resulted in a system that combines adequate probability of detection and acceptable false alarm rates.
One area where the automated detection of contraband has proven effective is the search for explosives in checked packages at airports. This is true despite a higher than desired nuisance alarm rate.


Contraband Detection Devices

e Devices and tools used to detect
contraband include:

e Metal detectors

e Explosives detectors
e X-ray imagers

e Canine
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Metal detectors are frequently used to detect guns and other metallic weapons or tools. X-ray imaging systems are used to detect the presence of contraband inside packages. Dogs and other animals can be trained to detect a variety of materials. Dogs are particularly useful for detecting natural organic materials like drugs or foods but are also useful for the detection of non-natural organic materials like explosives.
Explosives and drugs can be detected using either bulk or trace techniques. Bulk techniques attempt to identify macroscopic quantities of materials (ounces to pounds) while trace techniques look for microscopic quantities of materials like particles, vapors, or surface contamination. Trace detection sometimes presents a problem to the operator of security systems. The detection of trace amounts of contraband without the presence of threat quantities is not always grounds for denying access to an individual. However, to date only trace detection has the ability to identify the material detected. Bulk techniques have only been able to indicate the presence of materials that may be a contraband material. Animal olfaction is a trace technique.


=== Manual Search
13

ST Manual search may be highly
effective

— Typically takes too long for very high
throughput

o Effectiveness depends heavily on
— Good procedures
— Application of the procedures
 Materials may not always be

recognized due to form and
camouflage

* More subject to human error
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There are several factors that contribute to manual search. The first factor is the procedures. Effective manual search requires well written and thorough procedures. These procedures have to be carefully and consistently followed by personnel. Shortcuts and poorly designed procedures are the most common causes for inadequate manual search. The practitioners of manual searches need to be trained and the initial training has to be reinforced with periodic retraining. Care must be taken not to overtax the screener with overloading him/her with high throughput situations and distraction with other duties. The screeners also require frequent rotation so they can remain focused and not suffer from boredom.
A frequent deviation from procedures that has been observed is when an obvious source of an alarm is located the search is stopped. Consider the use of a pat-down search being used to resolve the source of alarm in a portal metal detector. Upon discovering a large belt buckle as a probable cause of the portal alarm the screener stops the manual search believing the only source of the portal alarm has been located. The proper procedure is to continue to screen the individual until all the body has been searched for other possible sources of the alarm.
Materials and devices can be disguised to resemble benign materials and objects. Technology can often uncover the true nature of the material or device. A bottle of incendiary liquid could be disguised as a bottle of common liquid. There are technologies that can examine density or other properties of the contents to distinguish between threat materials and benign materials. There have been small guns that have been disguised as cell phones. Only an X-ray image can quickly reveal the internal workings of this device.


Examples include airport
passenger screening with X-ray
and hand-held metal detectors

Detection of contraband
dependent on human
interpretation of machine output

Carry-on bag screening by X-ray
machine does not typically involve
automated detection

Still subject to human error

12
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With a machine assisted screening system the output is an image that represents the contents of a package. The job of the operator is to examine the image and determine if there is contraband present, not present, or undetermined. In the case of “undetermined” the package is typically opened and subjected to a manual search. 
Because the determination of whether or not a threat is present is made by a human looking at an image (that sometimes is quite cluttered) there is still room for human error. Boredom, tiredness, and willingness to take short-cuts can lead to incomplete or inadequate screening. 


Automated Detection

Some systems are fully automated

e Good examples are portal metal
detectors, trace explosives detectors,
and some bulk explosives detectors

e Relatively high nuisance alarm rate
means secondary screening is
frequent

e Secondary screening is often manual
or a different machine assisted and
therefore still subject to human error

13


Presenter
Presentation Notes
There are several automated systems that do not require a human to interpret the output of the system to detect contraband. Portal metal detectors are one of the most visible of these systems to the traveling public. Portal metal detectors are in every large airport in the United States and most of the world.  Another type of portal that is starting to be seen in airports is the chemical analysis portal, and in the current climate of terrorism their use will continue to rise. Chemical analysis portals in current use are mostly used for the detection of explosives. It is likely that their use will continue to increase until they are as prevalent as metal detectors. 
Alarms by these systems do not always mean that a threat is present. Metal detectors can alarm on innocuous items like belt buckles, and portal explosives detectors can alarm on trace quantities of materials like nitrogen based  fertilizer.  Following an alarm there still needs to be some resolution of the alarm. Follow-up searches using manual or machine assisted search is needed to reveal the source of the alarm or clearly determine that no threat is present. For instance a hand-held metal detector can be used to locate metallic items on the body to locate possible causes for the portal alarm. Likewise surface swipe sampling using a bench-top explosives detector (this type of detector will be discussed in detail in a later module) to locate likely sources of alarms generated in the explosives detection portal. This follow-up screening is subject to the same human errors as previously discussed.


Contraband Detection Tools - Metal

= . Many tools available to help
perform the contraband = =
detection function
* Most common means of
detecting metallic items on

persons is the portal metal
detector

* Detecting metallic items
inside packages is typically
performed using an X-ray
package search imager
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The most common contraband detection tool used for detecting metallic items on persons is the portal metal detector. This is a very mature technology and its capabilities are well understood. Improvements continue in the area of signal processing and other technological advancements that are reducing the frequency of alarms on innocuous items.
The most useful tool for the detection of metallic items like guns and knives in packages is the X-ray scanner. This system still falls in the machine assistance category since attempts to make shape recognition machine automated have failed to provide an acceptable probability of detection without excessive nuisance alarms.


Magnetometers

=5« Magnetometers are passive devices

— Measures the earth’s static magnetic field

e Used because ferromagnetic materials in
weapons disturb the earth’s magnetic field

e Term is used incorrectly to refer to metal

detectors
— Differs from modern active metal detectors
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One often  hears someone speaking on the news discussing security at airports or other security areas and that person talks about the magnetometers installed there. More than likely that person is incorrectly calling metal detectors magnetometers. 
Magnetometers are a very specific passive device that monitors the earth’s magnetic field and looks for disturbances in that field. The only materials that have a profound local influence in the ambient magnetic field is ferromagnetic materials. Ferromagnetic materials are those materials that are attracted to a magnet. The materials that exhibit ferromagnetism are iron and nickel and certain alloys of those elements. Materials such as copper, aluminum, and zinc are not detected by magnetometers. 
The reason that magnetometers have been used for contraband detection is that most guns manufactured today are composed of steel, an alloy of iron. Because most (but not all) guns are made of ferromagnetic materials they can be detected using a magnetometer. 
Currently there is only one commercially available magnetometer and it is not in wide usage.  It is nearly always a safe assumption that when someone speaks of magnetometers for contraband detection they are actually speaking of metal detectors.


2 & Metal Detectors

e Metal detectors are active interrogation
devices used to search for:

— Metal
 Ferromagnetic and non-ferromagnetic

— Any conductive materials
e Metal detectors fall into two areas

— Continuous wave
— Pulse

16
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Metal detectors are active devices that rather than monitor the earth’s ambient magnetic field generate a magnetic field used to search for metal.  Metal detectors rely on the principle of magnetic induction (Faraday’s Law will be discussed later) to detect metal or other conductive material. Because they use magnetic induction of current in conductive materials (materials in which an electrical current will flow), metal detectors can detect materials that are not ferromagnetic in nature. 
Metals such as copper, zinc, gold, and silver are examples of nonferromagnetic metals that are detectable using active metal detectors. In fact non-metallic materials that are conductive can be detected by metal detectors. For instance a strongly conducting solution like saline solution or many acids can cause response in a metal detector. Conversely materials that are magnetic but are not conductive will not produce a response in a metal detector. A common misconception often heard in airports is that credit cards can cause false alarms in a metal detector. The magnetic strip on credit cards is magnetic (can store magnetically coded information) but will not conduct electrical current and therefore will not cause an alarm in a metal detector. In fact magnetic stripes will not even perturb a metal detector’s response signal even in the slightest.
Modern active metal detectors are divided into two common technologies -  continuous wave and pulse. The operation principles will be discussed in detail later in the module. The first step in understanding metal detection is to understand Faraday’s Law.


TIME FOR A BREAK

n .Q‘



Faraday’s / Lenz’s Law

-

e Faraday’s law states that a magnetic field
changing with respect to changing time, will
produce a voltage

 Lenz improved this by adding the negative sign
to relate the direction of induced currents
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This rather complicated looking equation can be easily understood. In simple language it simply states that a changing magnetic field (changes in magnitude over time) induces a voltage. The symbol e represents the voltage in the form of an electric field. The partial derivative on the right side of the equation represents the rate of change in the magnetic field over time. This means that the greater the time rate of change in the magnetic field the greater the voltage. There are two ways that the time rate of change of the magnetic field can be made to be large. First the maximum field strength can be made large (i.e., make the numerator big) or make the time it takes the field to change to be short (make the denominator small). For example a 10 gauss field (a unit of magnetic field strength) that changes to zero in ten seconds (10/10=1) will induce the same voltage as a 1 gauss field changing to zero in one second (1/1=1). For safety concerns it is desirable to keep the maximum magnitude of the magnetic field low so in order to increase sensitivity of a metal detector manufacturers usually reduce the time it takes for the magnetic field to change. The next two slides illustrate some ways characteristics of metallic objects can impact the magnitude of the induced voltage within their volumes and therefore impact the metal detectors response.
As we shall see metal detectors cannot detect voltages so a few more concepts have to be introduced. These concepts include induced currents and the resulting opposing magnetic field.


Orientation

1-5

 The orientation of an object determines
the maximum amount of magnetic flux

striking the object ‘
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A piece of metal with the illustrated shape can be oriented in a time varying field in many ways. The two ways shown represent the two extremes. When the narrow edge of the object is presented to the field (left figure) much of the field does not strike the object and therefore cannot contribute to the induced voltage within the volume of the object. 
In the second orientation shown (right figure) the object intercepts the maximum field possible for this object. To illustrate the effect consider the situation where the field changes from a maximum to a minimum in one second (this time is used to simplify the math, normally metal detectors operate over much shorter times). In our example for the orientation on the left, half of the magnetic lines of flux that strike the object in the orientation on the right simply miss the object.  So the voltage induced within the object in the left orientation (3/1) will be half of the voltage induced when it is in the orientation on the right (6/1). The effect will be that the object will be much easier to detect in the orientation on the right.


 Ferromagnetic materials distort the ambient
magnetic field increasing the maximum

magnetic flux striking the object

.al
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Ferromagnetic properties can also impact the magnitude of the voltage induced in the volume of the object. Ferromagnetic materials distort the magnetic field in such a way as to concentrate the magnetic field within the object. 
If we take two object of the same shape and orientation and same conductivity (the reason for this parameter will be explained later) but one is ferromagnetic and one is not and place them in the same metal detector the one that is ferromagnetic will be easier to detect (in general we shall also see later that metal detectors can be programmed to respond to specific types of metal).


e Ohm’s law states that a voltage in a
conductive medium will produce a current

e More commonly seen as /= V/R
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Metal detectors do not detect voltages. So in order to understand how metal detectors detect metal we have to introduce more concepts. The first of these concepts is Ohm’s Law. The common version of the equation (I = V/R) means that a voltage in a conductive medium will result in a current. The current is  proportional to the voltage divided by the resistance of the medium. The higher the voltage the larger the current (numerator large) and the lower the resistance the larger the current (denominator small). The equation is rewritten in the forms seen at the top of the slide to relate the concept to current produced in an object made of conductive material. The symbol e is the same one used in Faraday’s Law and represents the induced voltage. The symbol r is the resistivity of the material. The L is the length of a conductive path around the perimeter of the object. The resistance is then the resistivity multiplied by the length of the path. Often we speak of the conductivity of the material rather than the resistivity of the material so the expression on the extreme right shown Ohm’s Law in terms of the conductivity. Conductance is the inverse of resistivity (s = 1/r). The same analysis used above can be used to examine this version of the equation. The larger the voltage the larger the current (numerator large) and the larger the conductivity the larger the current (also numerator large) and the shorter the path length the larger the current (denominator small).
The next slide shows how this effects current and how the shape and conductivity of the material can impact metal detector response.


~ Object Shape

=

 Two shapes of the same material have equal
areas

— The 9 sq. in. circle has a circumference of 10.63 in.

— The 9 sqg. in. (18x1/2 in.) rectangle has the perimeter
of 37 in.

 The resistance of the rectangular path is three ‘
times higher than the circular path .
¥
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An object shape can have a dramatic effect on the response of a metal detector. Consider the two shapes described in this slide. Both shapes have the same surface areas and are made of the same material so they have the same conductivity. When placed in a uniform time varying magnetic field (in an orientation that maximizes the surface area normal to the magnetic field) each will be subjected to the same induced voltage. The only electrical difference between these two objects is the length of the conductive path around each. Because the circular shape has a path length only one third that of the rectangular shape it will produce a response three times larger in the metal detector.


Conductivity of Object

Copper Titanium
High Conductivity Low Conductivity
Easy to Detect Hard to Detect
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Now consider two objects that are the same size and shape but made of different materials with different conductivity. When placed in a uniform time varying magnetic field (in an orientation that maximizes the surface area normal to the magnetic field) each will be subjected to the same induced voltage. The only difference electrically in these two objects are their conductivity. Copper has a relative conductivity of one (all relative conductivities are calculated by comparing the conductivity of a material to that of copper). Titanium has a relative conductivity of 0.031 (only about 3% as conductive as copper). This means that relative to copper, titanium is much more difficult to detect with a metal detector.


=== Eddy Currents
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We have discussed induced voltages and the resulting eddy current produced when the voltage acts on a conductive medium, however, metal detectors cannot directly detect either voltages or currents. Metal detectors can only detect either a disturbance in a continuous wave magnetic field or residual magnetic fields that are the present following a pulse of transmitted magnetic field. In both cases the metal detector is detecting the effects of eddy currents. This slide uses builds to illustrate the principle of induced eddy currents and the resulting magnetic field.
The first stage shows the transmitted time varying magnetic field represented by the black arrows. The transmitted field induces a voltage that in turn causes a current to flow in a conductive object. The next build shows the presence and direction of a current that would be produced in an increasing magnetic field represented by the blue arrow.
In just the same way that a changing magnetic field causes a voltage and then a current, a current will cause a magnetic field. The next build shows the magnetic field that is produced by the eddy current represented by the yellow arrows. Notice that the induced magnetic field is in opposition to the transmitted field. The law of induction states that induced magnetic fields always oppose changes in the surrounding magnetic field. When the transmitted field reaches a maximum and starts to decline the induced magnetic field will reverse in direction opposing the decline of the transmitted field.


Response Phase

e Green signal is the transmitted
signal

e The blue response signal
represents the phase change

introduced by a small
inductance

— Non-ferromagnetic response

e The red response signal
represents increased phase
change introduced by a larger
inductance

— Ferromagnetic response
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The phase of the response is determined by the ferromagnetic properties of the object. Any conductive material in a time varying magnetic field acts like an inductor with a single coil turn. Non-ferromagnetic materials act like an inductor with an air core. Ferromagnetic materials act like an inductor with an iron core (this has the effect of increasing inductance of the coil). High inductance causes a larger phase between response field and the transmitted field. This phase information can be used by the metal detector processor to tailor response to specific types of metals.



Continuous Wave Metal Detector
2% Operation

457« The transmitter generates a

continuous time varying
magnetic field

e The transmitted field

induces an eddy current

Since the magnetic field Metal

created by the eddy current

opposes the transmitted

field there are changes in

the magnitude of the Transmitter Receiver
transmitted field as seen by :
the receiver
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A continuous wave metal detector generates a time varying magnetic field. This magnetic field is typically sinusoidal in nature. The transmitted magnetic field induces eddy currents in any conductive material that enters the portal. The eddy current opposes changes in the transmitted field and causes a disturbance in the field as seen by the receiver. This disturbance is monitored and analyzed to determine if an alarm should be generated. This analysis looks at both the magnitude and the phase of the disturbance. The magnitude will be determined by the size, shape, orientation and conductivity of the object. The phase of the disturbance will be determined by the ferromagnetic properties of the material.


== Pulsed Metal Detector Operation

¥ % . Short bursts of

magnetic field are
generated by the
transmitter

The burst induces
eddy currents in
metallic objects

e The receiver detects

the rapidly decaying
magnetic fields
produced by the
eddy currents

Metal

Transmitter Receiver
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Pulsed metal detectors generate and transmit a series of shout bursts of magnetic field. Just as was the case for continuous wave detectors the transmitted field induces a current in any conductive material that enters the portal. Following the pulse the eddy current persists for some short time. The duration of the residual field will depend on the magnitude of the induced current and the conductivity of the material. The received signal is analyzed for magnitude and phase. The magnitude will be determined by the size, shape, orientation and conductivity of the object. The phase of the rapidly decaying field will be determined by the ferromagnetic properties of the material. The rate of the decay will depend on the conductivity of the material (the more conductive the material is the longer the current and resulting field will persist).
A good mechanical analogy for this detection technique is using sonic energy to detect the presence of a resonant body (like a bell). A bell detector could be built by directing a pulse of sonic energy from a speaker (transmitter) directed into a detection region. Opposite the transmitter is a microphone (receiver). The receiver is turned off during the time the transmitted pulse is present but listens in the time between the pulses. If there is no bell present the receiver hears nothing. If a bell is present in the detection region the sonic stimulus will cause the bell to ring in response. Now when the receiver listens to the sound between pulses it hears the decaying ring of the bell and can generate an indication there is a bell present. If desired the frequency of the ringing can be used to determine what type of bell is present.
In practice both pulse and continuous wave techniques have resulted in successful metal detectors with similar capabilities. As far as availability pulse detectors have outnumbered continuous wave detectors by a wide margin.
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This graph shows how a pulse metal detector can use response phase to discriminate between ferromagnetic and non-ferromagnetic metals. The rectangles show possible receiver windows that can be selected by processor configuration. If the detector is configured to preferentially detect non-ferromagnetic materials the processor can listen for signal in the time window represented by the light green rectangle. In this window the non-ferromagnetic response is strong. The two curves representing non-ferromagnetic response are for copper (Cu) and aluminum (Al). Note that the copper curve (the upper curve) shows a higher magnitude signal which is expected since copper is slightly more conductive than aluminum.
The next window represented by the light blue rectangle is suitable for balance response. Both ferromagnetic and non-ferromagnetic signals have large absolute magnitudes (even though the ferromagnetic response is negative it is large negative (e.g., Iron (Fe))). Using this window the detector will have strong response to both types of metals. This is useful for handgun detection today since many currently available guns are made of both types of metals.
The light yellow rectangle represents a window that would be useful for selectively detecting ferromagnetic metals.
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In an ideal metal detector the sensitivity will be perfectly uniform. No areas will be less or more sensitive that others. The graph shows the actual measured response curve for a commercially available metal detector. Clearly the metal detector is more sensitive near the transmitter and receiver and this detector is least sensitive in the center. This can be understood in the fact that near the transmitter the transmitted magnetic field will be the strongest. As the distance from the transmitter increases magnetic fields decrease due to fringing (spreading). This means the field available to induce eddy currents decreases and therefore the response will decrease. Even though the induced eddy current still decreases past the center of the detector as it starts to get closer to the receiver so the weaker eddy current generated magnetic field is easier to detect so the response not only stops declining it starts to increase. 
The vertical axes is response magnitude as an output from the particular detector being tested. They should be viewed as relative numbers with no particular units.


Example Vertical Sensitivity Profile
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This graph shows the floor to top sensitivity of the same metal detector. Again the sensitivity is not perfectly uniform. Since the bottom part of the detection region (near the floor) has the lowest sensitivity and as shown by the previous graph so has the center, the bottom center of this detector has the least sensitivity. 

Why is it important to know where the point(s) of lowest sensitivity are for a metal detector? 

The answer is that when performance testing metal detectors after installation, it must be established that the detector is configured for adequate detection of all threat objects at the worst-case location.
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Another factor that impacts a metal detector’s response is the speed that the object is moving through the detector. The graph shows the response curve of a metal detector for an object moving through a metal detector in the same location and orientation but with varying speed. This shows that metal detectors are less sensitive to objects that are moving very slow or very fast. 
Typically, the very slow aspect is of little concern because someone trying to take advantage of this situation will be acting very suspiciously (0.3  meters per second is very slow indeed).  Moving faster is of greater concern. Operators should be trained to observe people being screened and look for people trying to move too quickly through the detector. 
Other things that need to noticed as personnel pass through the metal detector are fast arm and leg swings. This is because a swinging hand or foot is moving much faster than the person’s body and may be in the range outside the detector’s maximum sensitivity. Gross body motions could be an adversary's attempt to defeat the metal detector.


= g
Portal vs. Hand-held Metal Detectors

A% « Portal metal detectors

— Better for handling large throughput
e Example: passengers in an airport

— Take human error out of the screening process
 Hand-held metal detectors

— Can detect much smaller metallic objects

— Detection success is very dependent on
procedures

— Human error can be a cause for failure to detect an
object when using hand-held

 Both will likely be used at a screening point
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Portals typically only require on average 2-4 seconds to screen someone. Because the entire human body is screened at once, there is little room for human error causing the detector to fail to detect a threat object. When screening for very small items a portal detector may have a high nuisance alarm rate due to the required increase in sensitivity setting.
While hand-held metal detectors are capable of detecting very small quantities of metal due to the close proximity of operation of the detector to the surface of the human body they can allow room for human error. For example, in the case of an operator of hand-held metal detectors stopping his/her search after finding what they perceive as a likely cause of an alarm. This is a serious breach of hand-held detector procedure. The following is an actual occurrence in an airport in the early 1990 timeframe:
A man approached the portal detector and announced to the screener that he can never get through the portals without setting off an alarm because he has a steel pin in one of his legs. The screener instructed him to proceed through the detector anyway and, as predicted, it alarmed. The screener approached the man and asked him which leg contained the pin. The man told him and the hand-held search of that area resulted in an alarm. The screener satisfied he had found the source of the portal alarm released the man to continue into the airport. Two problems with this event. First the man was not asked to raise the pant leg to show that there was nothing on the surface of his leg (the screener assumed it was a pin inside the leg). Second the rest of the man’s body was not searched. There could have been multiple causes of the alarm and some could have been threat items.


Factors Affecting Metal Detector Operation

4% + Environment
— Metal doors
— Equipment operating nearby (e.g., fork lifts)

— Metal cabinets, electromagnetic sources (e.g.,
radio transmitters, fluorescent lights)

* |nstallation

— Stability of the floor
— Attachments to floor or walls
— Near plumbing

e Control of access to settings
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Many factors in a metal detector’s environment can have a strong influence on a metal detector’s performance. Close-by metal doors can cause false alarms. A metal detector cannot restrict detection to between the portal panels. The detection extends out to perhaps a couple of meters. Outside the panels the detection is weak and small items will not likely cause alarms (unless they are very near the outside of the transmitter and receiver panels) but large items like doors produce signals large enough to cause alarms. In one documented occurrence a metal detector was subject to detection of large vehicles passing through a vehicle gate several meters outside the pedestrian portal where the detector was installed.
Metal cabinets can cause false alarms when drawers open and close but can also cause problems with the sensitivity profile. Any large metallic object located near a detector can cause distortions in the transmitted field and potentially create regions of increased or decreased sensitivity. Sources of electromagnetic noise can cause interference with metal detector operation.
Installation concerns include stability of floors.  A floor vibrating with people moving around near the detector can induce motion in the detector causing alarms. The detector should be anchored to the floor or some other fixed structure to prevent movement. Metal pipes can move when liquids move through them causing alarms.
Controls should be used to prevent unauthorized persons from making setting changes.


Test Criteria

£« Metal detectors need to be tested for
adequate detection of the worst case threat
Iitem

— In the worst case orientation, and

— At the worst case location in the detector

e Detectors need to be tested in the location
where they are installed

e Detectors have to be tested periodically to
ensure their performance has not changed
since installation
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Worst case testing ensures that a metal detector will detect all threat items in all locations. It is, however, best practice to retest other threat items to ensure that nothing has changed to make a different threat object the worst case.
Since the environment where a metal detector has to operate can have a strong impact on detector performance it is important to test a metal detector in the exact environment where it is to be used.
Metal detectors need to be retested periodically to ensure performance has not changed since installation. Typical test programs schedule tests on a monthly basis. 


!I Test Criteria (cont’d)

W

%55 « Detectors need to be tested after
changes like maintenance and the
locations of metallic items in the
environment

e Tests should be based on statistical
criteria defined in regulations
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Any change in the environment and especially any maintenance should be followed by retesting to ensure the known changes did not adversely impact performance. This includes even increases in regions of sensitivity that could cause unnecessary nuisance alarms.
Regulations governing metal detector usage for a given facility should be used as a basis for metal detector testing. Often the regulation will specify the detector probability of detection for a set of threat items at a specified confidence level. This type of criteria can be used to design a statistically based test plan.


Categories of Detection

 Two broad categories for detection of
explosives:

— Bulk
— Trace
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Detection of explosives or other contraband can generally be divided into two broad categories:  Bulk and trace.
These two categories are further explained in the next two slides.





Contraband Detection Tools - Trace
& Explosives

~ » Detection of trace quantities
of explosives on personnel
can be performed by portal
explosives detectors

* Detection of trace quantities
of explosives on packages can
be performed by desk-top or
hand-held explosives
detectors
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There are a number of new systems becoming commercially available that perform chemical analysis on trace (very small) samples of materials. These systems are very effective at detecting a number of explosives materials (e.g., TNT, RDX in C-4 plastic explosives, military and commercial grade explosives, etc.). 
Trace explosives detection tools can also be used to detect other materials that may constitute contraband like chemical toxins and drugs. Their specificity is currently much better for explosives and to date this is the primary use for these systems. The primary reason for success or failure with these systems is the efficiency of the sample collection technique. These systems will be discussed in detail in a later module.


Trace Detection

=« Detection of microscopic amounts of vapor
or particles of the material in question

 Note: An alarm does not always imply the
presence of a bomb; contamination may be
present without a bomb

* A primary screening technique

— After an alarm, an alarm resolution procedure
is needed
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Trace detection involves chemical detection of microscopic amounts of vapor or particles (particulates) of the material in question.  Note that detection of trace explosive material does not necessarily imply the presence of a bomb, since particulate contamination may be present without a bomb being present. Trace detection is a primary screening techniques, and after a trace detection is made, some alarm resolution procedure is needed to determine whether a bomb or other threat item is present.

Such resolution procedures might include follow-up screening with another detection technology, interviewing the person involved, or physical search.


s 1ypical Measuring Units

e Pressure:

e Mass:

one part per million =1 ppm

one analyte molecule per every one million
molecules in ambient air, or one millionth of one
atmosphere

one part per billion =1 ppb

one nanogram =1 ng = 10° gram =
one billionth of a gram
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The terms parts per million (ppm) and ppb parts per billion (ppb) are used commonly in discussing the vapor pressures of organic compounds, and the sensitivities of trace detectors.  It is expressed as a ratio of analyte molecules (the molecules of materials being searched for, in this case explosives) to air molecules present in a vapor sample mixture of air and analyte.
The nanogram (one billionth of a gram) is near the detection limits of some trace chemical sensors, so it serves as a convenient unit of mass when discussing explosives detection. 


* Types of sample collection for trace
detection LmE

— Swipe sampling |

— Vacuum sampling
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With trace detection there are two means for collecting samples (depending on application).  	Vacuum sampling and swipe sampling will be discussed in more detail in the next several slides. 
Note:  The fact that canine detection is covered in a separate module does NOT mean that it is unimportant.  Canine detection is extremely useful in many applications.  The use of canines is expensive (training, handler, reliability, etc.)  and, as a result, commercial explosive detectors are gaining greater acceptance as the preferred method for screening personnel for explosives.



—e Swipe
Sampling: Wipe
a sampling
medium across
the surface
— Direct physical

contact to pick

up adsorbed
particulates
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Most commercial explosives detectors achieve greatest sensitivity when used in the surface sampling mode.  
Swiping:  Involves wiping a sampling medium (collector pad) across the surface to be investigated for trace material.  In the photo, the cloth pad used as the sampling medium is mounted on the end of a hand wand for convenience.  Swiping involves direct physical contact with the item screened to look for adsorbed particulates. 
Due to time constraints, this mode of sampling is impractical for screening all individual passing through sensitive high-traffic checkpoints, such as airport boarding areas. It is used, however, at airports for random searches of checked and carry-on luggage. You may have seen computers being “swiped” at the check point entrance to a concourse. 


*Vacuum Sampling:
Use a “dust buster”-
type device to inhale
a sample into a
collection medium
(e.g., cloth pad
— No direct physical

contact
— Collects vapor and /

or airborne
particulates

— Usually less sensitive
but less invasive than
swipe sampling
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Vacuuming:  Involves using a “dust buster” like or similar device to draw a sample into a collection medium such as a cloth pad.  It involves no direct physical contact and vapor and/or airborne particulates are collected.  It is usually less sensitive but less invasive than swipe sampling.  Swipe sampling of people is sometimes not possible due to privacy concerns.
This technology is used in much the same way as swipe sampling technologies. Random searches of baggage at airports is an example. One advantage for this technology over swipe is for field investigation of possible bombs. The reason for this advantage is that a suspicious package can be sampled without making physical contact with the package. While air sampling is less efficient than swiping, physical contact with terrorist bombs can cause detonation because many terrorists bombs are rigged to detect movement after the timer is set.





==a SWiping: Sources for Surface Contamination

 Handling explosives

— One factor working in our (the screener’s) favor
is that explosives molecules are very sticky

— Particulate contamination gets on a person’s
hands

— Transfers to anything else that is touched

* Asingle fingerprint deposits ~100
micrograms (100,000 ng) of explosives
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Studies have shown that it is extremely difficult to handle explosives and NOT leave some particulate contamination on surfaces contacted, even with careful handling. It is difficult to avoid contamination because explosive molecules readily stick to many common materials at room temperature. 
When explosives are handled, particulate contamination gets on a person’s hands and is transferred in fingerprints or palm prints to anything else that is touched.
Direct contact of a finger with explosive, followed by immediately placing a fingerprint on a surface, can leave as much as ~100 micrograms (100,000 ng) of explosive material on the surface.



e Swiping: Sources for
% Surface Contamination (cont)

== « Deposited explosive mass decreases:
— With subsequent fingerprints
— If hands are washed
— Through careful handling and use of gloves
e The amounts deposited are normally large
compared to the detection limits

— 1 ng or less for state-of-the-art trace chemical
Sensors
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Amounts will be less for subsequent fingerprints or if hands are washed, and can also be reduced by careful handling, including use of gloves.  However, it is very difficult to handle explosives and leave no particle contamination on subsequently touched surfaces.
The amounts of explosive molecules deposited are normally large compared to the detection limits of state-of-the-art trace chemical sensors, which are often 1 ng or less.
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This chart shows the different concentrations of molecules of explosives vapor in air at 77 degrees Fahrenheit.  
The explosives at the top of the chart are the explosives with the highest vapor pressures and therefore there is more vapor available in the air for sampling.
The explosives at the lower part of the chart are the explosives (such as HMX, a military explosive) with the lowest vapor pressures and therefore there is less vapor available in the air for sampling. The implication is that it is easier to gather detectable samples of higher vapor pressure explosives than it is for lower vapor pressure explosives when using vacuum sampling. 
This chart is based on calculations for concentrations in saturated head space. Headspace is the air above an explosive mass inside a sealed container. Saturation in the head space is the condition that exists in the closed container after it has been allowed to rest until the system is in equilibrium. Equilibrium is when the rate of molecules of explosives are moving from the explosive mass into the air above is equal to the rate of explosive molecules that are moving from the head space back into the explosive material. Saturation is the state where the concentration of explosives vapors in the head space is a maximum. Changing temperatures will cause the equilibrium to change.




Summary: Swipe vs. Vacuum Sampling

Swipe

Vacuum

Sampling apparatus

Cloth swipe with or
without wand

“Dust-buster” — type device

irect physical contact
with person or object
sampled

Yes

No

Material collected

Adsorbed particles

Vapor and airborne particles

Invasiveness

Higher

Lower

Sensitivity

Usually higher

Usually lower

Key variables that
influence amount of
material collected

Handling history of
explosive material

Type of explosive packaging /
wrapping / container
Temperature
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This table provides a convenient, brief summary of the foregoing material on trace and swipe sampling.  The bottom line is that swipe sampling is normally preferred due to higher sensitivity (because a single adsorbed particle may have more explosive mass than a large volume of air that is saturated with vapor).  
However, in some cases where swiping is not possible (such as screening people because of privacy concerns, OR screening a suspected bomb that cannot be touched for safety reasons), vacuum sampling provides an alternative. 


== Irace Chemical Sensors

e Definition: A trace chemical sensor is any
chemical detector with the ability to detect
and identify microscopic amounts of vapor or
particulate contamination.

e Some sensors can detect almost any type of
chemical compound

— While others are more specialized.

e Modes of sampling: Most can accommodate
both vacuum and swipe sampling.
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The general definition given is similar to the earlier definition of trace detection.  Again note that while we focus here on explosives, trace detection can be used to detect many other categories of compounds of interest such as narcotics, pollutants, and chemical agents. 


Performance Criteria
2= of Trace Chemical Sensors

= . Two key performance criteria: Sensitivity
and Specificity

1. Sensitivity—What is the smallest mass of a
chemical substance that can be detected
reliably?

2. Specificity—How good is the sensor at
distinguishing compounds of interest (e.g.,
explosives) from other compounds that are
not of interest?
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Sensitivity is fairly straightforward.   If one sensor can detect 1 nanogram of an explosive compound, but the smallest amount detectable with a second sensor is 5 nanograms, the first sensor is considered to be more sensitive.  
Specificity relates to false alarms.  If a sensor alarms for an explosive (say TNT) due to the presence of other compounds that the sensor cannot distinguish from TNT, then there is a problem with selectivity.  In reality, no sensor is totally selective, and the key parameter is the false alarm rate (FAR) – i.e., do false alarms occur 1% of the time, 10% of the time, etc. 


==a False Positives

e |dentification of an innocuous material as a
threat compound is called a false positive

e Substantial numbers of false positives in
screening applications will lead to
operational difficulties and will reduce the
usefulness of the sensor

—Reduced throughput rate
—QOperators lose confidence in sensor
—Less public acceptance of screening
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Excessive false positives cause problems for search programs. One of the first problem that excessive false positives cause is the slowing of the screening process. In large throughput operations delays caused by false positives can quickly lead to long queues.
The second problem is the loss of confidence in the technology by the operators. Frequent false positives lead the operators into thinking that every alarm is a false alarm. This attitude can lead the operators to conduct less rigorous alarm resolution procedures (“Why search through this person’s belongings carefully since it is just a false alarm anyway?”).
When excessive false alerts cause long delays and it becomes obvious to the public that the alerts are false there can be a strong resistance to the screening process. 


s 1YPES of Trace Chemical Sensors

5 « |on Mobility Spectrometer (IMS)—
— Most widely used sensor for explosives detection
— Emphasized in this module

e Chemiluminescence Detector
e Electron Capture Detector

e Mass Spectrometer

e Others
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The emphasis on IMS in the remainder of this section is justified due to the wide exploitation and commercial development of IMS for explosives detection application.  Some specific IMS-based detection systems will be highlighted in the last section. 
Each of these different types of trace chemical sensors will be discussed in detail in the next several slides.



lon Mobility Spectrometer

IMS can refer either to the detection
technique
(lon Mobility Spectrometry)

or to the chemical sensor
(lon Mobility Spectrometer)

* |on mobility spectrometry

— The most widely exploited trace chemical
detection technique for explosives

— Used to detect other tYpes of compounds, such as
narcotics and chemical agents

Module 32. Trace Detection 51
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Detection using IMS is highly specific, aside from some compounds used as fragrances in lotions and perfumes, there are few potential interferents.  The sensitivity of the IMS detector and its relative ease of operation and maintenance account for the rapid development and commercialization of IMS technology for explosive detection applications. 
IMS is a favored technique for explosives detection due to several considerations, including:
high sensitivity
rapid instrumental response
robust construction
operates at ambient pressure
operates in air (does not require inert gas supplies)
moderate cost


lonization in an IMS

e

 Many explosives form stable negative ions

— Running an IMS in negative ion mode reduces the number
of false positives from background environment

* |onization source is normally radioactive,
usually Ni-63
— Americium and plasma sources are also used

A gasin the ionization region produces
reactant ions that aid in the ionization process

— e.g., CH,Cl, to produce CI~
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Unlike most compounds, many explosives form stable negative ions (running IMS in negative ion mode—reduces the number of chemicals in the environment that may give false positives).
In an IMS the analyte molecules in an air sample are negatively ionized using a beta (electron) source and then passed into a drift cell through a shutter or gate.  The ionization source is normally a radioactive source. Most commons source used is a nickel compound enriched in the Ni-63 radioisotope. (Americium radioisotopes and electronic plasma sources are also used).
An inert gas is usually introduced into the ionization region to produce reactant ions that aid in the (complex) ionization process, e.g. CH2Cl2 to produce Cl–  .




lonization in an IMS (cont’d)

"= o Stable ions collected at the detector plate
can be

— lons of the parent analyte molecule,
— A fragment of the parent, or
— An adduct
e Drift times identify the material based on
comparison to spectra of known samples
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At the end of the drift region the ions strike a collector plate that records the output voltage with peaks corresponding to the arrival times which are determined by the drift times.  The stable ions that are detected at the collector plate can be ions of the parent analyte molecule, a fragment of the parent, or an adduct, but the drift time of the ion identifies the parent molecule based on previously obtained spectra of known samples.





IMS Summary - Advantages

* High sensitivity
— Detects one NanNnogram or less

e Fast
— Known in < 10 seconds

e Relatively low cost
— $20,000—550,000

e Commercial development for many
applications
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This summary of advantages explains the wide use of IMS as an explosive detection technology. 
IMS-based detectors provide high sensitivity to dynamite, military-grade TNT, and plastic explosives compounds, and instrument costs are considerably lower than those of chemiluminescence detectors.  The sensitivity of the IMS-type detector and its relative ease of operation and maintenance account for the rapid development and commercialization of IMS technology for explosive detection applications.
The advantages of an IMS are:
High sensitivity:  Detects one nanogram or less of many explosives
Fast:  Once a sample is presented to the sensor, the presence or absence of explosive material is known in less than 10 seconds
Relatively low cost:  many commercial systems in the range of $20,000 to $50,000
Commercial development for many applications, with user-friendly software and ruggedization for field use


IMS Summary - Disadvantages

% o Most systems use a radioactive ionization
source

— May require some regulatory paperwork involved
with ownership, use, and transport

e Specificity is adequate for most explosive
detection applications

— Not as good as in some other techniques such as
mass spectrometry
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The radioactive ionization source in an IMS is typically a 10 milliCurie Ni-63 source.  It represents no real safety hazard under normal circumstances, but it may require operators to have radiological training, and it does impose some regulatory paperwork involved with ownership, use, and transport (this requirement will vary from country to country).  Non-radioactive sources such as plasma sources are an alternative, but it is difficult to develop a plasma ionization source that has the long-term stability of a radioactive source. One reason to continue to develop plasma ionizers is to avoid the health risks associated with radioisotopes.
It is difficult to explain why the specificity of mass spectroscopy is better than IMS without a comprehensive explanation of mass-spec. To date IMS has yet to match the specificity but efforts continue to make improvements to IMS to close the gap.


RN

= * ldentify explosive molecules containing NO,

(nitro) groups by decomposing the molecules,
with conversion of the NO, groups to
electronically excited NO (NO*) molecules

e Detection occurs via emission of light of
characteristic wavelengths from the NO*

e Chemiluminescence by itself cannot
distinguish one NO, - containing compound
from another

* For specificity, separate compounds with a gas
chromatograph before they enter the detector
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Information on non-IMS sensors is given mostly for background, and the student is not expected to memorize the detailed information – just to know that other types of sensors exist. 
Chemiluminescence detectors use photochemical means to yield detection.  The vapor sample is collected and separated into its  components using a gas chromatograph.  The sample is then heated so that any nitrogen compounds that are present will decompose to form nitrogen oxide (NO).  Reaction of  NO with ozone forms an excited state of nitrogen dioxide (NO2), which emits a photon that can be detected using a phototube.  The coupling of the photoemission and the chromatograph permits identification of any nitro-based explosive compounds that are present.  
These detectors identify explosive molecules containing NO2 (nitro) groups by decomposing the molecules, with conversion of the NO2 groups to electronically excited NO (NO*) molecules.  
Detection then occurs via emission of light of characteristic wave lengths from the NO*.  Chemiluminescence by itself cannot distinguish one NO2 - containing compound from another, but specificity can be achieved by using a gas chromatograph to separate compounds in time before they enter the chemiluminescence detector.



Chemiluminescence Detectors
2= Pros and Cons

Pros Cons

High sensitivity Detects a narrower range of

: : xplosives than IM
No radioactive source explosives than IMS

Usually costs more (S70K -
S150K) than IMS

Less developed for field use
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Chemiluminescence detectors have excellent sensitivity to common high explosives, including compounds with very low vapor pressures such as RDX and PETN.  However, the chemilumenescece instruments are also the most expensive of the commercial detectors, have the longest analysis time, and typically require more maintenance then the ECD units.  Because other sources of nitrogen oxide, such as automotive exhaust, may provide potential interferents, chemiluminescent detection is paired with fast gas chromatograph separation to distinguish explosives from other nitrogen-containing compounds.  
Pros
High sensitivity (requires less sample)
No radioactive source (chemiluminescence does not require the ionization of the analyte for analysis)
Cons
Detects a narrower range of explosives than IMS (cannot detect all the explosives that IMS detects)
Usually costs more ($70K – $150K) than IMS Less developed for field use—may be more suited for laboratory research


= . ldentify the presence of explosives by
exploiting the tendency of many explosives to
form stable negative ions

e ECDs draw explosive vapor into a region with a
standing current between a cathode and
anode

e Electrons attach to the analyte molecules,
resulting in a measurable reduction of this
standing current
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Electron capture detectors identify the presence of an explosive molecule by exploiting the tendency of many explosives to form stable negative ions.  
Explosive vapor is drawn into a region with a standing current between a cathode and anode and attachment of the electrons to the analyte molecules  results in a measurable reduction of this standing current. Basically what happens is that the electrons captured in the ionization process are no longer available to contribute to the standing current. Somewhat like diverting water from a stream will cause the water level to lower. This indicates only that electrons are being removed from the standing current by the formation of negative ions but conveys no information on the specific molecule that has captured the electrons. This means that ECDs cannot identify the explosive (or even tell definitively that there is explosives present) only that some material that captures electrons is present in the detector. Fortunately, most materials other than nitrogen based explosives do not ionize negatively. This means that when the ECD alerts it is sufficient to require further investigation to resolve the source of the alert.


Electron Capture Detectors (cont’d)

* Pre-separation of analytes using a gas
chromatograph achieves specificity

e Application:
— In the past widely utilized for explosives detection

— In recent year use has decreased, as use of IMS has
increased
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As in chemiluminescence, pre-separation of analytes using a gas chromatograph is required to achieve specificity. Use of this technology alone (without the pre-separation) will only detect the presence of negative ions (indicating explosives) but cannot identify the specific explosive detected.
This technique had been rather widely utilized for explosives detection in the past.  In recent years, however, exploitation and commercial availability of this technology have decreased, as use of IMS has risen.
ECDs can detect TNT and nitrated dynamite consistently, but they are not reliable for sensing plastic-type explosives.  There are some common non-explosive substances that give rise to potential nuisance alarm signals in ECDs, including chlorofluorocarbons, fertilizers, and some household cleaners. Coated chromatographic columns or membranes are coupled with ECDs to discriminate between true explosives and interferents.


BREAK FOR LUNCH

.Q‘



Mass Spectrometers

e Mass spectrometry (MS) involves
— lonization of analyte molecules, and

— Analysis of the motion of the ions in a
magnetic field, thus determining their charge—

to-mass ratio

* During the ionization process, several ions
are formed in detectable amounts

— In IMS, only one or two ions are detected

e Lots of information in a mass spectrum
gives high specificity
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The technique of mass spectrometry (MS) involves ionization of analyte molecules, followed by analysis of the motion of the ions in a magnetic field, thus determining their charge-to-mass ratio.  The ionization process normally involves some dissociation of the analyte, so that several ions are formed in detectable amounts—in contrast to IMS, where very often, only one or two ions are detected.  
Thus there is an abundance of information in a mass spectrum, giving this technique high specificity. With further development (reduction of cost, more robust construction and size reduction) this technology has the potential to replace IMS as the technology of choice.



==s Mass Spectrometers — Pros and Cons

Pros Cons

Excellent specificity More experimentally complex than

Sensitivity can also be IMS—requires high vacuum

high More expensive than IMS—
typically S70K and up

Less adapted to field applications
than IMS
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As stated before IMS drift times are determined by several factors (physical size, mass and shape). Mass spectroscopy (MS) relies only on the mass of the individual ions to cause separation which leads to better specificity.
Sensitivity in current systems are as about as sensitive as IMS.
The need for high vacuum for MS results in a complicated and rather expensive device. It is also more difficult to produce a system that is rugged enough for field use.


=y Trace Detection Systems

e Definition:

— A trace detection system is an integrated device
that incorporates a means of sampling trace
material and a trace chemical sensor

— |t may also contain a preconcentrator, a device
that collects and concentrates trace material
before it is delivered to a trace chemical sensor

e Trace detection systems are designed to be

useful in one or more real-world applications
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Although the preconcentration step is often critical (for example, in personnel portals), it will not be discussed in much detail here due to space and time constraints.  Still, the sequence of 
collect sample, 
preconcentrate sample, and 
detect material (identify sample through detection) 
is a useful one to remember, as it describes the main steps involved in the working of many trace detection systems. 
The next slide will provide some examples of real world application.


Baggage screening
Mail screening
Personnel screening

Screening hand-carried T
items, e.g., briefcases, e
laptops =

Vehicle screening

Analysis of suspicious
objects (suspected bombs)

Other possibilities

e e |
-

Screening vehicles
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The participants will likely be familiar with some of these common applications, for example baggage screening in airports (often as a secondary screening technique for bags that show unusual x-ray images, or that are randomly selected). 
Trace detection systems work well in these different applications. One of the main criterion for successful trace detection is the absence of background contamination. Operation of one of these systems at a firing range or at a fertilizer factory would likely result in excessive nuisance alarms. Also they tend to operate better in environments that are somewhat controlled (protected from weather).


Proper Sampling Technique

7 « Effective sampling is

critical to the success of
any trace detection Manual sample
collection via
system swiping
e The sampling may be

either

— Manual (e.g., collecting
swipes by hand) or

— Fully automated (e.g., air
flow sampling used in
portals)

Air nozzles in portal
walls “puff” air over
subject.

Vents draw in air.
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The importance of proper sampling technique is sometimes overlooked but can hardly be overstated.  Without getting a sample to the sensor, there can be no detection. Effective sampling is critical to the success of any trace detection system.  
You can have the best chemical sensor in the world, however detection cannot happen if the trace material cannot be delivered to the sensor.
Trace detection sampling may be either 
Manual (e.g., collecting swipes by hand off a briefcase) or 
Fully automated (e.g., the air flow sampling used in personnel portals)
The picture indicated by manual sample collection via swiping shows an individual swiping the surface of a box. In order to give the detector the best chance to detect any trace contamination the entire surface should be swiped. Also certain areas where the box would have to be handled if explosives were being loaded should receive extra attention (such as the flaps).
The bottom photograph shows someone being screened in an explosives detection booth. Air blasts are used in an attempt to dislodge particles of explosives attached to lint and clothing. The air is then drawn into a vent that leads to a preconcentrator and finally to the detector unit.



Categorization of Trace Detection Systems

e Systems can be categorized by
— The type of sensor that is used

— The size and portability of the system
e Handheld systems
e Benchtop systems
e Personnel portals
e Other, less common types of systems
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Systems can be categorized by
The type of sensor that is used. The type of sensor used refers to the specific technology like ion mobility spectrometer, mass spectrometer, gas chromatograph or electron capture device.
The size and portability of the system
Handheld systems
Bench-top systems
Personnel portals
Other, less common types of systems
The three categories of handheld systems, bench-top systems, and personnel portals are convenient and can be used to describe most commercially available trace chemical detection systems.  Other, less common types will not be dealt with here, but an example would be a vehicle portal based on trace detection technology. 
Requirements determining what type of sensor can be used for different applications will be described in the next few slides.




== Handheld Detection System Characteristics

¥« small and lightweight
* IMS systems costs - $20,000 to $40,000
e Usually designed mainly for vapor sampling

— Swiping can be accommodated
e Suited to applications where mobility is
Important

— For example, screening a suspected bomb that
cannot be moved or touched
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The development of handheld systems is evolving fairly rapidly.  These systems generally appeared after the benchtop systems, and are often made by the same companies that make benchtop systems.  Handheld systems are designed with ease of portability as a key consideration. 
The handheld detection systems are small and lightweight and can easily be carried by one person.
IMS systems cost in the range of $20,000 to $40,000.
Handheld detection systems are usually designed mainly for vapor sampling but swiping can be accommodated.
They are suited to applications where mobility is important, e.g., when screening a suspected bomb that cannot be moved or touched.


GE lonTrack Smiths Detection Scintrex
VaporTracer Sabre 4000 E-3500
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Presentation Notes
This slide shows examples of some commercially available handheld systems.  The hand in the middle photo gives an idea of the scale – all three of these are similar in size. The air flow into these hand held devices is often very low on the order of milliliters per minute and thus limits sample collection.



Benchtop System Characteristics

% « Too large to be carried easily by a person
— Typically weigh ~50 to 100 pounds

e Typical cost $40,000 to $75,000
* Designed mainly for swipe sampling
— Can accommodate vacuum sampling

* |deal for table top operation at fixed
checkpoints

— Particularly for screening hand-carried items
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Benchtop implies that the system can be set up on a table or bench for operation (or with a few slightly larger systems, on the floor next to a table or bench).  These are often the first systems developed by a company, with handheld and personnel portal systems often being later “spin-offs”.  In general, benchtop systems are probably the most widely developed of these three categories. 
Benchtop systems are too large to be carried easily by one person.  However they are typically small enough to fit in the trunk of a car. Bench-top systems typically weigh 50 to 100 lbs.
Systems typically cost $40,000 to $75,000 depending on manufacturer and options.
Bench-top systems are designed mainly for swipe sampling, but can accommodate vacuum sampling. Bench-top systems are ideal for table top operations at fixed checkpoints, particularly for screening hand-carried items (briefcases, laptops, etc.)



Smiths Detection GE lonTrack
lonScan 400B Itemiser 3

ThermoDetection
EGIS I
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This slide shows three examples of benchtop trace detection systems.  The laptop and hand wand in the left-hand photo give an idea of the size of the Ionscan.  The Itemiser is roughly the same size and the Egis II somewhat larger.


Trace Detection Portals

e Specifically designed for personnel screening

— Especially in high throughput situations such as
airports

 Sample collection utilizes air flows and directed air
puffs from nozzles

— Dislodges particulates
* No physical contact with person screened

e Screening time on the order of 8 to 10 seconds
per person

e Cost typically $100,000 to $150,000 per portal
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Trace detection portals have been developed mainly since the early 1990s as a tool for quick, primary screening of people for trace explosives material.  Such screening is desirable in locations that have both high security requirements and a high throughput of people, such as airports.  These systems are not yet widely deployed in airports (at least in the US), but it may be coming. 
After a person enters a trace detection portal, air flow is directed from nozzles (delivered as air puffs) in order to dislodge particulates from the person’s clothing. The air is then drawn into a vent that leads to a preconcentrator and finally to the detector unit.



Photo courtesy of Smiths Detection Photo courtesy of GE lonTrack

Smiths Detection GE lonTrack

Sentinel II EntryScan Syagen Prototype
(IMS-based) (IMS-based) (mass spectrometer-based)
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The slide shows examples of three types of personnel portals.  The height of the opening a person walks through or stands in is usually between 6 and 7 feet. 


Trace Detection: Canine

47 . Method of choice for search applications

— high mobility and ability to follow scent to
its source

* Very fast and sensitive under optimal
conditions; can detect any explosive
 Problematic for
— Long-term, repetitive applications
(dogs become tired)
— Screening people (fear of dogs)
* Low purchase cost (~$10,000), but

substantial upkeep costs
(intensive training)

 Dogs available from a variety of sources
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Introduction to Canines

e Canines are a commonly used real-world detection
system

— US Forces have used dogs since WWI
— Dog’s nose is the best vapor sensor
e Canine and handler are a team and are trained as a
team
— Months of initial intensive training
— Training happens several hours each week
— Possible yearly certification
— Switching handlers requires retraining of the team
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It is important to note that canine explosives detection is not well understood and therefore, we don’t know many of the “Hows” and the “Whys” of the detection.  Training methods and protocols are empirically based.  Research has just begun to shed light on canine detection.
The canine is the best vapor sensor that evolution has to offer and favorably competes with man-made explosives detection technologies.
A dog’s nose is two to five orders of magnitude more sensitive than a human nose for detecting air-borne odors.  A human’s nose has 5 to 15 million smell receptors and a dog has 125 to 250 million smell receptors.
Additionally, the olfactory portion of a dog’s brain is 4 times larger than a human’s olfactory portion of the brain.
Some explosives detection research has been done using other animals  including gerbils, bees, rats, and  pigs. 
Training for the team:
Initial training is spent on establishing a bond between canine and handler by the handler spending weeks walking, bathing, and feeding the canine prior to any rigorous training 
The team next goes to obedience training  
The team finally goes to explosives detection training



Canine Breed Selection for Explosives
, Detection

Where will the team be working? =22
(i.e., the team’s operational a= |
environment)

— Law enforcement, military

— Public sector

Will the canine be cross-trained?

— Dual-use: security, patrol, attack, etc.
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Canine breed selection depends on the application and what the desired canine team tasks are.
Application (canine team’s environment): 
What is the operating environment?   
What kind of distractions are in the environment?  (e.g., loud noises, moving equipment, and lots of moving people).
How closely are the canine teams interacting with the public (people)?  Many people are scared of any dog and some people are scared only of certain canine breeds  (e.g., Rottweilers and Doberman Pinschers).
Canine team tasks:
Detection capability
Security capability; dual-use canines are additionally trained to:
attack on command
patrol an area (perimeter)
protect themselves and/or their handler
Examples: 
Application: airport security 	Application: Federal facility security 
Task: detection capability 		Task: dual use canines


Canine Breed for the Public Sector

Photo by Freddie Brasfield

e Labradors, Beagles,
Chesapeake Bay
Retrievers, and Golden
Retrievers are preferred
— Good social skills
— Intelligent
— Strong drive to retrieve
— Willingness to please
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Sporting breeds are preferred for the public sector due to their gentle temperament and keen sensory capabilities.  They are generally more non-confrontational animals and will not frighten people as much as some other more aggressive breeds.

Currently there are only a few applications in the public sectors where canine teams are used, but this could always change. Possible examples:
Transportation centers (e.g., train stations, subways, and airports)
Large sporting events (e.g., Super bowl and Olympics) 
Public places or buildings (e.g., federal and state court houses and the Statue of Liberty)




Canine Breed for Military or Law
2% Enforcement

£’ « German Shepherd, Belgian
Malinois and Dutch
Shepherds are preferred,
especially if the canines
are cross-trained

— Intense (very focused)

— Very intelligent

— Good work ethic

— Fast and have a strong bite

Photo by Freddie Brasfield
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Shepherd breeds are preferred for the military and law enforcement sectors due to their intense focus, intelligence, strong work ethic, and they are generally more confrontational animals and they can intentionally frighten people.  In generally, they have the speed to chase down a suspect and bite, if necessary, in order to help apprehend the suspect.
Canine breeds for military or law enforcement applications are generally cross-trained, not only for explosives detection, but also for security applications (attack on command, patrol, protection of handler, etc.).
Possible military applications are:
Military installation checkpoints
Active military personnel duties
Possible law enforcement applications are:
State/local bomb squad
Nuclear power plant facilities




Attributes of Canine Detection

e Canines have two attributes that man-made
explosives detection technologies can not
match:

— They are highly mobile
e Able to screen cargo, buildings, aircraft, vehicles, etc.

— They have the ability to follow a scent to its source
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The mobility of a canine team can’t be beat by any commercial instrument. The canine has the ability to screen a large area rapidly (e.g., federal courthouse) and are the choice for applications that involve any significant search component such as a building or airport search.

Hand-held sensors can not rapidly follow an explosive scent to the source like a canine can.  Typically, as part of their training, canines are taught to sit at the location of strongest odor.  This location is usually at the explosive source.




General Notes on Canine Detection

In principle, a dog can be trained to detect any
type of explosive material. Though, this does
not mean that one dog can detect every type

of explosive.

* Training on specific materials determines
what a canine can detect

* Presently, canines are most often trained to
detect 10 to 20 different explosives
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Explosives detection is a difficult task because of their naturally low vapor pressure, and these materials do not produce much of a scent signature for the canine to alarm on.
Only a few years ago, the common belief was that a canine could be trained to recognize 8 to 10 different types of explosives and that pushing the number beyond 10 would reduce the overall detection efficiency. There is considerable research underway to understand more about canine olfaction (i.e., does a canine generalize odors? and what component in an explosive (some explosives mixtures are complex) does the canine train to?).
Currently, dogs are being trained to detect up to 20 different types of explosives. Typically they are trained to detect military-grade and commercial type explosives (e.g., TNT, C4, etc.).





Factors that Affect Canine Explosives
~& 5 Detection

e Canine’s Training history

— Dogs detect what they are trained to
detect

e Detection Environment
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Presentation Notes
The canine’s explosives detection capabilities are tied to these two broad categories – training and environment.  We will expand upon these two factors in the next several slides.


2= Canine’s Training History

 The intrinsic ability of the each individual
dog to learn and retain odor knowledge

 Odor generalization
e Time spent training (canine / handler)
 Normal daily work schedule
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Again, it is important to emphasize that canine training information is empirical based and there may be better ways to train that we don’t know about yet.
The intrinsic ability of the dog (their intelligence, ability to concentrate, and work hard) will limit the number of explosives the canine can detect.
Odor generalization might occur when a canine is trained on one explosive containing a particular ingredient, and the question is “Will the canine alarm on all explosives containing that particular ingredient?”. The answer is, we don’t know , but the best course of action is to expose the canine to as many variations of an explosive as possible to increase the likelihood of the canine recognizing the family of explosives.
Canine team training must occur in normal operational environments. Typically, a team will spend several hours of proficiency training each week (i.e., the canine practices seeking out hidden training aids).
The canine will be trained and conditioned on a daily work schedule:  
Typically it is a 6 to 10 hour  work day 
The amount of time a canine can work without a break is about 30-50  minutes depending on the intensity of the work.


® g
~=—= \What the Team Trains On

e

 The desired amount (or weight range) of
explosives that the canine team is
expected to detect

— Should be related to the training amount

 The quality and purity of the training aids

— Possible cross-contamination of training aids
y -'1-' y
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The amount (or weight range) that a team trains on is important:
The way scent behaves differs depending on the amount of substance present.  If a canine trains on a pound, the canine may miss an ounce of the material.
Speed vs. sensitivity: a canine searching an area for a small amount of explosives material will take longer than a canine looking for a ton of explosives material.

The explosives or training aids should be rotated and replaced because they will become contaminated through normal use and training. Contamination can come from the container, the handler, the dog, and other training aid materials. Replacing the training aids will maintain the purity and integrity of the explosives material.  


Detection Environment

e Canines perform best under conditions
that match their training conditions
— Temperature effects on working canine
— Wind
— Humidity
— Noise or visual distractions
— Temperature effects on explosives
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Minimal impact on the canine’s performance occurs  at normal temperatures, but hot conditions may affect the canine’s endurance and concentration.  More frequent breaks and ice packs (or misting fans) can help the canine recover between searches. Cold may affect the vapor of the explosives and make it harder to detect.
Wind can hamper the explosives search and potentially increase the time required for a search.  The wind likely disturbs the vapor plume signature coming off an explosive making the scent more dilute and less available.
Humidity appears to influence the canines endurance and concentration, especially hot and humid environments.  When the canine cannot keep cool they become more distracted and having to pant more to stay cool interferes with their scenting ability.
Distractions may affect a canines performance especially if the canine is “green” or if the environment is significantly different from the training environment
Temperature affects the amount of explosive vapor available for detection. More  explosives vapor is available on a warm day and less available on a cold day and this is related to the material’s vapor pressure. 


=Y Advantages of Canine Detection

Low purchase cost for the canine
Mobility

Follow scent to source
Very sensitive

Low nuisance alarm
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The purchase (initial) cost of a canine is low (few $K), but they have a high maintenance cost over the working lifetime of the canine.
The mobility of a canine team can’t be beat any commercial instrument. The canine has the ability to screen a large area rapidly and are the choice for applications that involve any significant search component such as a building search.
Typically, canines will follow the scent to the source and are taught to sit at the location of strongest odor which is usually at the explosive source.
A dog’s nose is two to five orders of magnitude more sensitive than a human nose for detecting air-borne odors. Because of this olfactory sensitivity, canines can be trained to detect small amounts of explosive.
A good, well trained canine will not typically alarm on non-explosive materials (thus reducing nuisance alarms).
 


Disadvantages of Canine Detection

¥« Biological system

— Canines need to rest, eat, and sleep (not work 24/7)
— Can suffer from burn-out
— Has a working lifetime of 10 to 12 yrs

* Maintenance costs
— Training costs
— Housing and veterinarian costs

 Dedicated canine / handler team
— Canine is only as good as the handler
— Switching handlers requires retraining
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The canine is not an instrument that can be used 24 hours a day, 7 days a week.  They need to rest and eat, and they need some down-time (play-time) so they can concentrate when they do go to work.
Maintenance costs are for the working lifetime of the canine and can include the following costs:
Initial training and certification
Proficiency training that occurs each week
Veterinary bills and food costs 
Boarding the canine when the team is separated or the handler is on vacation
The canine handler is a critical component of the canine’s performance:
The handler has to be able to read the body language of their canine to know when they need a break or have lost concentration
It is also the handler that determines what behavior constitutes an alarm
If, for whatever reason, the original handler cannot continue with his function and turns over his dog to a new handler, then the dog and its new handler will require retraining.  Basically the new handler and the dog are forming a brand new team, even though the dog may be a very experienced detector.


)
Canine Explosives Detection Summary

e . Require appropriate canine breeds for explosives
detection

— Typically are shepherd or retrieving canines
e Canine and handler form a team

e Extensive initial and maintenance training
required for the canine team

e Two broad factors influence the canine’s
detection performance
— Training
— Detection environment
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Canine explosives detection is empirical based, but research is being performed to help increase our understanding of canine detection and the probability of detection. 
Sporting breeds (retrieving) are preferred for the public sector and shepherd breeds are preferred for the military and law enforcement sectors.
The canine and the handler:
form a team and spend a tremendous amount of time together either working, training (proficiency), or having down-time.
have an established bond, the canine wants to please the handler and the handler knows the canine’s mood, and has learned how to read the canine’s body language.
undergo extensive initial and ongoing training on explosive materials.
The canine team’s performance is influenced by:
The team’s training (e.g., how many hours the team trains)
Detection environment (e.g., rainy, stormy, night, outside, etc.)


. Bulk guantities of explosives

a2 Contraband Detection Tools - Bulk Explosives

can be detected by X-ray based
systems

— Examples: dual energy,
backscatter, and computed
tomography

e They can also be detected
using other systems

— Examples: thermal neutron,
pulsed fast neutron, and
guadrapole resonance

Photo by Ancore
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While trace detection systems rely on chemical analysis to detect trace quantities of materials, bulk explosives detection systems look for macro quantities of materials when looking for contraband. Bulk systems rely on the interaction of energy or energetic sub-atomic particles and masses of materials to detect possible threats. Typical energy used by bulk systems are X-rays and gamma rays at the high energy range and microwaves, millimeter waves, and radio waves on the lower energy range. Energetic particles are nearly always neutrons. Each of these systems will be discussed in detail in a later modules.


Package Search Systems

* Purpose

— Detect any contraband contained in packages
(weapons, explosives and others)

e Method

— Active detection using x-ray energy (photons)
e Backscatter
e Dual-energy
e Computed Tomography (CT)
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In most cases, x-ray technology bulk detectors are modified package search x-ray scanners. These devices usually serve a dual purpose. The package being searched for guns or other like contraband is simultaneously analyzed for the presence of materials that may be explosives. It is important to note that x-ray-based devices detect materials that have explosive-like characteristics.  To identify a material uniquely as an explosive, a chemical analysis technology such as ion mobility spectroscopy is required. 
In general, the use of  x-ray based search systems is intended to assist entry point personnel in determining that packages (and sometimes people) entering a security area do not introduce contraband into the area. One of the most visible applications of this technology to the public is in airports. People who travel by air are accustomed to seeing their carry-on bags and packages screened by x-ray-based systems where humans view the contents searching for contraband. What they perhaps do not know is that modern search systems have enhanced capabilities in analyzing the signal to help the screener in identifying materials that may pose a threat. Also behind the scenes airports are increasingly using high capability screeners to examine checked bags for explosives using automated detection systems that generate alarms when they detect materials that may be a threat rather than requiring an operator to interpret the image.
Enhanced systems use X-ray backscatter, and dual-energy to assist the operator while computed tomography (CT) can perform the automated detection function.



252 ¢ When directed at a
subject material, X- @ @ @
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This slide uses builds.
The first series of builds illustrate the first possible of interaction between X-rays and matter. This interaction is transmission. The purple arrow indicates a photon of X-ray energy. Next build will show this photon passing through the material. This photon is now available to detect and used to construct a transmission image of the interior of the material. The transmitted photons that are detected produce brightening of  the transmission image.
The next series of builds show the possible interaction of absorption. The green arrow indicates another photon of X-ray energy. The photon is absorbed and will not be available to be detected but their absence will result in a darkening of the transmission image.
The next build shows another photon of X-ray energy entering the material represented by the red arrow. The next stage shows the photon being redirected out of the material. This effect is called backscatter.  The dominant backscatter present in package search techniques is Compton backscatter named after Compton who discovered the effect. Backscattered photons are available for detection used in construction of a backscatter image. Their presence in the backscatter image causes brightening. Their absence in the transmission flow of photons results in darkening of the transmission image.
This slide represents X-ray inspection of a homogeneous material. The next slide shows the inspection of a package of non-homogeneous objects.



Background Information:
Z (Effective Atomic Number)

& . Techniques used to image low - Z materials

— Backscatter, dual energy, computer tomography (CT)

— Low — Z materials composed of elements with low
atomic number

— Low —Z elements include hydrogen, oxygen, carbon
— Up to aluminum, with Z number 26
e Examples of low —Z contraband
— Drugs
— Explosives
— Some food stuffs
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Simple single-energy transmission X-ray imagers are used to find metallic items and the other techniques are designed to image low-z materials.  Examples of low-Z contraband materials are drugs, explosives, and some foodstuffs. 
Low-Z materials are materials that are composed of elements that have low atomic numbers.  Low-Z elements include hydrogen, oxygen, carbon, and all the elements up to aluminum , with Z number less than 26. Strictly speaking Z number only applies to elements while explosives are compounds. The effective Z of a compound is a number derived from the various elements that comprise the compound weighted by the number of atoms of each element in the compound’s molecule.
Because most of the development of low-Z screening devices is directed toward the detection of explosives, these technologies are discussed in detail later on in this module in the sections concerning Bulk Explosive Detection.
Although discussion of these devices will be focused on explosive detection, most of these technologies can be adjusted to search for drugs as well.


How X rays Interact with Packages

e« X ray encounters:

— Open volume

e Very high probability of transmission, very
low probability of absorption, very low
probability of backscatter

— High-density, high Z material

e Low probability of transmission, high
probability of absorption, low probability of
backscatter

— High-density, low Z material

* Moderate probability of transmission,
moderate probability of absorption,
moderate probability of backscatter
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The black box indicates the walls of a package. The package contains three regions. First is open space. The second region is the volume of a handgun composed of mostly steel. The third region is a mass of explosives material. The size and the direction represents the likely outcome when a photon of X-ray energy encounters the region.
The first region contains mostly air. The green arrow represents a flow of X-ray photons. Transmission dominates this interaction with the vast majority of photons passing through this area with little chance of being absorbed or scattered. Transmission images of this area will appear bright (white) while backscatter images of this area will appear dark (black).
The second region is composed of high-Z material (high-Z for this purpose is defined as materials with atomic numbers equal to or greater that that of aluminum (Z = 26)). In this region absorption dominates the interaction. The small purple arrow represents low transmission and the small red arrow represents a small amount of scattering. This area will appear dark on transmission and backscatter images.
The third region is filled with explosives material. This material is low effective Z material. There is substantial transmission and also a comparably high amount of backscatter with only a small amount of absorption. This region will appear only slightly dark in a transmission image but bright in a backscatter image. 


Generic X-Ray Package Search System
=8 Layout Transmission and Backscatter

Backscatter Receivers
X-Ray
Generator

Package

Conveyor

Digital
Video
Storage


Presenter
Presentation Notes
This diagram shows the general layout of an X-ray imaging system (both backscatter single and dual-energy). The illumination section is always equipped with a source of X-rays. In the case for single energy and backscatter this is a single energy source in the range of 30 to 40 kV. Dual-energy systems may use a single energy source or a switched energy where the X-ray generating tube is operated at two voltage levels. The energy shines through the package and onto a photo diode array which converts the transmitted energy into an electronic signal. In the case for single energy and backscatter systems this array is a single stack of photo diodes and for dual energy systems this array may be a single stack or a dual stack depending on the technique of dual-energy analysis used (this will be explained further in the section on dual-energy). Only in backscatter systems are the backscatter sensors present.
In all systems there is a digital image storage and image processing module. The image can be stored for real time presentation and processing and some systems have the ability to send this image to a long storage media. The control panel provides the operator the ability to start and stop the conveyor and to manipulate the image. The image manipulation functions often include negative image, contrast enhancement, edge detection (for looking for edges in low contrast images), materials analysis (high and low Z analysis (Z is effective atomic number) and others.
These systems typically have a computer monitor for displaying the image, the computer monitor has largely replaced the CRT monitors used in the past. CT systems are greatly different and will be discussed later in the module.
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Ask students where they think the  target material is.  Then ask the students if the target is a thin or thick sheet of explosive material.
All materials will backscatter some of the X-ray energy when exposed (send X-ray energy back toward the source). Low-Z materials are much more efficient at backscattering than high-Z materials. When backscatter energy is captured and used to produce an image the low-Z materials will appear bright against a dark background. For this reason backscatter imaging can easily distinguish between low-Z and high-Z materials. A typical backscatter system will have two monitors one that displays the transmission image while the other displays the backscatter image.
The images in this slide show both the single energy transmission and the backscatter views of the same package. The transmission image shows a grey square that is simulated sheet explosives. It is fairly easy to see in this image but if it were to cover the entire package it would perhaps not be noticed. It is difficult to tell from the transmission image if this is a sheet of very thin high-Z material or a thicker sheet of low-Z material. By looking at the backscatter image it is obvious it is low-Z material since it appears bright. It would be dark if it were a thin sheet of high-Z material in the backscatter image. Since this technology only gives information on high-Z or low-Z character of the material this package would have to be opened to determine the exact nature of the suspect material.
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Presentation Notes
Ask the students where the target material(s) is in the left picture (what do they think it is?).  Ask the same question for the right picture.
Compton backscatter can also be used to scan humans. These systems rely on very low-energy and low-intensity X-ray beams to scan a person to produce a backscatter image. The very low-density clothing is in effect transparent to the system and any bulk object located under the clothing may be revealed. 
Because the human body is composed of mostly low-Z materials, the body is imaged as bright against a dark background. Objects such as guns and other metallic objects stand out in high-contrast (dark) against the body’s bright background. Other low-Z materials also appear bright in the backscatter image and so they are shown in much lower contrast against the human body. This is not to say that they do not stand out clearly in the picture but the operator must look more closely for evidence of their presence. 


==s Backscatter System - Advantages

e Ease of use
e Speed of use
e Low—Zimaging

— Differentiates between low and high Z
materials

 Exposure to least radiation dose
compared to other X-ray based systems
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Listed are some advantages of the backscatter system. Advantages include ease and speed of use, low-Z imaging, and these systems expose the package to the least radiation dose of all of the X-ray based systems.



== Backscatter System - Disadvantages

* |nability to distinguish between various low
— Z materials

* Size

e Cost (S100K)

* |nvasion of privacy (personnel)
* Perceived health risk (personnel) |
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Drawbacks to this technology include the inability to distinguish between various low-Z materials, size, and cost (around $100,000).  Also, some people would object to the system because it is an invasion of privacy.  X-ray systems  should demonstrate a radiation output of sufficiently low magnitude that personnel will receive a radiation dose less than the permissible requirement; however, some people may perceive the system as a potential health risk.


Absorption Coefficient (1/cm)

w& Materials as a Function of X-Ray Wavelength
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This graph shows the mass absorption coefficients for various plastics (polymers) and several common explosives as a function of wavelength (energy) of X-rays. The longer the wavelength, the lower the energy of the X-ray photon. Since shorter wavelength energy is more penetrating the absorption coefficient (the absorption coefficient determines how much energy is absorbed by a material) is larger for longer wavelengths. The upper two curves on this graph are for Teflon and Kynar. These two polymers contain fluorine in addition to the most common elements carbon, oxygen and hydrogen, this raises their effective-Z. Below the curves for these plastics in a tight group are the curves for common explosives. Then below the explosives are more common plastics like Lucite, Lexan and Nylon all having very low effective-Z. While all materials displayed on this graph are considered low-Z materials there is enough separation to make an automated alert that a potential threat is inside a package. Systems that can determine the effective-Z of a material can be used to distinguish between various low-Z materials. Many of these systems have been optimized for detection of explosives. 
One way for a system to make this determination is by exposing the material to two levels of X-ray energy and examining the ratio of the absorption at the two levels (dual-energy method). Another means is by knowing the absorption and the volume of the material (CT method).


Stacked Array Method for Dual-Energy

Lower Energy Higher Energy
Photons Photons

Stacked Diode
Arrays
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Some dual-energy systems rely on dual-operational voltages for the X-ray generation tube. In this case the tube is operated at widely separated probing energies. This type of system is more complex and a second approach may be used.
The output of standard X-ray tubes is a fairly broad spectrum of energies.  Stacked linear arrays of photo diodes are used to create the image signal.  The upper array absorbs many of the lower energy photons such that the X-ray beam is “hardened” before it reaches the lower array.  Since the average energy reaching the lower array is higher than the average energy seen by the upper array, dual energy information can be obtained.  The chief disadvantage to this method is that the energy separation is relatively small.  The chief advantage of this approach is that the overall system is simpler. 
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This slide uses a build.
Dual energy is a technique that either exposes the package to two distinctly different energies of X-rays or exposes the package to a range of energies and analyzes the transmitted energy at different energy levels. By examining the difference between the interaction of X-ray energy at different levels some discrimination between various types of materials can be made. Simple black-and-white transmission systems cannot easily distinguish between thick sections of organic low-Z materials and thin sections of high-Z materials. Dual energy systems can distinguish between these materials and highlight the difference using color (for example low-Z is displayed as orange while high-Z is displayed in green). Note: some simple transmission systems assign colors to various levels of transmitted energy. This is called pseudo-color and is not a dual energy system. The pseudo-color image contains no more information than the black-and-white transmission image.
This image shows a red highlighted area that indicates the presence of a potential threat material. This is the same explosives simulant used in the previous backscatter image. The entire sheet of material is not highlighted so the system did not find all the simulant but the area that was detected was sufficient to generate an automated alarm. The light green border around other parts of the sheet is produced by the edge detection function that was mentioned earlier. This particular system uses the two energy level (two operating voltage) method of detection. After the discussion a second click will cause a blue square to encircle the simulated explosive.


Indicator
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This slide uses a build.
This is another example of dual-energy detection of potential threat material. The material detected is the same simulant used in the other images. The red area on the screen indicates an automated detection. This system uses the stacked array method of detection. Since the energy separation is less for this method the system designer has used a second source for information to assist in making the effective-Z determination. This system uses a dual look angle to make an estimate of the volume of the material in question. This can be considered to be a “two look” CT reconstruction. Typically to perform an accurate CT reconstruction many more look angles are required but the combination of “two look” angles with the dual-energy information has resulted in a system with automated detection capability.
Following the discussion a second click will cause a blue line to appear to indicate the edge of the simulated explosive.


Dual Energy - Advantages

Relative low cost
Ease of usage
Low maintenance

Can be configured for automated
alarm

Film safe
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Listed are the advantages of a dual energy system.  Some dual energy systems cost as little as $40,000.  In usage they operate the same as conventional package search systems, and thus are easy to use. These systems can provide fully automated alarms.  Packages containing photographic film can pass through the system with the concern of any damage to the film.	


Dual Energy - Disadvantages

e Difficulty with analysis when material
are stacked inside package

e Lower detection rate (compared to
computed tomography)
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Listed are some of the disadvantages of the dual energy system.
Layers of materials above and below the explosive like materials may reduce the ability to detect, other times may enhance detectability but is unpredictable. Also layers of non-explosive materials can cause false alarms.
Dual energy systems in comparison to CT scanners have a lower detection rate (probability of detection)


Computed Tomography (CT) Scanner

The x-ray source and curved
X-ray SourcK_
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\ Package
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package data are taken
constantly

Data represent many look angles

{
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“slice”
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/
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Computed tomography (sometimes referred to as computed axial tomography or CAT scan) scanning for the detection of contraband grew out of the medical industry. Early CT scanners were modified medical systems. Because the cost for these machines are quite high (around $600K to $1M), their use for contraband detection has been limited to the detection of explosives in checked baggage in large international airports. 
In these systems an X-ray source projects a fan of X-ray energy through a package being scanned onto a curved array of photodiodes. The source and diode array are mounted on a circular movable mount. The source and diode array are rotated around the package taking readings. The information from the scan is sent to a computer and is converted into a two dimensional slice. The package is moved forward slightly and the process is repeated. When the slices are stacked they form a three dimensional picture of the package and its contents. Because the CT scanner can calculate the volume of any body internal to the package and the transmission properties of that body are in the scan information the scanner can determine with fair accuracy that the material does or does not have X-ray transmission characteristics (effective Z number) of explosives.



CT Reconstruction

M=% ¢ The diagram at the right
represents four look

angles through a point in
space |

e The red area (the cross-
section of the look angle
beams) is called a voxel

* Density of each voxel is
calculated

e Close-up of voxel shows
artifacts
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This diagram shows how the multiple look angles provide information that allows CT reconstruction. This simplified example shows how a four look angle examination of a point in space allows the surface area of a CT slice to be determined with some accuracy. The energy is received by a photodiode with some fixed surface area. The area of the diode becomes the cross sectional area of the received X-ray beam. The smaller the beam the more resolution the system has. Once the beam information for all the look angles are combined this produces a volume in space called a voxel. Smaller beams result in smaller voxels and the more resolution the system has. Smaller photodiodes with less surface area are less efficient at collecting energy and are thus inherently less sensitive. The smallest photodiode that will produce the desired energy collection becomes the practical limit to the beam size resolution.
Another factor in system resolution and accuracy in determining the effective-Z is the number of look angles used in the reconstruction. In the example shown in the diagram the four look angles results in what are called artifacts (represented by the points around the voxel). These artifacts are regions of uncertainty that result in miscalculations in the effective-Z. More look angles reduce the size of the artifacts. Actual systems based on CT use hundreds of look angles.
Once a series of CT slices are stacked the volume of a region in space with the same absorption can be calculated. Also since the absorption of that region of space can be measured the effective-Z of that material can be calculated. 


105


Presenter
Presentation Notes
Ask the students where they think the target material is.
This picture shows the output of a CT detector. The simulant sheet is the same one used in the backscatter and dual-energy images in previous slides. The central image is representative of the region where the potential threat material was detected. Along the side are several other CT slices of the same package. Although it is not clear in this image the thin line in the middle of the package is colored red to indicate the threat material. This screen is provided to assist in the resolution of alarms and to provide the location of the material to assist in the manual search that should follow a detection. This system is intended to act as an unattended automated alert system and not one for which a human operator is required to inspect the image looking for threats although a human will be required to resolve alarms. The next slide shows a close-up of the central image.


CT Detail of Image
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This image is simply a close-up of the central image of the alarm screen. The sheet explosives simulant shows more clearly red in this image. The grey object above the sheet of simulant is a votive candle. Candle wax is a low-Z material similar in effective-Z to polymers like Lucite. The system has sufficient discrimination to detect the simulant but not the nearby candle. Obviously since the material detected is a simulant and not an actual explosive material the system was unable to discriminate between this material and an actual explosive. Likewise the system cannot distinguish between different explosives. This again reemphasizes the fact that to actually detect and identify an explosive a chemical analysis trace technique is required.
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The main advantage of the CT scanner is that it has the best detection rate (probability of detection) of all the X-ray systems (e.g., backscatter and dual-energy).


=== CT Scanner - Disadvantages

— 4 Very expensive ($600K - $1M)

e Large size

* Not safe for photographic film
— Higher X-ray dose

e Can accommodate packages up to the size
of a large suitcase

 High maintenance cost
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The disadvantages of CT scanners are their very high price, large size, and they are not film safe (due to the higher dose of  radiation).  The package size that canned be scanned is limited - the maximum size of a package that can be scanned is about the size of a large suitcase.  Another disadvantage is the high maintenance costs associated with the CT scanner.


Complementary Systems

* No single bulk (or trace) system is the best

system for all situations

A combination of techniques in a single
system or layered systems may be best
approach for the detection of explosives

— Increase detection rate and decrease
nuisance alarms
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As can be seen from the previous discussion all bulk systems have strengths and weaknesses (the same is true for trace detection systems). Whenever the strength of one system lies in an area of weakness for another these systems can be considered complementary. In this application the two or more techniques cover each other’s weaknesses to for a more effective overall system. An example could be the combination of Compton backscatter with dual energy. Another example may be a trace system combined with a bulk system. In both cases there is more information available than with a single technique which can result in a more robust decision. A complementary system can increase probability of detection while reducing nuisance alarms. Probably the main reasons why complementary systems are not being developed are the likely very high cost and companies protecting proprietary technologies.


smme  SUMMary

 Techniques introduced included:
— Backscatter
— Dual-energy
— Computed Tomography

e A good system integrates
complementary techniques
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Three techniques were presented that use X-rays to detect the presence of explosives like materials:  
Backscatter technology can determine a material’s effective Z by examining the amount of X-ray energy scattered back in the direction of the source
Dual-energy allow the determination of a material’s approximate mass absorption coefficient  
CT scanners can extract enough information to calculate the material’s mass and density, as well as its mass absorption coefficient  
One strength of these techniques is that since they detect large quantities of threat material they are more likely to indicate the presence of a threat quantity of explosives materials. The disadvantage of these techniques is that they have low specificity in their ability to detect explosives materials. In some cases they have difficulty in distinguishing between explosives and other materials, let alone distinguish between various explosives. Conversely trace methods cannot distinguish between surface contamination and threat quantities but can better distinguish between explosives and other materials and can, in most cases, distinguish between various explosive compounds.
A good system would combine the strengths of bulk detection and trace detection to compensate for each other’s weaknesses.


» !
== Categories of Explosives Detection

Explosives detection has two broad categories:
bulk and trace detection

Explosives Detection

Trace

Photo by AS&E
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The figure shows the two broad general categories of explosives detection.
Trace explosives detection which is the acquisition and analysis of microscopic amounts (typically residue) of explosive materials.  In the photo on the lower right hand the trace detection operator is demonstrating the equipment and procedure for acquiring a vapor sample out of a mailbox.
We have already talked about trace explosives detection in another module and now we will be discussing bulk explosives detection techniques in detail.
With bulk explosives detection technologies some characteristic (i.e., the dielectric constant, the gamma or neutron interaction, the microwave emission, etc.) is measured from an “item of interest’ (e.g., a suitcase, package, cargo container, etc.) in an attempt to detect explosives.
These techniques are looking for a visible or macroscopic amount of explosives in-situ (where there is no attempt to obtain a sample for analysis).  If you look at the  photo in the lower left hand corner, you will see the example is the interior of a piece of luggage (as an example, you probably have seen many times that luggage is scanned at the airport and typically this occurs without opening the luggage).


Two Categories of
=& Bulk Explosives Detection

 |maging Techniques
 Nuclear-based Techniques

Trace
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From here on we will focus on bulk explosives detection techniques.
In bulk explosives detection, systems typically use a radiation source to interrogate the materials in question and detect the response from all the materials present.  Within this broad definition for bulk explosives detection, one can envision that there many different technologies and they have been divided into two general categories called imaging techniques and nuclear-based techniques 
The bottom portion of the figure shows bulk explosives detection being separated into two categories called imaging and nuclear-based:
The Imaging category is composed of techniques that use electromagnetic energy to interrogate an item of interest, most often the electromagnetic energy is x-rays.
The Nuclear-based category is composed of techniques that probe the nucleus of atoms in the item of interest.
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The bulk explosives detection category called imaging techniques is a group of techniques that produce images that are analyzed either by a person or by a computer program.
These technologies attempt to make use of some bulk property of the explosives material, such as density, or effective atomic number, or dielectric constant to differentiate the explosive material from other materials that may be present in the item of interest.
There are three groups that makeup the imaging category and they are distinguished by the interrogation energy (or wavelengths) of the technique: 
X-rays (will be discussed in grater detail in another module)
Microwaves 
Millimeter waves (mm-wave)
The lower figure in the slide is an electromagnetic spectrum noting where the different pertinent wavelengths for the imaging techniques are located relative to one another in wavelength.
Each of these groups of techniques are at different stages of maturity in the science and equipment development (commercialization of the technology).  Currently the only two commercially available nuclear technology detectors are the thermal neutron activation (TNA) detector and the pulsed fast neutron absorption (PFNA).  




e Dielectrometry is an imaging technique
that uses low energy microwaves to
determine the dielectric constant of
materials on the surface of an item of
Interest
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Microwaves are electromagnetic radiation with wavelengths in the range 300 mm to 10 mm with corresponding frequencies of 1 to 30 GHz as shown in the figure.  The dark green arrow shows where microwaves are in the electromagnetic spectrum.
The definition of dielectric constant:  it is a numeric ratio of the degree of non-conductivity of various materials relative to vacuum.  Dielectric constant “in layman terms”: it is a numeric value of the conductivity of a material. 
Dielectrometry is one microwave technique that is far enough in its development and commercialization path to talk about. Currently portal systems are being developed (see next slide).  The imaging application looks for anomalies on the human body, i.e., it only looks for objects on people (it cannot detect explosives specifically).  It will image all types of anomalies, including weapons, drugs, etc.  This technology is still being prototyped, and has not been fielded in real world applications.
Dielectrometry is a technique that uses microwaves as its interrogation energy and it examines an item of interest for its dielectric makeup and constructs an image of that information.  The  “alarm” would be some kind of image of an object on the person’s body.   If an image on the body is detected, than that would warrant a further investigation.




Dielectrometer

eDielectrometer is an
anomaly detector

eDoes not detect explosives
directly

e Objects typically

categorized as metallic or
dielectric

P

*No specific anatomic
information displayed

Photo by Emit Technologies

115



Presenter
Presentation Notes
Dielectrometry is sometimes also called an anomaly detector.  The system measures dielectric constant differences or anomalies in material properties of the item under scrutiny (including the human body and objects present on that body).
This technology does not directly detect the presence of explosives. Objects are typically categorized as metallic or dielectric (insulating) and their location is displayed on the wire frame image. A wire frame image is an outline of a person’s body and the object ( it does not show anatomical details (ensuring privacy issues are respected)).  The wire frame image shows up on computer screen.
Information (or an image) is displayed on a generic wire frame representation of an average person scaled to the proper height (for object location).  No specific anatomical information is acquired or contained in the image.
Dielectrometers are available (or soon-to-be available) as hand-held scanners and, also, as a personnel portals technology (as shown in the photo).  This particular dielectric portal is called the People Portal II from Emit Technologies. 

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



== Advantages of Dielectrometry

e Safe for humans

— Non-ionizing and non-cumulative radiation
 Non-invasive and non-contact technique
e Maintains individual’s privacy
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In any screening device to be used on people, safety is of prime importance.  The radiation doses received while being scanned need to be so low that is virtually indistinguishable from background.
Advantages of Dielectrometry
This technology is safe to use on people because this technology uses “non-ionizing radiation” microwaves as the incident radiation, unlike some other bulk explosives technologies (e.g., dual energy or computed tomography).  
“Non-cumulative” means the microwave energy doses (exposure) are not additive like they are in X-rays (where there is a published guideline for a suggested yearly X-ray exposure).
No anatomical information is acquired or contained in the image maintaining a person’s privacy (general wire frame representation).




== Disadvantages of Dielectrometry

o Anomaly detector
— Not directly an explosives detector
 Moving parts and enclosure may frighten

children and possibly adults
(claustrophobics)

Photo by Emit Technologies
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Disadvantages of Dielectrometry
This technology does not  directly detect the presence of explosives.  The system measures dielectric constant differences or anomalies in material properties of the item under scrutiny. 
Dielectrometer is basically looking for areas with differing dielectric constants than the surrounding area and locating them on the wire frame image. 
Moving parts and the portal enclosure has the potential to scare certain types of people.  The screening takes on the order of seconds.


Passive Millimeter Wave: no interrogating
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Millimeter waves are electromagnetic radiation with wavelengths in the range 10 mm to 1 mm with corresponding frequencies of 30 to 300 GHz as shown in the electromagnetic spectrum .  The pink arrow shows where the mm-waves are located in the electromagnetic spectrum.
Millimeter wave techniques are basically holographic images.  Millimeter wave energy can pass through clothing and packaging looking for concealed weapons and objects made of metal, plastic, and ceramic.  Images from metallic objects are more distinguishable than organic materials (it is better at identifying metallic object than non-metallic objects).  The technique is not material specific when looking for anomalies (i.e., it is not looking specifically for explosives).  Plastic explosives may look the same as innocuous plastic items.  When an anomaly is identified it will need to be followed up with a second technology or alarm resolution procedure.
Bodies above absolute zero will naturally emit radiation in the mm-wave region of the electromagnetic spectrum.   Millimeter waves form thermal images, and therefore, the human body or other object at or near room temperature can naturally emit millimeter wave energy.  Thus, making it possible to have passive millimeter wave techniques.
Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



==n Advantages of Millimeter Wave

=" o Ppotentially can find plastic explosives
e Safe for humans
— Millimeter wave is non-ionizing radiation

e Reveals objects hidden under clothing

e Many airports have changed software to
display alert area on a generic figure. Less
invasion of privacy
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The portal technology is the furthest along and hand held scanners may be in development .
Advantages of mm-wave
There is a potential for finding plastic explosives which contain plasticizers and other materials commonly found in plastics.  With this technology you will have a non-zero probability of detecting objects. This technique can potentially detect plastic explosives.  In principle, it could detect any kind of explosives (some better than others), but it will mainly detect an anomaly.  
This technology uses “non-ionizing radiation” mm-wave energy as the incident radiation which means it is safe to use on people unlike some other bulk explosives technologies. 
Millimeter wave devices can image objects under clothing.  



.



Provides anatomical information
— Potential for invasion of privacy |
e Temperature sensitivity

— Environmental effects
e Lacks specificity

— Can’t identify chemical composition
* Cost

— Still being deployed at airports
— About S170K USD
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Disadvantages of mm-wave:  These devices produce holographic images and anatomical information is acquired or contained in the image, therefore, it does not maintain a person’s privacy.
Detection is based on temperature and therefore this method is not a direct detection of explosives.  The technology is looking at radiation emission from the human body, so it is temperature dependent.  Explosives hidden under clothing will have a lower surface temperature than normal body temperature, so basically different emissions are given off by the body and the explosive material.  
For example:  The technology can’t differentiate between a body cast around the  mid-section of a human (under their clothing) and  40-lbs of plastic explosives strapped to the mid-section of the body.
This technique may not work in really hot environments where there is only a small difference in temperature between people and inanimate objects.  In order to detect a difference in the radiation levels there must be a difference in the ambient temperature.  If the environment is hot enough such that the body and inanimate object are at the same temperature, the detector might not see the anomaly (lack of image contrast).
Lacks specificity – the technology can’t distinguish explosives from non-explosive materials.
Cost – the technology is still being developed, not yet widely deployed.  Since the technology still in development and not routinely available, lots of operational parameters are not known, like PD and real world application.


Bulk
Detection

Nuclear-

Use radiation to interact with
atomic nuclei within the
material

Nuclei of the material emit
characteristic radiation that
predict the presence of
explosives

More material-specific than
imaging techniques for
explosives detection
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The commonality of these techniques is the probing of the nucleus of atoms in the material of interest.  Some nuclear-based techniques utilize high energy neutron as the probing radiation to interact with the material’s nuclei which in turn emit characteristic radiation.  Some nuclear-based techniques probe the nuclei of the material with radio frequency (RF).
Nuclear-based techniques are much more material specific for explosives than are imaging technologies and therefore, less operator interpretation is necessary.  Nuclear-based techniques are not a good technique for screening people (i.e., unsafe radiation levels; mm-wave techniques are more appropriate for screening people).  On the other hand, mm-wave technology is not penetrating enough for large vehicles (e.g., cargo transportainers), for large cargo screening a nuclear-based technology is needed.
What is atomic nuclei (nuclei is plural of nucleus)?  Every atom has a nucleus which contains protons and neutrons and their numbers are characteristic of the particular element.  The number of protons is characteristic of the Z- number.  The number of neutrons determines the isotope.  (Note to instructor:  Refer to a periodic table if necessary - each atom has their own number of protons, neutrons, and electrons).

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



== Neutron or Nuclear - Based Technologies

Thermal Neutron Activation (Analysis) or
TNA™

~ast Neutron Analysis or FNA
Pulsed Fast Neutron Analysis or PFNA™

Pulsed Fast and Thermal Neutron Analysis or
PFTNA

Nuclear Quadrupole Resonance or NQR
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Nuclear technologies interrogate a package using gamma rays or neutrons.  These devices determine the nitrogen content of a material.  Because many explosives are nitrogen rich, these devices can automatically detect their presence.  
Listed are some of the predominant nuclear-based technologies. Some of these techniques are further along in their technology path than others.  Some have commercial instruments available.
TNATM and NQR are the most widely developed technologies and furthest along.  All the others are under development. Each of these technologies will be explained further in the following set of slides.
The cost of the neutron-based instruments is very high and the cost is mostly due to the nature of generating and shielding requirements of neutrons.  PFNA is too expensive to be widely used.



Comparison of Neutron Techniques

Technique Radiation Probing Detected Elements
source radiation radiation detected

TNA 252Cf or ng? Thermal Neutron N, H
neutrons capture y*
(0.025 eV)

FNA ng Fast neutrons Scattered y O, C,(N), (H)
(8 MeV)

PFNA ng pulsed fast (ns?) Scattered y O,C,N,H
neutrons

PFTNA ng Pulsed fast (us3) Scattered y O,C,N,H
and thermal and neutron
neutrons Capture

ngl: neutron generator

ns?: nanosecond (1 x10° seconds)
us3: microsecond (1 x 106 seconds)

v gamma ray

Gozani; Nucl. Instr. and Method in Phys Res., 2004
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This is a comparison of the neutron-based techniques that we will briefly cover.  The table only compares neutron probing techniques, therefore NQR is not compared on this table.  NQR is not based on radiating targets with neutrons.  NQR will be discussed separately from the neutron-based techniques.
The table lists the nuclear-based techniques, the type of neutron (radiation) source used, the probing radiation used, the detected radiation, and the elements detected.
What is a neutron?  A neutron is a neutral (uncharged) subatomic particle found in the nucleus of an atom (protons are the other subatomic particle that are found in the nucleus of an atom).  
Outside the nucleus, neutrons are unstable and have a lifetime on the order of 15 minutes.
Neutrons are provided by:
Radioactive isotope (Californium-252 (252Cf  ) is a commonly used neutron source)
Electronic neutron generator 
Thermal neutrons are low energy neutrons with energies below 0.5 eV (electron volts).
Fast neutrons are high  energy  neutrons with energies above 0.5 MeV (mega-electron volts which a million times higher energy than thermal).



TIME FOR A BREAK

F %



Thermal Neutron Activation (TNA™)

1=

 Method based on the
nitrogen emission of a 10.8
MeV gamma ray (y) when
exposed to neutrons (n)

e Neutron flux (stream) from:

— Radioactive isotope (*>Cf —
Californium)

— Electronic neutron generator

Photo by Acore
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Many explosives (e.g.,  TNT,  RDX, PTEN, nitroglycerin, etc.) are nitrogen-containing compounds and thermal neutron activation is a detection technique to determine the presence of nitrogen in a item of interest.
What is a gamma ray (g)?  It is part of the electromagnetic spectrum and is similar in energy to x-rays, but gamma rays originate in an atom’s nucleus.  Gamma rays are located on the far right hand side of the figure of the electromagnetic spectrum.  They are very high energy and pose safety hazards (radiation exposure).  
An item is exposed to a stream of low energy (thermal) neutrons that strike the item and detect the emission of gamma rays from the interrogated item. The technique is looking at the emission of gamma rays when bombarded by electrons – it is looking for nitrogen-rich compounds which would generate an alarm.  If nitrogen-containing compounds are detected, the operator would get a signal of gamma rays (in the form of a graph showing the intensity of gamma rays), or alarm recorded (statement) indicating the presence of nitrogen (or both).
The top photo shows a TNATM baggage screening device and the lower photo shows a vehicle screening device (the device moves down a track alongside the truck probing the container for the presence of nitrogen-rich compounds).
Under the right circumstances PD would probably be high for large masses of explosives associated with truck bombs.



» !
=== Thermal Neutron Activation (TNA™)

e

e Nitrogen (**N) absorbs a neutron (n) (neutron capture)
e Excited state (:°N*) formed and gamma (y) ray is emitted

14N +n_)15N *

PN*=>*N +7(10.8MeV )

Electromagnetic Spectrum

Wavelength _10° 100 102 104 105 102 100 qp12
{meters) | |
<4

Longer
A

—

shorter
A

X-rays
4+— v

Lower Radio waves Microwaves - Higher
E Gamma rays E
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Let’s go into a little more detail about TNA:  A thermal neutron stream (low energy neutrons) that interacts with the nucleus of each of the atoms that makeup the item of interest.  
Atoms have the potential to absorb a neutron (called neutron capture) and form an excited state.  The cross section for an interaction is the probability of the interaction of the neutron with the nucleus.  The cross section for interaction of thermal neutrons with nitrogen atoms is especially high compared to the cross section for interaction with other common atoms such as carbon and oxygen. 
Thermal cross section (barn):     12C =0.0035 
[barn = 10-24 cm2]                           1H =0.33
                   14N = 1.7
The energetically excited atom gives up the excess energy by the emission of a gamma ray. 
Many common explosives are nitrogen-rich materials; emissions of gamma rays from materials characteristic of nitrogen indicate the possibility of explosives.  Explosives have more nitrogen than most other materials (it would be rare to encounter a truck with large quantities of high nitrogen non-explosives material in it (maybe fertilizer, which is sometimes used in making explosives)).
Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



__ Advantages of TNA™

=

e Penetrating nature of neutrons and
gamma rays

e High accuracy
e Low nuisance alarm rate
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Advantages of TNATM
Neutrons and gamma rays will pass through most common materials including metal.  This technique is useful for screening cargo and large vehicles (semi-tractor trailers). 
The high accuracy of the technique is for nitrogen detection, because only 10.8 MeV photons of gamma rays are emitted from nitrogen.  Nitrogen-rich compounds would be detected by this technique.
This technique has low nuisance alarm rate generally because very few vehicles contain large amounts of nitrogen-rich materials.  
The system complexity for TNA technology is less in comparison to the other neutron-based techniques because it uses a radioactive source;  which makes it less costly (doesn’t require a neutron generator and power). 





Disadvantages of TNA™

1-5

* Not safe for humans
— lonizing radiation

e Can’t detect all kinds of explosives

e High cost
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Disadvantages of TNATM 
Ionizing radiation means that the radiation technique can’t be used for personnel screening.
There are safety concerns over radiation exposure when the neutron source is a radioactive isotope, the neutron stream can not be turned off like it can in a electronic neutron generator.
The TNATM technique only detects nitrogen-rich compounds.  
Cost is 
High for the vehicle and cargo screening applications  (approximately $750K to $1M)
High when an electronic neutron generator is the neutron source, but additionally the system has added complexity (radioactive isotopes (e.g.,  Californium-252 (252Cf  )) that emit radiation adds some additional costs).
Using a radioactive source as the neutron source is simpler and cheaper, but it can’t be shut off - it constantly emits radiation.  



Fast Neutron Activation (FNA)

B « Measures the y produced from inelastic
scattering of continuous n stream

e Fast neutrons travel further and can be
used on larger items

G\@
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FNA measures the results of the interaction of high energy fast neutron with the item of interest.  This technique rather than using neutron capture (such as TNA) will undergo inelastically scattering, resulting in the production of characteristic gamma rays.
Inelastic scattering (shown in the figure) is when a collision occurs between a neutron and the item of interest.  The energy of the incident neutron is not conserved and some of the energy is transferred to the other molecule (to the nuclei of the item of interest).  This is similar to shooting a game of pool.
Fast neutrons are of higher energy (typically 14 MeV) allowing for better deeper penetration into the item of interest.
To generate fast neutrons, a neutron generator (accelerator) is needed. A radioactive isotope will not produce neutrons with high enough energy
There is not a commercially available FNA system, but there is a TNA/FNA combination available.  
This discussion leads into the next technique- using the interaction of high energy fast neutrons (FNA) and then adding a pulse to that bombardment of fast neutrons leads to the technique of PFNA.





Pulsed Fast Neutron Activation (PFNA™)

12

e Very short
(nanosecond) fast
neutron (N) pulses

e Utilizes timing
information from the
neutron pulse and y

detection for 3-D
location

Photo by Ancore .. | 4
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PFNA is a technique where fast neutrons are pulsed at the item of interest  rather than a constant stream of thermal neutrons.
Using very short timed fast neutron pulses (nanosecond range), the location of the detected material can be determined (by measuring the timing of the neutron pulse and the return of the gamma ray and knowing the object size).
PFNA yields information on several elements including carbon, hydrogen, nitrogen and oxygen.
A high energy neutron source is necessary in PFNA such as a electronic neutron generator (radioactive isotope will not produce neutrons with high enough energy).
The photo shows a PFNATM vehicle screening system.  The device detects more specific information beside nitrogen (C, H, and O as well).  
Specific testing has not been done to determine PD.  For large masses of explosive material and large scan times, PD is probably high.




== Advantages of PFNA™

e Multi-element information obtained (N, O,
C)

 Good neutron penetration and useful with
very large cargo (transport containers)

e 3-D alarm location information
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Advantages of PFNATM
Gamma ray information is collected on elements besides nitrogen.  The technique allows for multi-element information to be obtained.
The technique provides more penetrating power due to the high energy of the neutrons and the device can see (detect) further into an enclosed container.
The PFNATM technique can be fairly specific in pinpointing where the item of interest is located within a large container  (it can describe three-dimensionally where in the vehicle the explosive is located).
 Neutron generators have the capability of being turned off and on  (i.e., do not emit neutrons continuously, as is the case for other sources).





Disadvantages of PFNA™

e System complexity
— Size

* High cost

* Not safe for humans
— lonizing radiation

e Slow throughput
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Disadvantages of PFNATM
Because an electronic neutron generator has to be  part of the detection system, the system is more complex.  A radioactive isotope would not emit neutrons of high enough energy for this application.  Because of all the components required (neutron generator, shielding, etc.) the system is rather big and bulky.
Cost: (several million $$)
The electronic neutron generator is expensive, complex, and typically “free neutrons” (neutrons outside an atom have a lifetime on the order of 15 minutes)
Additional safety features (e.g., shielding, etc.)
Neutrons and gamma rays are ionizing radiation and are not human safe: 
Shielding needs to be provided to protect operating personnel from neutrons and from gamma rays (the operator would remotely direct the equipment - in the photo, the operator would be on the other side of the right wall, a vehicle would be on the left side of the machine).
As the detection equipment moves down the track alongside the vehicle, the scanner takes multiple scans across the vehicle (the viewing area is small (about 1 to 2 ft), therefore the throughput process can be very slow.  It takes multiple scans to complete the screening for a large container.


~ '« Microsecond pulsed

Pulsed Fast Thermal Neutron Activation

fast neutrons with
delay for thermal

neutron (neutron

capture from thermal
n)

Photo by SAIC
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The pulsing scheme is  unique to allow for both inelastic scattering and neutron capture to occur.  As a reminder, inelastic scattering is when a collision occurs between a neutron and the item of interest.  The energy of the incident neutron is not conserved and some of the energy is transferred to the other molecule (i.e., to the nuclei of the item of interest). 
The PFTNA  is a combination of the PFNA and TNA techniques.  It can do what both techniques can do.
This technique consists of microsecond long fast neutron (14 MeV) pulse interrogating a vehicle and detects the gamma rays from inelastic scattering for the identification of oxygen and carbon (the PFNA detection process). There is a time period provided between pulses that allows the neutrons to thermalize (slow and loose energy) and thus allow neutron capture to occur resulting in the detection of the prompt gamma rays for nitrogen (the TNA detection process)
The photo shows a vehicle screening system. It can detect any type of explosive, because it doesn’t just look for nitrogen-rich compounds.
Not enough testing had been conducted on this type of technology to draw any specific conclusions on detection rate.




» g
—== Advantages of PFTNA

e

% « Obtain information on multiple elements
— PFNA detection process (O, C)
— TNA detection process (N)

* Provides more elemental composition than
other neutron detection approaches

o After equipment isin place, can have rapid
assessment

e Cost-S100K
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The information obtained on other elements allows for better specificity in the detection of explosives. 
O,C, and N may be enough to make a positive detection. 
The detection equipment takes a single scan (it has a limited viewing area) to determine whether something is there or not there (i.e., rapid assessment).
If you look at the photo in the previous slide you can see that in comparison to the other technologies we have looked at, the PFTNA is a compact system, and doesn’t take up as much space. 
Cost  is an advantage in comparison to the other technologies ($100K).


Disadvantages of PFTNA

=

 No exact location information
e System complexity

— Requires training
 Not safe for humans

— lonizing radiation
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The equipment provides rapid assessment, but  no specific location information of the source of the alarm is provided.  Therefore when an alarm is indicated there needs to be follow-up with subsequent searches.  
System complexity – it is an expensive system, that is big in size, and requires a well-trained operator.  
Ionizing radiation means that the radiation technique can’t be used for personnel screening.
The detection equipment does not have shielding in the direction of the beam, so the vehicle must not have any human occupants, and the operator directs the equipment from a safe remote distance (approximately 30 ft).  In order to operate the equipment safely,  tethers run from the equipment to the operator.




Photo by InVision

* RF spectroscopy
method based on
nitrogen (**N)
quadrupole detection

e Weak emitted RF
signal
— Characteristic energy

based on the material
and crystal structure
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Nuclear Quadrupole Resonance or NQR is an explosives detection technique based on nitrogen quadrupole. 
NQR technology is a promising new technology that was recently incorporated into a commercial device.  This technology uses energy radio waves to determine the presence of nitrogen-rich materials.  
When quadrupole nuclei are exposed to a pulsed RF frequency, the quadrupole nuclei move to a higher energy state (quadrupole energy levels).  Upon the removal of the RF field they return to their original lower energy state with the excess energy being release.  The released energy is of a characteristic energy which is dependent on the atoms present in the material. The energy released is also dependant on the structure of the molecule in which the atom is combined. This means that the technology can be specific to the explosive and not just detect the presence of nitrogen.
Observation of RF signals form the nitrogen nuclei present in explosives.
RF signals are very weak and require averaging to get good signal-to-noise ratios.

Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



=

Advantages of NQR

e Safe for humans?
— No ionizing radiation

e Specific nitrogen based explosive detection
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Because the NQR technique depends on impending radio waves (vs. gamma rays and radiation), it is considered safe for humans.  However, to date, there hasn’t been any testing done on humans to determine the effects.  The effect on humans is probably the same as a Magnetic Resonance Imaging MRI, but tests have not been conducted to determine if there are any cumulative effects.
The technique can detect  nitrogen-rich compounds – some better than others.  It not only detects the nitrogen compound but also detects by material structure.




e Disadvantages of NQR

 RF signal is weak and can be masked or
shielded

e Detects only explosives containing
nitrogen

e Emitted RF is weak - detector must have
close proximity
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Because the RF signal is weak and can be masked or shielded by various means, it would be advisable to use the NQR technique in conjunction with a  metal detector.
It doesn’t detect all explosives.
Close proximity – because the RF signal is weak the detection equipment needs to be within inches of the container in order to detect explosive materials.


= System Evaluation

Right technology for right application
Nuisance and False Alarm Rate (NAR/FAR) logs
Alarm resolution procedures

Detection rate (probability of detection)
Throughput rate

Installation / calibration / maintenance
Performance testing

Operator interface

Operator interpretation

Standards

Etc.



Presenter
Presentation Notes
Most of the technologies discussed in this module are years away from being deployed for real world application.  They are still being tested and prototyped and are not cost effective.  However, if you ever have the opportunity to conduct an evaluation of bulk detection systems in the field, the list shown can help in evaluating a detection system. 
The first and most important question to ask is “is the right technology being used for the right application?”  For a vehicle inspection a hand-held scanner would not be appropriate.   A nuclear-based technology would not be appropriate for screening people, etc.
NAR / FAR logs - how often, how many, types, resolution of alarm?
Alarm resolution procedures – what does an operator do in the case of an alarm?  Are there procedures for resolving alarms?  Are the procedures documented, followed, and trained to?
PD – determined under well-defined circumstances (testing procedures with criteria). 
Throughput rate – number of items through a device and the time required.
Installation/calibration/maintenance – was the equipment properly installed?  How often is it calibrated?  How often is maintenance performed?  Maintenance records should be reviewed for numbers and types of equipment component failures.
Note to Instructor:  A complete set of speaker notes for this slide is included in the Instructors Guide.



e SUMMary — Imaging Techniques

4% * Imaging Techniques (microwave,
millimeter wave)

— Produce image from some bulk
property

— Not direct detection of explosives
— Safe for humans

* Non-ionizing radiation |
— Applications are personnel screening  photoby Emit Technologies
and small packages i
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Technologies under development involve the use of microwave energy to determine the dielectric constant of a material and millimeter wave devices that image objects under clothing.
Imaging technologies attempt to take advantage of (or exploit) some bulk property of the explosives material, such as density, effective atomic number, or dielectric constant to differentiate the explosive material from other materials that may be present in the item.
They are not detecting explosives, but detecting dielectric constant.
Millimeter-wave and microwave are both non-ionizing and human safe and are being develop for personnel screening.
Imaging techniques are still under development and therefore, not commonly used in real world applications.  






Nuclear Radiation Detection Systems

* Purpose
— Detect theft of Special Nuclear Materials (SNM)

— Discriminate SNM, Radiation Dispersal Devices (RDDs), and
accidental contamination from natural, industrial, and medical
radiation sources

* Principle of operation
— Use detected gamma rays and/or neutrons to identify a threat
— Small distance between the source and detector is important
e Components
— Radiation detectors
— Analysis software
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=== ScCintillating Gamma-Ray Detectors

Plastic

— Can be made very large — widely used for screening
— Very inexpensive in comparison to other technologies

— Poor selectivity — detects but does not cIassif?/ radiation (many
false alerts due to radiopharmaceuticals and legitimate
industrial radioactive materials)

— Poor sensitivity to higher energy gamma radiation
e Sodium lodide (Nal)

— Smaller but large enough to be usefully sensitive (up to
10 x 5x 40 cmor 4 x 2 x 16 inch pieces are in common use)

— Relatively affordable (< $2k each)

— Good selectivityécan be used reliably for automated
identification and classification of radiation sources)

— Now being preferred for screening in most portal monitors
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=== Solid State Gamma-Ray Detectors

¥ ¢ Cadmium Zinc Telluride (not preferred by most analysts)
— Does not require cryogenic cooling

— Somewhat better selectivity (“resolution”) than
scintillators such as sodium iodide

— Very small (t¥]p|cally ~1 cm?3)— low sensitivity and poor
efficiency at high energies

— Not consistent in energy response or peak shape
e High-purity Germanium (often used for secondary analysis)
— Most expensive — typically S30k - S120k
— Medium size — typically 100 cm?3
— Requires cryogenic cooling (typically liquid nitrogen)

— Best selectivity by far — 30 times better than sodium
iodide
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=Y Gas Discharge Counters

3He or BF; — Useful for detecting and locating neutron sources
(pulses are in proportion to energy deposition and enable non-
neutron noise rejection)

Neutron capture, detect product ion:

— 3He+In —>3H+1p, 0.76 MeV
— 10B +1n = 7Li + 4a 2.3-2.7MeV

Geiger-Muller tubes — Generally used for gamma rays (simple, low-
cost, all pulses are the same amplitude)

Useful for surveying, locating sources, and measuring high dose
rates

Counters only provide a count rate — no energy information,
nothing to distinguish “good” from “bad” sources
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Helium 3 or boron trifluoride


Neutrons give some — but not reliable or specific — indication of SNM
(specifically, plutonium)

 Anincrease of neutron count rate over the background rate can indicate

Pu-239 (neutrons are primarily from spontaneous fission of an impurity of
Pu-240)

e Many RIIDs also carry a neutron detector tube, usually based on He-3,
which reacts with slow neutrons only

 However, neutrons are not a specific indicator of SNM

— There are many innocent sources of neutrons such as soil density
gauges, moisture sensors, and oil well loggers

— A higher count rate can result simply from moving a RIID closer to a

moderating source (heavy person, gasoline or water tank, ...) which
slows down more of the neutrons

— False indication of neutrons also often results from energetic gamma
rays interacting with the neutron detector material
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RIID radiation isotope identification device


Examples of Radioactive Isotope

Ident|f|cat|on Devices (RIID)

Ortec: Detective HPGe, ~S50k
Canberra: InSpector 1000, 12k DSP

SAIC: GR-130, GR-135, GR-460,
Radsmart

LANL: GN-2, GN-3, GN-5
Berkeley Nucleonics: SAM 935
Biocentric: Quantrad Ranger, Scout
ICx Radiation: |dentiFINDER

Many others

Photos: David Mercer, LANL
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HPGe – High Purity Germainum
InSpector – hand-held sodium iodine detector
SAIC GR-130 – portable radiation spectrometer survey meter, dose meter, spectrometer
LANL GN-2 – portable gamma-ray and neutron instrument high purity germanium detector. Bismuth germinate scintilator
Berkeley Nucleonics sam 935 – portable gamma spectroscopy system – Sodium iodine detector and He-3
Biocentric Quantrad ranger, scout – gamma and neutron detector – sodium iodine detector and He-3 
Icx radiation identifinder – gamma and neutron detector – sodium iodine (gamma) plus geiger muller tube (high gamma dose rate) plus a He-3 (neutron)



! Example of a Sodium-lodide Spectroscopic
. Portal Monitor in Use

Photo: SNL 147



Radiation detection equipment and its
installation

Associated cameras, Optical Character
Recognition (OCR), License Plate Recognition
(LPR) technology, Global Positioning Satellite
(GPS) and its installation, as appropriate

Computer equipment and associated
communications systems for Central Alarm
Systems and as appropriate National
Communication systems that link individual
site systems to a central location

Installation of equipment at Regional or
National training centers

Training in all aspects of system use and
maintenance for multiple audiences

Technical support assistance
Maintenance and sustainability support

Vehicle Inspection



Mobile radiation detection system

Rail monitor

Port vehicle monitoring

Vehicle monitors

Straddle container monitoring



=== Contraband Detection Summary

 Contraband is any object or material
prohibited from entry into a security area

e The purpose of contraband detection systems
is to detect the presence of contraband on
persons and packages in order to prevent the
introduction into a security area

e There are three techniques used in
contraband detection (1) manual, (2) machine
assisted, and (3) automated

e There are a number of tools used for
contraband detection
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Contraband includes items such as unauthorized weapons, explosives, drugs, and tools.  Methods of contraband detection include metal detectors, package searches, and explosives detectors. 
Contraband is any object or material that constitutes a threat when introduced into a security area.
Contraband detection requires the presence of human operators to make the final decision as to the presence of the contraband item. In some cases it so because the human makes the initial determination such as the case of x-ray imaging. In other cases automated detection by certain systems are subject to some level of false alarms a human makes the final determination during the process of alarm resolution using secondary screening measures.
There are a number of tools, techniques, and systems that can be used to detect the presence of contraband on persons and inside packages (or even vehicles).  


Subgroup 12
Contraband Detection

Subgroup Objectives

After the session, the participants will be able to do the following:

1. Select generic equipment for an effective system to detect contraband.
2. Select generic equipment to detect the following contraband:

a. Firearms and tools

b. Explosives

C. Shielded radioactive material




Exercise 1 - EQuipment Selection

Using the data in Table S-1, choose entry control equipment that satisfies the
requirements below.

Scenario 1: Screen personnel for contraband dynamite and military grade TNT
at two separate entrances of a controlled facility. Total budget for
detection equipment cannot exceed $70,000.

Selected Equipment:

Reasons:

Scenario 2: Inspect luggage at an airport boarding area for concealed C-4
plastic explosive using a vapor sampler. A minimum of 6 items per
minute must be inspected to satisfy throughput requirements.
Budget is not a major factor.

Selected Equipment:

Reasons:




Table S—-1. Summary of Commercial Trace Explosive Detectors

Smiths
Instrument Detection Smiths .GE
lonscan  Sabre 4000> MobileTrace?
400B
Detector Type lon Mobility  lon Mobility lon Mobility
Spectrometer Spectrometer Spectrometer
Benchtop Hand held Hand held
Will detect:
e Pistol Powder Yes Yes Yes
e Dynamite Yes Yes Yes
e Military TNT Yes Yes Yes
e Semtex! Yes Yes Yes
o C-4' Yes Yes Yes
e DetaSheet Yes Yes Yes
Analysis Time (sec) 6-8 6-8 6-8
Training Required Low Low Low
Maintenance Required Low Moderate Moderate
Cost ($1000s) 40 28 40
Sensitivity Very High Moderate Moderate

1 - Semtex, C-4, DetaSheet can be detected by swipe only (not by vapor).
2 - These detectors can collect and analyze samples from vapor or swipe collection.
Swipe collection is more sensitive and reliable.




Exercise 2 - EQuipment Selection

Choose metal detection for entry (weapons screening) equipment that satisfies the
requirements below. Refer to Tables S-2 and S-3.

Requirements: 1) Be able to detect spheres of steel, aluminum, and stainless
steel at least 3 cm in diameter carried by a person.

2) Allow a minimum of 6 persons per minute to pass through
portal.

3) Allow minimum sensitivity setting (to minimize false alarms).

4) Allow for good detection in all orientations.

Selected Equipment:

Settings:

Reasons:




Exercise 3 - EQuipment Selection

Choose metal detection for exit (CATEGORY 1 screening) equipment that satisfies the
requirement below. Refer to Tables S-2 and S-3.

Requirement: Be able to detect a sphere of lead 3 cm in diameter carried by a
person and is relatively insensitive to object orientation.

Selected Equipment:

Settings:

Reasons:




Table S-2. Minimum Detectable Sizes of Metal Spheres

Detector

Sensitivity

Minimum Detectable Size (cm)

Carbon

Stainless

Setting Steel Aluminum Steel Lead

—A—

High 2.5 2 25 3
Program 1 Medium 3 2.5 3 **

Low 4 3 4 o

High 2 25 3 ok
Program 2 Medium 2.5 3 4.5 **

Low 3 4 o ok
—-B-—

High 2.5 2 3 5
High Sensitivity Mode Medium 3 2.5 * *

Low 4 3 * *

High 3 3 * *
Discrimination Mode Medium 4 3.5 * *

Low 4.5 4 *k *k
—C—

High 3 3 4 5
Low Threat Mode Medium * 5 o **

Low - - ok ok

High 2.5 2 2.5 3
High Threat Mode Medium 3.5 4 4.5 5

Low 5 5 o o

* Samples presented at the center of the metal detector.

** Detector would not detect largest sphere.

Detector A is a programmable digital pulse detector.

Program 1 is optimized for nonferromagnetic metals.

Program 2 is optimized for ferromagnetic metals.

Detectors B and C are nonprogrammable pulse detectors.




Table S—3. Metal Detection Ratio of Most-Sensitive-Orientation to Least-Sensitive-
Orientation*

Detector Carbon Aluminum Stainless Lead
Steel Steel
—A—
Program 1 3.2%* 1.2 2.0 1.1
Program 2 1.8 1.3 1.9 1.1
—-B—
Both Modes 5.2 1.6 2.2 1.2
—C—
Low Threat Mode 4.8 2.2 2.4 1.4
High Threat Mode 3.2 1.7 2.4 15

* All samples are 10-cm rods, 2.54 cm in diameter. See Figure 9S-1

**  Ratio is the detector’s response to the most sensitive orientation divided by the
least sensitive orientation. Example: for Detector A running Program 1 the response of
the detector to the most sensitive (vertical) orientation is 3.2 times greater than its
response to the rod in the least sensitive (horizontal) orientation. See Figure 9S-1.

Utilizing the above information, why do detectors respond with greater detection to the
two orientations?




Direction of Detector’s
Magnetic Field

Horizontal Orientation
Least Sensitive

Vertical Orientation
Most Sensitive

Figure S-1 Rod Orientations for Most Sensitive and Least Sensitive Orientations

Least Sensitive Detector Response Signal = 100
Most Sensitive Detector Response Signal = 320

Metal Detection Ratio of Most-Sensitive to Least-Sensitive

Orientation is 320/100 = 3.2




Application Considerations

Discuss the following application considerations:

1)

2)

3)

4)

5)

6)

7

Swinging metal doors may interfere with entry control devices (e.g., X-ray
package search machine and CATEGORY 1 or metal detectors).

What problems would be created by a totally automated entry control system
(including contraband detection equipment)?

What problems do you expect to encounter with an explosives detector system?

Why do we need a metal detector at the exit of the facility?

Does it matter whether the person is entering or exiting the facility?
Should the same kinds of screening (weapons, explosives, CATEGORY 1) take
place on entry and exit?

How much floor space will the contraband detection system require? How big
does the screening room need to be?

Is the person performing the screening detection, delay, or response? What can
be done to protect screeners?




Access Delay
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Learning Objectives

7 After completing this module, you should be able to:

Define access delay
ldentify the role of access delay systems

List three characteristics of a good barrier system
design

Distinguish between passive and active delay

|ldentify potential adversary tools and methods of
attack against delay elements
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2= Access Delay Definition

22 Access Delay: The elements

designed to slow down an

adversary, after they have Physical
protectiop

been detected, by use of

fixed barriers, dispensable

barriers, or responders

e Delay is effective only
after detection with
assessment that initiates
the response
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Presentation Notes
Instructor Notes:  As you have heard in earlier discussions, the three primary elements of a Physical Protection System (PPS) are: Detection, Delay & Response.  These three elements need to be balanced and need to work effectively together as a system to provide a robust PPS.  This can be easily visualized using the stool above.  Imagine loading the PPS Stool with increasing numbers of adversaries, weapons, equipment, vehicles, etc. based on the Design Basis Threat (DBT) to see if the stool holds the load or fails.

Discussion Questions:  Throughout this module and this course you will hear us emphasize that detection must occur before delay.  Why is that so important?  If an intruder is not detected, they can take their time to defeat each barrier in their path till they reach their target.

What would you think about the balance of the PPS of a site that spent ~70M$ on detection and response but only spent ~$150k on delay?  Yes, you would want to closely look at the PPS to see if it has sufficient and balanced delay given the disparity in spending.



Role of Access Delay

Adversary

First
Sensing

Adversary

Adversar

Begins Task Sensing Opportunities \ Completes Task
\ Adversary Task Time

Task Time Remaining After First Sensin

PPS Response Time

Detection

Time

Adversary
Detected

Time
Remaining
After
Interruptio

Response
Force Time

Adversary
| Interrupted

To
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Presentation Notes
Slide Purpose:  Describes the role and importance of access delay by using an adversary timeline.

Instructor Notes:  Access delay is measured in time.  For a physical protection system to have a high probability of success, the detection with assessment time plus the response force time must be less than the adversary task time.  

There are four methods listed to increase the probability of system success.  Note first that it is hard to detect an intruder before they cross a boundary.  If a site perimeter has an effective perimeter intrusion detection and assessment system (typically listed as Pd with a certain confidence level), it is often very difficult and very expensive to detect an intrusion earlier.  Faster assessment is typically done by video assessment.  If the assessment system is a modern system with CCTV, effective perimeter lighting, automatic display of alarm events, recording and rapid playback of alarm events a few seconds before the sensor alarms to a few seconds after the alarm, then it is likely that the assessment time can only be marginally reduced at best.  If multiple communication systems are available between the Central Alarm Station and the response force and the response force is located near or at the target area, it is likely that response times can only be reduced marginally.  Increasing adversary task time after detection may be completed by installing additional fixed barriers or by installing dispensable barriers that will work synergistically with existing physical barriers.  The most capable barriers should be installed directly at the targets to be cost effective. 

Discussion Questions:

Supporting Information:

References:





Role of Access Delay

e System detection and response time
must be less than adversary task time
after first alarm

* To increase system success probability
— Detect intrusion earlier
— Reduce assessment time

— Reduce response time
— Increase adversary task time € Vel = ool s

5
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Slide Purpose:  Describes the role and importance of access delay and uses the adversary timeline on the next slide.

Instructor Notes:  Access delay is measured in time.  For a physical protection system to have a high probability of success, the detection with assessment time plus the response force time must be less than the adversary task time.  

There are four methods listed to increase the probability of system success.  The focus of this delay module is to increase adversary task time.  



Access Delay Concepts

Provide delay after detection (No credit for delay
before detection)

Long delay times are difficult and costly

Need enough delay for response force to win

Must accommodate operational requirements
Balance delay, analyze all paths and all attacks
Multiple different sequential barriers, with greatest
delay at the target

Force adversary to perform sequential operations
Minimize adversary work area

Create difficult working environment for adversary
Intimate containment



- Access Delay Concepts, cont’d

Concealed delay features

Synergistic (working together) delay features
Combination of active and passive features

Limit adversaries’ use of vehicles

Design a penalty into the parts

Consider insider issues in the design, use 2-person control
Optimize response force effectiveness

Consider recapture issues in the design

Robust design for changing threats

Design for maximum credible threat

Analyze and test against realistic adversary threat capability
Any barrier can be breached given enough time



it

House
Rented by
thieves
under the
guise of a
landscaping
company

Recent Attack Example

Tunnel
Walls lined
with wooden
panels, plas-
tic sheeting
and electric
lights

Vault

Interior
cameras and
maotion detec-
tors did not
function
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Slide Purpose: This real life example highlights why we need detection with assessment before delay.

Instructor Notes:  In 2005, thieves broke into a bank vault in Fortaleza, Brazil, over a weekend and stole $67.8 million with the aid of a 80m (262ft) tunnel that took them three months to build.  The floor of the vault was approximately 1m thick reinforced concrete.  The tunneling time (3 months) and the 2m thick concrete did not add delay since there was no detection.  Note that interior cameras and motion detectors did not function.  Remember, we want detection with assessment before delay.



=== Characteristics of a Good Barrier System

= . Provides delay Immediately after detection
* Exhibits balanced design; no weak links
e Uses delay-in-depth
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Presentation Notes
Slide Purpose:  Discusses a few of the characteristics of a good barrier system.

Instructor Notes:  These photos will help explain the importance of the listed good barrier system characteristics.

Delay after detection – You want to aid alarm assessment and interception of the adversary at predicable locations by installing barriers and detection systems adjacent to each other so that the barrier is encountered immediately after the sensor.  If there is no delay after detection, the adversary can race to the target and is likely to arrive before the responders.  If there is delay before detection, the adversary can take their time in defeating the barriers and they are ineffective.  The photo with the sensored inner fence and concrete vehicle barrier is an excellent example of this good characteristic.

Exhibits balanced design; no weak links -- You want all paths to the target item to have approximately equal delay times against the same threat.  For example, an adversary is not likely to burn a hole in a door to crawl through if the locks or hinges are clearly easier to defeat (unless they can avoid detection by doing so). The photo of the top hat tiedown with chainpots is an example of this characteristic.  The time to defeat the chains, the chainpots or the top hat frame needs to be balanced for a given adversary toolkit. 

Uses delay-in-depth – You want to force the adversary to defeat multiple barriers in all paths to the target.  Typical delay elements like a fence or door provide minimal delay and you need to add more layers/barriers to get more delay.  You want to use different barriers to force the adversary to bring different tools & skills, and you want your best delay directly at the target item. Imagine the can under the tiedown is the target.  You would not place the target can on an outside concrete pad without the tiedown because that would provide no access delay.  No, for significant delay you would want to have multiple and different barriers to defeat before the target could be accessed.  You would want the target: inside a hardened building; inside a vault that has no walls or roof in common with the building exterior; the vault would have dispensables and a tiedown to secure the target to the floor.  You would also want a detection layer immediately before each of the delay layers.



@ Passive vs. Active Delay (Examples)

& « Passive delay examples

— Physical fixed barriers — vehicle
and personnel

— Hardened walls, floors, and doors

e Active delay examples — requires
electronics to activate

— Dispensables
e Obscurants
* |rritants
* Foams
— Active barriers
e Pop-up vehicle barriers




Fixed Barriers - £ . e

RN ¥ ) o W

« In place, fail secure . .
. Commerpially available DISpensabIe Barriers

» Weak ag’al‘n\st explosives - Compact, rapidly deployed Response Force
* Aesthem\:\llmlts « Maximize delay at target
\ *« Somewhat threat independent
« Safety concerns

~ * Flexible
« Sensitive to numbers
* Subject to compromise
» Continuous operational costs

Effective Access Delay Systems
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Slide Purpose:  Describes the 3 elements of access delay and how the three must work together to be effective.

Instructor Notes:  Each of the delay elements have both positive and negative aspects.  Achieving an effective delay system requires tradeoffs with safety, operations, cost and cultural issues and achieving a balance between the three types of delay elements.  There is no single optimum delay solution, but there may be many effective delay solutions.  

Although these three elements need to work together synergistically, they are not necessarily equally important.  Fixed or passive barriers are the most important for delay.  Dispensable barriers are second most important.  Dispensables increase existing adversary attack times by multiplying the time needed to defeat fixed or passive barriers.  Dispensables used without physical barriers have minimal impact on delay times.  Response forces and fixed guard posts are third.  Without significant fixed and dispensable barriers, delay times are minimal so the guards/responders will not be allowed to implement optimal tactics and will likely suffer higher casualty rates and be less likely to defeat the adversary.


z== Response Force as Delay Element

e Presence of guards / RF members increase
task time (but not necessarily delay) for
adversary using stealth or covert tactics

e Guards / RF members provide minimal
delay to adversary, unless in nearby
protected positions T

SSS88sse

e Superior adversary numbers,
tactics, and equipment can

overwhelm guards / RF members

12




Penetration — When an
intruder can pass through,
over, under, or around a barrier

Penetration delay times
depend on type of attack,
adversary skills, location of the
attack, and tools used

— Delay values presented in this
section are representative

Multiple different barriers can
extend penetration times
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Slide Purpose: Define barrier penetration

Instructor Notes:  There are a range of delay times for each barrier.  First, the delay time is different if the adversary intent is to destroy, to steal or to take control of a target item.

Five different people cutting a barrier will all have different times due to skill level.  An adversary that practices attacks on a barrier will increase their skill level and reduce their delay time.

A significant amount of explosives could be used to attack a thick concrete wall if it were located in an open area.  However, if the wall were located at the bottom of a long tunnel, the time to defeat the wall might be greater because of the lengthy safety retreat distance required to survive the blast pressure.

Types of attack tools also impact delay times.  If hand tools are used to attack a thick concrete wall, the delay time might be very lengthy, days or longer or may be impossible.  If power or thermal tools are used, the time might be reduced to an hour or hours.  If explosives are used the time might be reduced to minutes.


Some Possible Tools of an Adversary

) 2
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Slide Purpose:  Displays potential tools that could be used by an adversary.

Instructor Notes:  The tools in the upper left of the photo are different types of saws, drills, grinders, saws-all and chain saws.  Some in the picture have power cords, but almost all power tools are now available in very capable portable battery-powered versions.  Below the power tools on the left are pneumatic/hydraulic tools commonly carried by firefighters and include the “Jaws of Life” and other end effectors for prying, gripping and shearing.  Below the pneumatic and hydraulic tools are an axe and a pick.  Below the chainsaw is a two-person auger, two bolt-cutters and a large wrench.  At the bottom right of the photo are two thermal attack tools, an oxygen lance burn bar and a Broco torch.  Above the thermal tools are tools typically used by law enforcement for forced entry into home and commercial type buildings.  The upper right corner contains different types of explosive attack tools.  Left of the explosive attack tools is a high volume portable fan or pump.

Discussion Questions:
What types of tools are missing from the above photo? Vehicles, firearms, heavy construction equipment.
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Slide Purpose: Heavy Construction and Demolition Equipment are effective adversary attack tools. 

Instructor Notes:  Heavy construction and demolition equipment make very effective adversary attack tools.  In less than 30 seconds the operator climbed into the cab, started the engine and produced a hole approximately 2m by 2m.  This was not a test to determine the shortest time possible to breach these modular buildings, this was an experienced demolition crew working at a safe pace.  This same piece of equipment was able to break and neatly fold the structural steel members in the walls, roof and base of these modular building.  This same piece of equipment was also used to demolish a nearby 3 story concrete building.  The time to make a man-passable hole in the concrete building was very fast.

Discussion Questions:
Do you have heavy construction equipment onsite or outside your perimeter?  How do you prevent unauthorized use?


Access

Area = '

Building
\ Access O T W T T B ol
7| Room Container
‘}CGSS Access Sensitive
\ ~—  Material
L
Task Task Task Task Task Task Task
1 2 3 4 5 6 7
> >| >|——> >} > >| >
Totall Task 8
Time
3 Minutes . .
Time Estimate
Mean Time Cumulative Time L.
1 12 12 Climb over fence
) 2 12 24 Run 76 m
* Other Paths. 3 48 72 Force door
e Each Path Has 4 24 96 Walk 45 m F
! 5 12 108 Cut lock
Different Delay 6 06 114 Walk to container _
. 7 12 126 Open container and gather material
Times 8 54 180 Escape
180 Total (approx. 3 minutes)
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Slide Purpose:  Discuss Forced Entry Example and Delay Timeline

Instructor Notes:  The above shows a typical timeline for a theft scenario.  Note that each task has an assigned task time.  Sandia has an extensive delay database of times, tools, number of adversaries, etc. to defeat different types of barriers.  Sandia’s delay database is classified, but you can develop your own delay database.

For the above example, the amount of delay or task time available depends on the goal of the Physical Protection System (PPS) and on where the detection with assessment occurs.  For the discussion below, let us assume that detection with assessment occurs during climbing the fence.

If the goal of the PPS is containment, then all of the tasks shown above can count as providing delay time for the responders to arrive and interdict the adversaries before they climb back over the fence with the target material.

If the goal of the PPS is to prevent sabotage, then all of the tasks shown above up to accessing the container can count as providing delay time for the responders to arrive and interdict the adversaries before they perform their sabotage act.

If the goal of the PPS is denial (that maybe implemented as not allowing the adversary to touch the building surface containing the target and having responders between the target and the adversaries), then all of the tasks shown above after climbing the fence but before touching the building count as providing delay time for the responders to arrive and interdict the adversaries before they enter the building. 




Penetration of Fence Using Tools

VIDEO(3)
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Presentation Notes
Slide Purpose:  Shows that delay times for fences is minimal.

Instructor Notes:  If time permits, ask the students to rank the three fences from least to most delay and to make guesses at the delay times for each.  Then show all three videos to show that delay times for fences is minimal.





zwn Fixed Barrier Penetration by Vehicle

ay
]

: ¥y fﬂ
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Slide Purpose:  Shows that standard commercial fences provide minimal delay against vehicles

Instructor Notes:  Why is it important to keep adversary vehicles from penetrating a facility perimeter?
To prevent rapid entry & exit
To prevent transport of tools, equipment or high explosives (you want them on foot with limited carrying capability)
To prevent use of vehicles as a bomb, a ramming device or as a hardened fighting position 

This same list is also why you want to prevent an adversary from using a vehicle already within the site

Discussion Questions: When is a vehicle barrier penetrated?
 When the ramming vehicle passes through the barrier and is still a functioning vehicle
 When a second vehicle can be driven through the breached barrier
 When the vehicle barrier is removed or bridged and a functional vehicle passes through or over the barrier


A 4

== Fixed Vehicle Barrier

61lcm x 122cm steel box concrete
/rebar filled

Negative front slope angle to drive
truck down

* 30.5cmx51cm x 1.6 m very deep
posts in 91.5cm diameter low
strength concrete

* 29.5 metric tons @ 80.5 kph

* Passed with negative penetration
(front edge of the cargo bed was
behind barrier at the conclusion '{' 5
of the test) :
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Slide Purpose:  Shows a fixed vehicle barrier design that is effective against a substantial threat 

Instructor Notes:  This video shows an approximately 29.5 metric ton (65,000 pound) vehicle impacting an Adler barrier at freeway speed (50 mph).  

Discussion Questions:
How does the velocity of the vehicle affect the kinetic energy delivered into the barrier?  The kinetic energy, KE, of the vehicle just before impact is KE = ½ mv2 , where m is the vehicle mass and v is the vehicle velocity.  Since ½m is a constant, the KE increases as the square of the velocity.
   
Supporting Information:  Most vehicle barrier testing in the US is done to ASTM F 2656-07.  This international standard covers testing from small passenger cars at 65kph (40mph) that have a mass of 1100kg (2430 pounds) up to heavy vehicles at 80kph (50 mph) that have a mass of 29.5 metric tons (65,000 pounds).  Penetration ratings are given from P1 (< 1m) up to P4 (30m or greater).

References:	
ASTM F 2656-07 Standard Test Method for Vehicle Crash Testing of Perimeter Barriers





®

Fixed Vehicle Barriers - Bollards

* Shallow Mount Bollard, 10 degree angle

* Schedule 140 pipe (2.54cm wall) with 2.54cm thick
vertical steel stiffener, concrete filled, welded to
20.3 x30.5 x 1.3 cm box beams, 2 layers of rebar
mat tying beams to concrete

* Rebar-filled concrete is 7.3m long x 2.4m wide x
0.46m deep

e 6.8 metric tons @ 80.5 kph

e Passed with negative penetration
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Presentation Notes
Slide Purpose:  Shows a fixed vehicle barrier design that is effective against a substantial threat 

Instructor Notes:  This design is modular and can be installed to any desired length.  Because of its shallow depth, it can be installed as an upgrade at existing facilities without damaging/interfering with buried infrastructure.  Note that 6800 kg is 15,000 lbs and 80 kph is 50mph.



Fixed Vehicle Barriers — Post & Beam

- £ 2k Barrier

e 35.6cm square box beam 1.3cm
wall with beam and posts the same
material

* Posts on 4.9m span, 2.ém deep in
unreinforced concrete footings

* 6.8 metric tons at 80.5 kph

* Passed with negative penetration

VIDEO
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Presentation Notes
Slide Purpose:  Shows a fixed vehicle barrier design that is effective against a substantial threat 

Instructor Notes:  This design demonstrates that effective vehicle barriers can be made with commercially available structural shapes.  Note that 6800 kg is 15,000 lbs and 80 kph is 50 mph.






£=" Moveable Vehicle Barrier
A
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Slide Purpose: Demonstrates testing of a certified moveable vehicle barrier

Instructor Notes:  There are two types of vehicle barriers: fixed and moveable.  Moveable vehicle barriers provide for the passage of authorized vehicles.  There are many types of certified moveable vehicle barriers and this video shows testing of a wedge type barrier.  

Wedge barriers are kept in the raised position (blocking passage) until a vehicle is authorized entry, then the wedge barrier is lowered for the vehicle to drive over it.  After the vehicle passes over it, the wedge barrier is raised back up to the secured position.

Command and control of the moveable vehicle barriers and maintenance of the moveable vehicle barriers are critical.


Structural Barriers

e Include walls, doors, windows, utility ports, roofs, and
floors

e Conventional construction provides minimal delay
against formidable threat

e Delay time depends on
— Tools
— Type of attack
e Barriers
— Can detain an adversary at predictable locations
— Multiple and complementary barriers are effective
— Located close to assets are usually most cost effective
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Presentation Notes
Slide Purpose: Defines structural barriers and additional characteristics of a good delay system design

Instructor Notes: Standard home and commercial construction are easily penetrated with simple tools.

Delay times depend on tools and type of attack – we discussed this earlier, remember the 30 cm concrete wall discussion.

Barriers can detain an adversary at predictable locations – if detection sensors are located just before the barriers, responders will know where to look for the adversaries

Multiple and different barriers are effective – this forces an adversary to bring many different tools and skills to penetrate these barriers

Barriers close to the assets are usually the most cost effective – place the most effective barrier closest to the target



! = Structural Barriers

* Access delay features should be present 100% of the time, or take compensatory
measures

* Example—This massive door only provides delay when closed and locked

* Balance delay for all attack paths. What about the walls?
24 .-
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Presentation Notes
Slide Purpose: Emphasize that delay features need to be present 100% of the time

Instructor Notes: For all delay designs you want to have balanced delay and you want that balanced delay present 100% of the time.  Now look at this vault door.  It should provide significant delay when closed and secured.  What about now?  What is missing?  There are no compensatory measures such as a day gate or an armed guard present.

Discussion Questions:  With such a substantial vault door, you want to ensure that you have balanced delay for all attack paths.  What other parts of the vault should you determine the delay for: walls, roof, floor, HVAC ducting, utilities, cable trays, etc.

Have you ever observed a vehicle entry control point to a facility that has two vehicle barriers in series?  Why is there two?  So that the vehicle barrier around the facility is present 100% of the time if only one vehicle barrier is lowered at a time.



&% Explosive Charge in Reinforced Concrete
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Slide Purpose: Discuss Penetration Testing of Concrete Walls

Instructor Notes:  An explosive attack on a concrete wall is typically divided into 4 steps, each with its own task time: explosive setup, retreat, safety wait and return.  For concrete walls with minimal reinforcement or rebar, the explosive attack may be sufficient to breach the rebar and allow an adversary to immediately penetrate the breach upon return.  If the rebar is intact following the explosive attack, the adversary will need additional explosives or tools to defeat the rebar.  Defeating the remaining rebar after an explosive attack often provides more delay than the initial explosive attack.

Two or more reinforced concrete walls in series provide longer penetration delay than one wall with a thickness equal to their combined thicknesses.

Penetration times for concrete walls can be increased by placing earth cover over the walls and by confining the concrete wall within steel plates to help hold the concrete in place after an explosive attack.


Standard Commercial Steel Door with

Upgrades Added for Security:
* Drill Resistant Plate in front of panic
hardware
e Z-strip to protect hinges
* Lexan Layer added to window
* Bar Grid over vent

Standard Steel Door Versus Steel Door
Designed for Security

=

Commercial Security Steel Door
* Forced Entry Resistant Rated
* Ballistic Resistant Rated
* Balances Delay of Walls, Roof &‘

Other Structural Elements

R 4
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Presentation Notes
Slide Purpose:  Shows standard steel door with added upgrades for security versus a steel door designed for security

Instructor Notes:  The principle of balanced delay is especially important for doors.  Doors have both functional and safety requirements to meet.  The standard commercial door has a window, ventilation grid, emergency panic bar and unprotected exterior hinges.  These four delay weaknesses were mitigated by adding the four upgrades listed.  However the door still does not provide balanced delay as well as a door that is initially designed for security.

The commercial security steel door is designed to provide balanced delay against a specific forced entry threat and ballistic threat.



Doors

Standard Commercial Rollup Door

Standard Versus Upgraded Vehicle

Upgraded Vehicle Door

*Steel / Wood / Steel Sandwich for
Upgraded Door Cross-Section

* Heavy Hinges

* Pry Strip

* Internal Locking Mechanisms

* Internal Z-strips to Mitigate Hinge Defea
* Balances Delay of Walls, Roof & O
Structural Elements


Presenter
Presentation Notes
Slide Purpose:  Compares Standard Vehicle Door versus a Vehicle Doors with Delay Upgrades

Instructor Notes:  The vehicle door shown on the right side has received delay upgrades.  A steel faceplate and backplate have been added to both door leafs.  A pry-strip has been added between the door leafs.  On the inside, both door leafs have rods that secure the leafs to the concrete floor and at the top.  Z-strips have been added inside on both door leafs so that even if hinges are removed, the door leafs remain secured.  The delay upgrades made to the door now provide balanced delay to the walls, roof and other structural elements of the building shown.


TIME FOR A BREAK

28 .Q‘



 Four cross arms versus three

* Closer spacing of cross arms

* Stronger bars

* Heavily reinforced bottom & top
anchor points

* Heavy sidewalls
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Presentation Notes
Slide Purpose: Shows a standard commercial turnstile versus a delay-upgraded turnstile 

Instructor Notes:  The right turnstile has been upgraded compared to what is typically available commercially.  Upgrades include:
 Four cross arms instead of three on the rotating element
 The cross arms are more closely spaced
 The bottom and top anchor points for the rotating element are heavily reinforced
 The sidewall that the turnstile is built into is heavily reinforced
 The cross arms are not hollow but are hardened.



» g
=== Windows and Utility Ports

e

e Glazing materials for
windows include

— Standard glass
— Wired glass

— Tempered glass
— Laminated glass
— Ballistic glass

o Utility ports include

— Electrical, mechanical,
and service passageways

— Heating, ventilating, and
air conditioning systems
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Presentation Notes
Slide Purpose: Discusses types of window glazing materials and types of utility ports 

Instructor Notes: Balancing delay for structural elements includes balancing the delay for windows and utility ports.  The delay provided by the glazing materials increases as you go down the list, however the provided delay is minimal against high level threats.  If windows are required and cannot be filled in to match the surrounding wall structure, then heavy gratings are often installed on both the outside and inside of the windows.

The penetration test photo is a replication of penetration that occurred at a New Mexico Prison in 1980.  The cell block control rooms had many windows made of a glazing material that the manufacturer claimed was “impenetrable.”  During the prison riot, the inmates took bed railings and repeatedly impacted the impenetrable glass untill it failed and then the inmates took over the prison.  This replication brings up two key points: (1) no barrier is impenetrable; and (2) all barriers should be tested to certify their delay capabilities.

Many utility ports at large facilities are man-passable and may bypass both detection elements and delay elements.  All penetrations into a structure should be checked for balanced delay.


Wood sheathing with
membrane

e Reinforced concrete beam
and slab

e Metal roof

e Metal roof deck with
insulation

e Metal roof deck with
lightweight concrete

e Metal subdeck and Penetration Attempt through Roof
reinforced concrete

* Prestressed concrete tee
beam
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Presentation Notes
Slide Purpose: Discusses standard construction types of roofs and floors, the delay provided and how to improve that delay

Instructor Notes: In general, floors offer more resistance to penetration than roofs do, because they are protected by the main structure and are designed to accommodate heavier loads than roofs.  However, standard construction designs like those listed for roofs and floors can be rapidly defeated.  Enhancements to improve the delay provided by roofs are best placed below the roof line.  Enhancement examples for the above roofs could include:
 Enhanced membranes with embedded screens
 Add several inches of rigid insulation
 Reinforce concrete with expanded steel mesh or form larger rebar into multiple rows of layers, etc.
 Add dirt overburden to prevent direct access.

The photo shows a successful penetration of a concrete tee beam roof by two adversaries using only hand tools.  The total roof thickness was 16.5cm (6.5 inches).


Exert minimum impact on operations
e Afford volume protection
 Must provide adequate safety to personnel
 Operate independently of other barriers
e Should offer multiple activation options
 Have long storage life
 Provide maximum delay at target
e Can be cost effective
e Require a Command & Control System
e May require cleanup
* Have possibility of premature activatign
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Presentation Notes
Slide Purpose: Discusses attributes of dispensable barriers

Instructor Notes: Dispensable barriers can, on command, stop or delay an adversary from accomplishing his task.  Dispensable barriers are best employed with physical barriers directly at target items.  Dispensables may be activated by:
 A member of the response force
 Some form of intrusion sensing
 The combined action of both the security force and sensors

The command and control hardware system is critical to ensuring that dispensable activation can and will occur (reliability) while also assuring the probability of an inadvertent activation is low.
 


Dispensable Materials

@5 eExamples of material
include:
—Rigid polyurethane foam
—Sticky thermoplastic foam
—Stabilized aqueous foam

—Cold smoke chemical
obscurant

—Low temperature pyrotechnic
smoke

—Fog

—Various entanglement devices
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Slide Purpose: Describes different types of dispensable materials

Instructor Notes:  All dispensables create a difficult work environment and slow down the adversary.  As seen in the slide, there are many types of dispensables and here are a few with brief descriptions:

Rigid polyurethane foam – two components mix in a nozzle and harden, like the foam from a spray can used to fill cracks in your house

Sticky thermoplastic foam – made of rubber, resins, oils and a blowing agent

Aqueous foam – essentially soap suds

Cold smoke chemical obscurant – will be shown in this video

Low temperature pyrotechnic smoke – different versions made by militaries all over the world, very low cost

Fog – Glycol foggers are used by theatrical companies

Various entanglement devices – deployable concertina, concertina portcullis, razor wire strips, etc.


Rigid Polyurethane Foam
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Slide Purpose: Describes physical characteristics of rigid polyurethane foams.

Instructor Notes:  Rigid polyurethane foams are two component foams that are dispensed to fill a volume and that harden in place.  They are typically dispensed on a target item for maximum benefit and cost effectiveness.  The photo above shows multiple adversaries using heavy equipment and protective clothing during their attack on the rigid foam.

Dispensables used with irritants force the adversaries into wearing protective clothing.  Working in the protective clothing is difficult and adversaries tire quickly from heat exhaustion. Also adding entanglement inside the foam will slow the adversaries down.



» sticky Foam
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Slide Purpose:  Describes physical characteristics of sticky foam

Instructor Notes:  Sticky foam is comprised of rubbers, resins, oils and a blowing agent stored under pressure.  When dispensed to atmospheric pressure, the blowing agent rapidly boils off and the materials expands 50:1 to 100:1.  Hundreds of formulations have been developed for specific applications.  

The foam is very sticky and tenacious.  It slows down and exhausts an adversary, and is like working in molasses.


&) Fixed & Portable Aqueous Foam Dispensers
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Slide Purpose: Describes physical characteristics and past applications of Aqueous Foam.

Instructor Notes:  Aqueous foam is made by spraying water with surfactant at a screen and then blowing air through the screen.  Aqueous foam has expansion ratios of 50:1 or 50 parts air to 1 part surfactant and water up to 1000:1.  Aqueous foam was first developed for fighting coal mine fires in England.  As an access delay dispensable, aqueous foam obscures vision, muffles communications, reduces air blast effects and can be used with irritants, slippery agents, etc.

In the left photo above are two 85 m3/minute (3,000 ft3 /min) commercial aqueous foam machines.  For this application, the foam was produced with an expansion ratio of 100:1 with a very stable foam that could last up to 8 hours.  This foam flowed down stairs, turned corners, entered doorways and did not damage computers or other electronics that were left on during foam dispensing.

The right photo shows a self-contained, portable aqueous foam generator that could be rolled into a location, say a storage vault, that could provide additional access delay when needed.  At the top of the portable generator is an infrared sensor that turns off the generator when the foam reaches that height.

Aqueous foams have been developed for prison applications with very high expansion ratios.  They are made from baby shampoo surfactants have no toxicity, and that an unconscious person could breathe in for extended time periods.



VIDEO
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Presentation Notes
Slide Purpose:  Shows Pyrotechnic Smoke Canister

Instructor Notes:  Obscurants are effective dispensables that have up to 50,000 to 1 expansion ratios, are cost effective, are effective irritant carriers, are easy to cleanup and thus have the lowest premature activation concerns.

The deployment of concertina wire with a dense obscurant can increase the delay times of the individual delay elements by approximately a factor of 10 or more when used in combination.

Pyrotechnic smoke canisters like the one shown on the slide above typically produce smoke for 1 minute.  Most militaries have smoke canisters that could be used as a dispensable very near or at a target item.
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Presentation Notes
Slide Purpose:

Instructor Notes:
First topic: the questions most frequently asked after this access delay section are, "How do we determine access delay times for barriers and how do you develop an access delay database?"  Briefly, there are three ways to determine or develop the access delay times for specific barriers.
1.	Buy commercial security products developed and tested to a specific threat.
2.	Use an access delay database to develop an estimate of the barrier delay time.
3.	Conduct access delay performance tests based on a DBT, a defined adversary toolkit and under (as close as possible) the actual conditions an adversary will face in attempting to breach the barrier.
Addressing this topic well is a two week course just by itself.

Second topic: the photos in this slide depict an access delay performance test used in a separate course we have given on Advanced Vulnerability Assessment and Performance Testing.  The tests involve installing 2 nuts on each of the threaded rods that are welded to the plate.  In the first timed test, the students install the nuts in an ideal environment.  In the second timed test, the students install the nuts while wearing opaque goggles that simulate an obscured or smoke filled environment.  In the third timed test, the students install the nuts while wearing opaque goggles and the nuts are soaking in dishwashing liquid to simulate a slippery agent dispensable environment.  Each of the timed tests is performed a significant number of times and by a significant number of students to determine the appropriate delay times that would be listed in an access delay database.

Third topic: This depicted performance test is an excellent example of the synergy we seek in access delay installations and upgrades by using physical barriers and activated dispensables close to the target items.  The task of installing the nuts requires significant hand-eye coordination which is easy in the ideal environment.  But when the environment is obscured or smoke filled that adds one multiplication factor to increase the overall task time.  When the environment also has slippery agent dispensed on the nuts, a second multiplication factor also increases the overall task time.


e Delay should:

— Immediately follow
detection

— Be maximized at the target
for cost effectiveness

e Fixed barriers with
dispensables close to target
can be effective use of
resources

— Include multiple different
barrier layers requiring the
adversary to

e Use different skills

e Plan better

e Require a variety of tools to
defeat
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Access Delay Elements - Equipment

Fences and gates

Doors (exterior, vehicle, vault, etc.), door
locking mechanisms

Turnstiles, entry control point (ECP) barriers,
Vehicle barriers

Bullet resistant materials,
armor (body, surface, container) i
Modular vaults o B -
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g Access Delay Elements — Equipment

* Dispensable and
deployable barriers

— Obscurants, foams, irritants,
command and control
systems, etc.

e Tie-downs and restraints
 Non-lethal technologies

— Acoustic whistles, flash
bang grenades, etc.




! Access Delay Elements — Upgrades/
.-: v & Retrofits

Storage bunkers & Wy
* Windows, grilles, utility ports N f

— Ducts, air shafts, tunnels, crawl spaces, sewers,
drains, water inlets, conveyor openings, trap doors,
skylights, roof access hatches, filter banks, chimneys,
roof vents, manholes, exhaust fans, electrical/
mechanical passageways, etc.

e Roofs, floors
e Walls

e Vaults
— Above-ground, below-grade, in-ground, etc.
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g Access Delay Elements — Upgrades/
Retrofits (cont’d)

= . Helicopter deterrents

e Methods for:

— Balancing building surface delays

— Increasing AD within existing vaults or very
close to targets

— Providing delay-in-depth
— Providing multiple and different delays

— Enhancing the synergy of potential delay
upgrades

— eftc.
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Y Access Delay Elements — New Construction

= . Designing to meet access delay concepts for
storage bunkers and underground facilities

— Overburden

— Personnel and vehicle entryways or tunnel ramps

— Facility entry security doors

— Facility air / power/ other service
penetrations, emergency egress, etc.
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! Access Delay Elements — Transportation
488 Security

 Material transporter exterior, interior, and at
target item delays

— Active and passive delays
— Tie-downs
— etc.

Length: 3.7m |
Width: 1.8 m
Height: 1.6 m
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Access Delay for Transportation Security

* |s critical for nuclear material transportation
security systems

e Allows for optimization of escort guard and
responder tactics

* |sthe number one defense against sabotage
of nuclear material transportation systems

T

i
\
— e r—=N1

AW\
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Access Delay for Transportation Security

¥ « Provides critical time for convoy operators
and responders to make informed, extremely
difficult decisions

— e.g., how to react to aggressive protestors versus
a potentially higher threat
* Performance testing of access delay
technologies is often required for both fixed
facility and transportation systems
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g Design for Access Delay: Conceptual
“& % Guidelines - Design

Design most delay close to target
e Design a balanced system

— No weak links

e Design for easy assembly / disassembly by
authorized personnel

e Design for difficult disassembly by adversaries
e Design large parts for confined volumes
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! Designing for Access Delay: Conceptual
"0 % Guidelines - Installation

%5 « |nstall delay only after detection

* Use multiple or combinations of barriers to
provide delay-in-depth

e Use activated deterrents with passive barriers
to complement design
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g Designing for Access Delay: Conceptual
"% Guidelines - Adversary

e Force adversaries to use different tools

— Hand, power, thermal, explosive, etc.

* Force adversaries to use different skills

— Tools, equipment / clothing, dangerous operations, eye /
hand coordination, etc.

e Force use of explosives

— Force adversaries to retreat / exit for each high explosive
event
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! Designing for Access Delay: Conceptual
"% Guidelines - Other

& « Neutralization or poisoning of target item
e Lethal delay for last choice options

e Conduct realistic adversary testing
(performance testing) of delay barriers




J

Access Delay Summary

= . Access delay features should be present 100% of

the time

e Building and
to provide eo

— Otherwise compensatory measures should be implemented

oarrier designs should be balanced
ual delay times

e Conventiona

tools

fences, doors, walls provide

minimal delay
e Vehicle delay is important to limit adversary
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Access Delay Summary (cont’d)

& . Explosives can defeat delay elements but cause
collateral damage

e Various barriers have different delay times
depending on
— Their location
— The attack
— Tools
— Adversary skill
— Hole size
— etc.
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Delay Summary

¥ + Role of access delay system

— Immediately slow down an adversary after detection
by use of fixed barriers, dispensable / active barriers,
and/or responders

« Distinguish between passive and active delay
— Passive are physical fixed barriers
— Active are dispensable or activated barriers
* Three characteristics of a good barrier system
— Immediately provides delay after detection
— Exhibits balanced design; no weak links
— Uses delay-in-depth
* Delay times depend on type of attack, adversary
skills, location of the attack, and tools used
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Presentation Notes
Slide Purpose:  Re-emphasizes key points and definitions from the delay module.

Instructor Notes:  In my experience, “Delay after Detection” is the one good characteristic most frequently NOT followed.  Remember the example of the Brazilian Bank and the Tunnel; or, seeing vehicle barriers outside the perimeter intrusion detection zone.



Exercise
Access Delay

Session Objectives

After this session, the participants will be able to do the following:

1.

Use the example representative data to determine delay times for given paths
and penetration equipment.

Recognize where to add barriers that will effectively increase delay time for the
adversary.

Recognize the importance of documenting the sources or assumptions made
in determining delay times used in analyses.

Recognize the importance of delay following detection.



Exercise 1 - Computing Delay Time

Two highly motivated people equipped with a truck, a 1.0-kg explosive charge, and a
45-kg explosive charge intend to sabotage the reactor. The adversaries intend to:

Crash a truck through the outer main vehicle gate.
Drive to the emergency vehicle portal.

Penetrate both gates of the vehicle portal with the truck.
Drive to the reactor building shipping door.

Penetrate the shipping door with 1.0 kg of explosives.
Run to the reactor with more explosives.

N o gk wDd R

Set a 45-kg explosive charge and detonate it.

Main

Vehicle gate Emergency vehicle portal Reactor Building

Reactor
Inside Building
Barrier Number Type Specification
1 Main Gate 2.4-m x 4-m wide padlocked, chain-link gate on

metal pipe (construction and maintenance gate)
2 Distance 1-km road

3 Vehicle portal Two 2.4 m x 4 m wide, manually operated, chain-
link gates on metal pipe (11 m apart)

4 Distance 115-m paved surface

5 Reactor shipping door 10cm thick wooden door with metal sheeting
6 Distance to reactor 30 m to reactor

7 Task Time Time to place explosives and detonate




Task Time (minutes)

Barrier Task Description Min. Mean Max.
1 Crash truck through outer gate 0.05 0.1 0.15
2 Drive vehicle 1 km to emergency vehicle portal

of reactor 1.0
Penetrate both gates of vehicle portal with truck 0.1 0.2 0.3
Drive 115 m to reactor building shipping door
0.13
5 Penetrate reactor building shipping door with 1.25 2.10 2.80
1.0-kg explosive charge
6 Run 30 m to reactor with explosives
0.13
7 Set a 45-kg explosive charge on reactor and 0.65
detonate

1) What would be the total time required if the reactor building shipping door were
unlocked and open during certain working hours?

Time:

2) What precautions would you suggest if the reactor building shipping door needed to
be open for extended periods?

3) If you could add a vehicle barrier, where would you place it and how would it affect
the total time?




Exercise 2 - Computing Task Time

One highly motivated person equipped with 1-m bolt cutters and a portable
oxyacetylene cutting torch intends to covertly penetrate a coolant security grille and
ductwork to enter the building.

1. penetrate the security grille with bolt cutters

2. climb into the duct and then penetrate the ductwork with an oxyacetylene

cutting torch

| e
[ \
| @l\ Ventilation
y | Duct
N /
\“‘--... //
Grille
Barrier Type Specification Task Time
Number
1 Security grille at end of air No. 4 (13mm) 1 cut takes ~20
intake duct reinforcement bar sec
spaced 15cm on
center, horizontally
and vertically, and
welded to steel frame
2 Air intake duct 1-m diameter mild Cutting rate

steel, ,0.3 cm thick

~0.6cm/sec




Exercise 2 - Worksheet

1 How many cuts would be recommended to create a man size hole
(for a 29-cm x 29-cm man-sized opening)

2 How long would it take to make the cuts to the No. 4 (13 mm) rebar with bolt
cutters to penetrate security grille

3 How long would it take to cut a square (30 cm x 30 cm) opening in ductwork (for
man-sized opening) with oxyacetylene cutting torch to penetrate ductwork; length
to be cut: 110 cm



Exercise 3

1. Would an adversary always choose the fastest penetration method? What
situations would lead an adversary toward making a slower penetration effort?

2. Why are a variety of hand tools considered to be used for some barriers but only
very limited penetration equipment for the more substantial barriers?

3. What are some of the ways that a perimeter fence line can be upgraded to
increase the delay time for vehicle penetration?

4. Where is the best placement for a vehicle barrier in a double-fence system?

5. What are some of the ways that a perimeter fence line can be upgraded to
increase the delay time for adversaries on foot?

6. Why is it important to ensure that the floor, ceiling, and walls of a room provide
the same amount of delay?

7. Why is it important to use multiple barriers and different barriers?

8. What are some of the advantages and disadvantages of using explosives as a
means to gain access to CATEGORY 1 material?

9. Why do you think we say that dispensable barriers near the target can be a very
"cost effective" delay mechanism?



Response




Learning Objectives

 After completing this module, you should be
able to:

State the differences between guard forces
and response forces

Discuss the two types of response to
mitigate an adversary threat

Discuss the components of Protection
Planning

Be aware of Response Force Equipment,
Command, Control, and Communications

Discuss the two categories of Performance
Measures

2



Response Force Definitions

Guard forces: A person who is entrusted with
responsibility for patrolling, monitoring,
assessing, escorting individuals during transport,
controlling access and/or providing initial
response

Response forces: Persons, on-site or off-site who
are armed and appropriately equipped and
trained to counter an attempted unauthorized
removal of nuclear material or an act of sabotage



and response force officers typically has a
basis in law

e Some countries such as the United States
allow the use of deadly force
(neutralization) by non-police or military
response forces
— Section 161k of the Atomic Energy Act of 1954

authorizes DOE and its contractors to use
appropriate force to protect its facilities

— US state laws govern the use of weapons by
guards at NRC-licensed facilities 4
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Presentation Notes

Section 161k of the Atomic Energy Act of 1954 authorizes DOE and its contractors to use appropriate force to protect its facilities


US state laws govern the use of weapons by guards at NRC-licensed facilities.
Some state laws do not permit guards to use weapons, except to protect against an immediate threat to their own lives or the lives of others.  
Escalation of force is sometimes provided by State and local police forces and Federal Agencies such as the FBI.



Legal Basis for Guards and Response Forces

v . Use of force does not always imply deadly
force.

— A Force Continuum may be established that direct
response forces to use the minimum amount of force
necessary to: control the situation, make an arrest, or
perform other actions to stop the action of
adversaries and prevent a malevolent act

— Rules of Engagement define when a Response Force
can use weapons against adversaries




Use of Force

= . Response force personnel should have
the ability to apply sufficient force to
stop an adversary’s actions, which may
include the use of deadly force

— Should have a legal basis

— Should be clearly documented

— Should be used to develop Rules of Engagement




Rules of Engagement (Examples)

 Adversaries on foot or in vehicles may be
engaged with weapons fire when they have
displayed hostile intent:

— Attacked guard posts
— Bypassed entry control systems (e.g., run gate)

— Bypassed barriers (e.g., climb over PIDAS fence, crash
vehicle through perimeter gates)

e Adversaries in helicopters may be engaged with
weapons fire if they:

— Attempt to land within the restricted area and are
seen carrying weapons



Force Continuum

 Not all force must be deadly force

e Policies based on legal authority should be developed
describing the types of force authorized to be used by
Guard and Response Forces

e Within the US, the legal framework defines a concept
termed a Force Continuum, which describes the use of
an authorized escalating amount of force, based on the
actions of an adversary

— It requires use of the minimum amount of force necessary
to control the situation, make an arrest, or perform other
actions to stop the action of adversaries and prevent a

malicious act.



Impact
Weapons

Tasers

Chemicals



Presenter
Presentation Notes
Professional Presence and Verbalization: 
Includes display of authority as a peace officer and such non-verbal means of communication as body language, demeanor, and manner of approaching. Verbalization involves the direction, and commands given to the subject. 

Use of Hands / Control Techniques
Restraining and detaining includes an officer laying hands on a subject with the intention of gaining control of the subject. Examples include the use of a firm grip, escort position or grappling types of techniques designed to hold a subject down by using the weight of an officer's body. Also included in this level would be the application of temporary restraining devices such as handcuffs and leg restraints.
Compliance Techniques: Includes joint manipulations, pressure point applications, take-down type techniques and the use of intermediate weapons in control type configurations.

Also Includes the use of personal weapons such as hands, feet, elbows and knees to strike a subject.

Deadly Force:  Includes the use of a firearm or any force which has a reasonable likelihood of causing death or serious physical harm.

DOE officers are authorized to use deadly force in the following situations.

Self-Defense–To protect a protective force officer who reasonably believes himself or herself to be in imminent danger of death or serious bodily harm.
Serious offenses against persons–To prevent the commission of a serious offense against a person(s) in circumstances presenting an imminent danger of death or serious bodily harm (e.g., sabotage of an occupied facility by explosives).
Nuclear weapons or nuclear explosive devices–To prevent the theft, sabotage, or unauthorized control of a nuclear weapon or nuclear explosive device.
Special Nuclear Material–To prevent the theft, sabotage, or unauthorized control of special nuclear material from an area of a fixed site or from a shipment where Category II or greater quantities are known or reasonably believed to be present.
Apprehension–To apprehend or prevent the escape of a person reasonably believed to have committed an offense of the nature specified above. 




Protection Planning Concepts

 Thorough protection planning is critical in
ensuring an organized and effective response to a
security incident

 This includes:
— ldentifying and prioritizing potential targets

— Determining if targets are theft or sabotage targets
along with appropriate protection strategy

— ldentifying optimal response force configuration

— Determining probable adversary actions

— Establishing pre-determined response plans

— Developing realistic scenario-based training programs
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Y Types of Response

~» Two types of response used to counter an attempted
unauthorized removal of nuclear material or an act of
sabotage

— Interruption — The successful arrival of the response force at an
appropriate location to stop the adversary

e Communication Right time
* Timely Deployment of the Response Force
e Tactical requirements / training (survivability) Right place

— Neutralization — When the response force kills, captures, or
causes the adversary to flee before the adversary is able to
complete their task

= Appropriate Use of Force
= Proper use of weapons and equipment

11




Response Force Strategies

Containment : preventing adversaries from leaving the
site with an asset

Denial: preventing adversaries from getting to an asset

Recapture: taking over by force a critical location on the
site occupied by adversaries

Pursuit and Recovery (Contingency): attempting to
recover an asset removed from the site by adversaries

Protest Strategy: preventing significant impact to the
mission of a facility caused by demonstrators or
protestors
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e Security managers must ensure that the protection
system provides integrated, in-depth protection of
site security assets so that they cannot be easily
overcome

— The system should be organized in depth and contain

mutually supporting elements coordinated to prevent
gaps in responsibilities and performance

— The protective force is the dynamic link between each
of the elements and ensures their integration

— Response plans should be developed to ensure that
potential weaknesses in the physical security system
are covered by protective force personnel

13
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Slide Purpose:  Encourage defense-in-depth protection.




Tactical Planning

%0 « Tactical planning involves using all the
information described previously and developing
comprehensive incident response plans

— Describes specific actions the Response Force will take
under various circumstances to prevent adversaries
defined in the DBT from successfully completing a
malicious act

— Used as the basis for developing procedures and for
developing training and performance testing
programs

14




Interaction with Outside Agencies

~» |f the facility is utilizing outside or off-site
agencies, protection requirements need to be
carefully documented and rehearsed.

— Written agreements or understandings

— Key issues for consideration:

* role of support agencies

e agreements should be specific (number of responders,
response time, locations of road blocks, etc.)

* integrated communications with support agencies
e off-site operations

— Joint training exercises and validations

15




Y Outside Agency / Local Law Enforcement

7« Benefits of utilizing outside agencies / local law
enforcement

— Reduces cost for part-time or contingent support
— Resolves many jurisdictional issues
— Allows increased pursuit capabilities

e Challenges
— Difficulty ensuring performance
— Difficulty attaining dedicated resources
— Mandatory response times
— Requires response training for external personnel
— Classified information considerations
— Integrated secure communications
— Difficulty coordinating / conducting joint training exercise

16




Response Force Survivability

# « Response force survivability considerations

— Based on DBT capability
— Site-specific

e Excessive attrition of response force will
reduce effectiveness — consider:

— Hardened posts
— Fighting positions
— Armored vehicles (Survivability and Equipment)

17
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Generally for protected entry control,
Very useful, if properly constructed, and utilized at critical passages for denial. 




Presenter
Presentation Notes
Located in strategic locations to deny adversary access or facility penetration. 
Effective against small arms and fragmentation – marginally effective against explosives.

Based on the response force equipment, consideration should be given to the effectiveness of the response force if the adversary were to take control of the positions.


Armored Vehicles

Lenco BearCat
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Presentation Notes
Several versions of American Motor’s Eagle 4x4 in service around Europe armored to level 4
Lenco Bearcat – Level 4 +



=Y Response Force Equipment

47 « Wide va riety of types and models of
equipment

 Consider DBT when determining what
equipment is necessary

e Consider response equipment as a system, not
as individual pieces of gear

 Response equipment

* Breaching equipment

21



Primary Weapon System Backup Weapon System




e Body armor and helmet

— Level of protection
e Gas masks

— Readily available

— Type of filter
 Chemical biological suits

— Type of protection
— Time to prepare

23



Response Equipment (3 of 3)

J

2%  Intermediate force weapons
— Hand-to-hand combat
— Impact and chemical weapons
* Night vision devices
— Individual issue or team issue
— Weapon, helmet, vehicle mount
 Miscellaneous equipment
— Flashlights

— Handcuffs
— Load-bearing vest




Breaching Equipment

 Response force must be able to make entry
into facility that has been barricaded by an
adversary

25




=== CoOmmand and Control, and Communications

Command: Exercise of authority (Decision making)
by response force leaders

Control: Direction by response force leaders over
assigned personnel to accomplish the mission

Communications: Allow real time communication
between the central alarm station, tactical
leaders and response force in the field and allows
tactical leaders to direct the actions of the
response based on adversary actions

26



Communications Systems

& . Vital to command and control

* A robust communication system uses multiple
systems to ensure functionality is not lost

e Most common is simple radio frequency
communication system

— Most systems are conventional, narrow-band
frequency modulation, clear-voice systems

— Typical radios operate on any one of several
frequencies or channels

— Approximate rangeis 2to 5 Km
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Simple Radio Frequency Systems

 Advantages
— Simplicity / Ease of operation
— Efficiency
— Low Cost
 Disadvantages
— Short range of hand-held systems
— Gaps in communication coverage
— Susceptible to Adversary:

e Eavesdropping
* Deception
* Intentional Interference (Jamming)

28




Other Communication Systems

¥ « Secure Radio Systems
— Spread Spectrum System
— Encrypted Radio System

* Paging Systems

* Cell Phones

e Land Lines

* |ntercom Systems

e Sirens

e Flashing lights

e Public address system

29



Keys to Effective Communications

e Plan, train, and rehearse tactical operations
without primary communications systems

* Develop contingency communication plans

e Maximize network effectiveness
— Increase output, antennas, batteries, cabling

e Switch to encrypted mode in security
emergencies

e Utilize authentication protocol for suspect
transmissions

30



e Covert signal capability
 Covert response

* Constraint by threat or coercion

Portable
Radio

Portable Switch

Switch
Hidden

Switch
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Guard and Response Force Training

Training is a critical part of the response force program
Training should include all contingency missions

Training should ensure appropriate response force
times (RFTs)

Complex, dynamic response requirements require
sustained, dynamic training

Training should be scenario-based and in a realistic
environment

Training schedule should be designed based on training
needs analysis
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Guard and Response Force Performance
Methodology

’ o A combination of performance testing is used to
evaluate the performance of the guard and response

force

 Broken into two categories

— Sub-System Performance Testing

* Provided different types of tests to performance test individual
components of the guard and response force functions

e Testing individual components of the whole system

— Whole System Performance Testing
e Testing the sections of the whole system (sensors, RFTs, etc.)
* Two performance measure criteria are evaluated
— Interruption

— Neutralization

* Force on Force Testing: A full scale field simulation of an attack on a site involving
onsite guards and response forces

33
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A combination of specific types of performance testing is used to evaluate the performance of a security force. Sub-System Performance Testing focuses on performance testing individual guard and response functions.  Whole system performance testing focus on methods to evaluate performance measures for the response function that consists of Interruption and Neutralization. 




Example Response Force Time

e |f a contingency plan requires a responder to
arrive at a certain location within a certain time,
there needs to be mechanism in place to
determine if the time can be realistically
achieved.

 The goal to this exercise is for you to understand
how to collect data points along a response path
and evaluate the data for upgrades to response
time. In this exercise, you will time tasks for a
response path in your classroom, and to
implement and evaluate upgrades
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Example Response Force Time

A2 « There will be:

— One response force person
— One timer

— One communicator

 The Picture-In-Time is that the responder is

sitting in a chair with shoes removed, response
vackpack and simulated weapon are in storage
ocations in opposite corners of the room.
Response force personnel has key-card to the
facility (room) in pocket.
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Example Response Force Time

* Communicate Response

— Communication to respond and location for response

— Responder communication that responding with confirmation of
location

e Prepare to Respond
— Put shoes on
— Grab and completely don the backpack from the corner of the room
— Grab the simulated weapon from the other corner of the room
e Respond
— Walk around the table once
— Exit room closing door on exit
— Enter room with key-card
— Touch the telephone.
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Example Response Force Time

Task Description Time Note any Delays/Comments
(sec)
1 Communicate Response
2 Prepare to Respond
3 Respond




Example Response Force Time

% « Document the total response time (Task 3):

e Minimum: sec Maximum:
sec Average: sec

e Determine upgrades that could improve
response time:
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“e Guards and response forces have different
response functions and authority, which
should be based on a legal framework

* Interruption and Neutralization are types of
responses to mitigate an adversary threat
e Response strategies are based on the target

(theft or sabotage) and include containment,
denial, recapture and Pursuit/Recovery

e Response force measures of performance in
broken into two categories (Sub-System and
Whole-System Performance Testing)
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== Workshop Objectives

B « Review of the design and evaluation process
outline (DEPO)

 Define the elements of a physical protection
system

* Develop an understanding of the fundamental
principles of the different elements




PPS Functions

e Detection
— Exterior intrusion detection
— Interior intrusion detection
— Assessment
— Alarm communication and display
— Entry control

e Delay
* Response




Sensor Summary

* Sensors are classified as:

— Passive or active; covert or visible; line of sight or terrain
following; volumetric or line detection; and by application

e Exterior technology includes:

— Buried line sensors, fence-associated sensors, freestanding
Ssensors

* |nterior technology includes:

— Boundary penetration, interior motion, and proximity




Sensor Summary cont’d

 Performance characteristics include:
— Py, nuisance alarm rate, vulnerability to defeat

* Designers should consider design goals, effects of
physical environmental conditions, and interaction
of system with a balanced PPS.

* Probability of Detection (Pp), Vulnerability to
Defeat, and Types of alarms are important
performance characteristics of intrusion detection
Sensors.




zws Entry Co ntrol

* A perimeter security system is to provide a

boundary around each protection area to prevent
or detect unauthorized penetrations

* Entry control is to allow authorized persons and
materials to move in and out through that
boundary in a balanced secure way

e The System must:

— Allow entry of authorized persons
— Prevent entry of unauthorized persons
— Allow exit of authorized persons


Presenter
Presentation Notes
Slide Purpose: Describe the purposes of entry control.
Instructor Notes:
Remember that the purpose of a security is to establish a boundary around an area that needs to be controlled for security reasons. That boundary is designed to prevent or to detect unauthorized entry into the secure area. The purpose of entry control and contraband detection is to complete the boundary and provide a means of allowing authorized entry and exit without allowing the undetected unauthorized entrance of individuals and materials. The goal is to provide this means of access while maintaining the same level of security (balance) as provided by the perimeter detection system.
Contraband detection is covered in a separate module; however, the students should be reminded that most contraband detection is performed at the entry control point and any entry control point design must take into account needs for physical space for the contraband detection equipment and ensure the procedures allow for efficient traffic flow while searching for contraband.
Another thing to remember while designing or analyzing an ECP is the interface with the perimeter. ECP buildings, gates, and turnstiles represent significant challenges to designers trying to maintain a high probability of detection. If the building is placed adjacent to or even inside the perimeter, it can cause difficulty in installing sensors and can cast shadows into the perimeter that can interfere with the assessment. Often the lighting requirements at ECPs cause difficulty in maintaining proper light to dark ratios for the assessment lighting in nearby sectors. 



Types of Personnel Entry Control

Personnel Authorization Verification

Manual Automated

(Protective Force Guards) (Machines)
' |

| | | |
Have - Exchange Have - Are -
Credential Credential Credential Personal
(Photo) (Coded) Know - Characteristics
Memorized (Biometric)
Number
(PIN)

al


Presenter
Presentation Notes
Slide Purpose: Describe types of personnel entry control.

Instructor Notes:
Entry control can be performed by a manual system or an automated system. Good security can be maintained by a manual system so long as good procedures are in place and the use of manual systems approaches like badge exchange are used. The badge exchange system will be discussed later in this module. Simple photo badge inspection and comparison to the individual’s face can be somewhat effective but is not as effective as badge exchange.

Automated systems use electronic systems to evaluate identity factors and compare them to a database. Coded credential like magnetic stripe badges or proximity badges can be read by card readers. These are used to verify “something you have”. Personal Identification Numbers can be entered into a keypad to verify “something you know”. Biometric systems can take data on personal features like fingerprints, hand geometry or facial features. These data are compared to a stored database to verify “something about you.” As indicated in the previous slide combinations of two or more factors improve security.


= Contraband Defined

TR

=¥ Ccontraband: any object or material that is
prohibited in a security area

 Contraband is also any device or material that
can be used by an adversary to gain an
advantage in an attempt to commit an act
detrimental to a facility

0.4
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! Purposes of Contraband Detection

Allow entry of
| Authorized material

Prevent entry of
| Weapons
| Explosives
| Other contraband

Allow exit of
| Authorized material

Contraband: An item that is prohibited in an area.

Prevent unauthorized exit (theft) of
| Special nuclear material
(Category 1)

a



= Contraband Summary

e Contraband is an item you prohibit in an area
—w)eapons, tools, explosives, controlled material (Category
1
e Techniques covered included:
— Manual search (everything)
— Metal detection (weapons, tools)
— Package x-ray inspection (weapons, tools, explosives)
— Explosives detection
— Radiation detection (Category 1)
e A good system integrates complementary techniques
—e.g., metal detection (for shielding) + radiation detection

e The DBT lists the types and amounts of weapons,
tools, explosives you need to consider
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Alarm assessment completes the detection process by
determining the cause of a sensor alarm

Assessment may be performed using response force/
guards or video alarm assessment

Response force assessment components include
sufficient trained personnel in appropriate locations,
sufficient lighting, and effective communication

Video assessment components include camera, lens,
lighting, and video control system

Video assessment system must provide complete
coverage and display of sensored areas at all times

11


Presenter
Presentation Notes
Instructor Notes:  To summarize some high points of the presentation on video assessment: the purpose and methods of alarm assessment for a physical protection system is to determine the cause of a sensor alarm.  The assessment either by human response force or by video cameras ends the detection process.  Assessment uses technology in response to sensors that create alarms to alert humans in the central alarm station .  Video assessment is a force multiplier.  One operator can assess multiple areas in a matter of seconds compared to minutes for a response force to get to a physical area and visually look for the cause of an alarm.  Assessment can be quick and accurate—particularly with the use of video recording and playback of alarm video from the area where the alarm occurred.  In surveillance, the human is the detector and the assessor of events.  Using only video for detection and assessment allows for a single point of failure in the system.  But most importantly, humans do not operate as efficiently as electronic machines.  After 20 minutes of viewing, operator distraction and inattention to detail fade, causing a high probability of missing an intrusion event.



— Immediately slow down an adversary after detection by
use of fixed barriers, dispensable / active barriers,
and/or responders

* Distinguish between passive and active delay
— Passive are physical fixed barriers
— Active are dispensable or activated barriers
 Three characteristics of a good barrier system
— Immediately provides delay after detection
— Exhibits balanced design; no weak links
— Uses delay-in-depth
* Delay times depend on type of attack, adversary
skills, location of the attack, and tools used

12


Presenter
Presentation Notes
Slide Purpose:  Re-emphasizes key points and definitions from the delay module.

Instructor Notes:  In my experience, “Delay after Detection” is the one good characteristic most frequently NOT followed.  Remember the example of the Brazilian Bank and the Tunnel; or, seeing vehicle barriers outside the perimeter intrusion detection zone.

Discussion Questions:

Supporting Information:  In your course notebooks, you will find a DVD.  The DVD includes tours of the Access Delay Lab and the Access Delay Demonstration Bunker.  Through hardware and equipment examples, the DVD tour will re-emphasize key points made in this presentation and will discuss many other access delay conceptual design guidelines listed at the end of the Delay written module.

References:





Response Force Summary

e Guards and response forces have different response
functions and authority, which should be based on
a legal framework

* Interruption and Neutralization are types of
responses to mitigate an adversary threat
e Response strategies are based on the target (theft

or sabotage) and include containment, denial,
recapture and Pursuit/Recovery

e Response force measures of performance in broken

into two categories (Sub-System and Whole-System
Performance Testing)
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== Workshop Objectives

B « Review of the design and evaluation process
outline (DEPO)

 Define the elements of a physical protection
system

* Develop an understanding of the fundamental
principles of the different elements

14
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ROK Sensors in Use

In the small test field, the following sensors are installed:
e Peridect Sensor Vibration sensor mounted on fence (climbing, cutting, lifting off) piezoelectric
sensor
e Magnetic field sensor — Dream Tech — complete miniature magnetometer
e Securit sensor IR and microwave stacked sensor down the middle of the iso zone
e Fiber optic mesh on fence ? operational?
e Duretec sensor — appears to be a bi-static IR volumetric sensor
e Exterior PIR — mono-static

Traditional CCTV including PTZ
Laser CCTV
Megapixel CCTV

For INSA, the following sensors are proposed in Sector 1:
Performance testing and practical exercises

e Magnetic Sensor

e Active IR sensor

e Microwave sensor

e Peridect sensor

e Dual technology sensor

e Heat detector

e Fiber optic sensor mat

e Fiber optic sensor net

e Fiber optic fence sensor/cable

e Microwave Sensor

e |PID

0 infrared

moveable streetlamp
moveable CCTV on pole

For Sector 2
State of the art equipment and technology for testing

Moveable streetlamp

LED lamp

Thermal imaging camera

High pixel IP camera

HD-SDI camera

Laser camera

Mega pixel camera

Ubiquitous imbedded equipment



For Sector 3
Security inspection equipment and entry control/contraband detection

Streetlamp
Vehicle delay
Intake

Steel wire

Blocks

Bollards

X-ray scanner
container scanner
Rexton test SUV
Heat detector
Under vehicle surveillance system
CCTv

Vehicle Sally port
Fence drain

For Sector 4
Durability and reliability testing, performance tests, practical exercises, FoF

Streetlamp
ccrv

Magnetic sensor
Active IR

IPID

Interior
e Glass break
Heat sensor
Infrared sensor
Mock up structure
Shock sensor
e BMS
e  Full HD speed dome camera
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