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Simulation-Based Strategic Analysis of
Complex Security Scenarios
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Defender wants to protect assets from attack. . Y Y
Defense is expensive, so should be cost-effective. I TR )\ V@234 ) V7156(
Assets are interdependent: failure of one asset Supply chain D 3 Gr G2
_c:aq Ie_ad to failures in others._ The defenderlhas an defense O OISO
Intrinsic value for each asset if it does not fail.

Attacker has an intrinsic value for each asset,
can attack up to K targets, choosing these to maximize
his total expected value.

Example: (cyberdefense) Wish to secure a set of
connected, interdependent resources, but too costly to CIKR defense v »< . National
maximally secure everything. Attacker will intelligently NN\ AL TN ® L \Monuments

Expected total loss over different models (scaled)
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Combine simulation, optimization, and game theory | For cost of defense
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Magnitude

Density plays a major _ Sxpected loss
role: even relatively
low density makes the
network difficult to
defend
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Develop optimal defense strategies in settings with
iInterdependent assets:

Magnitude

failure cascade ConnectJvity loss

Cybersecurity

Software project development (using data flow graph)
general case Critical infrastructure defense (use a dependency graph)
Supply chain security and integrity

Sim-based game theory Energy grid security
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Transportation grid security
Financial system security
Optimal sequential monitoring strategies
/ network represents constraints on sequential strats
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