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Welcome to Introduction to Incident Management & Response

Introduction to
Management &

-
N
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Welcome to Introduction to Incident Management & Response

Introductions

* Instructors

* Students \
— Your name? N :
— Where are you from?
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By the end of this lesson, | would like to:

BE ABLE
TO DO

KNOW FEEL

______________________ -~

SN .
Your Iearmng doesn t StOp:With thls Iessan Use this space to thm about what else you need to do o p to p§t

................................
sohssOs S S OSOSOS OS OSO

What more do | need to How will | acquire the How WI|| | know that I've How will | use this new
know or do? knowledge or skills? succeeded? learning in my job?

Use space on back, if needed
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Course Objectives

Understand the comp

N

S
To know how to determine the effe
system, why it is important, and ho
test the function and effectivene

Feel part of a team that can prov
incident response system as well ¢

to an incident response ¢ m.

=
Determine how to implement

planning an preparation.

Slide 4
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Introduction to Incident Management &
Response

Biorisk Management: the AMP Model

Biorisk Management =
ssessment, |\itigation, "erformance

Biorisk Management

Record refresher notes on the AMP model and biorisk management.
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Define Biorisk Assessment:

Key Components of Biorisk
Management

4 Biorisk Assessment \

— Process of identif_\yi'\ hazards a
associated with biological agents :
account the adequacy of a
whether or not the risks are

Page 7



B

m

Introduction to Incident Management & Biorisk Management
Response

Define Biorisk Mitigation:

Key Components of Biorisk

Management
_

& Biorisk Mitigation \

— Actions and contro§ures th

or eliminate the ris
3 S
toxins N
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Key Components of Biorisk
Management

& Performance S §

— The implementatk%e entir
including evaluatin ensuring

the way it was de§igﬁed. Anot
process of continually impr

S

Define Performance:

Biorisk Management
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Define an incident:

Incident
NS S

Group Exercise:

What are some examples?
definition for an Incident? P

* To help with this task, list all possil

Incident on sticky-notes and
chart. S

flip chart, and be prepared to dis
class.
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What is the difference between an incident and an emergency?

Incident

What is the difference between z
emergency? '
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Notes:

Incident versus Emergency

NN

An incident is an event tha
adverse consequences. S

An emergency is an inciden e
immediate response.
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What is the difference between an incident and an emergency?

Incident versus Emergency
S USSSS

Take 5 minutes to look at y )
incidents and categorize the

or an emergency especially il

Can you see the difference?
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Notes:

Incidents
Some Things to Consider

Some types of incidents can have adverse conse
are relatively minor.

especially if they are frequent an
complacency. '

Society, the government and upp
what constitutes a large or small
management to determine to w
allocated toward an incident res;

S

Because an emergency is simply a particu
Emergency Response System will often fi
Incident Response System.

Slide 13
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What is an Incident Response System?

Incident Response System

Group Exercise: Lo
Definition:
In your groups, spend 10 minutes to dev

definition for an Incident Respons '

* To help with this task, list all

Incident Response System on

them on your flip chart. o
Objectives:

Once you are done, write your
flip chart, and be prepared to dis
class.

Slide 14
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Model for an Effective
Incident Response System Incident Response System
T SS NS S
Sample Model of an Effective Incident Respons\e System
N

Every Incident Response System mus
alert to an incident and mobilize a re

Planning Preparation

Slide 16
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Model for an Effective

Incident Response System Incident Response System
N SS S
Or, more simply...

1

The most effective incident respe
plan and prepare for potenti

Planning and Preparation

assess actual incidents, and qui
effective response if an incid

Alert, Assessment, and Mobilization

Slide 17 Slide 18
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Examples:

The Phases of an

Incident Response System
S

Thus, we could consider an effective |

N
response system as concerning it

main phases:

Planning and Preparation

Incident D

Alert, Assessment, and Mobiliza
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Why are Planning and Preparation so important?

Planning and Preparation

Without proper planning and preparatl .
response system would be una
incident in a timely fashion, pr
incident, or mobilize effectivel

Why?

Hint: Think of an incident whe -
any prior thought on how to re§o d.
outcome?
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Planning Planning

=

S , \ Planning is the development
What exactiyiS HEEEEE. procedures, in advance, to achie

goal.
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Introduction to Incident Management &
Response

In the case of incident respol

process whereby a potentialﬁE den

and evaluated, and resourc
order to generate a responsf

Planning & Preparation

Planning

NS

Incident response planning i
responsibility of an institutio

\\\

Top level decision-makers m
determine the best approac‘:
incidents in a particular insti
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Introduction to Incident Management &
Response

Management has the authority t
long-term decisions and alloca
resources towards an incident

Management, however, needs
advise of other personnel in tf
adequately make plans.

Why?

Planning & Preparation

What is the role of Management in Incident Management &
Response?
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Who can contribute to the Planning of an Incident Response

System?
Group Exeruse
In your groups, spend 10 minu&
personnel in an institution who
management’s decisions durin, . C . . L
an inc%dent response manage > What is their contribution/role?

+ Put each answer on a sticky
on your flip chart. \\
Next to each personnel grot
role/contribution to the plai

Slide 28
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Planning & Preparation

Planning Planning

Planning should result in a de
by management in cooperat

institution’s personnel (and'\
at a high-level, how the i II"ICI
system will operate.
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Planning Preparation

The document should also @\
details on preparation, aler

=

response to an incident.
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Preparation
-\\\S&'\ S

Preparation
S U SS

Preparation derives directly; i

the act of putting into effect al

rsonnel isiti ipn
8l personnel, acquisition of equi

supplies, and physical modif
and buildings when possible, ai

prior to an incident, in order

better handle that incident v
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What type of information would be useful to be included in a
planning document to guide the preparation process?

Preparation
S

Question: What kind of mformatlon
included in a planning document
guide the preparation process’r’

In your groups, please discuss
your ideas on separate sticky {

The class will make a collectlo stlc y
review each group’s responses. Dide
up with similar types of informatio

Slide 35
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Who can contribute to the Preparation of an Incident Response

System?
Preparation
Think about the different types of
work in a typical lab or institutior
N 5 What is their contribution/role?
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Notes:

Model for an Effective
Incident Response System
A Model for an Effective Incident Response System

Planning and Preparation

Alert, Assessment, and Mobilization

Slide 37
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How can you test an Incident Response System?

How to Test an Incident Response

Question?

How do you make sure an |
System is actually working:
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Introduction to Incident Management &
Response

How to Test an Incident Response

System? - Drills

S USSS

Question?

How do you make sure an Inciden
is actually working?

One way is by conducting dri[_i

Drills allow verification of wh
prepared to respond adequa a
without actually putting a facility ar

risk.

How do drills help to validate an Incident Response System?
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Introduction to Incident Management &
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Incident Response Systems
NSNS

determine the effectiveness of z

~
3
S

Response System, instead Dr
simulate incidents. \

Planning and Preparation

Incident and Drills “

Notes:
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Introduction to Incident Management &
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Group Exercise:

§\\\
Question: What different kin \_\

and disadvantages of each kind of d
to share your discussion with the cla

List some different types of drills

Advantages?

Disadvantages?
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Notes:

Model for Incident Management
N SS
A Model for an Effective Incident Response Sy§§em
N

Planning and Preparation

Slide 42
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What are some ways one could alert?

Alert
NS

Alerting is the process of identifying ¢
it is occurring, or after it ha

that information to generate ¢ Who would you alert?

Questions:
What are some ways one c
Who would you alert?
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Notes:

Alert
NS S

developed by management

procedures for alerting app
the event of an incident.
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When does alerting happen during the incident?

incident? N ; & When does alerting happen after the incident?

Please consider this question f

prepared to discuss with the c;\
N\

Hint: What are the key factors about

would make a difference about wher

Slide 45
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How does Assessment play a role in an Incident Response System?

Assessment
NS S

In part, the answer to the p
matter of assessment.
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Who should conduct an Incident Assessment?

Assessment

Question:
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How would you assess an incident?

What factors would you consider?

minutes, and list all the crit YW 1l
incident can be assessed. Pu%ch cr

) R 2
sticky-note. :

What are the criteria you would use?
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Notes:

Alerting and Assessment
S USSSS

Alerting and assessment pr
the existence and nature of a f
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What is Mobilization?

What are some factors that determine the mobilization?
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When and who determines when an incident is resolved?

Mobilization
NS S

Questions:

When an incident is consid, to b

Who determines that an inc

Page 43
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Model for Incident Management
A Model for an Effective Incident Response System

Planning and Preparation

Alert, Assessment, and Mobilization

Slide 52

Notes:

Feedback
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Feedback
-\\\5.\\\\\\%?
Feedback is the use of information gathered from

drills or incidents to inform and improve
S

Incident Response System. \\ S

Specifically, feedback inform
preparation process, providi;E
management and other personnel on
NN
procedures were and were ng§effec
mitigating the adverse consequenc
(or drills).

Slide 53

Slide 54

Feedback

Feedback could be considere
Incident Response System

Planning and Preparation

Incidents and Drills D

Alert, Assessment, and Mobi’i%tion

Feedback .

Feedback
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Model for Incident Management
A Model for an Effective Incident Response System

Planning and Preparation

N
(Feedback) M
—

Alert, Assessment, and Mobilization

Slide 55

Notes:

Feedback
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Feedback
-\\\5.\\\\\\%?

with the class.

S
Hint: List 7 to 10 questions you%vould

or incident to help gather this informz

Slide 56

Feedback

What types of feedback helps strengthen the Incident Response
System?

What are some questions you would ask after a drill or incident?
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Model for Incident Management
3\\\1\\\\\\‘\\\\‘
A Model for an Effective Incident Response Sygem
A

Outside Responders

As part of both planning and
alerting, assessment, and res

Planning and Preparation

response system must interact
world in order to properly man
incidents.

\
(Feedback) m Drill
——

Alert, Assessment, and Mobilization

Slide 57 Slide 58
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Model for Incident Management
NS

A Model for an Effective Incident Response Sy. \gem

Planning and Preparation

» Police, Fire,
(Feedback) m Drill (
i Emergency

Medical

Services, etc)

TS

Alert, Assessment, and Mobilization 3

Slide 59

Outside Coordination

Outside Responders

N\\E\\\\\.\\\‘“‘

Thus, coordination with police, fire brigades,
emergency medical services are crucial fo
incident response.

Slide 60
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Outside Coordination

Question: How would outsiders such as the fire brigade
interact with an institution during each of th ident
response system phases? S A N

* Planning and Preparation
* Alert & Assessment

* Mobilization

* Feedback

In your tables, please spend 10 ’i es di
questions and be prepared to share your tz

with the class.

Slide 61

Outside Coordination

How do outsiders interact with an institution during each of the

Incident Response System Phases?

Planning and Preparation?

Alert & Assessment?

Mobilization?

Feedback?
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Review

Review Question: What are the foul
: . N
effective Incident Response Syst:

Review

AN U

Review Question:

System?
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Review Review
Review Question: Do you agree with this table? Why or Review Question: Which part of an incident responsﬁystem is the
N\ most basic? N\
why not? c:

Responsibilities in an Incident Re

Planning and Preparation

Management X
g S External

Planning and
Preparation

No

N (Police, Fire,
z Emergency
) Medical

Services, etc)

(Feedback)

Alerting, Assessment,
and Response

Feedback

Slide 64

Slide 65
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Notes:

Review

Review Question:

Why is outside coordinatia

incident response system?
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Introduction to Incident Management &
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Review of Introduction to Incident
Management & Response

Review

For 10 minutes, let’s discus
about incident response

What did we ‘ What does it |
— )

Page 54




Introduction to Incident Management &
Response

Review - Course Objectives

=

To know how to determine the effecti
system, why it is important, and how

test the function and effectivene:

Feel part of a team that can provi
incident response system as well
to an incident respons m.

=
Determine how to implement
planning an preparation.

Slide 68
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