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Presentation Notes
Established by Congress in 2000, NNSA is a semi-autonomous agency within the U.S. Department of Energy responsible for enhancing national security through the military application of nuclear science in the nation’s national security enterprise

NNSA Mission – 

-  NNSA is responsible for the management and security of the nation’s nuclear weapons, nuclear nonproliferation, and naval reactor programs. 

-  It also responds to nuclear and radiological emergencies in the United States and abroad. 

-  Additionally, NNSA federal agents provide safe and secure transportation of nuclear weapons and components and special nuclear materials along with other missions supporting the national security.
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An Organizational Perspective continued..

Defense
Nuclear Nonproliferation

Global Threat Nuclear Risk International Material International
Reduction Reduction Protection & Cooperation Programs
Research & Nonproliferation and Fissile Materials

Development International Security Disposition

Nuclear Safeguards and Nuclear Controls Nuclear Verification
Security
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GTRI
  Reduces and protects vulnerable nuclear and radiological materials located at civilian sites worldwide
  Convert, Remove, Protect

R&D
conducts long-term basic and applied research, development, testing, and evaluation into new nuclear nonproliferation, counterproliferation, and counterterrorism technologies.
  Two program areas – proliferation detection and nuc detonation detection

Nuclear Risk Reduction
  Responsible for the shutdown of the three remaining weapons-grade plutonium production reactors in the Russian Federation. The goal is the permanent elimination of Russian weapons-grade plutonium production.

International Material Protection & Cooperation
  Responsible for enhancing the security of vulnerable stockpiles of nuclear weapons and weapons-usable nuclear material in countries of concern and for improving the ability to detect the illicit trafficking of those materials.
  Two main program areas - MPC&A program & Second Line of Defense

Fissile Material Disposition
  Reduce inventories of surplus fissile materials in a safe, secure, and irreversible manner.
  Two main program areas – Blenddown Surplus US HEU  and  Plutonium Disposition  (MOX conversion)

Office of International Operations
  provide assistance and support for NNSA missions 

Nonproliferation and International Security
  Prevent the proliferation of WMD by strengthening the nonproliferation, nuclear security, and arms control regime.�-  Security
  Safeguards
  Control WMD-related material, equipment, technology, and expertise
  Verify compliance with international nonproliferation and arms control treaties and agreements
  nonproliferation and arms control policy
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Mission
Ensure the security of U.S. - obligated nuclear material at foreign
facilities and engage domestic and international partners to strengthen

the physical protection of all nuclear material and nuclear facilities
against theft and sabotage.

Program Goals

1. Lead bilateral assessment visits to ensure the physical protection of
U.S. — obligated nuclear material at foreign facilities

2. Develop and implement policy and technical initiatives to strengthen
nuclear security worldwide

3. Provide training to and strengthen engagement with bilateral and
multilateral partners on physical protection of nuclear material and
facilities
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e INS ensures adequate protection of U.S.-obligated nuclear
materials worldwide by leading U.S. interagency teams to visit
foreign sites with U.S.-obligated nuclear material provided for
peaceful purposes.

O The 1954 Atomic Energy Act (AEA), as amended, provides the legal basis for
bilateral physical protection cooperation.

O These bilateral visits also fulfill the mandates of the 1978 Nuclear
Nonproliferation Act and the NRC 10 CFR 110.44 to verify adequate physical
protection of such nuclear materials by these nations.

e Since 1974, the United States has conducted over 170
assessment visits in 48 countries.

e These visits provide opportunities to exchange information on
best practices for securing nuclear material at facilities and
while in transport.
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Presentation Notes
One of the most important aspects of the INS program, which also is a statutory mandate, is to ensure that U.S.-obligated nuclear material provided to other countries for peaceful uses is adequately protected. 
My office leads U.S. interagency bilateral visits to assess the adequacy of the physical security  measures implemented by nations currently holding or that request to receive U.S.-obligated nuclear material.
 Bilateral visits are the primary means for meeting the legal requirements of the 1978 NNPA and the 1954 Atomic Energy Act.
NNPA Section 305: “Adequate physical security measures will be maintained with respect to such material or facilities proposed to be exported and to any special nuclear material used in or produced through the use thereof.”
AEA Section 123: An agreement for cooperation will requires “a guaranty by the cooperating party that adequate physical security will be maintained with respect to any nuclear material transferred pursuant to such agreement and with respect to any special nuclear material used in or produced through the use of any material, production facility, or utilization facility transferred pursuant to such agreement“
NRC 10 CFR §110.44 Regulations require the physical security measures in recipient countries must provide protection at least comparable to the recommendations in the current version of INFCIRC/225. 
Since 1974, the DOE has conducted 130 bilateral physical protection assessment visits in nearly 50 countries worldwide to verify that the physical protection of US-obligated nuclear material meets the recommendations contained in the current INFCIRC/225.
- In addition to meeting legal requirements, these visits provide opportunities to exchange info on best practices and lessons learned for securing nuclear material at facilities and while in transport.
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* INS has played a leading role in the development of
internationally accepted physical protection

. . . Nuclear Security Recommendations

recommendations, including: ot

* The Physical Protection of Nuclear Material and Nuclear oy
Facilities (INFCIRC/225) — fifth revision published in 2011

e Convention on the Physical Protection of Nuclear Material,
as amended
e INS provides technical and policy expertise to IAEA
Nuclear Security Series (NSS) document development

e INS also supports IAEA policy, meetings, and research, including:

* Providing an expert to serve as a representative to the IAEA Director General’s
Advisory Group on Nuclear Security (AdSec)

e Since 1978, supporting 45 missions in 27 countries through the IAEA’s
International Physical Protection Advisory Service (IPPAS)

e Supporting the research projects of the IAEA’s Nuclear Security Program on
topics such as Security-by-Design, risk assessment, and infrastructure
development
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INS has provided key technical and policy support to the IAEA Office of Nuclear Security, including by participating in the Advisory Group on Nuclear Security (AdSec) and by collaborating on the development of 11 IAEA Nuclear Security Series Guidance documents to date. 

INS plays a leading role in developing international policy on the physical protection of nuclear materials:
Key participant at the Convention on the Physical Protection of Nuclear Material, as amended
Most significant legally binding international instrument in area of physical protection of nuclear material
The 2005 Amendment  -- which calls for new, strengthened PP standards, including protection of nuclear materials/facilities in domestic use, storage, and transport-- will enter into force after it is ratified by two-thirds of State Parties of the Convention
INS led U.S. Government efforts and then Member States in the fifth revision of INFCIRC/225
INFCIRC/225 has provided internationally accepted physical protection criteria since 1975
Recommendations  are integral to legally binding agreements governing U.S. nuclear exports  to nearly 50 countries
INFCIRC/225/Rev. 5 was strengthened and restructured to:
Align with the amended CPPNM
Strengthen sections on Design Basis Threat (DBT), performance testing, contingency planning, and the “self-protection” concept
Include new sections on Location/Recovery of  Missing Nuclear  Material; Mitigation of Sabotage; Risk Management; Graded Approach; Cybersecurity; Stand-off Attacks; Security Culture; Quality Assurance; Physical Protection Regime; Material Control and Accounting; and Co-location of Nuclear Materials

INS supports IAEA document development, and contributed technical and policy expertise to:
INFCIRC/225/Rev.5; Model Regulations on INFCIRC/225; Nuclear Security Fundamentals; Nuclear Security Culture; Development and Maintenance of a Design Basis Threat; Protection Against Sabotage; Prevention and Protection Against Insider Threats; Nuclear Security Glossary; Education Program in Nuclear Security; Identification of Vital Areas at Nuclear Facilities; Model Regulations for Security of Radioactive Sources

Finally, INS provides policy and technical experts to support AdSec, IPPAS missions, and research projects (details on slide).
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e DOE/NNSA’s INS Program meets the
statutory mandate put forth by the
1978 Nuclear Non\oroliferation Act
to provide physical protection training to
all states that have or are expected to
have nuclear material

— Since 1978, INS has hosted the International
Training Course on the Physical Protection of
Nuclear Materials and Facilities.

T S
collaboration with the IAEA include involvement in 134 courses for nearly 4000
students from 122 countries.

— Total physical protection training efforts done in

* INS also conducts bilateral physical protection collaboration with key
countries:

— Bilaterally, INS has conducted training and engagement in nearly 20 countries and
provided physical protection training to over 500 foreign officials.

— Currently engaging a number of countries including Argentina, Brazil, France, Japan,
Republic of Korea, and the UAE, and exploring similar cooperation with other states.
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Physical Protection Training for IAEA Member States

NA-24’s International Nuclear Security program is a key leader and participant in the IAEA’s training of foreign officials responsible for protecting nuclear material and facilities. As you would expect, training efforts increased dramatically after September 11, 2001.  
This also is a statutory mandate for DOE per the 1978 NNPA, which states that “The Department of Energy…shall establish and operate a safeguards and physical security training program to be made available to persons from nations and groups of nations which have developed or acquired, or may be expected to develop or acquire, nuclear materials and equipment for use for peaceful purposes. “

- These courses include: 

International Training Course (ITC) on the Physical Protection of Nuclear Materials and Nuclear Facilities: 
 Held once every 18 months in Albuquerque, over the past 32 years 
Trained 670 students from 69 countries to date
 INS works with Sandia National Laboratories to develop, present, and host this course
 INS also supports a two-week version of the ITC course held in a host country (referred to as a National Training Course or NTC) or region (referred to as a Regional Training Course or RTC). �
NTC courses held in host countries are also supported by our program,  as requested by the IAEA or by the host country 
INS developed or co-developed 10 physical protection training courses that are now part of IAEA/Office of Nuclear Security
These include: Design Basis Threat; Vital Area Identification; Foundations of Physical Protection; Infrastructure Development- Initiating a Physical Protection Program; Methodology for Vulnerability Analysis; Prevention and Protective Measures against the Insider Threat; Nuclear Security Culture

 INS also conducts a “train the trainer” workshop for intl instructors to conduct IAEA Regional Training Courses, and we have been asked by IAEA to support additional workshops.

Bilateral Engagement
 INS has formal consultative arrangements with Japan, France, Republic of Korea, Argentina and Brazil
Collaboration with many other countries under less formal arrangements
Working to establish pp cooperation with other states
Examples of collaboration include topics like System effectiveness; Video detection and tracking; Physical Protection Regulations/Guidance; Security by Design handbook; Access control; Vulnerability analysis; Establishment of test bed; Table top exercises; Force-on-Force; Vital Area Identification




Safeguard and Secure nuclear
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e The fifth revision of the International Atomic Energy Agency (IAEA)
Nuclear Security Recommendations on “The Physical Protection of
Nuclear Material and Nuclear Facilities” (Information Circular 225)
was published in January 2011, following a five year international
effort.

o DOE/NNSA’s Office of Nonproliferation and International Security
(NA-24) led U.S. efforts to develop this revised guidance document.

e INFCIRC/225 has provided internationally accepted physical
protection criteria since it was first published in 1975.

0 Revised in 1977, 1989, 1993, 1999 and 2011

* INFCIRC/225 recommendations are integral to legally binding
agreements governing U.S. nuclear exports to nearly 50 countries.
0 1954 Atomic Energy Act Section “123 Agreements”
0 1978 Nuclear Nonproliferation Act (NNPA)
0 Nuclear Regulatory Commission 10 CFR §110.44 Regulations
o0 Nuclear Suppliers Group Part 1 Guidelines
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Presentation Notes
INFCIRC/225, “The Physical Protection of Nuclear Material and Nuclear Facilities,” provides recommendations and guidance for States to use to meet and maintain their physical protection obligations under the amended Convention on the Physical Protection of Nuclear Material (CPPNM/A) and United Nations Security Council Resolution (UNSCR) 1540. 

INFCIRC/225 is not legally binding, but has been incorporated into binding agreements such as the Agreements for Peaceful Nuclear Cooperation the United States has with other countries.  In the U.S., INFCIRC/225 forms the basis for the legal physical protection criteria for exports of nuclear material under U.S. Atomic Energy Act Section “123 Agreements” with other countries. 

INFCIRC/225/Rev.5 continues to provide recommendations, not obligatory standards for the physical protection of nuclear material and facilities.  The new INFCIRC/225 recommendations will also be widely accepted and implemented, contributing to  President Obama’s goal of securing all vulnerable nuclear material around the world within four years.

INFCIRC/225 is the standard used by the Nuclear Suppliers Group for the transfer of Trigger List items.
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 INFCIRC/225 was restructured to:
0 Support the amended CPPNM

= Now aligns with the 12 Fundamental Principles of
Physical Protection and the four Physical Protection
Objectives

0 Present recommendations for Category lll, 1|
and | nuclear material in an additive manner

e Scope has been expanded to:
0 Include new sections on the rapid
recovery of missing nuclear material
and mitigation of sabotage—two objectives
of the amended CPPNM

o0 Provide a process to define which nuclear materials and
facilities require protection against sabotage
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CPPNM/A
Four Physical Protection Objectives:
Protect against theft of nuclear material
Locate and recover missing or stolen material
Protect against radiological sabotage
Minimize and mitigate the consequences of radiological sabotage

Twelve Fundamental Principles
 See Back-up slide

NEW SECTIONS
Recommendations for locating and recovering nuclear material are introduced for the first time in Revision 5.  In Rev. 4, information on recovering missing nuclear material was included together with the objective to protect against unauthorized material. There are now requirements for the State and operator, including on-site operations and off-site assistance. 
Sabotage is any deliberate act directed against a nuclear facility or nuclear material in use, storage or transport that could directly or in directly endanger the health and safety of personnel, the public or the environment by exposure to radiation or release of radioactive substances.
In Rev.4, the mitigation of sabotage was included within the overall objective to mitigate/minimize the effects of sabotage, but there were no subsequent recommended requirements for the mitigation of sabotage. 
 In Rev.5, there are new recommendations for the state and operator, which complement the emergency plan by focusing on preventing further damage, securing the nuclear facility and protecting  emergency equipment and personnel.
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e Risk Management;
* Locate and Recover missing material;
« Mitigate/minimize sabotage;

 Graded Approach (protection based on assessed threat and
consequences);

o Cyber Security;

e Stand-off distance;

e Security Culture;

e Quality Assurance;

e Physical Protection Regime;

e Material Control and Accounting concepts; and

» Co-location of nuclear materials (consider entire inventory of a
facility).
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NEW TOPICS
Risk management is the basic concept of and reason for nuclear security.  Risk is managed by reducing (deterring) the likelihood of an attack, improving the security system effectiveness, and reducing the consequences of a malicious act. 
Graded approach is the application of physical protection measures that are proportional to the potential consequences of a malicious act.
Cybersecurity introduces the need to eliminate potential vulnerabilities to cyber attack scenarios, given the reliance on computer systems in modern security and safety systems. 
Stand-off attacks are attacks executed at a distance from the nuclear facility or transport target , which do not require the adversary to physically access the target or overcome the PPS). The need for protection against them is introduced in Rev.5 along with design considerations such as stand-off distance and vehicle barriers against acts of sabotage.
Security culture is the foundation of an effective physical protection regime.  It includes lessons learned and best practices and is analogous to the importance of safety culture in promoting an effective safety system. Security Culture also involves all organizations involved implementing physical protection.
A material accountancy and control system includes an integrated set of measures designed to provide information on, control of, and assurance of the presence of nuclear material, including those systems necessary to establish and track nuclear material inventories, control access to and detect loss or diversion of nuclear material, and ensure the integrity of those systems and measures. 
7.  The co-location of nuclear materials is the concept that the entire radioactive inventory in a facility, including other radioactive material, should be considered when deciding what level of protection is needed.

STRENGTHENED
The Design Basis Threat  (DBT) is an assessment of the possible threats to a physical protection system and includes the attributes and characteristics of potential insider and/or external adversaries, who might attempt unauthorized removal or sabotage.  Revision 5 states that a DBT should be used for Category I and high radiological consequence nuclear facilities.  Based on a DBT, a graded approach should be used based on potential consequences.
Performance testing  is the testing of the physical protection measures and the physical protection system to determine whether or not they are implemented as designed; adequate for the proposed natural, industrial and threat environments; and in compliance with established performance requirements.  
Contingency plans are predefined sets of actions for response to unauthorized acts indicative of attempted unauthorized removal or sabotage, including threats thereof, designed to effectively counter such acts.  
Terrorist have demonstrate a willingness to die to accomplish their objectives the so-called “self-protection” radiation level is too low to incapacitate terrorists before they can complete an act of sabotage or remove nuclear material. 
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* Clarified use of the Design Basis Threat (DBT) and state’s
current evaluation of the threat

e Performance Testing

« Differentiation between security and safety contingency
plans

* Application of the self-protecting principle
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Following the IAEA’s publication of INFCIRC/225/Revision 5 in
January 2011, INS initiated a three-pronged effort to assist states in
implementing the revised recommendations

e Qutreach
e Conducting outreach on a bilateral and regional basis

 Workshops and Training

e Partnering with the IAEA and other countries on a
bilateral/multilateral basis to support implementation by
providing training courses, workshops, and training manuals

e QGuides and Tools

 Working with the IAEA and other Member States on
implementing guides for the new revision, including guides to
address transport and theft/sabotage

* Planning to develop self-assessment tools
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Presentation Notes
After the IAEA published INFCIRC/225/Rev. 5 in January 2011, INS began a dedicated initiative to provide training and assistance to states working to implement the newly revised recommendations.

This effort includes:
Conducting outreach to new and existing partners on a bilateral and regional basis
Working with the IAEA and other states to provide training, workshops, and related manuals and materials
Developing implementing guides for INFCIRC/225/Rev. 5 in cooperation with the IAEA and other Member States, including guides on transport and theft/sabotage
In the future, developing electronic tools to support states in their own implementation efforts
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* Training and Workshops

— “What’s New Workshop” on the new recommended
requirements in INFCIRC/225/Rev. 5

— Focused training courses on relevant topics, such as:
 Vital area identification
e Vulnerability analysis
e Risk assessment methodologies
e Response force training simulation and modeling
e Guides and Tools

— Engagement also includes development of technical tools
and guides, such as:

 |AEA implementing guides on transport and
theft/sabotage

e Electronic reference tools
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Presentation Notes
TRAINING AND WORKSHOPS

INS currently can make available a broad range of training options, including both overviews and in-depth, focused courses on specific topics.

For example:
What’s New to Revision 5:  This workshop provides an overview of the differences between Revision 4 and Revision 5 and provides working group activities to discuss how changes might be implemented.  This workshop is for participants already familiar with INFCIRC/225/Revision 4.
Elements of a State’s Physical Protection Regime under INFCIRC/225/Revision 5:  This workshop is for government officials and regulating agencies to gain familiarity with the elements of a State’s physical protection regime as described in Revision 5.  During this workshop, participants will have the opportunity to work with their peers to discuss implications of the regime elements within their own nuclear security regimes.
Focused trainings on key INFCIRC/225/Rev. 5 topics, such as Vital Area Identification (VAI), vulnerability analysis, risk assessment methodologies, protection against sabotage, and response force training, simulation, and modeling.

Finally, while INS has many courses already developed, we can easily customize a course or a program of courses based on a particular state’s needs.

GUIDES AND TOOLS

INS is working with the IAEA and other Member States to begin developing implementing guides to support INFCIRC/225/Rev. 5.  
INS will continue to provide nuclear security experts to participate in Consultancy Meetings and Technical Meetings related to the ongoing effort to develop an Implementing Guide on Transport
INS is planning to work with the IAEA and other Member States to develop an implementing guide on theft/sabotage

In the future, INS is also planning to develop computer-based tools to support states’ implementation efforts
A web-based Requirements Reference Tool may be developed to provide users the ability to extract relevant sections and important linkages for various elements of INFCIRC/225/Revision 5 through keyword searches
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The Office of Nonproliferation and International
Security can Offer a variety of workshops
through Bilateral cooperation
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e What is audience’s experience with INFCIRC/2257
— Participated in development of Revision 57
— Operate under Revision 47
— New to Physical Protection?

* What role do they play in physical protection?
— Government Official?
— Regulator?
— Operator?
— Carrier/Shipper?
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INFCIRC/225/Rev.5 Differences and Impact Briefing (~ 2 hours)
General INFCIRC/225/Rev.5 Workshop (~ 2 days)
INFCIRC/225/Rev.5 Workshop Focused on Physical Protection Regime (~ 2 days)

INFCIRC/225/Rev.5 Workshop Focused on Protection Against Unauthorized
Removal

1. Categoryl, I, orlll (~ 1 day)
2. All Categories (~ 2 days)
INFCIRC/225/Rev.5 Workshop Focused on Protection Against Sabotage (~ 1 day)

INFCIRC/225/Rev.5 Workshop Focused on Protection of Nuclear Materials
During Transport (~ 2 days)

Course durations vary depending on the depth of coverage
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Backup Slides
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e Walk through the document

e QOutline
— Introduction
— Definitions
— Objectives of a State’s Physical Protection Regime

— Elements of a State’s Physical Protection Regime fore Nuclear
Material and Nuclear Facilities

— Requirements for Measures Against Unauthorized Removal of
Nuclear Material in Use and Storage

— Requirements for Measures Against Sabotage of Nuclear
Facilities and Material in Use and Storage

— Requirements for Measures Against Unauthorized Removal and
Sabotage of Nuclear Material During Transport
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* New Scope
* New Structure
 Additional Recommended Requirements

e Expanded Recommended Requirements
— Revision 4 Recommended Requirements
— Revision 5 Recommended Requirements
— Rationale for change
— Impact of change
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* Obijectives of a
Physical Protection
Regime

 Elements of a Physical
Protection Regime

— Recommended
Requirements

— Consideration
Questions

Physical Protection Regime

Outline

State responsibility
International transport
Assignment of physical protection
responsibilities
Legislative and regulatory framework
* Legislative and regulatory framework
e Competent authority

* Responsibilities of the licence
holders

International cooperation and assistance
Identification and assessment of threats

Risk-based physical protection system and
measures

* Risk management
* Graded approach
* Defence in depth
Sustaining the physical protection regime
e Security culture
* Quality assurance
* Confidentiality
e Sustainability programme

Planning and preparedness for and
response to nuclear security events



Office of )
Nonproliferation
and INnternational

Security (nis)

FaN 8 w 2|
A TN

e o e s s

Fg' Nuclear Safeguards
and Security

Recommended
Requirements
organized by

— Category of Nuclear
Material

— Protection Layers
— Access

— Detection, Delay, and
Response

— Other Requirements

Option 4: Workshop Focused on
Protection Against Unauthorized Removal

Outline

Responsibilities of the
Licence Holder

General Recommendations

Recommended
Requirements for Physical
Protection Against
Unauthorized Removal

* In Use and In Storage

e During Transport

Location and Recover of
Missing Nuclear Material
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Outline

e Requirements of Licence Holders
e General Requirements

e Graded Approach

* Process for Design

e Requirements Against Sabotage
— High Consequence Facilities Including Nuclear Power Plants
— Requirements for Other Nuclear Facilities and Nuclear Material

* Mitigation and Minimization of Radiological
Consequences of Sabotage
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Outline

e Types of Transport

e Types of Conveyances
* Transportation Terms

e Recommended Requirements
— General
— Common
— By Category
— Location and Recovery
— Sabotage

— Mitigation or minimization of Radiological Consequences from
sabotage
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