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DNSSEC Challenges ) .

DNSSEC validation outcomes:

* Insecure — no security available (plain old DNS)

« Secure — signed and validated

« Bogus — validation fails (tampering... or misconfiguration)

Problem: Configuring and maintaining DNSSEC is hard.
All failures to date are attributed to misconfiguration,
rather than cache poisoning.

Example:

¢+ Jan 10,2012 - Comcast enables validation for 17M residential
customers.

Jan 18, 2012 — nasa.gov DNSSEC configuration breaks (NASA's fault).
nasa.gov becomes unavailable for all Comcast customers.
Comcast disables validation of nasa.gov for hours.
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Problem: Troubleshooting DNSSEC problems is hard.
DNS data and security are spread across multiple
servers.




DNSViz — Visualizing DNSSEC ) .

= Designed for comprehensive analysis to facilitate deployment,

understanding, and troubleshooting

= Polls all servers necessary to analyze a DNS domain
= Consolidates data into graphical Web interface
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DNSViz — Impact

= Facilitated DNSSEC understanding and
troubleshooting.

= Visualization helps developers and
administrators understand and analyze DNSSEC.

= Comcast uses DNSViz as first resource when
troubleshooting DNS issues.

= DHS FNS is looking to partner with Sandia to
leverage DNSViz functionality.
= Historical analysis for improved DNSSEC
deployment.

= Behavioral trends have been analyzed and
presented at international forums.

= DNSSEC depth and experience.

= Sandia has been a technical resource to the US
Government for independent legislation review,
e.g., SOPA.
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