This paper describes objective technical results and analysis. Any subjective views or opinions that might be expressed
in the paper do not necessarily represent the views of the U.S. Department of Energy or the United States Government.
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Sandia National Laboratories is a mul timission
laboratory managed and operated by National
Techndogy and Engineering Sdlutions of Sandia
LLC, a whally owned subsidiary of Honeywell
International Inc. for the U.S. Department of
Energy’s National Nudear Security Administration
under contract DE-NA0003525.
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January, 2019
Security Awareness
Program deploys a
lab-wide manager led
security orientation

S
fS
~

April, 2019
Over 1000
employees
have met
with their

~,
~
s




3‘Culture Results are Motivators

Dr. Younger Security video motivated Safeguards and
Security to initiate additional efforts to raise security
awareness and change the culture.
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‘ Culture Results are Drivers

Protecting What is Ours
Poster
kickstarted a campaign to
establish a relationship
between leadership and all

Posters
at all sites provides trusted
data to the line that to
encourage a partnership with
security to do better security.

Security Culture Report
identified issues that
Safeguards and Security
already knew and garnered
support for additional

Members of the Workforce. awareness activities.
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giE%OMETHlNG? THE THREAT IS REAL! THINK. ASSESS. PROTECT. PROTECTING WHAT IS OURS
OMETHING! Adversaries are actively engaged 24/7 to gain any Security is an Individual responsibility. Sandia’s purpose is tied to national security
Thank you for the courage to speak upl At Sandia, information they can about Sandia’s work Apply critical thinking and integrate security and we must protect people, materials, facilities
security depends on a strong reporting culture. practices into daily activities and information,

FOCUS on Cyber Security ~ Security +
= YOU

Call Security Connection at 321 or 5058451321

FOCUS on Information Security ~ Security + FOCUS on Information Security ~ Security +
Call Sty Connecion t 321 0r SUS 8451371 U st securty Comeaton s 21 o555 s | WIOU
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‘ Culture Results Leads to New ldeas

Security Awareness
deploys a lab-wide
manager led program
specific security
orientation.
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Ingividuars Name: org.
(e Prove)
QEARANCE: Q] L[] *wterimQ Qesrance [] *Temporary Security Cearsnce Upgrace (L>Q) 0

® dfterart imiations spply 10 interim & TS0 cesrances feg., 15, SOMA, 50, 542, COMSEC, CIYPTO, NATO, LYK MOA, etc)

0 employee [ Comtractor [J Student

gers: discuss the foll g items with the newly cleared or transferred employee or staff-
augmentation contractor prior to allowing access to dassified information or activities. indicate completion
by checking each box.

T Your Derivative Cassifier (Jupiter) If there is use of 8 Classified Network, review:
©  Hancling/protecting passwords
Your Claszifie Adminiztrative Speciaizt ®  Aacing sadine
©  KVM uze. Be sware of the network you are working on.
o Downshft Do not assume informetion © uncassified.

& Siar Ojter Sunaivy Rapmsuttattss Discuss past 3 yesrs of center sequnty inCidents and
lessons kearmec (reminder: details may de classified)
Your Security Profeszonal (List| Redew sporcadie tramng.
© SEC301 Cussifies Matter Training
PRINT and discuss the folowing rescurce materisks: SEC303 Cassifies Merting Traning

© Bvengthing You Need to Know About Osmsified

Program-specfic guidsnce relsted to informetion: o Other:

©  Potentislly gacafied subiedl areas (PCSAS) e Other:

©  Highris program sress (e.3. SIGMA, 5O, SAP) T Other ciscussi 50Nz, Questi

Safeguards & Security risks a3300ated with your

work area(s| snd sctvites:

o :

©  Notuzing REA or OC review

° Chsﬂummleg.“
chains| o

©  Improper escorting)/vouching

o Other:
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Warage TAvies wave Mwnager gy  Owe
Tecumy Freem Tarted Name T Tecummy Protmwceal W present] Syrates  oew

Employee/Stof]-Aug Controctor.
Retoin the compieted SECITI CRECAIST OMT Provice 0 Copy to the troining coovaingtor for entry into TEDS

Security Connection
505-845-1321
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.| What’s Next

Update Escorting

policy to include use
U : of U & E cards

I, AM ESCORTING

Securit

Think.
Assess.
Protect.
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percent of all Unauthorized
Network Based Transmisions
could have been avoided.
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New Gen-16 New posters for 2019 to

Awareness Activity identify incident trends




| Questions




