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Current State of Perimeter Security
 Varied threat scenarios across the world:

 High-security:  Gov’t/Military w/ existing PIDAS requesting increased 
perimeter stand-off, and extended detection

 Medium-security: Commercial power and petro/chem facilities 
requesting addition of robust detection & assessment to existing 
perimeter barriers
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High Security PIDAS

3

 Animal Control Fence (reduce NAR)

 Sensored Inner Fence

 Isolation Zone with volumetric sensing

 High performance

 High cost

 High maintenance



Current State of Perimeter Security
 Traditional High-Security PIDAS:  

 Good:  Excellent Pd, Low NAR.  Uses multiple sensors to increase Pd.  

 Bad:  High cost, high maintenance, intensive install

 Commercial Medium-Security:
 Good:  Low cost, moderate installation req’ts

 Bad:  Low Pd, possibly high NAR, depending on sensors
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Industry Needs
 Need for a Modular Integrated Perimeter Security Solution; 

adjustable to varied needs of different sites
 Easy/Modular Install (e.g. single-line perimeter)

 Multiple, complementary sensor technologies for high Pd.

 Innovative features to reduce NAR

 Configurable  for site-specific  constraints: 

 Security posture & performance requirements

 Available install schedule

 Geography/terrain

 Couples delay, detection, and threat assessment in one integrated 
package
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Solution:
 Kontek and Sandia entered into CRADA – Cooperative 

Research and Development Agreement

 Traditional Approach: PIDAS-like security at a fraction of the 
cost
 Increase Pd with additional complementary sensors

 Additional sensors can increase system NAR

 Traditional Sensor Fusion combines sensor weaknesses, reduces Pd

 Sandia/Kontek Approach:  ReKon™ System
 Integrate Detection and Assessment with Vehicle Barrier

 Developed novel approach to sensor fusion with promising results; 
reduces NAR while optimizing Pd
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Design:  Barrier
 Modified Normandy Barrier

 Any barrier can be used.  We used the MNB due to:

 “Shoot-thru" design

 Anti-ramping features (vertical pipes)

 Crash-tested at TTI, rated M50 when installed with full 
complement of ground-coupled bollards

 Designed for sectional/modular install
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Design:  Barrier
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 Integrated Barrier Solution
 Chain-link fence

 Taut wire to prevent lifting

 Towers: fixed and mobile

 Pedestrian Maintenance Access

 Integrated conduit for electronics 
power/comms

 Integrated mounts for Field 
Distribution Boxes



Design:  Sensors
 Sensors chosen by threat assessment and detection 

requirements
 LightLOC Express (Woven Electronics)

 Intrepid MicroPoint II (Southwest Microwave)

 Photon IR (Deitech)

 Day/Night VMD system

 REDS1 prototype seismic ground sensor (Sandia Labs)

 Weather station

 Sensors should complement each other
 LightLOC, Micropoint, Photon IR detect attempts to pass through 

barrier
 VMD, REDS, Weather station provide complementary detection to 

reduce NAR from animals, wind, debris
 VMD, REDS provide detection against threats over/under fence 

attempting to circumvent line detection sensors 9
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Design:  Sensor Placement
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Design:  Sensor Integration Software
4 Major Criteria:

Interoperable
 Integrate with COTS Sensors and existing AC&D systems

Modular and Extensible
 Adaptable to new requirements

 Agnostic to sensors or barrier:  Can use any sensor, can mount on 
virtually any barrier

Scalable
 From dozens of feet to hundreds of miles of perimeter length

Secure
 Configurable to support the most stringent site requirements
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Design:  Sensor Fusion
Evaluated Two Approaches

 Logical inference

 Probabilistic inference with machine learning

Probabilistic Inference with Machine Learning

 Avoids the tradeoff between Pd and NAR

 Learns complex decision boundaries for classification

 Requires richer sensor data
 Ex: Duration, confidence, and magnitudes with threshold, weather

 Only VMD provided rich data in real-time

 Nuisance classifier
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Test Results:  Individual Sensors
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Test Results:  Individual Sensors
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Test Setup:  System Test
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 Attack paths were devised to attempt to bypass all sensors in the 
system simultaneously

 Due to high Pd of fence and IR, all attempts centered around 
bypassing or breaching fence
 Bridging attempts (use ladder to bridge fence)

 Tunneling attempts (dig under the fence)

 Climbing attempts (climb the fence)

 Cutting attempts (cut the fence)

 Maintenance Access Attempts (through IR)



Test Results:  System Test
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Approach MicroPoint VMD REDS Photon Aggregate 
System

Bridging (all attempts 
included carrying ladder)

Subjects Walk with 
Tarp

---- 6/7 ----

Subjects Walk with 
Door

---- 0/2 ----

Bear Crawl ---- ----

Golf Cart Jump off 
Roof

---- 2/8 ----

F-350 Jump off 
Roof

---- 3/5 ----

Tunneling (all attempts 
included digging soil under 
the fence)

Subjects Bear Crawl 
with Tarp

---- 0/2 ----

Subjects Walk as 
Group (Loose Soil)

---- ----

Bear Crawl ---- 2/3 ----

Subjects Walk with 
Rigid Tarp

---- 0/2 ----

Climbing/Cutting Walk, Climb Fence 4/5 4/5 4/5 ----

Walk, Cut through 
Fence

7/8 3/5 ----

Maintenance Access Run ---- 29/30 17/21

Bear Crawl ---- 2/20 0/20

Belly Crawl ---- 14/40



Test Setup: Sensor Fusion
 Goal:  Reduce NAR/FAR from line detection sensors

 All data (individual sensor tests and system test) run through 
probabilistic algorithm to increase data pool
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Precision
% positive predictions that were 
correct

Recall
% real alarms that were caught

Specificity
% negative predictions that were 
correct (nuisance properly 
classified)
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Test Results:  Sensor Fusion 
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Conclusions
 Demonstration of capabilities:

 Barrier with integrated detection, delay, assessment

 Modular system architecture

 Integrate various types of sensor inputs

 Allow incorporation of user-specified fusion algorithms

 Novel approach to accomplish sensor fusion
 To help minimize tradeoff between PD & NAR

 High Precision/Recall, with ability to reduce NAR ~96%

 Avoids traditional sensor fusion pitfall of combining weaknesses and 
strengths of all sensors
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Next Steps
 Evaluate additional sensors

 Further fusion algorithm enhancements

 Perform testing at night

 Perform testing with algorithms running live

 Find partner for funding Phase 2
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Questions?

21


