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Cyberbiosecurity is not scenario independent

gg If you can't measure it, you can't improve it.

-Peter Drucker

Questions for scenario planning in cyberbiosecurity: 
• What actual events and activities have occurred?
• What makes the synthetic biology and genomics industries

unique?
• What are high risk vulnerabilities?



Mitigating cyberbiosecurit\i'Vanerabilities through
Emulation

• Genomic research:
• Modeling an at-scale genomics facilities designed
to handle high throughput human genomic data

• Identify important vulnerabilities, common in
genomics pipelines

• Synthetic biology research:
• Modeling research synthetic biology facilities
• Working to identify critical industry-wide

vulnerabilities
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What actual events and activities have occurred?

Image from Science 2017

2017 — Reconstitution of
poxvirus for $100K

Led by virologist David Evans
@ University of Alberta in
Edmonton in collaboration
with Geneart

Demonstrated the relative
ease of stitching together
212K bp variola genome
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What actual events and activities have occurred?

a) Shellcode

5hA8(0v,elkpf0v0k.g.L9m/9 P,51

1140
b) DNA-Encoded Exploit

CTATCGGAATTGAGCGAGTTC
GCACGCCCTCGAGTTCTCACG
ATCTAAAGTTCGCACGCCCGC
TCGCACGCCCGCTAGTGCGAT
CGTTCGTCAGTTATGCAGAAA
TAAATTGAGCGATACAAAACA
AAAGGCTAGGTTCTAAGACCA
AAGTGTTAGGGTACTTCCAGC
TTCGTTCG

c) Synthesized Exploft d) DNA Sequencing

e) FASTQ File

@NE1501203:50:HHNT7AFXX:1:11101:2573:1030 L:N:0:CCCAAT
CTATUGAATTGAGCGAGTTCGCACGCCUCGAGTTUCACGATCTAAAGTTC
CCACECCGCTCGCACGCCCGCTACTGCCATCOTCOCACTTATCCAGAAAT
AAATTGAGCGATACAAAACAAAAGGCTAGGTTCTAAGACCAAAGTVTAGGGT
ACTTCCAaCTTUTTCGA

AAAAAEEEEEEEAEEEEEEEEEEAEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE4EEEEEE(EEEEEAEAAEE
EEEAEE4EEEEAEEEEEEEEEAEEEE4EEECEEEEAE<E<EECE4EERE/EA
E<EEEEEEEAMEE6AAE

f) Bcp

g) Reverse Shell Callback

1:111111111111111LA

Image from Ney et al. 2017 USENIX

Demonstrated the use of DNA synthesis and DNA sequencing in combination to hack a
system

Required a vulnerability in an exploited utility (fqzcomp) induced by the authors

Extremely sophisticated, yet highly fragile attack vector
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What actual events and activities have occurred?

2017 — Merck was hit by
NotPetya Ransomware
attack. Cost estimates
>$700M in damages

Disrupted Gardasil (HPV
Vaccine) production so
severely — forced to
borrow vaccine from CDC
stockpiles

Uoops. your important files are encrypted.

If you see this text, then your files are no longer accessible, because they

have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don't waste your time. Nobody can recover your files without our
decryption service.

We guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $300 worth of Bitcoin to following address:

1Nz? BWX

Z. Send your Bitcoin wallet ID and personal installation key to e-mail
uowsmith123456,4osteo.net. Your personal installation key:

Njjh

If you already purchased your key, please enter it below.
Ke :

::P5

Image from NotPetya Ransomeware Front Page
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What is the current threat model in DNA Design and
Verification?

new account requested

Veri fy request ■
Ap prove Onboard new

customer

t_ 1:R 

 ""0
customer onboarded

customer rejected

CDC/LISDA Select Agents & Toxins

EU Export Control List

US Export Administration —Commerce Control List

Know Your Customers — Limit Customers to Known Entities Select Agent Databases to Prevent Manufacture
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Advantages and Limitations of Know Your Customers Rules

Follows on regulations in the financial industry developed in the US in
2001 to deter terrorist behavior

Know Your Customers limits anonymous suspicious behavior and provides
a means of punitive action and regulation sufficiency

Insider threat, social engineering, extortion, threats and various
techniques of phishing are possible issues I
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Ideal cases for a select agents database

1) Preventing accidental manufacture — customer mistakenly ordered
something dangerous

2) Preventing BSL escalation — limit the synthesis lab's scope of work
3) Preventing manufacture with malicious intent — a threat actor wishes

to manufacture something dangerous
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Standard Practice of DNA Design, Verification and Synthesis

Sequence
Blacklist

Customer DNA Design Sequence
Software Verification

DNA Design ,„„,
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Genomics and Synthetic Biology are Increasingly
Computational Fields

• Genomics — Computational complexity and data
bigness

• Synthetic biology Automation driven (operations,
. • •

Fragmented

Raw ssemb l yAssernbled
Preprocess 150-300bp A

Images: reads: reads: 3gb

—1Tb 50-300gb

I
O

Analysis Variants
30Mb

reeep IIMMAYWN

Peccoud et al. (2018) Cyberbiosecurity: From Naïve Trust to Risk

Awareness. Trends in Biotechnology 36(1): 4-7.
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Threat Model Case study: Public Software, Databases and
Raw Data

Sequencer

Exploited
Software

Private
Server

t
Change Critical Allele
AGGGT...T...TCCAG 4

1

Hospital
Fireman

Medical
P rovider

Public
Software

Malici ous

Outcome

Demonstrates three risks: 
1) Behind the scenes threat
2) Environmental risk
3) Irrecoverable and suspect raw data
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Standard Best-Practices for Genomic Variant Detection

ATA CLEANU ARIANT DISCOVERY EVALUATION

Raw Reads

4,

1

Map to Reference

Mark Duplicates

& Sort (Picard)

4,
lndel Realignment

Base Recalibration

]r Analysis-Ready
Reads

1—

• • •

Analysis-Readyy
Reads

Var. Calling

HC in ERC mode

♦
Genotype Likelihoods]

Joint Genotyping

Raw Variants SNPs  ClndeI;)

Variant Recalibration

separately per variant type

Analysis-Ready
Variants

SNPs lndels 1

Analysis-Ready
Variants

Variant
Annotation

SNPs
& lndels

Phasing

Variant Evaluation

look good?

troubleshoot use in project

Best Practices Pipeline for Variant Detection, per BROAD Institute:

https://gatkforums.broadinstitute.org/gatk/discussion/3238/best-practices-for-variant-discovery-in-dnaseq
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BWA had a vulnerability in its native codebase
lantseq_t *Ons_restbre(const char *prefix)

char ann_filenann(1024), aft_filename(1024), pac_filenane(1024), alt_filenane(1024);
FILE *fp;
lontseq_t *bns;
strcat(strcoy(ann_fiiename, prefix), ".ann");
strcat(strcpy(amb filename, prefix), ".amb");
strcat(strcpy(pac_filename, prefix), ".pac");
tins = lans_restere_core(anniiIename, amb_filename, pac_fileneine);
if (bns = 0) return 0;
if ((fp - fopen(strcat(strcpy(alt_filename, prefix), ".alt"), "r")) 0) i // read .alt file if present

char str[1024];
khash_t(str) *h;
int c, i, absentj
khint_t kj
h = kh_init(str);

(i = 0; i < lans—>n_seqs; ++i) {
k = kh_put(str, h, lans—>anns[i].nare, &absenth
kh_val(hi k) = i;

}

}

}
i= o;

((c = fgetc(fp)) != EOF)
(c = 41t4 11 c = An' 11 c = I\r')
str[i] = Oj

(str[0] != '@')
k = kh_get(str, h, str)j

(k I- kn_end(h))
bns—>anns[kh_val(h, k)].is_alt = 1;

}
(c != An' 6464 c != EOF) c = fgeic{fp};

i = 0;
} str[i++] = c; // FI]QME: potential segfault here

}
kh_destroy(str, h)j
fanse(fp);

kinsj

1024 byte buffer

If a .alt file has a line >1024 bytes

it will overflow here
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BWA interactions with outside data

ID Images

Sequencer

Softwa re

GitHub
Software Repo

https://github.com/lh3/bwa

BCL2 FASTQ

FASTQ FILES

BWA

SAM FILES

Request for

Data

Zipped

Indices

NCBT
Database Server

ftp://ftp.ncbi.nlm.nih.gov

Additional Pipeline Steps
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Indices are delivered over unencrypted channels

FTP Protocol

• • ❑ Index of /genomes/all/GCA/0( X +

No checksums

to validate data
transfer

Not Secure ftp://ftp.ncbi.nlm.nih.gov/genomes/all/GCA/000/001/405/GCA_000001405.15_GRCh38/seqs_fi

Index of /genomes/all/GCA/000/001/405/GCA_000001405.15_GR

t [parent directory]

• GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ GCA_000001405.15
❑ README_analysis_
El unmasked cognates

Name
_GRCh38_full_analysis_setina.bowtie_index.tar.gz
_GRCh38_full_analysis_set.fna.bwa_index.tar.gz
_GRCh38_full_analysis_setina.fai
_GRCh38_full_analysis_set.fna.gz
_GRCh38_full_analysis_set.refseq_annotation.gff.gz
_GRCh38_full_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz
_GRCh38_full_plus_hs38d1_analysis_set.fna.bwa_index.tar.gz
_GRCh38_full_plus_hs38d1_analysis_set.fna.fai
_GRCh38_full_plus_hs38d1_analysis_set.fna.gz
_GRCh38_no_alt_analysis_setina.bowtie_index.tar.gz
_GRCh38_no_alt_analysis_setina.bwa_index.tar.gz
_GRCh38_no_alt_analysis_set.fnalai
_GRCh38_no_alt_analysis_set.fna.gz
_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz
_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.bwa_index.tar.gz
_GRCh38_no_alt_plus_hs38d1_analysis_setinalai
_GRCh38_no_alt_plus_hs38d1_analysis_setina.gz
sets.txt
of masked CEN PAR.txt

Size Date Modified
3.6 GB 11/18/14, 4:00:00 PM
3.3 GB 1/27/15, 4:00:00 PM
19.0 kB 11/17/14, 4:00:00 PM
861 MB 1/10/14, 4:00:00 PM
24.9 MB 11/14/14, 4:00:00 PM
3.6 GB 1/27/15, 4:00:00 PM
3.3 GB 1/27/15, 4:00:00 PM
132 kB 1/22/15, 4:00:00 PM
863 MB 1/21/15, 4:00:00 PM
3.5 GB 11/18/14, 4:00:00 PM
3.2 GB 6/30/14, 5:00:00 PM
7.6 kB 11/17/14, 4:00:00 PM

833 MB 1/10/14, 4:00:00 PM
3.5 GB 2/18/16, 4:00:00 PM
3.2 GB 2/18/16, 4:00:00 PM
120 kB 2/17/16, 4:00:00 PM
834 MB 2/16/16, 4:00:00 PM
12.5 kB 11/16/17, 4:00:00 PM
6.6 kB 11/15/17, 4:00:00 PM
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Modelling Network Vulnerability

BWA User

.

.
*

1:1
.
.
.

illitsw.ib

Standard Human
Genome Plus

Malware

"Man-in-the-middle"
Attacker

7

**
*
•

•*
•

Remote Server
With Standard
Human Genome

Standard Human
Genome
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Anatomy of the threat
Setup
1. Get presence of host network
2. Spoof FTP data transfer
3. Have remote machine stop database transfer from NCBI and deliver

poisoned .ALT file
4. When BWA reads poisoned .ALT file it will trigger a buffer overflow
5. Use overflow to issue a command to overwrite all .FASTQ files in the

system to change one sequence, to another sequence and complete
analysis

Outcome
1. Continue to process files using standard workflow
2. Result will be a different genotype for all files in the system
3. Final .vcf files (standard genotype format) will report new genotypes
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Proof of Concept: In-Place Data Manipulation

1. Search for unique sequence in all .fastq fi▪ les:
CACAGAA GCTAATGGG

2. Replace with new sequence differing by one character:
CACAGAA GCTAATGGG

3. Empirical Result in VCF for all files:
• Statistically significant difference between files — with and without exploit
• Without exploit — Genotype AA at chromosome 12 position 64544989
• With exploit — Genotype AC (p<10-200‘) at same position
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Responsible Disclosure of Bug

1. Developed patch for the bug
2. Contacted developers
3. Deployed patch to main source code
4. Contacted DHS US-CERT, NIST & MITRE to report bug
5. Developed a proof of concept
6. Identified mitigations to similar bugs
7. Publicized and discussed bugs with other developers

■
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Mitigations and Lessons Learned for Synthetic Biology

1. Need an evolving trust model in genomics and synthetic biology
2. Validation process and environment need to be vetted
3. Trusted relationships need to be verified
4. Databases need to be securely handled
5. Software tools need to be evaluated continuously and there needs

to be a community
6. Maintain limited access
7. Protect raw data as much as possible
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What are the cybersecurity risks?

Automated Synthetic Biology Systems have Unique Cyberbiosecurity Risks 

1. Proprietary Data Risks
2. Operational and system security risks
3. Sabotage
4. Reduced ability to monitor bioproduction
5. Unintentional and stand-off manufacture risks, especially of

manufacture of select agents or bioweapons

Automated systems lower the level of sophistication necessary to carry out
malicious activities
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Summary

• Our assumptions about the misuse of synthetic biology and its use in malicious
behavior has been historically determined by wetlabs

• The barriers to entry are lower in cybersecurity because of the wide availability of
cybersecurity threats

• Genomic cybersecurity issues provide a lens for viewing cyberbiosecurity generally

• DNA designs are a source of system input, meaning that unless the input is
validated output can be manipulated and systems can be damaged
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Thank you!


