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- Two areas of focus: Genomic and Synthetic N
Biological

* Genomic research:
* Modeling an at-scale genomic facility — designed to
handle high throughput human genomic data
* [dentified an important vulnerability, common in
genomics pipelines
* Synthetic biology research:
* Modeling a research synthetic biology facility
* Working to identify critical industry-wide
vulnerabilities
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Genomics and Synthetic Biology are LN
Increasingly Computational Fields

* Genomics — Computational complexity and data
bigness

* Synthetic biology — Automation drlven (operatlons
robotics, validation) —
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Peccoud et al. (2018) Cyberbiosecurity: From Naive Trust to Risk
Awareness. Trends in Biotechnology 36(1): 4-7.
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Realistic models of genomic security

Genomic systems rely on internet = |
connected equipment, large numbers of Serome  nstiutona
proprietary and open-source software and

interactions with the cloud.
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an institutional firewall are variable Server

The vetting of software is variable

And the protocols for internet/remote
interactions are variable
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Case study: Public Software, Databases and Raw Data
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Exploring implications of genomic software vulnerabilities
under realistic security assumptions

Goals for modeling genomic security
1. Only allow standard simplifying security assumptions

2. Use existing knowledge of genomics systems to frame assumptions

3. Use a vulnerability that exists in the wild
4. Use a standard best-practices genomics pipeline

5. Manipulate raw data, prior to analysis and complete analysis without issuing errors
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Building a Realistic Genomics Pipeline

Collaboration between University of lllinois’ Genomic Pipeline and Sandia National
Laboratories’ Emulytics Capacity for Simulation and Assessment

UIUC has designed a genomics Huttian Live
pipeline capable of handling =—
hundreds-thousands of
simultaneous assessments of
genomic variability in a clinical
context.
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Standard Best-Practices for Genomic Variant Detection B

DATA CLEANUP |:> VARIANT DISCOVERY EVALUATION
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( R Rec:lllbratlon J : Variant Recalibration : look good?
E separately per variant type E
[Analysis-Ready ] - . A’
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Variants - NASIS gy oves troubleshoot use in project

Best Practices Pipeline for Variant Detection, per BROAD Institute:
https://gatkforums.broadinstitute.org/gatk/discussion/3238/best-practices-for-variant-discovery-in-dnaseq
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First piece of software in best-practices pipeline is BWA

1.

6

BWA takes FASTQ files as input and maps these to a reference genome,
creating a SAM file

. In 2014, BWA developers added the ALT-aware capacity — which allowed

users to map reads to a population, rather than canonical single reference

. Since the population is always changing and requires up-to-date knowledge,

the reference is hosted at a central repository

BWA provides a tool — bwa.kit, which accesses this data from the US National
Center for Biotechnology Information (NCBI), which has provided resources
for the storage and delivery of these files as a tarred and gzipped directory of
indices:

ftp://ftp.ncbi.nIm.nih.gov/genomes/all/GCA/000/001/405/GCA 000001405.1
5 GRCh38/seqs for alignment pipelines.ucsc ids/

. The user then unzips and stores the indices provided by NCBI

. A .alt file is used to index the genome and make it alt-aware
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BWA has a vulnerability in its native codebase B

bntseq_t *bns_restore( char *prefix)

{

char ann_filename[1824], amb_filename[10824], pac_filename[1824], alt_filename[1824];
FILE *fp;
bntseq_t =*bns;
strcat(strcpy(ann_filename, prefix), ".ann");
strcat(strcpy(amb_filename, prefix), ".amb");
strcat(strcpy(pac_filename, prefix), ".pac");
bns = bns_restore_core(ann_f ilename, amb_filename, pac_filename);
1y
' open{strcat{strcpy(alt_filename, prefix), ".alt"), "r")) !=9) {
char str[1924]; h
khash_t(str) *h; 1024 byte bUffer
int ¢, i, absent;
khint_t k;
h = kh_init(str);
{i = 8; i < bns—>n_seqs; ++i) {
k = kh_put(str, h, bns-=anns[i].name, &absent);
kh_val{h, k) = i;

2]

"(lc = fgetc(fp)) 1= EOF) {
"\ O] €= "\n* |] € = "\r') A

k = kh_get(str, h, str);
{k != kh_end{h})
bns—=anns[kh_val(h, k)].is_alt = 1;
1
{c != "\n' &% ¢ != EOF) ¢ = fgetc(fp);

i=0; If a .alt file has a line >1024 bytes

} striis+] = c;

} L
iy B E e <t 1 il it will overflow here

fclose(fp);

bns;
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BWA interactions with outside data

Images
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- Additional Pipeline Steps

Sequencer |

Software

GitHub —

Software Repo
https://github.com/lh3/bwa
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ALT files are delivered over unencrypted channels

@ @® [ Index of /genomes/all/GCA/00" X -+

FTP Protocol ﬂ@ Not Secure | ftp://ftp.ncbi.nim.nih.gov/genomes/all/GCA/000/001/405/GCA_000001405.15_GRCh38/seqs._fc

Index of /genomes/all/GCA/000/001/405/GCA_000001405.15_GR

¥ [parent directory]

No checksums Name Size Date Modified
to validate data _ GCA_000001405.15_GRCh38_full_analysis_set.fna.bowtie_index.tar.gz 3.6 GB 11/18/14,4:00:00 PM
. GCA_000001405.15_GRCh38_full_analysis_set.fna.bwa_index.tar.gz 33GB 1/27/15, 4:00:00 PM
transfer ] GCA_000001405.15_GRCh38_full_analysis_set.fna fai 190kB  11/17/14, 4:00:00 PM
_ | GCA_000001405.15_GRCh38_full_analysis_set.fna.gz 861 MB 1/10/14, 4:00:00 PM
_ GCA_000001405.15_GRCh38_full_analysis_set.refseq_annotation.gff.gz 249 MB 11/14/14, 4:00:00 PM
_ | GCA_000001405.15_GRCh3 8_full_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz 3.6 GB 1/27/15, 4:00:00 PM
_ GCA_000001405.15_GRCh38_full_plus_hs38d1_analysis_set.fna.bwa_index tar.gz 33GB 1/27/15, 4:00:00 PM
_ GCA_000001405.15_GRCh38_full_plus_hs38d1_analysis_set.fna.fai 132 kB 1/22/15, 4:00:00 PM
_ GCA_000001405.15_GRCh38_full_plus_hs38d1_analysis_set.fna.gz 863 MB 1/21/15, 4:00:00 PM
) GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.bowtie_index.tar.gz 35GB 11/18/14, 4:00:00 PM
_] GCA_000001405.15_GRCh3 8_no_alt_analysis_set.fna.bwa_index.tar.gz 32GB 6/30/14, 5:00:00 PM
) GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.fai 7.6 kB 11/17/14, 4:00:00 PM
_ GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.gz 833 MB 1/10/14, 4:00:00 PM
_] GCA_000001405.15_GRCh3 8_no_alt_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz 35GB 2/18/16, 4:00:00 PM
_ GCA_000001405.15_GRCh3 8_no_alt_plus_hs38d1_analysis_set.fna.bwa_index.tar.gz 32GB 2/18/16, 4:00:00 PM
) GCA_000001405.15_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.fai 120 kB 2/17/16, 4:00:00 PM
_] GCA_000001405.15_GRCh3 8_no_alt_plus_hs38d1_analysis_set.fna.gz 834 MB 2/16/16, 4:00:00 PM
) README_analysis_sets.txt 12.5kB 11/16/17, 4:00:00 PM

unmasked_cognates_of_masked_CEN_PAR .txt 6.6 kB 11/15/17, 4:00:00 PM
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Modelling Network Vulnerability Using Emulytics

Remote Server
With Standard
Human Genome

BWA User

Standard Human

Standard Human
Genome

Genome Plus
Malware

“Man-in-the-middle”
Attacker
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Steps in Attack

Setup

1. Get presence of host network

2. Spoof FTP data transfer

3. Have remote machine stop database transfer from NCBI and deliver
poisoned .ALT file

4. When BWA reads poisoned .ALT file it will trigger a buffer overflow

5. Use overflow to issue a command to overwrite all .FASTQ files in the
system to change one sequence, to another sequence and complete
analysis

Outcome

1. Continue to process files using standard workflow

2. Result will be a different genotype for all files in the system

3. Final .vcf files (standard genotype format) will report new genotypes
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| Proof of Concept: In-Place Data Manipulation LB

1. Search for unique sequence in all .fastq files:

CACAGAAAGCTAATGGG

2. Replace with new sequence differing by one character:
CACAGAACGCTAATGGG

3. Empirical Result in VCF for all files:

e Statistically significant difference between files — with and without exploit
 Without exploit — Genotype AA at chromosome 12 position 64544989

* With exploit — Genotype AC (P<10-%) at same position




Synthetic Biology and E%ersecurity
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Automation and Computational Control

-----------------------------------------------------------------------------
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Chao et al., (2017) “Engineering biological systems using automated biofoundries” Metabolic
Engineering.
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| What are the cybersecurity risks?

Automated Synthetic Biology Systems have Unique Cyberbiosecurity Risks

Proprietary Data Risks

Operational and system security risks

Sabotage

Reduced ability to monitor bioproduction

Unintentional and stand-off manufacture risks, especially of
manufacture of select agents or bioweapons

U DN WN =

Automated systems lower the level of sophistication necessary to carry out
malicious activities




UNCLASSIFIED

Impact of cyberattack on operations B

UOoops, your important files are encrypted. 2017 _ Meer WaS hit by
1 you see this text, then your files are no longer accessible, because }ny - NotPetya Ransomware

have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don’t waste your time. Nobody can recover your files without our .
attack. Cost estimates

decryption service.

He guarantee that you can recover all your files safely and easily. All you >S7OOM in damages

need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $388 worth of Bitcoin to following address: Disrupted Gardasil (HPV
1Mz7 BHX . .
Vaccine) production so
Send your Bitcoin wallet ID and personal installation key to e-mail
wowsmithl123456@posteo.net. Your personal installation key: seve rely - fO rCEd tO

N3l | P borrow vaccine from CDC
%mu already purchased your key, please enter it below. StOCkpileS
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‘ Front-end risks — malicious job submission B

EU Export Control List

Approve | onpoard new

customer

Select Agents and

- ol 0 - Toxins
Commerce Control List (CCL) - Toxins
Maintained by the Maintained by the

U5 Export Administration CDC
And UsDA

Verify request
new account requested

customer rejected

Know Your Customers — Limit Manufacture Select Agent Databases to Prevent Manufacture
(scalability issues) (cybersecurity issues)




Process control

Lab equipment is
increasingly
connected to a cloud
or interacts with
devices — how these
also interact with
process control poses
risks
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risks
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Chao et al., (2017) “Fully automated one-step synthesis of single-
transcript TALEN pairs using biological foundry” ACS SynthBio.
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Network Risks

_ —p
Lab equipment is el w“ﬁ(\r
increasingly - | 4

connected and these
connections occur on
a network, which
may be vulnerable




I Validation Risks

Final sanity check of
process is increasingly
handled by software
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Summary

 Our assumptions about the misuse of synthetic biology and its use in malicious
behavior has been historically determined by wetlabs

 The barriers to entry are lower in cybersecurity because of the wide availability of
cybersecurity analytics and cyberweapons

 Genomic cybersecurity issues provide a lens for viewing biological cybersecurity
generally

* Synthetic biology cybersecurity has several main sources of vulnerabilities — front
end, process control, network and validation

 These vulnerabilities may be used to sabotage, steal, threaten systems or
manufacture malicious material / bioweapons unbeknownst to the manufacturer
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