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FRNSE, Framework for Responding to Network Security Events

From the Master of Shock
AShocking Masterpiece .
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A deadly new
twist from the
original Hitchcock.

ALFRED HITCHCOCK'S “FRENZY”

JON FINCH - ALEC McCOWEN - BARRY FOSTE
ca-starring BILLIE WHITELAW - ANNA MASSEY « BARBARA LEIGH-HUNT - BERNARD CRIBBINS VIVIEN MERCHANT

e ANTHONY SHAFFER-- ALFRED HITCHCOCK
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MACHINE
LEARNING

Precision v/s Recall

Techmcsl Sirslegy far Al Engineers,

" ANDREW.
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Machine
Learning
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Algorithms

Learning Hardware

HAANA

. module

Remote
target tracking
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2015 SIAM International
Conference on DATA MINING
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Concept Drift

Concept drift — unforeseen changes in the relationships
between input and output (“concepts”) variables.

Can be detrimental to model performance.
Can be sudden or gradual.
Can be natural or adversarial.
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Effect of Concept Drift &

Takeaway: need to update or adapt models
to maintain performance.

—— Original Model Accuracy
—— Updated Model Accuracy
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Example: Malware Detection

Developed model in 2012 to detect malicious software.

Revisited in 2018 and updated model.
Updated (2018) model accuracy: 96%
Original (2012) model accuracy: 63%

Accuracy

Time delta, in weeks Time Delta, in weeks, from initial training of the model



Effect of Label Noise ®

Label noise — data is mislabeled.

Takeaway: need to correctly update or
adapt models to maintain performance.

—— Original Molel Accuracy
—— Updated Mddel Accuracy
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Raw data Low-level features Mid-level features H1gh level features
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