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a very real risk that today’s vehicles are subjected to cyber-attacks that target vehicular communications.
This paper proposes a three-layer framework (sensing, communication and control) through which
automotive security threats can be better understood. The sensing layer is made up of vehicle dynamics
and environmental sensors, which are vulnerable to eavesdropping, jamming, and spoofing attacks. The

g%::_gj;&,sical systems communication layer is comprised of both in-vehicle and V2X communications and is susceptible to

Security eavesdropping, spoofing, man-in-the-middle, and sybil attacks. At the top of the hierarchy is the control

Vehicle safety layer, which enables autonomous vehicular functionality, including the automation of a vehicle’s speed,

Cyber-attacks braking, and steering. Attacks targeting the sensing and communication layers can propagate upward

Vehicle-to-vehicle and affect the functionality and can compromise the security of the control layer. This paper provides
the state-of-the-art review on attacks and threats relevant to the communication layer and presents
countermeasures.

© 2019 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Millions of Lines of Code

Modern-day vehicles can no longer be perceived as just me-
chanical systems, with over 100 million lines of code in the overall
architecture, higher than a modern operating system or a Boe-
ing 757, as shown in Fig. 1 [1]. Vehicles are growing increasingly
connected and computer-like, with capabilities to sync with mo-
bile phones, provide vehicle occupants with the latest weather
and navigation updates, and communicate safety information to
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other vehicles and surrounding infrastructure. Though vehicle con- fRcERCOK

nectedness and computerization bring evident advantages to the

passenger experience and to road safety, they have also created VEHICLE

more opportunities for hackers to hijack vehicles and place both ! ‘ ‘ ‘ 1 ‘ \
passenger and pedestrian lives at risk. *https://informationisbeautiful.net/visualizations/millions-of-lines-of-code/

** Source: Ford F- 150 release notes

Many well-publicized car hacks were successful because the
hackers were able to exploit vehicular communications. In 2015,
security researchers Charlie Miller and Chris Valasek took control
of a Chrysler Jeep Cherokee traveling at high speeds on the in-

Fig. 1. Overall lines of code in various systems [2].

terstate and forced it to come to a stop in the middle of traffic
[3]. They were able to remotely gain control of the vehicle by ex-
ploiting vulnerabilities within Chrysler’s UConnect system, which
: ! o ) o provides Chrysler vehicles with entertainment, navigation, and Wi-
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Fig. 2. The Autonomous Vehicular Sensing-Communication-Control (AutoVSCC) framework.

Volkswagen (VW) vehicles were discovered to have flaws with
their Remote Keyless Entry (RKE) systems that would enable at-
tackers to unlock VW vehicles [4]. That same year, the members
of the Keen Security Lab, a division of the Chinese firm Tencent,
demonstrated their ability to remotely hijack the brakes of a Tesla
Model S vehicle [5]. Two years later, the same lab released a re-
port identifying vulnerabilities within BMW vehicles that would
allow attackers to access the Controller Area Network (CAN) bus
and send illegitimate CAN messages [6].

Vulnerabilities within vehicular communications lead to four
vehicular cybersecurity challenges, which are described in [7] and
[8] by Onishi:

e Limited connectivity: Though the external connectivity of vehi-
cles is increasing, most vehicles do not yet have the capability
to update their software through Over-the-Air (OTA) updates,
which would enable vehicles to always be protected against
the latest cyber-attacks. Even as OTA updates become more
standard, vehicles will also be at risk of malfunctions due to
incomplete updates.

e Limited computational performance: Vehicular computational
performance is generally limited, as compared to the compu-
tational performance of a computer. This limitation exists be-
cause vehicles have a longer lifetime and must endure higher
temperatures and vibrations than the average PC or laptop. As
a result of their computational disadvantage, vehicles are more
likely to be hacked than computers. The limited computational
performance of vehicles will also mean that some vehicular
cybersecurity solutions will have too high an overhead to be
implemented.

e Unpredictable attack scenarios and threats: A vehicular ar-
chitecture can be infiltrated through many different entry-
points, including vehicular databases, remote communication
technologies, and vehicular parts. New attacks are continually
being developed, which means that automakers will find it dif-
ficult to predict where hackers will strike next. An unsecured
product manufactured by Original Equipment Manufacturers
(OEMs) can provide hackers with additional entry-points into
a vehicle.

e Critical risk for drivers or passengers lives: Even if just a few
sensors are misinformed or only a small number of illegitimate
messages are sent, a vehicle could experience malfunctions
that place the lives of drivers, passengers, and pedestrians at
risk.

Threats targeting vehicular communications can be understood
through the three layer Autonomous Vehicular Sensing Communi-
cation Control (AutoVSCC) framework illustrated in Fig. 2. At the
bottom of the hierarchy is the sensing layer, which is vulnerable
to spoofing and eavesdropping attacks on vehicle sensors, such
as the inertial or radar sensors. Above the sensing layer is the
communication layer, which encompasses both inter-vehicular and
intra-vehicular communications and is vulnerable to eavesdropping
attacks and the manipulation of messages between vehicles and
roadside infrastructure. The communication layer is also suscepti-
ble to threats that propagate upward from the sensing layer, which
is made of vehicular sensors. Threats to both the sensing and com-
munication layers can affect the top most tier, the control layer,
which describes automated vehicular control techniques, such as
vehicle speed and steering control.

This paper aims to bridge the knowledge gap in understand-
ing various vulnerabilities and cyber threats in communication
networks of autonomous and connected vehicles by providing a
timely and systematic review. More specifically, the unique contri-
butions of this work include:

e First, an overview of the three layer framework (sensing, com-
munication and control) of autonomous and connected vehi-
cles discussing different layers that are vulnerable to cyberse-
curity threats is presented.

e Second, the paper presents a comprehensive review of the
threats to vehicular communication using knowledge derived
from literature. Intravehicular security is discussed with a
focus on automotive bus systems, infotainment and telem-
atics systems and vehicular ports. In addition, V2X secu-
rity related to remote communication technologies, clustering,
databases, vehicle-to-vehicle communication and vehicle-to-
infrastructure communication is also discussed.

e Finally, potential countermeasures for various threats in V2X
communications are detailed. The paper provides potential se-
curity solutions (blockchain, machine learning) to fill the re-
search gaps needed to secure vehicular communication.

The remainder of the paper is organized as follows: Section 2
describes the communication layer; Section 3 describes intra-
vehicular security threats; Section 3 include three subsections:
automotive bus systems (Section 3.1), infotainment and telemat-
ics systems (Section 3.2), and vehicular ports (Section 3.3); Sec-
tion 4 examines the security of V2X communication under multi-
ple headings: the security of remote communication technologies
(Section 4.1), databases (Section 4.2), and clustering (Section 4.3),
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Fig. 3. Cyber vulnerabilities in a vehicular ecosystem. (For interpretation of the colors in the figure(s), the reader is referred to the web version of this article.)

specific to vehicle-to-vehicle communication (Section 4.4), and
Section 4.5. discusses threats specific to vehicle-to-infrastructure
communication. Section 5 discusses the research gaps in vehic-
ular communications and potential future solutions that can be
applied to vehicular communications. Finally, the paper concludes
with Section 6.

2. The communication layer

The communication layer is made up of vehicular communica-
tions that can occur both internally and externally to a vehicle.
Internal vehicular communications can take place within the in-
vehicle Network, which is also known as the automotive network
or intra-vehicle network. The in-vehicle network is based upon the
intercommunication of the many Electronic Control Units (ECUs)
within a vehicle’s electronic subsystems [9], [10].

The external vehicular communication occurs when vehicles
connect directly to USBs and maintenance tools, connect remotely
to Remote Keyless Entry systems, or engage in V2X communica-
tion, which enables the transmission of messages between vehicles
and infrastructure. To facilitate V2X communication, connected and
autonomous vehicles can operate as nodes within vehicular ad hoc
networks (VANETSs), which are self-organized [11]. VANETSs are pri-
marily composed of two types of wireless nodes: On-Board Units
(OBUs) and Road-Side Units (RSUs). OBUs are wireless transmitters
installed within V2X-capable vehicles. OBU-equipped vehicles can
communicate with one another and with Road-Side Units (RSUs),
which are stationary devices located along roads and infrastructure
that can provide internet connectivity for OBUs and report on the
state of traffic.

OBU and RSU nodes can transmit and receive messages over the
wireless network. They are able to enter into communication with
surrounding nodes and exit from these communications when the
nodes are no longer in range [11], [12]. To protect against ma-
licious transmissions, Trust Authorities (TAs) perform authenticity
checks and remove malicious nodes within VANETs [12]. In this
way, real-time information about vehicles and infrastructure can
be transmitted to increase road safety and efficiency and ultimately
work to support fully automated and driverless vehicles.

V2X communication commonly refers to: Vehicle-to-Vehicle
(V2V) and Vehicle-to- Infrastructure (V2I). V2V involves the ex-
changing of information such as speed, heading, and brake status
among vehicles with OBUs. Through V2V, vehicles receive trans-

missions regarding the movements of surrounding vehicles. Drivers
can then see beyond their immediate surroundings and perceive
threats that may not even be in their line of sight [13]. V2I com-
munication occurs between vehicles and RSUs [12]. Through V2I,
RSUs transmit warnings relating to red light and stop sign vio-
lations or even upcoming changes in speed limits [13]. In [14],
Axelrod bypasses this traditional categorization in favor of a more
precise classification by defining interactions between vehicles,
their surroundings, infrastructure, transportation networks and the
larger ecosystem. In addition to V2V and V2I, Axelrod’s system in-
cludes additional categories such as Vehicle-to-Surroundings (V2S),
which allows local sources to communicate with vehicles; Vehicle-
to-Ecosystem (V2E), which allows distant sources such as GPS
to communicate with vehicles; and Vehicle-to-Transportation Net-
works(V2TN), which enables communications between taxi ser-
vices and vehicles. There is also another category known as V2P
(Vehicle-to-Pedestrian): the National Highway Traffic Safety Ad-
ministration (NHTSA) has suggested that pedestrians use mobile
apps that transmit safety signals, which can then be received by
vehicles and lessen the chance of pedestrians being hit [13].

Fig. 3 illustrates the many ways that attackers can maliciously
interfere with vehicular communication. In order to combat these
threats, all forms of communications within the communication
layer must meet underlying common security requirements, viz:
confidentiality, integrity and availability. Other vital properties in-
clude non- repudiation, privacy, real-time constraints and flexibil-
ity [15].

e Confidentiality: According to National Institute of Standards
and Technology (NIST) the confidentiality is defined as “pre-
serving authorized restrictions on information access and dis-
closure, including means for protecting personal privacy and
proprietary information [19].”

o Integrity: A message delivered to the receiver node should not
be altered by any intruder. Integrity intertwines with authen-
tication in VANETs to guarantee secure transmission. The re-
ceiver node should be able to verify whether the received data
is corrupted or legitimate. Hence, data verification is another
related property that is enclosed under integrity for VANETSs.

e Availability: According to NIST the definition of availability is
“ensuring timely and reliable access to and use of informa-
tion [19].”
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Fig. 4. A common in-vehicle network architecture, based on [16], [17], [18].

e Non-Repudiation: The right to authenticate should not be de-
nied by any broadcasting node. This property is especially
important in the case of an accident. After the accident, the
driver must be rightly identified during investigation, and be-
fore the accident, every message should be transmitted reli-
ably.

e Privacy: Unauthorized users should not have access to a
vehicle or a driver’s personal information. The concept of
anonymity also coexists with privacy in the case of VANETs
[20].

e Real-Time constraints: Outdated information is of no use in
the high mobility environment of a VANET. Outdated weather
or traffic information is not useful and therefore must be pre-
vented from delayed transmission.

e Flexibility: The need for a flexible means of communication
within a security architecture is significant in a dynamic envi-
ronment, irrespective of the fact that VANETs exist predom-
inantly for a short duration. The deployment of a security
architecture for a vehicular ad-hoc network is significantly
challenging due to the highly dynamic nature of the various
attacks that are performed and the high number of alien elec-
tronic systems that are in proximity.

3. In-vehicle security threats

In-vehicle communication occurs within automotive bus sys-
tems, which enable message transmission between vehicle ECUs;
infotainment and telematics systems, which provide entertainment
capabilities and vehicle system information to passengers; and ve-
hicular ports, which allow vehicles to connect to diagnostic de-
vices, import media, and charge. This section discusses the security
of these in-vehicle communication environments. Automotive bus
systems are discussed in Section 3.1, whereas threats related to
infotainment and telematics systems and vehicular ports are dis-
cussed in Section 3.2 and 3.3 respectively.

3.1. Automotive bus system exploitation

Within the in-vehicle network, automotive bus systems en-
able ECUs in one electronic subsystem to communicate with one
another and with other subsystems. Fig. 4 demonstrates a very
common architecture for the in-vehicle network, in which dif-
ferent subsystems are connected to one another and to external

networks through the use of a gateway. Kim et al. [21] refer to
this type of architecture as a central-gateway architecture. They
note that backbone-based architectures, in which a domain con-
trol unit (DCU) takes on the role of a gateway between various
communication protocols, are beginning to replace central-gateway
architectures.

Whether central gateway-based architectures or backbone-
based architectures are used, communication protocols are em-
ployed to transmit messages within each subsystem and between
different subsystems. These protocols include the Controller Area
Network (CAN), CAN with Flexible Data Rate (CAN-FD), Local Inter-
connect Network (LIN), FlexRay, Media Oriented Systems Transport
(MOST), and Ethernet. Different protocols experience their own
unique security concerns. For instance, CAN messages are broad-
cast to all nodes without discretion which means they are vulner-
able to eavesdropping attacks. On the other hand, LIN and MOST
transmissions are vulnerable to attacks targeting synchronization.
In this section, the attacks targeting CAN and CAN-FD, LIN, FlexRay,
MOST, and Ethernet are discussed along with proposed counter-
measures.The literature on automotive bus system exploitation is
presented in Table 1.

3.1.1. CAN and CAN-FD

CAN transmissions are broadcast to all nodes in the network.
Each node must decide whether or not a transmission is relevant
and then discard or act upon packets as necessary [10], [22]. Ueda
et al. [24] identify CAN attacks as following two use cases: re-
placing an authorized ECU program with an illegitimate, malicious
program, and connecting to the CAN bus using an unauthorized
device. The CAN frame is generally unable to support Message Au-
thentication Code (MAC)[46] and other methods of securing com-
munication. However, incorporating these security methods may
be possible for CAN with Flexible Data Rate (CAN-FD) which pro-
vides additional flexibility and higher bandwidth to the traditional
CAN. The CAN payloads only allow for up to 8 bytes of data, while
CAN-FD allows for up to 64 bytes of data. In addition, CAN-FD al-
lows the changing of the baud rate, which can enable speeds up to
8 MBit/s, as compared to CAN’s standard 1 Mbit/s, by setting the
Bit Rate Switch (BIT) bit [47].

3.1.1.1. Threats Malicious actors can perform masquerading, eaves-
dropping, injection, replay, Denial of Service (DoS), and bus-off
attacks to tamper with CAN communication.
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Table 1
Automotive bus system exploitation.
Protocol Attack & References
countermeasures
Controller Area Network Masquerading [22], [23]
(CAN) attack
Eavesdropping [22]
attack
Injection attack [22]
Replay attack [22]
Denial of service [10], [22]
attack
Bus-off attack [23]
Countermeasures [22], [24], [23], [25], [26],
[27], [28], [29], [30], [31],
[32]
Local Interconnect Message spoofing [16]
Network (LIN) attacks
Response collision [33]
attacks
Header collision [33]
attacks
Countermeasures [33]
FlexRay Static segment [34]
attacks
Eavesdropping [35]
attacks
Countermeasures [35], [34], [36], [37]
Media Oriented Systems Synchronization [16]

Transport (MOST) Disruption Attack

Jamming attack [1], [16]

Countermeasures [1]

Ethernet Network access [38], [39], [40]
attacks
Traffic [41], [39]
confidentiality
attacks
Traffic integrity [42], [39], [43], [44], [45]
attacks
Denial of service [39], [43]
attack
Countermeasures [38], [39]

e Masquerading attack: In a masquerading attack, an attacker
masquerades as a legitimate node. Liu et al. [22] and Choi et al.
[23] identify two CAN vulnerabilities that facilitate masquerad-
ing attacks. First, CAN frames are not encrypted and thus can
be studied by attackers to locate system entry points. Second,
CAN does not support message authentication, i.e., recipients
of messages are not given information about the validity of
the source, meaning that illegitimate frames can be sent with-
out being detected [22], [23].

o Eavesdropping attack: Eavesdropping attacks occur when
unauthorized individuals are able to gain access to vehicu-
lar messages. CAN’s broadcast transmissions allow attackers
who gain access to the in-vehicle network to then eavesdrop
on CAN transmissions and identify patterns in legitimate CAN
frames [22].

o Injection attack: In an injection attack, attackers inject fake
messages into an automotive bus system. Attackers can gain
entry to the in-vehicle network through OBD-II ports, com-
promised ECUs, or infotainment & telematics systems [22].
Since traditional CAN does not authenticate sending or receiv-
ing nodes, illegitimate frames will not be recognized.

o Replay attack: In a replay attack, attackers continually resend
valid frames to impede the vehicle’s real-time functioning [22].

o Bus-off attack: Bus-off attacks occur when attackers continu-
ally send bits both in the identifier field and in other fields,
which causes the ECU’s transmit error counter (TEC) to then

be incremented. When the TEC has a value greater than 255,
the corresponding ECU has to shut down [23].

o Denial of Service (DoS) attack: Denial of Service (DoS) attacks
occur when attackers continually send high priority messages
that block legitimate low priority messages [22]. In a standard
CAN packet, the identifier segment determines the message
priority. To give their messages high priority status, attackers
can simply assign the identifier segment a low value. DoS at-
tacks could be used as an avenue to conduct control override
attacks, which allow attackers to take control of the vehicle
[10].

3.1.1.2. Countermeasures Masquerading, eavesdropping, injection
and replay attacks can occur when messages between ECUs are
not encrypted and authenticated. To guard against these types of
attacks, MAC can be utilized. However, MAC often does not fit into
standard CAN data fields, which allow for up to 8 bytes. There-
fore some authors have attempted to either create new protocols
or spread MAC across multiple transmissions [23]. Nowdehi et al.
[25] examine many of these altered protocols in light of five cri-
teria for potential CAN message authentication solutions from an
industry perspective. The criteria are cost effectiveness, backward
compatibility, vehicle repair and maintenance, sufficient imple-
mentation details and acceptable overhead. The authors found that
no solutions met all the criteria, but the most promising seemed
to be WooAuth, which is not backward compatible and VatiCAN,
which is backward compatible but might not be performant. Vat-
iCAN takes the approach of utilizing maintenance support, “suf-
ficient implementation details” and no excessive overhead, while
WooAuth alters the extended CAN protocol to allow more room for
authentication codes. The authors ultimately suggest that the CAN
bus might “be fundamentally unsuited for secure communication”
[25]. Mundhenk et al. [26] propose a lightweight authentication
framework that consists of two phases: ECU authentication and
stream authorization. During ECU authentication, asymmetric cryp-
tography is used as ECUs authenticate “against a central security
module.” During the stream authorization phase, symmetric cryp-
tography is used as ECUs request keys in order to initiate message
streams. Kang et al. [27] present the Source Authentication Proto-
col (SAP), an authentication protocol using a one-way hash chain
and a sender-based group key that guards against masquerad-
ing and replay attacks. Similarly, in [28], Tashiro et al. propose
a protocol that provides protection from replay, masquerading and
injection attacks by sending a partial MAC in each frame, so that
tampering detection can be conducted for both individual frames
and entire sections.

An Intrusion Detection System (IDS), which can incorporate ma-
chine learning in order to train itself to recognize abnormal be-
havior, can be an alternative or a supplement to MAC. An IDS
can guard against masquerading, injection, bus-off and denial of
service attacks. Choi et. al [29] suggest incorporating an external
monitoring unit that is capable of identifying analog characteris-
tics of the electrical CAN signal for authentication and intrusion
detection purposes. The monitoring unit is first trained to rec-
ognize characteristics of signals from valid ECUs and malicious
ECUs. Though the external monitoring unit would mean that ve-
hicle owners would not have to alter their vehicle’s hardware, the
solution that Choi et al. present utilizes the extended CAN protocol,
meaning that the firmware would have to be updated. In [23], Choi
et al. go on to introduce an IDS known as VoltagelDS, which takes
advantage of ECU signal inconsistency to, first, undergo training
and testing phases in which signal characteristics would be identi-
fied and, second, use the training data in order to verify whether
or not ECUs have been compromised. VoltagelDS is able to detect
masquerading attacks by using a multi-class classifier, where one
class corresponds to one ECU. It predicts the most likely sender
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and compares that information to the actual CAN ID of the mes-
sage. If they differ, then a masquerading attack has been detected.
Choi et al. state that VoltagelDS is the first to successfully defend
against bus-off attacks. In [31], Lee et al. present the Offset Ratio
and Time Interval based Intrusion Detection System (OTIDS), which
is able to detect denial of service, masquerading and injection at-
tacks by periodically requesting a data frame from nodes within
the CAN bus and monitoring the response time and offset ratio to
determine whether an attack is taking place. Liu et al. [22] advo-
cate for an anomaly-based IDS, which detects general anomalous
behavior, rather than a misuse-based IDS, which detects patterns
of known attacks. Since the effectiveness of misuse-based IDS de-
pend on knowledge of existing attacks, gaps in security might form
as the patterns of newer attacks are not known. Tomlinson et al.
[30] suggest an IDS that identifies attacks by noting timing changes
in CAN traffic. For instance, their system interprets the increased
broadcast frequency of certain CAN IDs to mean that an injection
attack might be taking place. Ueda et al. [24] propose a secu-
rity monitoring system that authenticates ECUs through the use
of MAC and identifies and overwrites spoofed messages.

Both MAC and intrusion detection systems are discussed in [32]
by Groza and Murvay, who examine potential security solutions for
CAN'’s vulnerabilities in light of application and physical layers, as
well as cryptography and physical controller characteristics.

3.1.2. LIN

While most research done on in-vehicle networks centers
around CAN, Local Interconnect Network (LIN) is another in-
vehicle network subject to exploitation by malicious actors. In
cases where CAN'’s higher bandwidth, and increased adaptability
are not needed, LIN is an alternative free of CAN’s higher overhead
[33]. For this reason, LIN is often used to facilitate ECU intercom-
munication that does not require high transmission speeds and
is often used to control lights, engines, air conditioning, steering
wheels, seats, and doors [33], [16]. In [33], Takahashi et al. note
that there is a significant gap in the research being done on threats
to LIN communication, and that, though LIN is often used within
CAN networks and is thus vulnerable to unauthorized entry via the
CAN bus, LIN’s master-slave architecture means that CAN-specific
vulnerabilities will not always be applicable to LIN. In LIN net-
works, one master node communicates with multiple slave nodes
[33]. LIN communication depends upon a time schedule that the
master node uses to determine when to transmit a message frame,
which consists of a header, sent by the master, and a response,
sent by a slave. Master nodes transmit headers instructing slave
ECUs to either subscribe or publish to the bus and slave ECUs are
polled by the master ECU while the master awaits a response [16].
Data rates within LIN communication generally do not exceed 20
kbps [33].

3.1.2.1. Threats Threats to LIN communication include Message
Spoofing, Response Collision, and Header Collision attacks.

e Message spoofing attacks: In message spoofing attacks, attack-
ers send illegitimate messages with inaccurate information in
order to disrupt vehicular communications. Two vulnerabilities
within LIN master-slave communications can lead to Message
Spoofing attacks [16]. First, a master within a LIN network can
transmit a message that will cause one of the slaves to sleep.
Second, the master can also set the SYNC field within a LIN
message to synchronize slaves. Attackers can take advantage
of the master’s capabilities in order to spoof messages order-
ing slaves to sleep, thereby shutting off the LIN network. They
could also spoof messages and alter the SYNC field to tamper
with synchronization.

o Response collision attacks: During a response collision attack,
an attacker sends an illegitimate message at the same time
that a legitimate message is being sent. Within the LIN pro-
tocol, response collision attacks exploit LIN’s error handling
mechanism, which takes effect when a slave node sending a
response notices that the value in the bus differs and stops
transmission. Attackers can exploit this mechanism by either
sending a false header or waiting until the master node sends
a header [33]. They can then send a false response that will
collide with a legitimate response sent by a slave node. This
will alter the value in the bus, which means that the legitimate
slave node will halt transmission. If the attacker can manage to
calculate the correct checksum used in responses, then other
nodes will consider the false message to come from legitimate
sources.

e Header collision attacks: Takahashi et al. [33] describe the
header collision attack, which occurs when an attacker sends
a false header to collide with a legitimate header sent by the
master node. The legitimate header specifies that a certain
slave node must publish a response, but the attacker’s colli-
sion means that the publisher node has changed. When the
new publisher node sends a response, attackers can conduct a
response collision attack to inject their own false message. In
this way, attackers can tamper with the sequence of responses
sent within the LIN bus and can keep automated vehicle slid-
ing doors open and lock steering wheels while vehicles are
traveling along the road.

3.1.2.2. Countermeasures Established countermeasures focus on re-
sponse and head-er collision attacks. In [33], Takahashi et al. sug-
gest that a slave node send out an abnormal signal, which would
overwrite a false message sent by an attacker, if it detects that the
bus value does not match its response. Additional suggestions in-
clude incorporating MAC and assigning important data to the first
byte of a transmission, as the first byte is more difficult to corrupt.

3.1.3. FlexRay

FlexRay, like LIN, is neglected in terms of automotive network
security [35]. The FlexRay network is often thought of as a poten-
tial successor to CAN, with a communication rate of 10 Mbps as
compared to CAN’s 1 Mbps rate [48], [34]. FlexRay is a more ex-
pensive and complex communication protocol than CAN or LIN, so
it is often used in safety-critical applications where message trans-
missions must follow a precise timing schedule [47]. FlexRay com-
munication takes place in the context of communication cycles,
which can contain both static and dynamic segments. Static seg-
ments use Time-division Multiple Access (TDMA) for messages that
need to be delivered in real-time, while dynamic segments use
an event-driven communication protocol for maintenance-related
messages [34].

3.1.3.1. Threats FlexRay communication is vulnerable to Eaves-
dropping and Static Segment attacks.

o Eavesdropping attacks: Eavesdropping on the FlexRay proto-
col occurs when attackers can gain access to and understand
FlexRay messages. Mousa et al. [35] argue that FlexRay faces
the same security concerns as CAN and that those concerns
are the potential leakage of security primitives, network pri-
vacy, and data confidentiality.

o Static segment attacks: Gu et al. [34] offer the opinion that
FlexRay security efforts should focus on the static segment,
which could have the most danger if compromised. A static
segment attack is a general term used to denote an attack
that targets the static segment of the FlexRay communication
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cycle. Static segment attacks can include Masquerading, Injec-
tion, and Replay attacks.

3.1.3.2. Countermeasures Both eavesdropping attacks and static
segment attacks can be combated by incorporating authentication.
Gu et al. [34] propose the authentication of messages within the
static segment through hardware co-processors. They also suggest
an optimization method that would mean not every ECU would
need a hardware co-processor, thereby reducing performance costs.
Han et al. [36] propose the Security-Aware FlexRay Scheduling
Engine (SAFE), which is a FlexRay scheduling framework that in-
corporates the Timed Efficient Stream Loss-tolerant Authentication
(TESLA) authentication protocol [49]. Mousa et al. [35] suggest in-
corporating [26]'s Lightweight CAN Authentication Protocol (LCAP)
within FlexRay, since in-vehicle networks often rely upon intercon-
nected CAN and FlexRay networks and also LCAP is lightweight and
backward-compatible. Piillen et al. [37] provide several suggestions
on FlexRay authentication and cryptographic key transmission, in-
cluding utilizing FlexRay’s dual-channel mode to divide message
authentication codes.

3.1.4. MOST

Media Oriented Systems Transport (MOST) bus systems are pri-
marily used for entertainment purposes and allow for the trans-
mission of “audio, video, voice, and control data via fiber optic
cables” [1]. A MOST network is synchronized by a master node,
which sends out timing frames that synchronize nodes within the
network [16]. MOST transmissions contain FlexRay-like static and
dynamic sections, a clear recipient and sender, and a control chan-
nel through which data channels can be claimed [1]. MOST com-
munication is vulnerable to attacks that disrupt synchronization
and to jamming or denial of service attacks [16].

3.14.1. Threats MOST communication is vulnerable to synchro-
nization disruption attacks and jamming attacks.

e Synchronization disruption attacks: Synchronization disrup-
tion attacks tamper with MOST synchronization, which is con-
trolled by the timing frames sent by MOST masters [16]. A
malicious node can send out false timing frames to disrupt
this synchronization.

e Jamming attacks: Jamming attacks prevent legitimate mes-
sages from being sent through the MOST protocol. MOST de-
vices base the availability of the fixed-length dynamic seg-
ment on message priority [16]. Therefore, a malicious node
could conduct a Jamming attack by continually sending false
messages that block legitimate lower-priority messages. Jam-
ming attacks could also be conducted by continually request-
ing a data channel through the control channel within a MOST
transmission [1].

3.14.2. Countermeasures Limited work has been carried out on the
security of the MOST bus. However, Wolf et al.’s [1] suggestions for
the security of general automotive bus systems can be applied to
MOST. These suggestions include authenticating senders, encrypt-
ing transmissions, and including gateway firewalls. Future research
should examine protections against synchronization disruption at-
tacks and jamming attacks.

3.1.5. Ethernet

Automotive networks based on Ethernet provide high band-
widths and timing guarantees. For this reason, Ethernet is, like
FlexRay, also considered a next-generation in-vehicle network
[38]. Ethernet networks consist of hosts, which are connected by
switches. A switch is a multiport bridge. Hosts transmit and re-
ceive Ethernet frames, which can be sent via unicast, mulitcast,

and broadcast modes of communication [39]. Two Ethernet-based
protocols, Time-Triggered Ethernet (TTEthernet) and Time-Sensitive
Networking (TSN) seem to be the most applicable to automotive
settings. TSN requires clock synchronization, allows frames to dif-
fer in priority level, and is not limited to supporting only audio
and video data types. In additional to traditional network traffic,
TTEthernet supports two additional types of network traffic: Time-
Triggered (TT), which requires clock synchronization and allows
traffic transmission to occur at specific times, and Rate-Constrained
(RC), which has lower efficiency than TT traffic but allows a prede-
termined bandwidth.

3.1.5.1. Threats Threats to Ethernet communication include Net-
work Access attacks, Traffic Confidentiality attacks, Traffic Integrity
attacks, and Denial of Service attacks [39].

e Network access attacks: Network access attacks enable attack-
ers to gain access to the Ethernet network. These attacks can
be standalone, or they can facilitate other categories of attacks;
for instance, taking control of other hosts or switches. Attack-
ers can physically join the Ethernet network by connecting to
an unconnected port on a switch [40] or even remotely access
the network through the use of social engineering [39].

o Traffic confidentiality attacks: Once attackers have gained ac-
cess to the network, they can conduct traffic confidentiality
attacks, which allow them to eavesdrop on network traffic.
Attackers can transmit messages and analyze the replies to
determine the network topology and structure [39]. They can
attach listening devices either on a cable connecting a host
and switch, or between two switches to listen in on network
traffic. Switches that are unsure where to forward a frame will
flood the frame out to all ports. Attackers can take advantage
of this feature to perform MAC flooding attacks [41]. During
these attacks, they are able to eavesdrop on all frames by over-
writing a MAC table so that all the data frames will be flooded.

o Traffic integrity attacks: Traffic integrity attacks alter network

traffic [39]. The Address Resolution Protocol (ARP) and the Dy-

namic Host Configuration Protocol (DHCP) are two protocols
used within Ethernet communication. During ARP and DHCP
poisoning attacks, attackers can send ARP replies to capture
network traffic and respond to DHCP server requests to con-
trol network traffic [42]. These attacks can be precursors to
man-in-the-middle attacks, which redirect network traffic to
an attacker’s node so that information can be manipulated

[43]. Other types of traffic integrity attacks include Session

hijacking attacks and Replay attacks. During a Session hijack-

ing attack, attackers can snoop to discover session information
created by protocols layered over Ethernet, and then act as one

endpoint of the session or tamper with the session [44], [45].

During a replay attack, eavesdropped messages are continually

resent [39].

Denial of Service (DoS) attacks: Denial of service (DoS) attacks

disable access to the ethernet service by damaging physical

equipment or by overwhelming the system. Kiravuo et al. [39]

describe two types of DoS attacks. Layer 1 attacks physically

damage links or circuitry, causing the ethernet service to be
completely inoperable. Layer 2 attacks can be either resource
exhaustion attacks, which exhaust resources by continually
sending frames to be processed, or protocol based denial of
service attacks, which exploit the self-configurable Spanning
Tree Protocol (STP) by continually sending STP messages [43].

3.1.5.2. Countermeasures In [38], Lin and Yu examine the balance
of safety and security within Ethernet-based communication and
propose several countermeasures for network access, traffic con-
fidentiality, and traffic integrity attacks. Lin and Yu propose au-
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thentication methods and a frame replication approach that would
guard against traffic confidentiality and traffic integrity attacks.
They also discuss virtual local area network segmentation, which
could prevent network access attacks. To combat DoS attacks,
Meyer et al. [50] propose metering Ethernet frames and Pesé et al.
[51] discuss firewall DoS attack detection. Kiravuo et al. [39] pro-
vide an extensive examination of different security measures for
plain ethernet under the categories of router-based security, access
control, secure protocols and security monitoring.

3.2. Infotainment & telematics exploitation

Infotainment systems provide information and entertainment to
vehicle occupants [48]. The information that is provided by info-
tainment systems can include “voice calls, text messages, emails,
social networking, personal contacts,” and other forms of data that
can be received by connecting to a mobile phone [52]. Infotain-
ment systems’ entertainment capabilities allow people to pair their
mobile devices, stream music, and watch videos. Some advanced
infotainment systems enable mirroring which allows a mobile de-
vice’s screen to be shared with a vehicle’s screen [48].

Telematics systems complement infotainment systems by pro-
viding information on internal vehicular systems, which includes
“fuel efficiency, engine failures, brake pad wear, transmission is-
sues, oil life, climate control, biometric sensors, vehicle speed,
acceleration, direction, braking, cornering, ignition, steering, seat
belts, door locking, tire pressure and recently visited destinations
including routes traveled” [52]. This information could be used for
vehicle maintenance purposes, emergency situations where vehi-
cle roadside assistance services require information about the state
and location of the vehicle or even programs that enable insur-
ance companies to track driving data and reward drivers who are
safe and do not drive excessive miles. Jaisingh et al. [52] note that
the distinction between telematics and infotainment systems is be-
coming less clear, as some applications utilize both non-vehicular
and vehicular information to, for instance, draw upon vehicle lo-
cation information to send text messages alerting recipients to the
time remaining until the vehicle’s arrival. Both infotainment and
telematics systems depend upon a Telematics Control Unit (TCU),
and telematics systems generally rely on “long-range mobile net-
works or Global Navigation Satellite System (GNSS)” [52]. Infotain-
ment system vulnerabilities were demonstrated when the BMW
ConnectedDrive infotainment system was hacked, in part because
its corresponding in-vehicle Network gateway, the Combox, lacked
thorough security mechanisms [53], [54].

3.2.1. Threats
Infotainment and telematics systems are vulnerable to control
override attacks and injection attacks.

e Control override attack: During a control override attack, a
malicious actor’s commands override the vehicle operator’s at-
tempts to take corrective action. Jo et al. [55] identifies secu-
rity risks in Android OS-based telematics systems that enabled
drivers to remotely unlock and lock car doors, start and stop
the car engine using low-speed CAN, and access diagnostic
information using high-speed CAN. The authors present an at-
tack scenario in which attackers download OTA firmware, add
functionality to enable remote door opening and GPS tracing,
and then distribute the altered firmware. Victims then install
the modified firmware, which exposes them to remote attacks.

o Injection attack: Injection attacks occur when attackers in-
ject illegitimate and malicious messages within the In-Vehicle
network. In [56], Mazloom et al. show that the MirrorLink
protocol, which is used to link smartphones to vehicular info-
tainment systems, has security vulnerabilities that could lead

Table 2
Direct communication exploitation.
Vehicular unit Attack & References
countermeasures
Infotainment and telematics Control override attack [48], [52], [53],
[54]
Injection attack [56]
Countermeasures [56], [57], [58],
[55], [59]
OBD-II ports In-vehicle network [10], [61]
access attack
Dongle exploitation [9], [62]
Countermeasures [22], [63], [62]
USB ports Threats [65]
Countermeasures [64], [65]
Electric vehicle charging Threats [68], [67], [73],
[69], [70], [71],
[72]
Countermeasures [72], [76]

to an attacker gaining access to the in-vehicle Network and
injecting malicious messages. Mazloom et al. were able to gen-
erate a heap overflow within MirrorLink and take control of
a process within the infotainment system. They suggest that
attackers can use similar methods to gain access to the in-
vehicle network and send illegitimate messages.

3.2.2. Countermeasures

Countermeasures to telematics system vulnerabilities that could
enable control override attacks are discussed by Jo et al. [55]. First,
they suggest that source code and byte code obfuscation be im-
plemented. Second, they suggest that an entity other than the
device manufacturer should issue a private key during code sign-
ing. Third, they advocate for remote attestation, which involves
an external entity ensuring that no exploitation has occurred.To
guard against injection attacks, Mazloom et al. [56] provide rec-
ommendations for infotainment-to-smartphone protocols such as
MirrorLink. They advise changing the privileges of certain protocol
processes and watching for memory safety when using low-level
languages. General recommendations for the security of infotain-
ment and telematics systems security can be found in the IEEE
Center for Secure Design’'s (CSD) [57] guide for those who are
involved in the development of infotainment and telematics sys-
tems. In addition, Lee and Lee [58] propose an implementation of a
session key establishment protocol for infotainment systems using
Elliptic Curve Cryptography. Mandal et al. [59] analyze the security
of Android apps that are able to connect to infotainment systems.

3.3. Vehicular ports

Within modern-day vehicles are a variety of ports, which, when
connected to external devices, enable drivers to gain access to
maintenance information and on-vehicle entertainment, synchro-
nize their mobile phones, and charge their electric vehicles. How-
ever, if attackers were to gain access to these vehicle ports, then
they could gain entry to the in-vehicle network, perform eaves-
dropping attacks, and even install malware and viruses. In this
section, we discuss the vulnerabilities of three vehicular ports:
the On-Board Diagnostics II port, the USB port and the charging
port found within electric vehicle charging infrastructure. Proposed
solutions and protections against these vulnerabilities are also dis-
cussed. Table 2 provides the literature on direct communication
exploitation.

3.3.1. OBD-II ports
On-Board Diagnostics (OBD) systems monitor “various emis-
sion control and engine components/subsystems” and can light the
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Malfunction Indicator Lamp (MIL) [60]. The first-generation of OBD
regulations primarily detected electrical failures and did not have
standardized Diagnostic Trouble Codes (DTC), communication for-
mats, or connector locations. The second-generation OBD, known
as OBD-II, was federally mandated for vehicles in the United States
in 1996. In addition to monitoring electrical failures, the second-
generation OBD also monitored emission-related systems and pro-
vided standardization across different manufacturers. OBD systems
have OBD-II ports, which can generally be found underneath a ve-
hicle’s steering column [10].

3.3.1.1. Threats OBD-II ports are vulnerable to in-vehicle network
access attacks and dongle exploitation attacks.

e In-vehicle network access attack: During an in-vehicle net-
work access attack, attackers insert an external device into the
OBD-II port and gain access to the in-vehicle network. OBD-
Il ports are points of vulnerability for vehicular security, since
connecting to the OBD-II port enables the gathering of diag-
nostic information, access to the in-vehicle network, and the
installation of malware [10]. Valasek and Miller [61] were able
to transmit and receive messages over CAN using an ECOM ca-
ble and homemade connectors to connect to the OBD-II port.

o Dongle exploitation attack: Dongles plugged into the OBD-II
port can be controlled remotely and are not difficult to de-
crypt [9]. One such dongle was the Bosch Drive-log connector
dongle, which tracked vehicle maintenance and was able to
guide the vehicle operator to appropriate locations for servic-
ing. This dongle, which connects to a vehicle’s OBD-II port,
was hacked when the Argus Cybersecurity firm conducted a
brute-force attack that enabled them to connect to the dongle
via bluetooth and send malicious transmissions over the Con-
troller Area Network. These transmissions ultimately led to the
engine failure of a traveling vehicle [62].

3.3.1.2. Countermeasures In-vehicle network Access attacks could
be thwarted by monitoring the frame injection coming from the
OBD-II port, as Liu et al. [22] suggest. Klinedinst and King [63] rec-
ommend disallowing message transmissions from the OBD-II port
to the in-vehicle network and cryptographically signing and en-
crypting firmware updates. To prevent dongle exploitation attacks,
Kovelman [62] recommends that vehicle manufacturers incorpo-
rate attack detection capabilities in addition to cryptographic solu-
tions so that automakers can implement remote security updates
when an attack is detected.

3.3.2. USB port

USB ports have become prevalent in modern-day vehicles, since
they can connect phones, navigation systems, and USB devices to
the vehicle [64].

3.3.2.1. Threats USB ports within vehicles pose additional security
risks. In 2014, Security Research Labs showed that it was possi-
ble to reprogram USB controller chips in order to install malware,
spoof network cards, and boot small viruses targeting the operat-
ing system [65]. Cai et al. [66] found that attackers could use the
USB port to create a backdoor within the BMW Next Best Thing
(NBT) vehicle entertainment system.

3.3.2.2. Countermeasures Onishi [64] argues that it will be difficult
to protect against USB vulnerabilities due to the high number of
USB devices and the time that is required to develop standards for
USB security. Similarly, in [65], it is stated that there are currently
no truly effective protections against USB cyber-attacks. Onishi pro-
poses two countermeasures: first, having a USB device initially
connect to a website in order to receive a security certificate that

will then allow it to connect to the vehicle; and second, not allow-
ing malware or viruses from a USB device to access safety-critical
areas.

3.3.3. Electric vehicle charging infrastructure

For electric vehicles, (EVs), another entry point to the in-vehicle
network is the charging infrastructure. Bernardini et al. [48] note
that EVs will need to be charged more often than gasoline cars
will need to be fueled. While charging, EVs will be vulnerable to
attacks through their charging infrastructure. Eventually, the charg-
ing infrastructure could be used to conduct attacks on a smart grid.

3.3.3.1. Threats Many attacks on electric vehicle charging within a
smart grid environment have been identified. Mustafa et al. [67]
find that EV charging is susceptible to masquerading, tampering,
eavesdropping, and denial of service attacks, in addition to pri-
vacy concerns and charging thievery. Fries and Falk [68] discuss EV
charging susceptibility to eavesdropping, man-in-the-middle and
tampering attacks on the payment price and the amount of en-
ergy that the meter believes the EV has received. They also discuss
the potential for malicious software within the vehicle to affect a
charging station, or a compromised charging station to affect an
EV.

Sun et al. [69] discuss threats to EV location privacy. An EV’s
location can be tracked when it is in close proximity to a charging
station, and its charging station entry and exit information can be
used to identify the vehicle.

Alcaraz et al. [70] identify security threats within the Open
Charge Point Protocol (OCPP), which is used in communications
between charging stations and a smart grid’s central energy man-
agement system. In [71], Vaidya and Mouftah discuss OCPP secu-
rity in light of their OCPP-based secure charging system, the Secure
Electric Vehicle Charging Ecosystem in Smart Grid, or SecCharge.
Lee et al. [72] argue that both OCPP and other protocols used
within EV charging, such as ISO/IEC 15188, are not secure. Attack-
ers can take advantage of vulnerabilities within the ISO/IEC 15188
protocol to assume another vehicle’s identity by manipulating an
identification number stored in the EV’s internal storage. They can
also manipulate message properties to illegally charge more than
the EV requires. Other identified threats to ISO/IEC 15188 include
manipulating meter statuses, payment types, and tariff table type
messages. Attackers can then reduce or eliminate the charging
price or shut off a charging station’s service.

3.3.3.2. Countermeasures Chan and Zhou [73] present a security-
conscious architecture for EV charging that thwarts masquerading,
eavesdropping, and tampering attacks within a smart grid. Roberts
et al. [74] propose an authentication scheme that could guard
against man-in-the-middle attacks during EV to EV charging. Mor-
rison [75] suggests implementing OCPP 2.0, which provides addi-
tional security features, and incorporating cryptographic signatures
and firmware updates in EV charging stations.

To combat attacks on location privacy, Huang et al.’s [76] Light-
ning Network and Smart Contracts (LNSC) model could be uti-
lized. The LNSC is a blockchain-based approach to securing the
EV charging process. The model consists of three phases: regis-
tration, scheduling, authentication and changing. During the reg-
istration phase, EVs, charging piles, and operators register within
a blockchain system. During the scheduling phase, shortest-path,
time cost, comprehensive cost, or wait time-based scheduling algo-
rithms are implemented to determine the optimal charging pile for
the EV. During the authentication and changing phases, both the
EV and the charging pile undergo an authentication process using
information stored on the blockchain and a commitment generated
by the EV is recorded in the blockchain. Sun et al. [69] presents an-
other means of protecting privacy. They propose associating each
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charging station with a power hub, which will be associated with
multiple power routers. Vehicles can then charge by connecting to
the power hub. Since charging vehicles are no longer directly asso-
ciated with a single charging station, the electric vehicle’s location
privacy is protected.

In [77], Morosan and Pop suggest the use of a neural network to
detect malicious behavior in OCPP traffic. For greater OCPP and ISO
15118 security, Buschlinger et al. [78] recommend the incorpora-
tion of a Hardware Security Module (HSM) within both standards.
In [72], Lee et al. propose incorporating an authentication process,
error-checking, and verifying information within transmissions in
order guard against attacks on the ISO/IEC 15188 protocol.

4. V2X security threats

In Vehicle-to-Everything (V2X), Vehicle-to-Vehicle (V2V) com-
munication between OBUs and Vehicle-to-Infrastructure commu-
nication (V2I) between OBUs and Road-Side Units (RSUs) is facil-
itated by remote communication technologies, such as Dedicated
Short-Range Communications (DSRC) and Bluetooth. Vehicles can
transmit their sensor data to in-vehicle and cloud databases, and
they can be clustered into smaller dynamic groups within the ve-
hicular ad hoc network. This section discusses the security vulner-
abilities of these different modes of V2X communication. In Sec-
tion 4.1, remote communication technologies are discussed. Sec-
tions 4.2 and 4.3 discuss V2V and V2I, respectively. Section 4.4
examines vehicle to database communication, and Section 4.5 dis-
cusses vehicular clustering methods.

4.1. Remote communication technologies

Remote communication technologies are used within V2X com-
munication to pass messages between OBUs and RSUs and to
provide localization and positioning for automated vehicles. At-
tackers can rely on weaknesses within these technologies to re-
motely tamper with a vehicle’s functioning. This section discusses
the following remote communication technologies: Remote Key-
less Entry (RKE) systems, Dedicated Short Range Communications
(DSRC)/Wireless Access in Vehicular Environments (WAVE), cellular
networks, Zigbee, Bluetooth, Wi-Fi and WiMAX, Ultra WideBand
(UWB) and Radio Frequency Identification (RFID). Both the threats
facing remote communication technologies and suggested protec-
tive measures are covered in this section. The literature on these
remote communication threats is presented in Table 3.

4.1.1. Remote Keyless Entry system

Remote Keyless Entry (RKE) systems are the successors to the
traditional method of opening car doors by inserting physical keys.
Keys with RKE-capabilities allow key-holders to remotely lock and
unlock car doors, start or stop engines, or turn on and off anti-
theft alarms. Accepted button clicks within RKE systems trigger a
counter, which is then used to create a rolling code signal that
helps to prevent against replay attacks [79].

4.1.1.1. Threats Some manufacturers, such as the VW Group, have
used only a small number of cryptographic RKE keys for all their
vehicles [80]. Rolling code schemes used by manufacturers such as
the VW Group are subject to eavesdropping attacks and thus make
vehicles vulnerable to RKE cloning. Both Wetzels [81] and Glocker
[82] identify Brute force, replay, man-in-the-middle, and jamming
attacks as threats to RKE. Wetzels notes that three main vulner-
abilities of RKE systems are: 1) frequent use of outdated devices
and techniques, 2) weak cryptographic schemes, and 3) implemen-
tation faults. Liu et al. [83] examine potential attacks on the Hitag2
cipher, which is used in many RKE systems.

Table 3
Remote communication exploitation.
Communication technology Attack & References
countermeasures
Remote Keyless Entry Systems Threats [80], [81], [82],
(RKES) [79], [83]
Countermeasures [79], [80], [82],
[84], [85], [86],
(83]
Wireless access technologies DSRC/WAVE [87], [88], [89],
(Threats) [90], [91], [92],
(93], [93], [94],
[95], [96]
Cellular [97], [98], [99],
[100], [101], [102],
[103]
ZigBee [104], [105], [106],
[107]
Bluetooth [64], [108]
Wi-Fi/WiMAX [109], [110], [111],
[112], [113]
UWB [114]
RFID [115], [116]
Wireless access technologies DSRC/WAVE [92], [117], [118],
(Countermeasures) [119]
Cellular [98], [120], [103]
ZigBee [105], [107][121],
[122], [123], [104],
[124]
Bluetooth [125]
Wifi/WiMAX [109], [111], [112],
[113]
UWB [114], [116]
RFID [115], [126], [127],
[128], [129], [130],
[131]

4.1.1.2. Countermeasures Lee et al’s [86] Rhythm Key based ap-
proach to encrypting RKE communications could be a method of
prevention against eavesdropping attacks. In [84], Hamadaqa et al.
present a Secret Unknown Cipher scheme that would allow RKE
controllers to be clone-resistant. Van de Beek and Leferink [79]
design a more robust receiver, which they argue is less susceptible
to jamming attacks.

Glocker et al. [82] propose a security-conscious RKE protocol
and an accompanying encryption algorithm that provides a defense
against Brute force, man-in-the-middle, and replay attacks. Coun-
termeasures to these attacks are also listed in [81]. In [80], Garcia
and Oswald advocate for both “secure cryptographic algorithms
and secure key distribution.” Zhang et al. [85] present Effective
k-Means Authentication 2 (EKA2), a scheme that validates the re-
vocation status of digital certificates using a clustering approach
in order to authenticate RKE devices that wish to communicate
with the vehicle. Liu et al. [83] suggest an eventual transition to
more secure algorithms, such as the Advanced Encryption Standard
(AES).

4.1.2. DSRC/WAVE

Dedicated Short-Range Communications (DSRC) are a suite of
standards that enable the communication of safety messages with
“low latency, fast network connectivity, highly secure and high-
speed communication” within V2V and V2I communication [92].
The Federal Communications Commission set a 75 MHz bandwidth
at 5.850-5.925 GHz band as the spectrum for Intelligent Trans-
port Systems. This spectrum is known as the DSRC spectrum [93].
Communications within the DSRC spectrum follow the Wireless
Access in Vehicular Environments (WAVE) standard [93]. WAVE
communications are built on top of the IEEE 802.11p standard,
which ensures that the maximum delay for high-priority mes-
sages will not exceed tens of milliseconds [94]. WAVE is defined in
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the IEEE 1609.x family of standards, which specify multi-channel
device communication architecture and services, resource man-
ager services and interfaces, security services, networking services,
multi-channel operations, and the services and formats required
for secure electronic payment [95]. WAVE systems include OBUs
and RSUs [96]. Li [96] provides an overview of DSRC and WAVE.

4.1.2.1. Threats Laurendeau and Barbeau [87] rank security threats
within the WAVE architecture as either critical, major, or minor
based on a ranking methodology by the European Telecommunica-
tions Standards Institute (ETSI). Critical and major threats included
malware, black hole attacks, GPS spoofing, location tracking, and
denial of service attacks.

Biswas et al. [90] examine the potential for a synchroniza-tion-
based Distributed Denial of Service attack on IEEE 802.-11p. An
attacker can gain access to the transmission schedule used to send
service announcements and broadcast messages simultaneously,
causing a message collision that would go unnoticed by vehicle
occupants. Whyte et al. [91] identify the threats faced by WAVE
service advertisement (WSA). They find that WSA is vulnerable to
attacks on availability and privacy.

4.1.2.2. Countermeasures Laurendeau and Barbeau [87] provide
countermeasures for the five threats classified as critical and ma-
jor. In [117], Lyamin et al. propose an algorithm that detects
DoS attacks within IEEE 802.11p in the context of platooning.
Since IEEE 802.11p communications can suffer collisions even in
normal operation, Nguyen-Minh et al. [118] suggest a means of
detecting jamming attacks and differentiating them from regu-
lar collisions. Ucar et al. [88] propose the use of a hybrid IEEE
802.11p and Visible Light Communication (VLC) platoon to address
IEEE 802.11p’s vulnerabilities. However, the hybrid communication
method is still susceptible to packet falsification and replay attacks.
In [119], Ghambir and Sharma propose a hybrid-authentication
technique for RSUs and vehicles with OBUs communicating over
IEEE 802.11p. Biswas et al. [90] provide defenses against synchro-
nized distributed denial of service attacks on IEE 802.11p, and
Whyte et al. [91] analyze the potential countermeasures for at-
tacks on WSA availability and privacy.

Though DSRC is often the most discussed means of wireless
communication in a V2V or V2I context, Dey et al. [92] argue
that, as Intelligent Transportation Systems evolve to accommodate
high-speed, secure communication between moving vehicles and
roadside infrastructure, DSRC will not be a sufficient implementa-
tion. Instead, they advocate for a heterogeneous network (Het-Net),
that utilizes Wi-Fi and LTE in addition to DSRC.

4.1.3. Cellular

DSRC suffers from a limited bandwidth, which will not support
future V2V communication [97]. For this reason, cellular networks
are thought to be good candidates for DSRC communication. The
Long Term Evolution (LTE) 4G cellular network, and its low-cost
variant, Long Term Evolution Vehicular (LTE-V), provide another
form of wireless communication in V2X contexts [98], [94]. LTE is
a packet-based system that is characterized by a low access latency
and high data rates. It supports integration with other wireless
communication technologies [99].

Cellular Vehicle-To-Everything (C-V2X) is another mode of wire-
less communication that is based upon LTE [132]. C-V2X can oper-
ate in two different modes: a direct communication mode, which
does not operate within cellular networks, and a network commu-
nication mode, which uses cellular networks to facilitate commu-
nication. The Third Generation Partnership Project (3GPP), which
has standardized LTE for a V2X context, has also been working
on incorporating V2X communications into 5G-New Radio (5g-NR)
technology [97].

4.1.3.1. Threats Cichonski et al. [98] provide an extensive report on
LTE security threats, which include jamming attacks, eavesdrop-
ping attacks, and attacks conducted from unlicensed base stations
or from compromised femtocells. In [101], Jover discusses secu-
rity concerns related to the fact that many LTE signaling messages
are transmitted without cryptographic protections. Rupprecht et al.
[100] examine LTE security in light of user data encryption and
network authentication. Cao et al. [99] present security function-
alities and the architectural security vulnerabilities within LTE and
another variant, LTE-Advanced (LTE-A). Muhammad and Safdar [97]
examine security in terms of both LTE and 5G-based vehicular net-
works. In [102], Marojevic provides an analysis of threats faced by
C-V2X communication.

4.1.3.2. Countermeasures Cichonski et al. [98] mention potential
mitigations to the attacks they noted in LTE communication.
Kaur et al. [120] propose a lightweight key management scheme
that would help authenticate nodes within LTE communications.
Liyange et al. [103] suggest additions to existing LTE security fea-
tures using Software Defined Networking and Network Function
Virtualization. Rupprecht et al. [100], Cao et al. [99], Muhammad
and Safdar [97], and Marojevic, [102] all discuss countermeasures
to cellular communication vulnerabilities.

4.1.4. ZigBee

Zigbee is a short-range communication standard that is in-
tended for low data rate communications, [104]. Nandhakumar et
al. [121] propose the use of Zigbee within V2V and V2I commu-
nications. Lei and Wu [122] suggest its use within Forward Col-
lision Warning Systems, and Pawade et al. [123] suggest the use
of Zigbee for Advanced Driver Assistance Systems (ADAS). ZigBee
networks, which are intended for low data rate communications,
are comprised of a coordinator, router, and end devices and are
based upon the IEEE 802.15.4 standard [104], [124]. The coordi-
nator is generally the initial node in the network, has a unique
ID, and oversees other nodes’ connections to the network. ZigBee
routers forward network messages, and act as coordinators that
cannot start a new network. End devices are generally in a sleep-
ing state and awaken when they need to respond to a message or
at certain periods of time [124].

4.1.4.1. Threats Automotive Zigbee security analyses are mostly
non-existent. Zigbee security is mostly discussed in the context of
the general Internet-of-Things (IOT). Olawumi et al. [105] describe
and carry out three attacks on ZigBee networks. These attacks ex-
ploit the following vulnerabilities: first, that attackers can discover
configuration details of devices within an in-range ZigBee network;
second, that some Zigbee networks are unencrypted; and third,
that attackers can re-transmit ZigBee network traffic to conduct
Replay attacks. In [107], Fan et al. analyze security vulnerabilities
within Zigbee IoT devices. Both Zillner [106] and Sun and Qian
[104] provide an assessment of ZigBee security features.

4.1.4.2. Countermeasures Olawumi et al. [105] suggest the use of
intrusion detection, the installation of network keys before deploy-
ment, and the incorporation of time-stamping within ZigBee’s en-
cryption methods to combat the three attacks they examined. Fan
et al. [107] recommend not using pre-loaded and factory gener-
ated keys. Instead, they suggest providing each ZigBee device with
a network security key and foregoing static device IDs in favor of
a rotating system of device IDs.

4.1.5. Bluetooth

Within the realm of general short-range communications, Blue-
tooth is the most widespread protocol [108]. In a connected ve-
hicle context, Bluetooth is often used to pair smartphones with
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the vehicle’s infotainment and telematics system to provide calling
functionality, music streaming, calendars, and car diagnostics [64].
However, Bluetooth is overly complex, suffers from fragmentation,
and has not been heavily scrutinized on a security basis [108].

4.15.1. Threats Attackers can take advantage of vulnerabilities
within Bluetooth to conduct automotive attacks. Onishi [64] pro-
vides a listing of Bluetooth vulnerabilities. First, Bluetooth’s secu-
rity mechanisms are limited at best, and users may not even have
those mechanisms enabled. Second, if a carry-in device, such as a
smartphone, has been compromised, then Bluetooth’s few security
mechanisms will be rendered ineffective. Third, once an attacker
gains access to a device via Bluetooth, the victim’'s privacy will
have been compromised. Fourth, attackers can take advantage of
vulnerabilities within the Bluetooth stack that enable buffer over-
flow attacks; for instance, one vulnerability allowed buffers of fixed
size to be overwritten by buffers of variable size [108], [64]. In
2017, [108] identified a new attack vector known as BlueBorne,
which spreads wirelessly and attacks devices by exploiting their
Bluetooth vulnerabilities. Once a device has been compromised,
attackers can take control of the device, access the device’s data,
spread malware, and infiltrate networks. Blueborne could have se-
rious effects on automotive security.

4.1.5.2. Countermeasures Research that focuses specifically on au-
tomotive Bluetooth vulnerabilities and their countermeasures is
lacking. However, in [125], a methodology for testing automotive
Bluetooth interfaces and an automotive Bluetooth attack classifica-
tion are provided.

4.1.6. Wi-Fi and WiMAX

Wi-Fi is also a candidate for V2V and V2I communication, or at
least a potential complement to DSRC/WAVE. Similar to but faster
than Wi-Fi is the Worldwide Interoperability for Microwave Access
(WiMAX), which refers to IEEE 802.16, a standard with low-latency,
Quality of Service (QoS), security features and all-IP core network
support [109], [133].

4.1.6.1. Threats Little has been published on automotive Wi-Fi and
WIiMAX security threats. However, in [110], Nie et al. were able to
remotely hack a Tesla Model S vehicle, in part by exploiting the
fact that the password to an embedded Wi-Fi Service Set Identi-
fier (SSID) was saved in plain-text. They were then able to fake
a hotspot and redirect traffic to their own domain. Vo-Huu et al.
[111] examined the IEEE 802.11 standard, which Wi-Fi is based
upon, and found that its interleaver/ convolutional scheme leaves
it vulnerable to jamming attacks. In [134], Nakhila and Zou ex-
amine how Evil Twin attacks on Wi-Fi can be detected. During
an Evil Twin attack, individuals unsuspectingly connect to an il-
legitimate Wi-Fi access point, which can then eavesdrop on their
activity. Vanhoef et al. [112] discuss the potential of Denial of Ser-
vice attacks on Wi-Fi Protected Access. In [113], Scarfone et al.
outline threats to WiMAX security, which include Radio Frequency
Jamming, Radio Frequency Interference, DoS, Replay, Man-in-the-
Middle, and Eavesdropping attacks. Kolias et al. [109] provide an
extensive listing of attacks targeting the WiMAX architecture.

4.1.6.2. Countermeasures Sensitive information, such as SSID pass-
words, should be encrypted. In [111], Vo-Huu et al. suggest incor-
porating random, encrypted interleaving to counter against Wi-Fi
jamming attacks. Nakhila et al. [134] present a technique of de-
tecting Evil-Twin attacks that rely on a different gateway than
the true Wi-Fi access point. Vanhoef et al. [112] discuss coun-
termeasures for Denial of Service attacks. Scarfone et al. [113]
describe technical countermeasures for WiMAX'’s threats and vul-
nerabilities within the categories of Confidentiality and Integrity

Protection, Authentication and Authorization, Client Device Secu-
rity, and Patches, Upgrades, and Updates. Kolias et al. [109] also
offer some solutions to WiMAX’s vulnerabilities, which include fo-
cusing security efforts on the first entry to the network, private
key management, multicast/broadcast communications, and a spe-
cial type of traffic rerouting known as mesh mode.

4.1.7. UWB

Ultra WideBand (UWB) is another means of wireless communi-
cation that is known for its ability to transmit high data rates and
for its “low transmission power” [135]. UWB has been proposed
for use within VANETS’ collision avoidance and vehicle positioning
systems [136]. UWB has also been proposed for the off-road local-
ization of autonomous vehicles [137], outdoor localization [135],
electric vehicle localization [138], and protection against relay at-
tacks within Passive Entry Passive Start (PEPS) systems [139].

4.1.7.1. Threats The literature on UWB cyber-vulnerabiliies is lack-
ing. However, Hennessy [114] discusses the susceptibility of low-
power UWB systems to eavesdropping attacks, due to the fact that
low-power systems are not able to support the overhead that ac-
companies many cryptographic methods.

4.1.7.2. Countermeasures Hennessy [114] presents a method for
protecting UWB trans-ceivers from eavesdropping attacks. Instead
of relying on cryptographic methods, UWB signals are protected
through the use of time hopping. In [140], Zhang et al. propose a
mobility-assisted localization algorithm that secures UWB wireless
sensor networks against attacks.

4.1.8. RFID

Radio Frequency Identification (RFID) allows identification to
occur using radio signals [126]. Some RFID applications within
VANETSs include passes for public transportation and traffic systems
[126]. RFID systems are composed of tags, readers, and backend
servers [127]. Tags contain unique identifying information about
the tagged object and readers are able to communicate with tags
to send and receive identification information. Readers can send
tag data to backend servers, where the information can be pro-
cessed and stored.

4.1.8.1. Threats Cho et al. [115] identify the two main threats to
RFID communication as privacy infringement and forgery attacks.
These categories include eavesdropping, brute force, replay, and
man-in-the-middle attacks. Malicious individuals can also physi-
cally attack RFID tags to alter them. Zhang et al. [116] note that
RFID systems are vulnerable to de-Synchronization attacks, which
occur when an attacker’s interception of messages will not al-
low RFID tag time stamps to be updated. Though one method
of guarding against these concerns would be the incorporation of
cryptographic protections within the communication between RFID
tags and RFID readers, Cho et al. [115] note that the accompanying
overhead is not practical for RFID systems, which generally rely on
RFID tags with low overhead.

4.1.8.2. Countermeasures Both Khedr [127] and Cho et al. [115]
present hash-based authentication methods that could thwart pri-
vacy infringement and forgery attacks. Qian et al. [129], Gope and
Hwang [128], and Moradi et al. [126] all propose lightweight au-
thentication protocols for RFID systems. Moradi et al. focus on
RFID systems within VANETs, while Qian et al. [129] and Gope
and Hwang [128] take a more general approach. Both Qian et al.
[129] and Liao and Hsiao [130] present authentication schemes
based on elliptic curve cryptography, and both Zhang et al. [116]
and Vijaykumar and Elango [131] present a mutual authentication
protocol for RFID. Zhang et al.’s [116] work defends against De-
Synchronization attacks.
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Fig. 5. Threats and countermeasures in different OSI layers for V2X communications.
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4.2. V2v

Within the remote communications section, various remote
communication technologies facilitating V2X communication were
discussed with respect to their inherent vulnerabilities. Using these
technologies, messages can be passed between from one vehicle’s
OBU to another vehicle’s OBU. However, malicious actors can ma-
nipulate these messages to cause chaos on roadways. In this sec-
tion, attacks on message passing, along with potential defenses,
are discussed. Fig. 5 shows various threats and countermeasure in
different OSI layers for V2X communications.

4.2.1. Threats

The privacy and integrity of V2V communication can be com-
promised by illusion, bogus information, sybil, timing, imperson-
ation, and alteration/replay attacks.

e Illusion attack: During an illusion attack, attackers create false
traffic events by altering vehicle sensor readings to trigger the
sending of false traffic information messages [141]. Since these
messages are sent from a legitimate source, other nodes on
the network may receive this data and make erroneous deci-
sions. The illusion attack is one of the tougher attacks to detect
because forms of authentication, such as node registration or
signature verification, will not work, as the data is sent from
an authorized user.

e Bogus information attack: During a bogus information attack,
attackers generate bogus traffic information and make other
vehicles choose different paths, freeing up the road for them-
selves [142]. The bogus information attack can be performed
on various wireless networks at the same time, thus routing
the whole path from source to destination for the attacker. An
example of a bogus information attack is shown in Fig. 6. The
attacker’s vehicle sends bogus information to Vehicle A and
Vehicle B. The vehicles change their lanes or even their routes
assuming that there is heavy traffic ahead of them, thereby
freeing up the road for the attacker.

e Sybil attack: In a sybil attack, a single intruder node can de-
clare itself as multiple nodes, eventually leading to extensive
damage to network topologies and consuming large amounts
of bandwidth [143]. The sybil attack is one of the most hurt-
ful and dangerous attacks possible for vehicular ad-hoc net-
works. Since many vehicular networks are implemented with

Fig. 6. [llustration of a Bogus information attack.
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Fig. 7. llustration of a sybil attack.
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no certificate authorities or digital signatures, the feasibility of
a sybil attack is quite high. A sybil attack is illustrated in Fig. 7.

o Timing attack: In timing attacks, a malicious vehicle receives
a message, adds some time delay, and then forwards the mes-
sage to other vehicles, thus leading to improper timing in-
formation [144]. This attack can be devastating to vehicular
networks, which depend upon real-time applications. An ex-
ample of a Timing attack is illustrated in Fig. 8. The attacker
had the obligation to communicate Vehicle A’s positional in-
formation when Vehicle B changed the lane. But the attacker
adds a time delay to the information and delivers the informa-
tion only when the Vehicle B changes its position to B’, leading
to an accident.

e Impersonation attack: Impersonation attacks are carried out
by providing a vehicle with a false identity [145]. Imperson-
ation is detrimental to the legitimacy of the overall vehicular
network architecture and is specifically hurtful in the case of
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Fig. 8. Illustration of a timing attack.

an accident, since the vehicle under investigation becomes un-
trackable.

o Alteration/Replay attack: As the name suggests, an alter-
ation/replay attack occurs when an attacker employs any pre-
viously generated frames to send and communicate with other
nodes, with or without alteration [146].

4.2.2. Countermeasures

Lo and Tsai [141] propose a Plausibility Validation Network
(PVN) model as a countermeasure against illusion attacks. The PVN
is a system that uses a Plausibility Network (PN) containing a set
of rules pertaining to each type of data. These rules can be used to
determine whether a message is plausible. This database needs to
be constantly updated, and needs to be secure. In some situations,
the real time constraints will not be solved by this PVN, as the re-
ceived messages require time to be validated. Hashing techniques
are generally used to prevent bogus information attacks or to pro-
vide more authentication to the data. One such hashing technique
is the Elliptic Curve Digital Signature Algorithm (ECDSA). [147],
which is a variation of the Digital Signature Algorithm (DSA) and
through which all the nodes agree upon the elliptic curve metrics.
Since any change in the message will also create a change in the
hash, the bogus information attack can be easily detected.

A few methods of preventing sybil attacks are registration, po-
sition verification and radio resource testing. However, there are
many disadvantages to these three conventional methods. Regis-
tration might introduce the possibility of stealing registrant infor-
mation by other malicious nodes. Radio resource testing banks on
the idea of overwhelming a single malicious node with high com-
plexity computations to test if the traffic information is legitimate.
However, this method also fails, as the malicious node might have
a very high computational power thereby leading to false sense of
authentication for the user [143], [148]. One method used is the
concept of a radio having just a single channel to transmit and re-
ceive simultaneously to detect sybil attacks [148]. Another method
of detecting a sybil attack is by measuring the signal strength of
the messages from different nodes and verifying whether each
strength is consistent with a claimed position [149]. One of the
most successful methods of detecting a sybil attack is the times-
tamp series approach [150]. In this approach, the nodes claiming
to be in a different position must attach a timestamp that is ob-
tained from a previously crossed RSU. This timestamp cannot be
altered and, based on the timestamps on messages from the nodes,
we can determine whether or not the nodes are employed in a
sybil attack. But this method is hugely dependent upon the RSU
infrastructure and incurs a huge cost of implementation. RobSAD
(Robust method of Sybil Attack Detection) is another approach to
dealing with sybil attacks which analyzes the trajectories of the ad-
jacent nodes [151]. Under usual operating condition, all the nodes
have their own trajectories, which cannot be exactly the same. But
if an attacker performs a sybil attack, then all the nodes have the
same trajectory. By analyzing the trajectory over a period of time,
the sybil attack can be detected. This is a fairly simple and effec-
tive approach, with lower requirements and a higher success rate.

Timing attacks can be prevented by using the Timing Attack
Prevention (TAP) protocol, which enables a vehicle to check a
packet for delays before transmitting the packet to other vehicles
[152]. Impersonation attacks can be mitigated by including dig-
ital signatures, hash-based message authentication code (HMAC),
checksums, and active bundles, and replay attacks can be detected
by time-stamping messages and using unique sequence numbers
to identify messages [153].

4.3. V21

Within V2I environments, vehicle On-Board Units (OBUs) com-
municate with Roadside-Units (RSU) to relay information about
road conditions. RSUs can authenticate OBUs and grant them In-
ternet access [167]. Within a VANET, both OBUs and RSUs are vul-
nerable to malicious activity. This section discusses known threats
to V2I communication and proposed countermeasures.

4.3.1. Threats

Islam et al. [155] identify potential attacks on V2I. One attack
is the distributed denial of service attack, which is described as
the unnecessary transmission of information by an attacker that
renders road-side unit software unable to function. Other attacks
include impersonation attacks, which enable attackers to pose as
RSUs or OBUs; malware attacks, which can infect the roadside
unit software; and eavesdropping attacks, which allow attackers
to gain access to confidential information. Kim et al. [156] dis-
cuss the Road-Side Unit (RSU) replication attack, which moves an
RSU or replicates it at another location to provide incorrect traffic
information and perform erroneous services. There is also a discus-
sion on trust authorities, which evaluate the authenticity of nodes
within the VANETS, to examine eavesdropping attacks and monitor
vehicle locations. See Table 4 for list of potential attacks in V2X
communication.

4.3.2. Countermeasures

In [155], Islam et al. present their developed security archi-
tecture “CVGuard”, which they argue can both identify and guard
against V2I cyber-attacks, including distributed denial of service at-
tacks. Singh et al. [168] propose a detection method for distributed
denial of service attacks in V2I communication using software-
defined networking (SDN). Authentication schemes can prevent
impersonation and eavesdropping attacks. Guo et al. [169] intro-
duce Fast Pre-distribution Authentication Protocol (FPAP), which
authenticates communications between a vehicle and a roadside-
unit. Using Liu et al.’s [167] Lightweight V2I Authentication Pro-
tocol (LVAP), trusted authorities can provide the group key to
incoming OBUs and nearby RSUs. Zhou et al. [170] describe an au-
thentication scheme that relies on a changing private key, which
is divided in half, with one half managed by a helper device and
the other half by a vehicle. Kim et al. [156] propose a mutual au-
thentication scheme that guards against RSU replication attacks
and protects vehicle users from Trust authority attacks. Vassallo
and Manaugh [171] discuss defenses against malware in an en-
vironment with autonomous vehicles and RSUs. Van der Heijden
[172] examines three security architectures that can guard against
V2I attacks. Network isolation and slicing provides added flexi-
bility for secured V2X communication. Without network slicing
process, overall end-to-end delay, and packet loss can increase
significantly [173]. For example, operations such as network con-
vergence, and flow interaction analysis will require isolating and
slicing the optical network units or terminals to improve over-
all bandwidth utilization [174]. Also, Software Defined Networks
(SDN) are capable of decoupling the control and data planes of ve-
hicular networks [175] to provide such isolation and slicing.
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Table 4
Potential cyber attacks in V2X communications [17].

Attack Property Ease of attack

Detection probability References

Eavesdropping Confidentiality

GPS Spoofing Authentication, Privacy

Alteration/Replay Integrity,
Authentication
Magnetic Privacy, Integrity,
Availability, Real-time
Constraint

Identity tracking Location, Privacy

Sybil Authentication,
Availability

Denial of service Authentication,
Availability

Timing Availability, Real-time
Constraint

Bogus information Integrity, Moderate
Authentication

Black hole Availability, Moderate
Confidentiality,
Integrity

Man-in-the-middle Confidentiality, Moderate
Integrity,
Authentication

Injection Integrity Moderate

Blinding Privacy, Integrity, Moderate
Real-Time constraint

Illusion Authentication, Low
Integrity

Impersonation Integrity, Low

Authentication

Low [154], [22], [35], [113],
[155], [155], [156]

Low [157], [158], [142]

Low [159], [22], [39], [115],
[145]

Low-Driver, High-System [17]

Low-at High Traffic Density [160]

Moderate [143], [148], [151]

High [22], [39], [67], [112], [155],
[161]

High [142]

Low-Driver, Moderate-System [142]

Moderate [162]

Moderate [113], [115], [163], [68]

Moderate-Driver, High-System [22], [56]

High [164], [159], [165]

Low-Driver/System [141]

High [22], [23], [166], [145],

[155]

The bibliography sources cited in this table only: [154,157-162,164-166].

4.3.3. V2X handover techniques

The management of handover methods in vehicle to vehicle
communication is a daunting task due to the dynamic topological
changes in the road infrastructure and conditions. More often, con-
nectivity is the problem, as there are effects of channel fading, and
shadowing. Current literature focuses on classifying the handover
methods into two types: 1) vertical handover method; and 2) hor-
izontal handover method. In horizontal handover method, a single
point of attachment is used (PoA), when transferring the handover
process to another PoA, and they are on the same network in-
frastructure. In vertical handover method, multiple networks are
involved during the handover process. Authors in [176], discusses
handover methods in OSI layered architectures (Table 5). For ex-
ample, the link-layer is responsible for seamless connectivity, when
vehicles move from one access point to another access point. These
techniques are controlled by WLAN link layer handoff mechanisms
to provide real time downlink service [177].

A FAST DL-MAP-IE (Downlink-MAP) based MAC messaging sys-
tem was developed in [177] to provide downlink traffic during
handoff process. The network layer handover strategies, such as
MIPV6 [178], are applied when the vehicle move from one network
(or subnet) to another [178]. These handover approaches suffer
from limitations such as packet loss, high latency, and they are not
scalable. In order to overcome these issues, a Fast handover for

mobile IPv6 (FMIPv6) and hierarchical mobile IPv6 (HMIPv6) were
developed by [179]. In transport layer, a mobile Stream Control
Transmission Protocol (mSCTP) [180] was proposed, and a ses-
sion initiating protocol (SIP) was proposed for application layer
to handle the handover between different sessions. To improve the
performance of cross layer handover mechanisms, message passing
approaches between layers were also studied in [179]. A summary
of literature on these handover techniques is presented in the Ta-
ble 5.

4.4. Databases

Connected vehicles face security vulnerabilities related to the
transmission of data to both on-board and cloud-based databases.
Though vehicles can send data gathered from vehicular sensors
and systems to their ECUs, they can also send this data to the
cloud as they become more connected and autonomous [163].
Cheng et al. [188] explains the process: initially, sensor data is
stored on-board and is processed to remove redundancy. Then
the data is sent to cloud or edge-based data storage systems for
further processing. Drivers can then receive service-related infor-
mation relating to weather and parking, customized routes, mul-
timedia content, and an analysis of the vehicle’s current safety
status [189].
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Table 5

V2X handover techniques.
Ref. Change in Cross layer Route optimization of Latency High Layers Overhead Handover V2V or V2I

network information exchanged information speed method

[181] NR NR NC Low C Link layer Low \Y V21
[178] R NR C High C Network layer High \Y V2X
[182] R R NC Low C Network layer High - V2I
[179] R R C Low C Network layer High - V2I
[183] R R NC Low C Network layer Low \Y V21
[184] R R NC Low C Network layer Low \Y V2X
[185] NR NR C High NA Application layer High - V2I
[180] NR NR C High C Session layer Low - V2X
[186] R NR NC High C Network layer High \ V2X
[187] NR NR C High C Application layer High \Y V2X

NR: Not Required; R: Required; NC: Not Considered; C: Considered; V: Vertical; V2X: Vehicle to anything; NA: Not Applicable.

Along with the traditional cloud, there is the vehicular cloud, a
network that pools together individual vehicle resources. Data col-
lected by the vehicular cloud can be more extensive than the data
collected by vehicle sensors and diagnostics. In [189], Xu and Zhou
describe data collected within VANETs as one of three categories:
location-centric, which consists of traffic-related information; user-
centric, which consists of user-specific data relating to “gender,
age, education background, and historical data of user access”; and
vehicle-centric, which consists of vehicular data obtained by “vehi-
cle sensors and driving recorders.” Cheng et al. [188] partition big
data in the context of VANETs into the following categories: sens-
ing data, GPS data, autonomous driving data, and vehicular mobile
service data.

4.4.1. Threats

Thum et al. [163] discuss the potential for attackers to connect
to the a vehicular bus system and conduct injection or man-in-the-
middle attacks on in-vehicle databases. Limbasiya and Das [190]
list attacks on cloud-based automotive databases, which include
denial of service impersonation, tampering, masquerading, replay,
and session key disclosure attacks.

4.4.2. Countermeasures

Thum et al. [163] argue that ensuring that ECUs encrypt data
before transmission is necessary to prevent injection and man-in-
the-middle attacks. If data sent by an ECU is not encrypted, then
the database should consider the data illegitimate and the ECU
compromised. In the future, ECUs should support public key infras-
tructure for greater security measures. Thum et al. also introduce
AutoDaMa, a customizable vehicular database management system
that could provide additional security measures such as the verifi-
cation of data.

As for databases in the cloud, Sharma and Kaur [191] suggest
the incorporation of vehicle authentication and the use of public
key infrastructure to encrypt transmissions. To prevent tampering
and eavesdropping attacks, Xu and Zhou [189] suggest the incor-
poration of a hierarchical database encryption system, and Chen et
al. [151] propose an authentication scheme that would allow data
to be deleted if a vehicle is compromised. Limbasiya and Das [190]
describe a scheme to authenticate vehicles before the sender and
recipient of a data transmission can communicate. This scheme
protects against impersonation, tampering, masquerading, and re-
play attacks. The scheme’s effectiveness on denial of service and
session key disclosure attacks was not addressed.

4.5. Clustering

Within VANETs, communication also occurs during the process
of clustering, which separates vehicles in VANETs into smaller, hi-
erarchical, and dynamic subgroups. Each vehicle is a node, and
each cluster has a cluster head, which serves as a point of commu-

nication between its specific cluster and the overall vehicular net-
work [192]. Yang et al. [193] categorize nodes that are not cluster
heads as either cluster members, which are nodes within the clus-
ter; isolation nodes, which are not part of a cluster; and temporary
members, which are cluster members that cannot reach communi-
cation with the cluster head. A significant amount of research on
clustering algorithms has been done, mostly focusing on optimiza-
tion and stability. Cooper et al. [192] and Almheiri and Alqamzi
[194] both survey the major VANET clustering algorithms. Cooper
et al. provide a taxonomy of clustering approaches, and they also
argue that a chain-like topology, where cluster members acting as
cluster heads can be beneficial in some situations, such as “pla-
toon formation on a narrow road”. Such a structure could mean
that boundary nodes are further apart reducing data throughput.
Yang et al. [193] propose a scheme that would create a clustering
structure that limits the hops between a cluster head and cluster
members. Clustering schemes can protect VANETs from being sub-
ject to broadcasting storms, which occur when vehicles repeatedly
forward transmissions to surrounding nodes, thus causing repeti-
tive, redundant messages to be sent and competition for resources
on the network to increase [194].

4.5.1. Threats

Oubabas et al. [195] note that most clustering algorithms as-
sume that all nodes will be trustworthy. As a result, most algo-
rithms focus on stability rather than security. The authors identify
several security concerns relating to clustering schemes. Many are
tied to the general VANET security concerns, including the falsi-
fication of information and the presence of malicious nodes. One
specific vulnerability related to clustering is that vehicles might
falsify information. Cheng and Huang [196] discuss the potential
for sybil and denial of service attacks. During a sybil attack, an at-
tacker can falsely take on several vehicle identities. Since all the
vehicles associated with the attacker are traveling in the same di-
rection and with the same speed, they will likely be assigned to
the same cluster, and one of the identities will become a cluster
head. During a denial of service attack, an attacker can overwhelm
the cluster head with transmissions so that other vehicles cannot
communicate with the cluster head.

4.5.2. Countermeasures

Oubabas et al. propose a clustering scheme that considers both
cluster stability and the trustworthiness of potential cluster heads.
This scheme examines cluster nodes’ cooperation, meaning their
reliable forwarding of messages to other vehicles, and cluster
nodes’ information legitimacy, which refers to the quality of the
information that they broadcast. Cheng and Huang [196] propose
two metrics to combat denial of service and sybil attacks. A trajec-
tory similarity metric can detect sybil attacks by identifying cluster
heads that are following the exact same path as one of their clus-
ter members. An activity similarity metric can identify denial of
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Table 6
Security assessment and virtualization platforms for V2X communications.
Tool 0S compatibility Utility Use-case Type Reference
Wireshark Windows/Mac 0S X Packet capture and Extract useful information from V2V/V2I [207], [208], [209]
sniffing raw.pcap data and packet analysis
Metasploit Windows/Linux/Mac Exploit framework Gather valuable information and V2v [210], [211]
0S X assess vulnerabilities
Snort Windows/Linux IDS/IPS Real-time scanning in vehicular V2V/V2I [208], [212]
environments and rule-based packet
capture/analysis
Ettercap Windows/Linux/Mac Packet sniffing Intercept unencrypted data V2V/V2I [213]
0S X
Burp Suite Windows/Linux/Mac Request Intercept unencrypted data V2V/V2I [213]
0S X interception
OpenVAS Windows/Linux/Mac Vulnerability Test for vulnerabilities in vehicular V2v [214], [215]
0S X scanning communication
Kali Linux Linux (Debian) Security testing Test for vulnerabilities in vehicular V2V/V2I [209], [213], [215]
framework communication/attack simulation
Docker Windows/Linux Virtualization Containers were configured for each V2V/|V2I [216], [217]
containers for real communication unit (ECUs, Mother
environment ECUs)
simulation
VirtualBox Windows/Mac 0S Hypervisor to run Simulate internal and external V2V/V2I [218]
X/Linux virtual networks on guest operating systems
environments using VirtualBox
VMWare Windows/Mac 0S X/ Hypervisor to run Boot a Fedora environment to run V2V/V2I [219]

Linux

virtual
environments

“NCTUns” for network simulation/
emulation

service attacks by comparing the number of messages sent to the
cluster head by each cluster member. If one cluster member has
an abnormally large proportion of messages within the cluster,
then a DoS attack could be taking place. In [197], Mahmood et
al. present a hybrid trust management model, which chooses clus-
ter heads based on a metric that examines both trust and resource
availability. This model examines both trust and the reliability of
information coming from a node. If a node’s metrics increase, its
history is examined to see if at any point it had metrics below a
certain threshold and if so, it is removed from the cluster and pre-
vented from becoming a cluster head.

In [198], Daeinabi et al. introduce the Vehicular Clustering
based on Weighted Clustering (VWCA) algorithm which incorpo-
rates a distrust value when selecting cluster heads. The distrust
value is calculated using the Monitoring of Malicious Vehicles
(MMV) algorithm, which sets an initial distrust value to vehicles
that join a VANET. All vehicles are then monitored by their neigh-
bors with lower distrust values. If a neighbor notices an abnormal
behavior, then a node that is even more trustworthy than the
neighbor verifies that the neighbor has lower distrust than the ab-
normal vehicle, and the abnormal vehicle’s distrust value is raised.
Gazdar et al. [199] propose a Public Key Infrastructure (PKI) archi-
tecture, which includes a trust model and a clustering algorithm
that tracks trust and mobility metrics. They also introduce the
VANET Dynamic Demilitarized Zone (VDDZ), which prevents ve-
hicles outside of a cluster from communicating directly with the
certificate authority. If an unknown vehicle requests to join a clus-
ter, a vehicle within the VDDZ intercepts the transmission and does
not forward the request to the certificate authority until the un-
known vehicle is authenticated and its trust metric is analyzed.

4.6. V2X simulation platforms

Simulators for automotive platforms serve a dual purpose:
1) First, they are integral to testing cybersecurity solutions that
are developed by researchers, as real cars are often not accessi-
ble, and 2) Second, they serve as a source of data that can be

used for training machine learning algorithms. Hence, the need for
cost-effective, easily reconfigurable, and high-performance simula-
tor platforms.

Table 6 presents a collection of simulation used in vehicular
environments for modeling real-world scenarios. The “Utility” col-
umn provides the main purpose (e.g., packet sniffing, vulnerability
scanning, IDS) area of these tools. The “Use-case” column pro-
vides a description of utility in vehicular environments. The “Type”
columns categorizes whether the tools used were for V2V, V2X or
both environments. In addition, Tables 7 and 8 show various traffic
and network simulators used for V2X communications. The “GUI”
column shows whether graphical interface is supported by the cor-
responding tool. The “obstacle modelling” column conveys whether
obstacles can be modeled by the simulation platform. The “speed
control and multi-lane” column show if these vehicular parameters
can be set in the simulated environments. The “scalability” column
lists if large scale (> 500 nodes) simulation can be supported by
the platform or not. See also Table 9.

There are various ways one can model how data messages can
be exchanged in simulation platforms. For example, the authors
in MobEyes [200-202] discuss a mobility assisted data transport
model, where each sensor in the vehicles performs sensing, pro-
cessing or classification related to an event. During such event
occurrence, the model generates meta-data containing critical data
features. Here, only meta-data features are exchanged among var-
ious vehicles to autonomously execute any task. In Fleanet [203],
sensors in a vehicle periodically transmit its data measurements
to 1-hop neighbors. Thus, each neighbor only stores local output
information, relaying only local information to its neighbors dur-
ing vehicle is in motion. This strategy limits message exchanges
to 1-hop neighbors. Similarly authors in VITP [204] focuses on ve-
hicles pulling only telemetry information by sending requests to
other vehicles, and thus allowing vehicles to aggregate (or summa-
rize) and reports only sensitive and limited information exchange.
Peer-to-peer overlay networks are used to store distributed in-
formation in Senster[205]. Cartel[206] uses opportunistic routing
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Table 7
Traffic simulators for V2X communication.
Tool Type GUI Interface Obstacle Speed control Multi-lane References
modeling
SHIFT V2V S C++ NS S S [220]
STRAW V2V S Jist/Swans NS NS NS [221]
Groovesim V2v S C++ NS S NS [222-224]
Voronoi [9] V2V NS C++ NS NS NS [225]
CanuMobisim [10-12] V21 S Java S NS NS [226,227]
City - S CH++ NS NS NS [228]
UdelModels [14-16] V21 S CH++ S S S [229,230]
VanetMobisim V2X S Java S S S [226,227]
MoVeS - S CH++ NS S NS [231]
NCTUns5.0 V2V S CH++ NS S S [232-235]
SUMO [25,26] V2X S C++ NS S S [236]
MOVE V2V S CH++ NS S S [237]
TraNS [28] V2X S CH++ NS S S [238]
MobiReal [29] V2V S C++ S NS NS [239]
CARISMA V2V S CH++ S S S [240]
FreeSim [33,34] V2V S Java S S NS [241,242]
VISSIM V2V S C++ S S S [243,244]
CarSims V2v NS C++ NS S S [245,246]
S: Supported; NS: Not Supported.
Table 8
Network simulators for V2X communication.
Tool Interface Type GUI License Scalability References
NS2/NS3 CH++ V2X NS Open Small [247-250]
OMNET++ C++ V2v S Free for Academia Large [251-254]
GlomoSIM C V2v S Open Large [255,256]
J-Sim Java V2v S Open Small [257]
Qualnet C V2X S Commercial Large [258-260]
S: Supported; NS: Not Supported.
where the closest node is selected for forwarding the data to dis- Table 9
tribute messages. Cyber attacks in V2X communications.
Type Attack & References
5. Research gaps and future scope countermeasures
Message manipulation Illusion attack [145], [141]
s . . . . Bogus information 142
Within the field of vehicular communications security, research attgack [142]
on CAN exploitation and V2V communication is plentiful. However, Sybil attack [143], [148], [149],
other areas are under-represented in the literature. In this section, [150], [151]
we call for additional work on the following research gaps: Timing attack [142]
Impersonation [145]
. . , attack

1. Defense against message spoofing attacks that exploit LIN’s Alteration attack [145]

master-slave architecture and synchronization capabilities; a

. . . s s . V21 Threats [155], [156]
low-overhead incorporation of MAC into LIN; intrusion detec-
. . Countermeasures [155], [156], [172]
tion in LIN.

2. Protections against man-in-the-middle and replay attacks on Database Threats [163]
FlexRay; intrusion detection in FlexRay; gateway firewalls that Countermeasures HSH [189], [261],
could prevent less safety-critical networks, such as LIN, from
bemg able to send messages to the FlexRay bus. Infotainment and telematics Control override [262], [55]

3. MOST communication threats, especially those relating to syn- ;‘;thg(wn sttack (56]
chroniz.ation. disruptio.n apd jamming; mitigating MOST at- Countermeasures [55], [56], [58],
tacks; intrusion detection in MOST. [57]

4, Vulnerabllltlf_es of vehicular telerr.lat'lcs s_ystems. . Clustering Threats & [195]

5. Threats to Zigbee, Bluetooth, Wi-Fi, WiMAX, and UWB in ve- Countermeasures

hicular contexts; defenses against automotive BlueBorne at-
tacks.

6. Attacks on vehicle to database communication; defenses
against denial of service and session key disclosure attacks
on cloud-based databases.

The past few years have brought about significant changes in
the design philosophy of vehicle platforms. OEMs are designing
the next generation of vehicle platforms to not only have excel-
lent performance and features but also be an integral part of the
intelligent transportation system (ITS) infrastructure. The key tech-
nology components in such intelligent vehicles are:

1. Over the air updates
2. Partial/fully autonomous (self-driving) vehicles
3. Vehicle platooning

Needless to say, these components have brought about new
cybersecurity challenges as well as opportunities since they add
additional software components on top of existing control compo-
nents. For e.g. vehicle platooning adds a V2V component where
each vehicle in the platoon shares detailed diagnostic information
like velocity, and acceleration with its partner vehicles, which in
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® Uses existing labelled datasets
® Mature models available
e Difficult to reuse

* Makes use of unlabelled datasets

* Neccessary to analyze output
from learned models

* Develop agents that deal with
large variety of threats

® Mature models not available

Fig. 9. Salient features of the three different machine learning approaches.

turn use this data for making decisions. A security attack on one
vehicle could lead to unsafe behavior by the whole platoon. An
essential requirement for intelligent vehicles is that they remain
connected to the OEM’s automotive cloud during whole or part of
their operation. Hence the number of connected vehicles on the
road is expected to grow exponentially over the next decade (at
a rate of over 23 percent by 2023 according to Global Market In-
sights [263]).

The same study has found that the automotive industry is fo-
cusing on three areas in cybersecurity research to address chal-
lenges introduced by the next generation of vehicles. These are a)
software/hardware in the loop simulators (HIL/SIL) b) security soft-
ware for automotive cloud services and c) security software for the
automotive platform. In this section we want to focus on how ma-
chine learning and blockchain can aid in developing cybersecurity
software solutions in both the cloud and the platform. Next gen-
eration vehicle platforms are edge computing devices i.e. all the
computation required for real-time control takes place onboard the
platform and not on the cloud. The cloud plays the role of a high-
speed conduit for exchanging information and performing big data
analytics. The blockchain, being a distributed ledger, can ensure
the security of vehicular communications through the exchange of
cryptographic data.

5.1. Cybersecurity software solutions using Machine Learning

Advances in Machine Learning (ML) and Deep Learning (DL)
have created a paradigm shift in how software is developed. In
software solutions based on ML and DL, the most critical compo-
nents are not the algorithm/model but rather the availability of
data which can be used to train the model to perform useful func-
tions. Fortunately, the connected nature of next-generation vehicles
means that hundreds of terabytes of automotive operational and
diagnostic data are being generated and stored every day from a
wide geographic area, which can be a great resource for developing
next-generation cybersecurity solutions both for the automotive
platform and cloud. Moreover solutions based on classical statis-
tical models and rule-based logic cannot will not be able to fully
utilize data at this scale. Recent surveys like [264], and [265] have
captured this trend of increasing research interest in the applica-
tion of ML and DL for developing cybersecurity solutions.

As shown in Fig. 9, an overview of learning types and their
applicability in automotive cybersecurity is listed below:

e Supervised ML model: The simplest anomaly detecting solu-
tion is to leverage an existing automotive database with la-
beled datasets (e.g. a dataset of clean and anomalous CAN
messages) to train an ML classification model as shown in re-
cent works like [266]. The same models may be retrained with
different automotive platforms using a new dataset.

e Unsupervised/self-supervised ML model: Supervised learning
depends on human-labeled datasets, which may not be avail-

able and often expensive to create. Using unsupervised learn-
ing, we are able to create clusters from various data streams
within the vehicle (for e.g. telemetry data from an ECU) which
can then be further analyzed to detect anomalous behavior.
Clustering algorithms like k-means may be sufficient for data
streams having a few features. In order to capture the non-
linear relationships in data streams with hundreds of features,
deep generative models like autoencoders (AE’s) and varia-
tional autoencoders (VAE’s) are required. The work in [267],
and [268] are recent examples showing cybersecurity applica-
tions.

e Reinforcement learning: Compared to supervised or unsuper-
vised learning, reinforcement learning (RL) algorithms are less
mature. But some of the most noteworthy achievements in
machine learning were due to reinforcement learning [269].
RL provides a means to develop autonomous cybersecurity so-
lutions that can take human-defined meta-goals (for e.g. re-
ducing occurrences of manual takeover by a human driver in a
self-driving vehicle) as input and take decisions to achieve that
goal. An RL based solution would interact with the environ-
ment, learn about it, and make decisions using the knowledge
it has learned. The authors in [270] discuss an approach to de-
veloping such cybersecurity agents using deep reinforcement
learning. Recent work in [271] applied deep reinforcement for
estimating optimal sub-band and power level of a V2V link.

The key design tasks when developing ML based cybersecurity
solutions are determining the a) problem type (e.g. classification,
regression), b) learning type (e.g. supervised, unsupervised), and c)
model architecture (e.g. trees, dense, and recurrent etc.) that are
suitable for vehicular data sets. The type of the ML model used
depends primarily on the type of data stream and on the fea-
tures most relevant to the problem. For e.g., if these features are
discrete CAN messages then a densely connected neural network
might be sufficient. In case of time series data (for e.g. telemetry
data like speed, and engine/motor RPM), models which can take
time steps in their input layer like a recurrent neural network or a
1-D convolutional neural network is necessary [272]. Note that an
ML/DL based cybersecurity solution need not be limited to using
a single architecture or single model. We can use multiple archi-
tectures within the same model and multiple models to develop a
solution. In the following subsections we list a few cybersecurity
solutions and potential applications of machine learning models as
illustrated in Fig. 10.

5.1.1. Machine learning for Network security

Detecting and isolating anomalies (intrusion detection) during
information exchange between different subsystems or compo-
nents of the automotive system is a critical task (e.g. telemetry
information transmitted between ECU’s and ADAS). Anomalies in
the data stream can be detected by a) rule-based learning by vali-
dating each measurement derived from prior knowledge, b) cross-
checking parameters (e.g. velocity, GPS) across data streams from
multiple sensors or c¢) monitoring the data stream over a tem-
poral sliding window to detect suspicious trends. The scale and
diversity of the data may often make it impractical to write hand-
written rules to detect anomalous signals in every instance of a
data stream. One direct application of supervised ML is to replace
rule-based intrusion detection algorithm(s) written by humans ex-
perts. It will leverage the power of ML and deep learning to find
patterns in large datasets. Recent works like [274] and [275] de-
scribe the use of feed-forward and recurrent deep learning models
for intrusion detection. Solutions based on ML/DL models will have
following advantages over rule-based algorithms:
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Fig. 10. ML techniques applied to automotive cybersecurity solutions.
Table 10
Machine learning solutions.
Solution class Solution type ML models References
Network security Intrusion detection Bayesian, LSTM, MLP [273], [274], [275]
Malware classification RNN, CNN [276], [277]
Attack simulation GAN [278], [279]
VANET situational awareness Channel estimation Bayesian, MLP [280], [281]
Topology estimation Bayesian, Clustering [282], [283]
Vehicle intelligence Visual perception CNN, LSTM [284], [285]
Trajectory estimation Bayesian, LSTM [286], [287]
Others Resource allocation Deep reinforcement [271]

learning

1. Similar detection models for multiple vehicular platforms: An
ML detection model is data-driven i.e. it forms rules from the
data. Hence a model architecture developed for a particular
detection problem in a particular subsystem can be reused
across multiple vehicle platforms. For e.g. an ML model de-
veloped for intrusion detection in an ADAS system in a sedan
may be used for the same application in an SUV, after train-
ing it on data relevant to an SUV. Hence using ML models
may simplify the development of platform specific cybersecu-
rity software for each automotive sub-system.

2. Robust detection: Deep learning models using LSTM and CNN
layers can be used to complex architectures that can use infor-
mation from multiple temporally and spatially separated data
streams to perform robust detection.

Testing detection algorithms by simulating attacks is as impor-
tant as creating new algorithms. A computationally efficient means
of generating high-quality synthetic intrusion signals is necessary
for this. Deep generative models like Generative Adversarial Net-
works (GANs) can be used to generate statistically similar intrusion
signals. See Table 10.

5.1.2. VANET situational awareness and vehicular intelligence

Situational awareness refers to perception, comprehension, and
projection of the dynamics of an environment. In the automo-
tive cybersecurity context, this may refer to a security solution in
the automotive cloud having knowledge of the VANET topology,
communication channels and can be of vital importance both in
threat assessment and response. This is more challenging than in-
trusion detection since the solution has to make predictions within
a rapidly evolving environment using imperfect information. For-
tunately there are several machine learning models suitable for
these applications.For e.g. the work in [280] used Gaussian mix-
ture models while [281] used a densely connected DL model for
robust estimation of channel state information.

5.1.3. Vehicle intelligence

Network security solutions and situational awareness tools are
essentially defensive strategies, and even the best defenses can fail.
Hence it is necessary to have a fallback solution that would pre-
vent the automotive platform from taking unreasonable decisions
that would endanger the occupants and occupants in other plat-
forms. For e.g. assume that a GPS spoofing attack succeeds and the
vehicle is given coordinates that would make it drive into the di-
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Table 11
Features of a blockchain network.

Features Significance

Immutability

Distributed environment

-Data can never be tampered by any means after validation and storage.

-Operates on a peer-to-peer basis.

-No single point of failure as there is no central control.

Security

-Data is secure and tamper-proof.

-Uses the asymmetric cryptographic algorithms and consensus mechanism.
-Defends against the cyber-attacks and prevents fraudulent transactions.

Transparency

-Stores information about every transaction (or event) in a network.

-Transparency in accessing information for all members.

Privacy and anonymity

-Identity of the parties involved in the transaction are not revealed.

-Information is private and secure.

vider. A fallback solution would prevent such an attack because the
vehicle platform would know how to differentiate between safe
and unsafe drivable areas of the road. Hence the vehicle would
need to have some form of perception of its surroundings.

For vision-based perception, computer vision models based on
Convolutional Neural Networks (CNN) [288] are already quite ma-
ture and deployed in several production vehicle models. Recent
works like [284], [285] describe CNN’s specifically designed for
segmenting driving surfaces in real-time with high accuracy. An-
other perception task is to estimate the dynamics of neighbor-
ing vehicles by predicting their velocities and trajectories. Earlier
work like [286] and [287] have used probabilistic machine learning
while recent works like [289] use recurrent deep neural network
architectures to estimate vehicle trajectories. In case of the au-
tomotive cloud, perception can be in the form of predictions for
traffic flow in an area for which recent works like [290] have used
deep learning.

5.14. Challenges in Machine Learning models

Despite their success in numerous applications, ML/DL based
solutions have some fundamental challenges when applied to au-
tomotive cybersecurity:

e Protecting ML/DL models against adversarial attacks: In recent
years, it has been discovered that convolutional neural net-
works are susceptible to adversarial inputs that cause them
to misclassify images (e.g. classify a car as a tree or a per-
son as a traffic sign) [291]. Since computer vision in almost
all ADAS systems uses CNN’s, this is a legitimate cybersecurity
threat. During the adversarial attack, the attacker adds specific
amounts of noise to the image output from the camera (im-
perceptible to the human eye) before it is processed by the
computer vision system. Hence it is necessary to find CNN ar-
chitectures that are robust enough to adversarial attacks and
firewalls to protect the image data pipeline before developing
cybersecurity solutions that are dependent on them.

e Optimizing model architectures: The majority of computing
operations within ML/DL models are addition and multiplica-
tion. However,hundreds of thousands of such operations may
be required to complete a single inference pass. Since comput-
ing hardware on automotive platforms has hard limits on com-
puting, memory, and power usage, ML/DL based solutions have
to be constrained. However techniques like reduced floating-
point based precision operations such as FP16 [292], model
pruning [293], and specialized computing hardware offer solu-
tions.

5.2. Secure communication in VANETS using Blockchain

Traditional cyber security mitigation approaches are not ade-
quate and robust enough in offering reliable solutions in vehicular

networks. Increased connectedness, larger discrepancy in random
arrival and departure times of vehicles, and mobility in wireless
networks, make VANETs more vulnerable to cyber-attacks. In order
to realize secure and efficient communication in vehicular net-
works, the following challenges need to be addressed:

1. Centralized communication models: Here, all vehicles are
identified and connected through central cloud servers. Thus,
any center point of failure can throw the entire network into
disarray.

2. Lack of privacy: Most of the existing communication networks
reveal the user interface data to the requester and thus elevate
privacy concerns.

3. Safety: The security breach in terms of data or processes in
any of the vehicular functionalities can result in fatal acci-
dents.

5.2.1. Blockchain

Blockchain is an emerging technology and it has the poten-
tial to overcome the security challenges of existing VA-NETs and
help combat cyber-attacks. A blockchain is a distributed data struc-
ture containing blocks that are chained together cryptographically
in chronological order [294], [295]. Each block has time-stamped
transactions with associated data that are encrypted for secure
data transport. More importantly, blockchains execute smart con-
tracts in peer-to-peer (P2P) networks and any data across the
members (nodes) are updated using a consensus mechanism. Here,
a smart contract is defined as a “collection of code and data
that is deployed using cryptographically signed transaction on the
blockchain network” and are executed by nodes within the net-
work [296]. All nodes in a blockchain rely on consensus (e.g.,
rule-based learning) to ensure the consistency of data storage. The
commonly used consensus algorithms are Proof of Work (PoW),
Proof of Stake (PoS), Byzantine Fault Tolerance (BFT) etc. Thus,
the blockchain relies on four major components: distributed ledger
platform, an encryption algorithm, a consensus mechanism and
smart contract. The important features of a block-chain network
are presented in Table 11, [295], [297].

5.2.1.1. Types of blockchain The blockchain can be broadly classified
into two categories based on its construction, access, and verifi-
cation methods, namely: Permissionless (Public) and Permissioned
blockchain (Consortium/Private).

Permissionless blockchains can have anyone add a new block
in the network while permissioned blockchains are deployed for a
particular group of users typically referred to as a consortium or an
organization [298]. Permissioned blockchains can be decentralized
or centralized and have an authority that authorizes the publishing
of blocks while permissionless blockchains are decentralized [296].
A comparison of these blockchain technologies is presented in Ta-
ble 12, [295], [298].
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Table 12
Types of blockchain.

Operational Permissionless blockchain

Permissioned blockchain

characteristics Public

Consortium

Private

Read transaction
Write transaction

Any member
Any member

Any member
Only pre-selected members

Any member
Only one member (or organization)

Number of untrusted writers High Low Low

Throughput Low High High

Latency Slow Medium Medium

Consensus mechanism PoW and PoS BFT BFT

Scenarios Global decentralized scenarios Among selected organizations Information sharing within an organization
Example Bitcoin and ethereum Quorum Hyperledger fabric

5.2.2. Implementation of blockchain in intra-vehicular networks

In [299], the authors propose blockchain for secure data
communication between intra-vehicular ECUs. In this scheme,
blockchain is implemented in identity based access controllers
called MECUs (Mother ECUs) such that all other ECUs have to re-
lay their data to MECUs prior to broadcasting that data on the
blockchain network. The authors suggest that a vehicle has multi-
ple MECUs and they all relay their data to the leader MECU which
can add blocks to the network given that a consensus mechanism
and some security checks are passed. Each MECU verifies (integrity
and authenticity checks) data from each ECU before relaying this
data to the leader. However, the authors note that some properties
of the blockchain are resource intensive and thus render on-board
hardware incapable of handling such loads. For this reason, they
enable the blockchain to run on MECUs and not on ECUs as they
are significantly more powerful in terms of processing power, stor-
age and data speed. The limitations of this scheme are limited
storage, and susceptibility to replay attacks as the ECUs/MECUs do
not check the timestamp of a transaction prior to sending it to
the leader and the possibility of corrupted data being sent to an
immutable blockchain.

5.2.3. Implementation of blockchain in V2V/V2X communications

Blockchain technology can be realized in V2V and V2X commu-
nication systems to facilitate the secure distribution of basic safety
messages or co-operative awareness messages between vehicles
and RSUs and/or the cloud platform [297]. In [300], the authors
proposed a blockchain framework focusing on an Intelligent Trans-
port Systems (ITS) infrastructure that contains a wireless module
following a Wireless Access in Vehicular Environments (WAVE) or
IEEE 802.11p standard. On the hardware side, the OBUs (Onboard
Units) are equipped to support two-way communication which is
enabled between infrastructure to vehicle and/or vehicle to vehicle.
The connected vehicles periodically transfer safety messages such
as speed (s), position (p) and direction (d), to the network. The ITS
infrastructure contains Security Managers (SMs), which aid in mes-
sage broadcast between vehicles and associated units in blockchain
network. These SMs are typically available on the upper layer of
the system, and responsible for the timely transfer of data to the
neighboring SMs, when a vehicle passes the cross-domain border.
The significance of blockchain in VANETS is possibly most evident
at this step, as the nodes (e.g., vehicles, RSUs) can share informa-
tion securely without the need for a central party. On the other
hand, in a traditional communication structure, a trusted third-
party authority manages all the cryptographic data sent by the
participating nodes. This necessitates the need for a complex, and
series of exchangeable handshakes via handover methods. This cre-
ates significant delay causing latency issues, and thus considered
inefficient for real-time applications. Such a delay is easily miti-
gated in block chain via “transport keys”, as every SM is connected
to other SMs in the network.

In [297], the authors describe a blockchain scheme for secure
V2V communication as shown in Figs. 11 and 12. Here, all vehi-
cles broadcast their position through beacon messages (e.g.driv-

New Vehicle
Joins Blockchain

New Vehicle
Downloads
and Updates
Blockchain

Check for Event|
Occurence

Unconfirmed Event
Message Pool

Broadcast Event
Messages

Collect
Information
From Other

Vehicles

Reliability
Check

Discard

Fig. 11. Broadcast module for blockchain in VANET.

Confirmed Event
Message Pool

Mining Module

ing status and position of vehicles), where a location certificate
(LC) is generated as digital proof. Such a blockchain scheme has
two modules: 1) broadcasting module and 2) mining module. In
the broadcasting module, a vehicle broadcasts event messages to
its neighboring vehicles during an event. The event message has
data attributes such as a type of event, pseudo ID, Proof of loca-
tion and level of trust. The peer vehicles evaluate the trust level
of sender vehicle by validating the event message in the mining
module. These vehicles use message verification policies to vali-
date the message trustworthiness. Therefore, it is evident that the
use of blockchain in VANET ensures the authenticity of the broad-
casted messages and at the same time, it satisfies the conditional
anonymity. Its distributed data structure offers faster access to in-
formation than the central cloud servers.

6. Conclusion

The paper provides a hierarchical layer framework to isolate
threats and attacks in three layers: sensing, communication, and
control layers. As vehicle manufacturers compete with each other
in integrating Artificial Intelligence (AI) approaches to modernize
the communications for semi or full autonomy, it also opens doors
for vulnerabilities. As threat types vary across these layers, under-
standing its origin, scope and potential impact that it can cause to
passenger safety is critical. The paper calls for a need of new ar-
chitectures that will utilize Systems of Systems (SoS) approach to
detect and mitigate threats. Such architectures should focus on se-
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Fig. 12. Mining module for blockchain in VANET.

curing critical units such as power train ECUs with cryptographic
and non-crypto based algorithms, registration, authentication pro-
cedures, and much more.
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