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2 Safeguards Information Assurance by Design (SIAD)

•SIAD is intended to address information risks throughout the lifecycle
of a safeguards system, instrument, or component
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3 I SIAD utilizes various tools to manage information risks

•Assist in
• Defining requirements
• Validating effectiveness

•Including
• Risk management
methodologies

• Supply chain risk
management

• Secure Architectures
• Modeling and Simulation
• Red teaming
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Risk Management of Information System Research
Manage Risk with both Scenario Difficulty and Consequence
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Example Tools for Expressing Attacks

Mirk Diagram
Adversary Sequence Diagram
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6 I Main points

• Information systems present vulnerabilities and risks throughout their
lifecycle. These do not end when designs are finalized, built, deployed or
even decommissioned.

• It is necessary to control distribution of details regarding information
system operations or vulnerabilities. Knowledge of the system arms an
adversary.

• Adversaries evolve over time and continual reexamination of
information system vulnerabilities and risks are critical to ensuring
dependable performance.

• There is no such thing as a standalone or isolated system. Protection is
needed for all sensitive digital assets with a graded approach applied.


