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Microcontroller-based
loT systems (loT-IICS)

A significant portion of the loT.
• Examples:

• Wifi SoC.
• Amazon Dash Button.

• Traditionally an isolated system with
no network connectivity.

• Suffers from poor security practices.
• Increasingly under attack with the

rise of loT.
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Evaluation Challenges
• loT-µCS are constrained systems

with limited Flash, RAM,
and Energy.

• Evaluation is limited, manual,
and tedious.

• Evaluation often depend on
additional hardware.

• Security evaluation became
ad-hoc as a result.
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Security Evaluation

Defense

Memory Isolation and
Code injection Metrics

Max code Max data

Re: ratio Reg. •
DEP

M bed-uVisor 1.0 1.0 x

Remote Attestation

(OS)
0.99 1.0 ✓

Data Integrity (OS) 1.0 0.99 x

Data Integrity

(Bare-metal)
1.0 0.99 x
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(a) Runtime cycles (%)
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(c) Measurement
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