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Systems Affected

• Domain Controllers

• File Servers

• Email Servers

Overview
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This joint Technical Alert (TA) is the result of analytic E
This alert provides information on Russian governmer
facilities, water, aviation, and critical manufacturing se
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Information For

Control System Users

lrformatior for industrial control systems

ovvr ers. operators, and vendors.

Government Users

Resources for information shaiing and

collaboration among govemrnen t

agencies.

Homo and Business

Information for system administrators

and technical users about latest threats_

Chinese Malicious C

The information contained on
Cybersecurity arid Infrastruch
procedures used by Chinese
relationships between inform-
service providers—and Iheir
and reduce exposure to Chino
no single solution that will full,

At this tirne, all known victims
However, because there may
customers follow the recommendations, tools, and actions descdbed in this page and in Alerts TA17-117A and TA18-
276A, referenced below. Organizations and individuals that determine their risk to be elevated—either because they are
in one of the targeted sectors, or because unusual activity is detected—should conduct a dedicated investigation to
identify if any of this rnalicious activity is in their networks.

LILY HAY NEWMAN SECURITY 04.17.1a 616!36 PM

INSIDE THE UNNERVING SUPPLY
CHAIN ATTACK THAT
CORRUPTED CCLEANER

For more information on Chinese malicious cyber activity, see:

• April 27, 2017: Alert (TA17-117A) - Intrusions Affecting Multiple Victims Across Multiple Sectors



Risk and Engineering: "Informed" Decisions
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Beyond Cyber Experimentation
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Deception- HADES
Agentless

introspection; Virtual machine Payload extraction; Intelligence
live-migration/ cloning/deployment; Delivery console command generation;

deception network deception network observation; 0-day/vulnerability extraction; binary Dynamic deception; continued
generation refinement C2 identification identification reconstruction content generationn deception
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Software Assurance- FUNK
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