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Abstract

As the technological world expands, vulnerabilities of our critical
infrastructure are becoming clear. Fortunately, emerging services provide
an opportunity to improve the efficiency and security of current practices. In
particular, serverless computing (such as Amazon Web Services and
REDFISH’s Acequia) provide opportunities to improve current practices.
However, the critical infrastructure needs to evolve and that will require due
diligence to ensure that transferring aspects of its practices onto the
internet is done in a secure manner.
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NOMENCLATURE

Abbreviation

Definition

AWS

Amazon Web Services

SCADA

Supervisory Control and Analysis




1. MOTIVATION

As technology expands over the globe, cyber security, especially surrounding our
critical infrastructure, is becoming more important. There have been countless attacks
on our power plants and banks from countries abroad. Not long ago it was reported that
hackers gained access to multiple power plants at once, across the globe, and had the
ability to turn power off at willl"l. Countries all over the world are creating cyber security
teams as well as hacking teams; some are being created to defend, while others are
being made to attack. There are even hacker teams (such as grey hat hackers and
criminals) that are not connected to a country. Nonetheless, this emphasis on cyber

defense puts even more importance on cyber security for critical infrastructure.

2. CRITICAL INFRASTRUCTURE & SCADA

Some of the key parts of critical infrastructure are the control and operation of
water and power plants. Today a system called supervisory control and analysis
(SCADA) is used to control many water treatment plants, electrical systems, and
nuclear power plants. Unfortunately, SCADA has vulnerabilities that cause utilities to not
be as secure as they could be. This is due to many factors, the main one being lack of
funding!. This is a big issue because with limited funding there is a lack of training on
and maintaining of the SCADA systems. There have also been cases of SCADA
systems being hacked due to negligent practices such as failure to change the default
password. Even if there was enough funding and personnel properly installed and

configured SCADA, the largest issue is the centralization of all the data coming from the



power plant to one point. This creates a single point of failure that if a hacker exploited
would gain vast control and information into a plant.

Two distinct vulnerabilities exist in modern SCADA systems. The first is
unauthorized access to the control software, whether it is human access or changes
made deliberately or unintentionally by a virus or other malware on the control host
machine. Whether intentional or not, this issue highlights SCADA’s vulnerabilities to
insider threatsl?. The second is the threat of packet access to the network segments
hosting SCADA devices. This is because SCADA packets differ from normal network
packets. For instance, they sometimes SCADA uses a simple light weight internet
protocol that uses a different port, and they believe that this is efficient security through
obscurity but using an abstract packet and protocol can sometimes make the packet
easier to track and find. People believe that SCADA systems are secure through
obscurity by using specialized protocols and proprietary interfaces. This leads to other
security oversights, which is particularly problematic given increasing awareness among
the hacker community about the vulnerability of this important softwarel?. This leaves
the world stumbling for a better way to secure and control their power systems, and the

answer just might be using the cloud such as Amazon Web Services (AWS).

3. PROPOSED SOLUTION: SERVERLESS COMPUTING

Given the rapid growth of large technology companies, new opportunities for
helping protect critical infrastructure now exist. Companies such as Google and
Facebook are buying massive chunks of land across the United States and even the

globe to create data centers with computing power that has never been seen beforel®l.



These companies never want to have their servers crash due to lack of capacity.
Therefore, they plan for the largest spikes possible and create 50, even 100 times more
server capacity than they need. This leads to an excess of computing power on any
given day. To not waste this excess computing power, these companies (such as
Google, Facebook, Amazon, and Alibaba) have begun offering their computing power to
others in the form of a service known as ‘serverless computing’. This name is slightly
misleading because it is only serverless to the user. They call it serverless computing
because the user does not need to worry about maintenance, up keep, or updating the
server - all of those responsibilities fall upon the company providing the service. Thus,
the user only pays for the server resources they use and the extra company services
they apply to their project.

This use of excess computing power is more efficient, cheaper, and more secure
than setting up an individual server*]; a server used for computing power can be located
anywhere and be combined with other servers as well. Therefore, there is a chance that
it may expand into controlling water and energy plants. For the rest of the report, we will
refer to the services available through one particular company (AWS was the company
chosen) to highlight the capabilities that can be leveraged in serverless computing for
critical infrastructure needs. Services of particular interest in this domain are AWS
Kinesis (which organizes and analyzes data)®!, AWS Machine Learning (which can
track the data from Kinesis and look for user specified events)®], and AWS Lambda
(which is AWS’ serverless computing and would execute protocols to control the pumps,
valves, or whatever else needs to be controlled at a plant)l’l. This combination of AWS

services creates a harder to hack, more secure version of SCADA, because it is running



through three different services with different languages and can be bounced across
multiple servers across the world. It also decentralizes the information from one building
into the cloud. Using multiple servers in real-time, serverless computing also addresses
security and synchronicity issues by spreading out the services across units.

The benefits of AWS do not stop there. A higher level of security can be achieved
through AWS CloudWatch (which monitors and manages services and collects logs and
data)®l, AWS CloudTrail (which enables governance compliance, operational auditing
and risk auditing for your AWS services)®, AWS GuardDuty (which detects threats and
continuously monitors for malicious or unauthorized behavior)!'%, and many morel''l. An
additional level of security can be achieved through Amazon Macie. Amazon Macie is
an AWS machine learning service applied to cyber security logs and events!'?. Due to
the magnitude of logs that can pile up on a big project, using machine learning to sort
through them is a great way to be as secure as possible. Any of these services would
increase the security assuming the user is willing to spend the requisite amount of time
to learn how to configure and implement the services correctly.

Furthermore, a company in Santa Fe, New Mexico is creating the first version of
truly serverless computing. The company is called REDFISH and their idea is to use
dormant devices to simulate a server. They call this idea Acequia, and it could be a
major breakthrough in the computing world. The advent of REDFISH’s Acequia
introduces large amounts of efficiency improvements by allowing individual participants’
(people or companies) dormant devices to be used for computing power'3l. But it also
adds to the security because different devices are being used, making packets far

harder to find much less hack. The participants can note which devices they allow
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REDFISH to use for a specified project. These capabilities allow Acequia to leverage
excess computing power in a similar manner that big technology companies have,
essentially creating a new resource through dormant devices that has not been utilized

in this way before.

4, CONCLUSION

A combination of AWS services and REDFISH’s Acequia would create a system
very similar to SCADA except with much more security. The level of security also
increases as more serverless computing is done. In addition to tackling huge projects
and issues constantly, the more serverless computing actions that are fired across the
country the more secure each piece of information becomes. Soon trying to fine one
piece of information is like trying to find a needle in a haystack, and once you find the
needle, it is encrypted and protected by AWS security protocols. This use of computing
power would create a new age of tackling issues of security at critical infrastructure

plants on a national or global scale, in a potentially more secure way.
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