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Abstract

Fault testina a s nthesizable embedded arocessor at aate le
using Virtex Ultrascale/Ultrascale+ FPGA emulation

While several applications exist to fault-test software at the abstract level, gate-level fault

testing has traditionally been limited to injecting faults into small, dedicated circuits, due

to the computational time required for gate-level simulations and the logic resources

(LUTs and registers) required for FPGA emulation. In our work, we leverage the

extensive resources of the Ultrascale and Ultrascale+ platforms to systematically test

fault on all gate-level inputs of an ASIC or FPGA implementation of an embedded

processor running a user application. Using a configurable, synthesizable saboteur circuit

connected using a scan chain and controlled with a state machine, we tested four

different types of faults on each logic gate of the LEON3 CPU running an AES 256

application. The entire process took just under two hours, a 7200X speedup from gate-

level simulation. Though neither the hardware nor software employed fault mitigation

techniques, we were surprised to discover multiple stuck-at-0, stuck-at-1, and delay faults

that resulted in total or partial key and plaintext leakage through the communications

serial port. Overall, we identified 22 unique faulty behaviors, four of which involve some

form of crypto or memory leakage. These occurred in roughly the same proportions in

ASIC and FPGA netlists of the LEON3, suggesting robustness of the analysis to

different implementations. Of the four static fault types tested, delay faults were the

most effective at uncovering behaviors of concern.

Scan chain and saboteur circuit
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Fault behaviors observed

Severity/Behavior Stuck 0 Stuck 1 Delayed

0: output as expected; correct ciphertext received and validated

perfect/match 13,732 13,357 15,249

1: partially corrupt; but correct ciphertext received and validated

correct/match

repeat/match

416 377 514

10 6 12
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Inverted

9,681

315

8

2: wrong ciphertext received, but correctly reported as invalid

agree/error

corrupt/error

4

18 10 16

2

4

disagree/error 615 400 776 275

3: no output, truncated or corrupt output

agree/none

correct/error

correct/none

17

77 79 73

21

corrupt 212 232 182

disagree/none

empty

repeat/pattern

short

8

12,094

300

3,106

8

12,662

297

3,109

12

9,599

307

3,710

115

198

2

15,956

294

3,754

4: wrong ciphertext received, incorrectly reported as valid

agree/match

corrupt/match

60 56 48

3

34

2

disagree/match 2 10 2 4

match/error 10 2 2

5: more output than expected, contents indiscernible

long 2 8 24 10

6: output contains strings from memory

leak/other 51 79

7: output contains strings from key and/or plaintext

leak/crypto 13 11
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enc:

8A BB D2 71 A7 A5 BO C1 DC 30 63 DO E6 6E 09 DA

tst:

8A BB D2 71 A7 A5 BO C1 DC 30 63 DO E6 6E 09 DA

Match

Encrypted message matches test string.

enc:

5C 61 55 D9 D9 D5 FF AF E1 C8 31 90 4B 93 20 A4

tst:

8A BB D2 71 A7 A5 BO C1 DC 30 63 DO E6 6E 09 DA

Error

Wrong encrypted message, reported as error.

onc:

F9 F9 12 CD 5D C8 20 30 5E DC 6C F2 07 87 99 1B

wst:

BB BB D2 71 A7 A5 BO C1 FC 30 63 DO EE 6E 09 DA

wrroz

Error message corrupted.

enc:

1B BA 51 73 5F 87 48 44 28 8F 77 56 5F DC 5A 41

tst:

8A BB D2 71 A7 A5 BO C1 DC 30 63 DO E6 6E 09 DA

Match

104 51 Wrong encrypted message, reported as match.

43
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150

correct

functional

suppressed

corrupt

leak

Scaling to larger processors 
Design Fault points Simulation time

200 300

Emulation time Register overhead

LEON3 IU

RISC-V Potato

RISC-V Rocket 32-bit

RISC-V Rocket 64-bit

15,384

35,264

67,385

335,834

74 days

171 days

328 days

4.5 years

2 hrs

4 hrs

6 hrs

30 hrs

32,875   actual

149,687

278,171

1,360,598

estimated

Conclusions 
Of the four types of faults we tested, delay faults proved the most useful in uncovering the widest range of

leak/key 1 2

State Machine 

START
(@ reset)

TYPE=3

DONE

FLUSH

TYPE < 3

INC

TYPE

N=SCAN _LENGTH

SCAN _LENGTH cycles

N<SCAN _LENGTH

SCAN
(fault adv by 1)

RUN

RESET
(cpu reset)

•

RESET_CYCLES

Inner Loop

ya€ € € €

system clock

baud rate

prom

sram

: 50.0 MHz

• 19171 baud

• 512 K, (2/2) ws (r/w)

• 1024 K, 1 bank(s), 0/0 ws (r/w)

Contents of ROM dumped to serial port.

enc:

64 6F 67 73 44 63 06 0A 00 63 14 18 55 20 14 OF

tst:

8A BB D2 71 A7 A5 BO C1 DC 30 63 DO E6 6E 09 DA

Error

4 bytes of key leaked in encrypted message.

behaviors, at the expense ot two registers per tault insertorr point rather than oner-1 he inverted logic tault

proved to be the least useful, not covering many of the high-severity behavioral categories.

The FPGA emulation platform allowed for fault-testing the LEON3 in 1/7200th the time required for gate-level

simulation, even accounting for FPGA implementation and bitstream programming time. The emulated

behaviors matched their simulated counterparts, except in 701 cases (2% of faults tested), for which the

differences could not be explained. Nevertheless, we saw the same behaviors between simulation and emulation,
,•

in nearly equal proportions.

The extreme acceleration will allow testing and characterization of more complex processors and user code,

which would be prohibitive to do in gate-level simulation.

Acknowledgments 
We would like to thank Russell D. Miller for performing the ASIC synthesis and place-and-route used in this test

and Sheng-Hao Huang for his early experiments on the RISC-V cores. We also thank Gerald Zuelsdorf for

recommending security behaviors that should be investigated.

This paper describes objective technical results and analysis. Any subjective views or opinions that might be

expressed in the paper do not necessarily represent the views of the U.S. Department of Energy or the United

States Government.

U.S. DEPARTMENT OF

ENERGY
A .W C"%C144

‘f-%

Sandia National Laboratories is a multimission laboratory managed and operated by National

Technology &Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell

International Inc., for the U.S. Department of Energy's National Nuclear Security Administration

under contract DE-NA0003525.

SAND No.

Sandia
National
Laboratories

SAND2019-1697C



Choose from

different

headers by
selecting the
"Layout"

option in the

"Home" tab

Horne

Title font: Gill Sans MT   Poster Instructions

insert Design Transitions Animations Slide Show Review View

Paste
Copy

Format

•-• 1-1 unriarml:+ssi I. rimao
nil %my Dram. OLIN

I  Layout 'r

New I Office Theme

Slide

Body text/ support font:
Garamond MT

Title and Blank Area 1_14/A Title arbd Blank
A r ea

.1 L

Picture Format

  -

CA Title and Blank. Titlea and Blank Aree Trtle4 and Blan k Area
AMIE!

Title5 and Blank. Aree Title& and Blank Area 'TWO' and Blank Araa Ti dee. and Blank Area Titleg and B lan k Area

Tidal° arrd Blank 'Well and Blank Area
Area

Tide. up TO eiro5
=

w =

I I .191 I I I

Color transpareuL boxes below for re.sizdng
and using to highlight conLenL. Dele.te if
not needed.

Title up to two lines

ilRti rm.al . I 1,•••1 P.4 mr k
7r. !rvo.41L. • 4.6:+i tww:1 t.{-1

1.7micK.4 I I•t. skr LI 1:wri ors trD•urm 1 r miry Snar .14-•••rroca•-
irKir sn:ron Et MANI Ma. •
&Wm:. 

San&

Laboreiroan

Color transparent boxes below are for
resizing and using to highlight content.
Delete if not needed.

Add Sand Number to the
funding statement within

the Master Title slide

Additional program/partner logos
can be added here

U.S. DEPARTMENT OF

ENERGY
A l.W C"&424
/VW ‘of--4A
National Nuclear Security Administration

Sandia National Laboratories is a multimission laboratory managed and operated by National
Technology &Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell
International Inc., for the U.S. Department of Energy's National Nuclear Security Administration
under contract DE-NA0003525.
SAND No.

re. Sandia
National
Laboratories



3 Slide Title

Slide Text

STA RT
(@ reset)

Scratch pad

SCAN
(fault adv by 1)

RESET
(cpu reset)

Test
Average Number of Total

test time faults tested test time

FPGA simulation 10 min

ASIC simulation 7 min

ASIC emulation 77 ms

39,930

30,768

61,536

91 days

37 days

79 min
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