Abstract

While several applications exist to fault-test software at the abstract level, gate-level fault
testing has traditionally been limited to injecting faults into small, dedicated circuits, due
to the computational time required for gate-level simulations and the logic resources
(LUTs and registers) required for FPGA emulation. In our work, we leverage the
extensive resources of the Ultrascale and Ultrascale+ platforms to systematically test
fault on all gate-level inputs of an ASIC or FPGA implementation of an embedded
processor running a user application. Using a configurable, synthesizable saboteur circuit
connected using a scan chain and controlled with a state machine, we tested four
different types of faults on each logic gate of the LEON3 CPU running an AES 256
application. The entire process took just under two hours, a 7200X speedup from gate-
level simulation. Though neither the hardware nor software employed fault mitigation
techniques, we were surprised to discover multiple stuck-at-0, stuck-at-1, and delay faults
that resulted in total or partial key and plaintext leakage through the communications
serial port. Overall, we identified 22 unique faulty behaviors, four of which involve some
form of crypto or memory leakage. These occurred in roughly the same proportions in
ASIC and FPGA netlists of the LEON3, suggesting robustness of the analysis to
different implementations. Of the four static fault types tested, delay faults were the
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most effective at uncovering behaviors of concern.
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d o X ) RISC-V Potato 35,264 171 days 4 hrs 149,687
d?°"ul° Imatch 2 1-(; ; p enc: RISC-V Rocket 32-bit 67,385 328 days 6 hrs 278,171 [~ estimated
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match/error -- 10 2 2
: A : tst:
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ong .
6: output contains strings from memory Match Conclusions
leak/other 51 79 104 51 Wrong encrypted message, reported as match. Of the four types of faults we tested, delay faults proved the most useful in uncovering the widest range of
7: output contains strings from key and/or plaintext benavtors;—at-the—expense—ot—two-reg per—tau On—pomt=ta an-one—the-mverted—togte—tav
leak/crypto 13 11 43 9 | proved to be the least useful, not covering many of the high-severity behavioral categories.
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leak/key . 1 2 . 2 yasystem clock : 50.0 MHz The FPGA emulation platform allowed for fault-testing the LEON3 in 1/ 7200t the time required for gate-level
baud rate : :;5;27& b?;jz) (o) simulation, even accounting for FPGA implementation and bitstream programming time. The emulated
rom : , ws (r/w . — : :
zpam : 1024 K, 1 bank(s), /@ ws (r/w) behaviors matched their simulated counterparts, except in 701 cases (2% of faults tested), for which the
) A"0 differences could not be explained. Nevertheless, we saw the same behaviors between simulation and emulation,
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in nearly equal proportions.

The extreme acceleration will allow testing and characterization of more complex processors and user code,
which would be prohibitive to do in gate-level simulation.
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