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Abstract— To characterize the fault behavior of a target CPU
running application software, we developed an automated gate-
level fault injection platform based on Ultrascale and Ultrascale+
development boards from Xilinx. Using a synthesizable saboteur
circuit connected via scan chain and controlled with a state
machine, we tested four different types of static faults on the
LEONS3 core running an AES 256 application, in under two hours,
a 7200X speedup from gate-level simulation. Though neither the
hardware nor software employed fault mitigation techniques, we
were surprised to discover multiple static faults that resulted in
total or partial key and plaintext leakage through the
communications serial port. Overall, we identified 22 unique
faulty behaviors, four of which involve some form of crypto or
memory leakage. Of the four static fault types tested, delay faults
were the most effective at stimulating the behaviors of concern.
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1. INTRODUCTION

Safety and security critical systems rely on hardware and/or
software mitigations to ensure critical components continue to
operate in the presence of hardware faults [1]. Even unmitigated
components within these systems call for a thorough
understanding of their fault behavior and the conditions under
which they fail safe (secure) or fail unsafe (unsecure) [2]. Many
techniques exist to fault-test custom or TMR-mitigated circuits,
such as fault simulation, formal fault analysis, and FPGA
emulation. However, to our knowledge, these techniques have
not been demonstrated for fault-testing unmitigated embedded
processors running security critical software. In such systems,
the concern is that a hardware fault, random or induced, will
cause the software to fail in such a way that the security of the
system is compromised, such as through key or plaintext leakage
or weakened cryptography.

As a demonstration vehicle, we synthesized, placed and
routed the LEON3 32-bit processor core (integer unit) [3] in an
ASIC macro as our device-under-test (DUT). We programmed
the DUT with AES256 test software configured to encrypt a
short message and compare it against an expected ciphertext
stored in memory. The software displays the encrypted message
on the serial port in hexadecimal and indicates whether the
comparison succeeded. It runs on bare metal and executes upon
reset, so there is no external control required apart from resetting
the processor between tests. Figure 1 shows the serial output of
the self-test software when run on a fault-free processor.
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moving .text from 0x00001460 to ©x40000000
moving .data from 0x00007d30 to 0x400068d0
Txt:

00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF

key:
00 01 02 03 04 05 06 07 08 @9 OA OB OC @D OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1IF

enc:
8E A2 B7 CA 51 67 45 BF EA FC 49 90 4B 49 60 89

tst:
8E A2 B7 CA 51 67 45 BF EA FC 49 90 4B 49 60 89

Match

Figure 1. Expected serial output from running AES test software
under fault-free condition

II.  PRIOR ANALYSIS

To establish a baseline, we performed gate-level simulation
of the FPGA and ASIC netlists, systematically injecting stuck-
at faults at each logic gate input within the integer unit and
recording the serial output and the address of each external
memory access. (We did not fault-test gate outputs in the interest
of time.) The FPGA simulation was performed using Riviera Pro
[4], and faults were inserted by modifying the netlist. The ASIC
simulation was performed using Questa Core [5] with faults
inserted using the parameterizable saboteur circuit of Figure 2.
In each case, the LEON3 UART was replaced with a simulation
module that printed the serial output to a file for evaluation. Each
35 ms simulation took an average time of 7 minutes to complete
(10 minutes in the fault-free case), requiring over 30 days of total
runtime with 4 simulations running in parallel.
module sabby #(

parameter inject=0,

parameter type=0
) (input in, output out);

assign out = inject ? type : in;

initial if (inject) $display("%m: injecting SA%ed", type);
endmodule

Figure 2. Parameterizable saboteur circuit used for gate-level
simulation (behavioral Verilog)

To determine if formal analysis could help reduce the search
space, we used a commercial fault propagation analysis tool [6]
on the ASIC netlist. The tool marked only 2.4% of input faults
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as “safe”, and these were all inputs that had been tied to constant
values. However, 12% of input faults were identified as not
affecting the program counter, and these may be candidates for
exclusion. We did not attempt to collapse the fault list by
identifying equivalent faults, but this would be another way to
reduce simulation time.

1II. FPGA EMULATION

For FPGA emulation, we replaced the behavioral saboteur
module with the synthesizable circuit of Figure 3, allowing
faults to be injected via a scan chain that runs throughout the
DUT. A global fault type signal selects between four fault
types: stuck-at-0, stuck-at-1, delayed, and inverted. For stuck-
at-0 and stuck-at-1 the saboteur output is tied to a constant value,
like in the simulation. For a delay fault, we insert a flip-flop
between the saboteur input and its output, delaying the signal by
one clock cycle. An inversion fault inverts the saboteur input,
giving it the opposite logic value.

module sabby ( clk, in, si, sck, ft, out, so );
input clk, in, si, sck;
input [1:0] ft;
output out, so;
reg out, so;
reg di;

always @(posedge sck)
so <= si; // scan chain propagation

always @(posedge clk)
di <= in; // delayed input

always @(so or ft or in or di)

if (so)
case (ft)
0: out = @; // stuck @
1: out = 1; // stuck 1
2: out = di; // delayed
3: out = lin; // inverted
endcase
else
out = in; // no fault
endmodule

Figure 3. Synthesizable saboteur circuit used for FPGA
emulation (Verilog RTL)

The saboteur circuit can be seen in the context of the fault
injection platform in Figure 4, which consists of the DUT, the
aforementioned scan chain, a control module, and a reporting
module. The control module operates the DUT reset, scan chain,
and reporting module to inject faults and perform each test in
sequence. The reporting module takes control of the UART and
displays summary statistics on the serial port at the end of each
test: the number of faults tested, the type of fault currently being
tested, the number of external memory accesses recorded during
the test period, and the last 50 addresses accessed from external
memory. Figure 5 shows a sample output from the reporting
module.
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Figure 4. FPGA fault emulation platform
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Figure S. Reporting module output for the fault-free case

The control module state machine of Figure 6 releases the
DUT from reset, waits a predefined amount of time for the user
program to run, triggers the reporting module, and then scans in
the next fault to test while the DUT is held in reset. The AES
application takes 37 ms' to complete, but we run the CPU for 70
ms to allow unusual behaviors to manifest. The reporting
module requires an additional 7 ms to report the memory access
statistics, for a total runtime of 77 ms per test. Once all faults of
a single type have been tested, the next fault type is selected, and
the process repeats until all gate inputs have been tested with all
four fault types. The full capture of the LEON3 running the AES
application took 1 hour 19 minutes.

We implemented our fault emulation platform on the Zync
UltraScale+ MPSoC ZCU102 Evaluation Kit [7] and the Virtex
UltraScale FPGA VCU108 Evaluation Kit [8], both from Xilinx,
Inc.

! This is slightly longer than the simulated time, owing to the use of the real LEON3 UART
instead of a simulation model.
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Figure 6. Fault emulation state machine
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IV. FAULT ANALYSIS

We tested stuck-at, delay, and inverted signal faults on each
of the 15,384 inputs of the DUT netlist using the FPGA
emulation platform and examined the serial output resulting
from running the AES user application with two different
key/plaintext value pairs. The serial data outputs were logged
and categorized, as were the address counts and last 50 addresses
from the reporting module. The LEON3 UART and reporting
module time-shared the USB-to-serial bridge running at 921600
baud, with a multiplexer granting control to the reporting
module while it is active.

A. Faulty Outputs

Based on the serial output characteristics, we assigned each
fault one of 22 behavioral categories and a severity score from 0
to 7, 7 being the most severe from an information protection
perspective. To give a few examples from Table 1, the most
common outcome of a fault is no discernible effect on the
program output (perfect/match), and the second most common
is catastrophic failure with no output on the serial port (empty).
Several faults resulted in partially corrupted output, with or
without a corresponding error message. There were also false
positives, where valid output was reported as an error, and false
negatives, where invalid output was reported as a match.

Of the faults that produced a long message--more than 500
bytes of non-repeated data--there were several that leaked the
binary value of key or plaintext (leak/crypto) or other memory
contents (leak/other) over the serial port. Finally, among the
well-formed but non-matching outputs, we saw at least 4 bytes
of the cryptographic key in the encrypted hexadecimal output
(leak/key).

Table 1. Faulty behaviors from stuck-at, delayed, and inverted
gate inputs (total counts)

Severity/Behavior Stuck0 Stuck1 Delayed Inverted
0: output as expected; correct ciphertext received and validated
perfect/match 13,732 13,357 15,249 9,681

1: partially corrupt; correct ciphertext received and validated
correct/match 416 377 514 315
repeat/match 10 6 12 8

2: wrong ciphertext received, but correctly reported as invalid

agree/error - 4 - 2
corrupt/error 18 10 16 4
disagreelerror 615 400 776 275

3: no output, truncated or corrupt output

agree/none - - 17 -
correct/error 77 79 73 115
correct/none - - 21 -
corrupt 212 232 182 198
disagree/none 8 8 12 2
empty 12,094 12,662 9,599 15,956
repeat/pattern 300 297 307 294
short 3,106 3,109 3,710 3,754
4: wrong ciphertext received, incorrectly reported as valid
agree/match 60 56 48 34
corrupt/match - - 3 2
disagree/match 2 10 2 4
match/error - 10 2 2
5: more output than expected, contents indiscernible
long 2 8 24 10
6: output contains strings from memory
leak/other 51 79 104 51
7: output contains strings from key and/or plaintext
leak/crypto 13 11 43 9
leak/key - 1 2 -

B. Faulty Control Flow

To determine the relationship between serial output and
control flow behavior, we parsed the reporting module output
and categorized the address behavior as follows. If the last 50
addresses match the expected end-of-program sequence from
the fault free case, we mark the case as EOP. If the end-of-
program sequence matches, but the total number of memory
accesses is less than or greater than expected (21,538 accesses
for the fault-free case), we mark it EOP early or EOP late,
respectively. Otherwise, we mark the test case as one of the
following: Loop, if the same address is seen more than once in
the last 50 memory accesses; Sequential, if the last 50 addresses
are in sequence (separated by 4, consistent with a 32-bit
instruction fetch); or Nonsequential, if the last 50 addresses are
not in sequence.

Table 2. Control flow fault behaviors observed, by severity
(total counts)

Severity EOP ;%5 E&: Loop Nonseq Seq
0 46,683 430 1,029 88 3779 10
1 1076 170 160 18 232 2
2 4 1529 216 9 362 -
3 261 7M1 46 31,020 34,148 178
4 108 67 12 - 48 -
5 - - 2 - 6 36
6 - - - 19 14 252
7 - 2 - 26 17 34



It is interesting to see from Table 2 the range of control flow
behaviors that still result in a perfectly matched serial output
(severity 0). In 430 cases, between 1 and 7630 memory accesses
were skipped, but the program still completed successfully and
produced the correct output. 1029 cases resulted in up to
630,000 additional memory accesses without corrupting the
serial output. Another 3877 cases terminated abnormally but still
produced the correct output. These cases may nevertheless be
susceptible to data dependencies and/or increased side-channel
leakage. The two EOP faults that resulted in key leakage did so
through the encrypted stream, each exposing 4 bytes of
cryptographic data. The remaining severity 7 faults exposed all
or most of the cryptographic data by dumping memory contents
to the serial port.

4.3 Comparison to Simulation

Table 3 shows the testing results from gate-level simulation
of the FPGA and ASIC implementations, compared to
emulation of the ASIC netlist. Since the ASIC simulation did
not cover delay or inversion faults, we limit our comparison to
stuck-at faults. Though the FPGA and ASIC netlists were from
vastly different implementations, the distribution of fault
severities is roughly equivalent for the two. Simulation versus
emulation, however, held some surprises: 182 faults were
upgraded from lower to higher severity, and 694 were
downgraded in severity from simulation to emulation.

We re-simulated these 876 cases using conditions nearer to
those of the FPGA emulation: 1) SRAM was pre-loaded with all
zeros, consistent with FPGA initialization, 2) the UART
simulation model was replaced with the real UART used in
FPGA emulation, and 3) the simulation time was increased from
35 to 70 ms. The result is the ASIC Simulation 2 column of
Table 3, which is a closer match to our emulation results.

Table 3. Stuck-at fault behavior from emulation, compared to

simulation
Sev- FPGA ., ASIC  ~ ASIC ASIC
. . . Simulation  Simulation .
erity Simulation 1 2 Emulation
0 13,096 13,165 13,189 13,557
1 242 308 309 418
2 416 393 490 499
3 12,504 16,734 16,627 16,090
4 55 69 70 69
5 11 16 1 5
6 8 8 25 67
7 37 23 5 11
V.  PERFORMANCE AND UTILIZATION
A. Speedup

Table 4 compares the netlist simulation and emulation times.
Fault-free ASIC simulation took around 10 minutes, but because
many of the faults resulted in reduced simulation activity, the

average simulation time was 7 minutes. Each emulated test took
just 77 ms of real time, a 5400X speedup, keeping in mind we
also collected data for twice as long as in simulation. Accounting
for this factor and the 40-minute FPGA compile time, the overall
speedup was 7200X. From a practical perspective, this allowed
us to test four fault types on all gate inputs of the DUT in just
under two hours, whereas simulation of just two fault types took
37 days tying up four enterprise simulation licenses
continuously. (The FPGA simulation tested three fault types in
parallel, at an average of 10 minutes per simulation, for 91 days.)

Table 4. Runtimes for gate-level fault testing

Test Average Number of Total
test time faults tested test time

FPGA 10 min 39,930 91 days?

simulation

ASIC simulation 7 min 30,768 37 days?®

ASIC emulation 77 ms 61,536 79 min

B. 5.2 Overhead

Table 5 shows the relative utilization of each component of
the emulation platform, including three different versions of the
IU DUT: the original RTL, ASIC netlist with no saboteurs, and
ASIC netlist with saboteurs inserted. It also shows the WNS
(slack) for each version of the DUT when constrained with a 50
MHz clock. Though all variants had positive slack at the
constrained frequency of 50 MHz, a WNS of 10.6 ns suggests
the original design could be run at up to 106 MHz without
additional synthesis effort. Inserting saboteur cells on the netlist
slows this down to 57 MHz, about a 46% drop. The resource
overheads were substantial: emulating the netlist alone (without
inserting saboteurs) required 85% more LUTs and three times as
many registers. Inserting saboteur cells called for 10 times the
LUTs and 30 times the registers. The control and reporting
modules added overhead as well, mostly from the reporting
module FIFO, which could be minimized to save resources.

Table 5. Relative utilization on ZCU102

Design WNS LUTs Registers
IURTL 10.6 ns 1,652 838

IU ASIC netlist 11.7 ns 3,059 2,583
without saboteurs

IU ASIC netlist with 257 ns 17,178 25,082
saboteurs inserted (half speed) (10X RTL) (30X RTL)
Control/reporting - 3,236 8,631
module

LEON3 system - 17,032 3,486

(excluding 1U)

2 With three simulations performed in parallel

3 With four simulations performed in parallel



Nevertheless, utilization on the ZCU102 and VCU108 platforms
was less than 15% for all but block RAM, which could be reduced by
moving the program code off chip.

Table 6. Total utilization on ZCU102 and VCU108

Utilization ZCU102 (Zync MPSoC)  VCU108 (Virtex Ultra)
WNS 2.57 ns 118 ns

LUTs 37,684 (14%) 40,765 (7%)
Registers 37,199 (7%) 39,553 (4%)

LUT RAM 8,760 (6%) 9,059 (12%)
Block RAM 26 (3%) 363 (21%)

VI. FAULT LOCALITY

When performing fault analysis of an ASIC macro, we are
able to back-annotate the results to the physical layout, shown in
Fig. 1. Mapping fault numbers to gate pins, we can plot the
location of each fault-tested pin and color it according to the
fault behavior. This can help to identify potentially vulnerable
areas of a given ASIC layout. In Fig. 2, for example, we see four
gate pins near (280,230) um that leak cryptographic data when
faults are injected on them, yet are relatively isolated from pins
that could cause suppressed or corrupted output from collateral
damage.

VII. CONCLUSIONS

We have developed an automated gate-level fault injection
platform based on Ultrascale and Ultrascalet+ development
boards from Xilinx and used this to characterize the behavior of
the LEON3 integer unit running AES256 encryption software
when exposed to four different types of faults (stuck-at-0, stuck-
at-1, delayed input, and inverted input). The most severe of these
behaviors involved verbatim leakage of program memory, key
and/or plaintext over the serial communication channel;
however, we also noted less severe behaviors that seem to
depend on the value of the key and plaintext used. Of the four
types of faults we tested, delay faults proved the most useful in
uncovering the widest range of behaviors, at the expense of two
registers per fault insertion point rather than one. The inverted
logic fault proved to be the least useful, not covering many of
the high-severity behavioral categories.

The FPGA emulation platform allowed for fault-testing the
LEONS3 in 1/7200" the time required for gate-level simulation,
even accounting for FPGA implementation and bitstream
programming time. The emulated behaviors matched their
simulated counterparts, except in 701 cases (2% of faults tested),
for which the differences could not be explained. Nevertheless,
we saw the same behaviors between simulation and emulation,
in nearly equal proportions.

The extreme acceleration will allow testing and
characterization of more complex processors and user code,
which would be prohibitive to do in gate-level simulation. Table
7 shows the projected scaling figures for three different flavors
of RISC-V processor, based on preliminary ASIC synthesis
results. Note that the estimated overhead of the 64-bit Rocket
core exceeds the register count of either ZCU102 or VCU108,

so this core would need to be fault tested in two parts. This minor
inconvenience pales in comparison to the 4.5 years we would
need to wait for simulation results.
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Fig. 2. Location of fault injection points within DUT layout

As neither the processor nor software included mitigations
for fault tolerance, it was no surprise to see a variety of errant
behaviors in response to injected faults. Nevertheless,
understanding how the processor and user application respond
to faults can help drive tailored mitigations that optimize the
balance between performance and fault-tolerance in safety- and
security-critical systems. This platform gives us the ability to



apply and rapidly test various hardware and software mitigations
in sequence, driving better engineering decisions.

Table 7. Projected scaling to larger processors

Desi Fault  Simulation Emulation Register
esign . . .

points time time overhead
LEON3IU 15,384 74 days 2 hrs 32,875
RISC-V 35,264 171 days 4 hrs 149,687
Potato
RISC-V 67,385 328 days 6 hrs 278,171
Rocket
32-bit
RISC-V 335,834  4.5years 30 hrs 1,360,598
Rocket
64-bit
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