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Risk-Informed Approach to Critical Digital Assets

10 CFR 73.54 requires that each licensee submit a cyber security plan.

> Regulatory Guide 5.71, NEI 08-09, and NEI 13-10 provide guidance on developing a cyber security plan.

> However, these guides do not provide effective methods for a risk-informed approach to cyber security plans.

SNL and EPRI have developed an methodology that provides a risk-informed approach to assessing

digital I&C.

> The method combines Systems-Theoretic Process Analysis (STPA) and fault tree analysts.

° This method incorporates potential hazardous control signals into existing PRA models. The as-built PRA
models are not altered in this method, but new basic events are added.

> The developed methodology gives transparency as to the effects a digital component has on safety and may

remove unnecessary burden placed on licensees.
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HAZCADS Further Analysis

HAZCADS can identify digital components that DO NOT
perform any safety significant functions (see 10 CFR 50.69).

A systematic framework for addressing hazards
initiated by DI&C systems that can expand to:

o Common-cause failures
> Single point digital threats
° Defense-in-depth

> Dependencies between safety and non-safety systems

The Type 2 and Type 3 SIFT cut sets can be treated

as goal sets in cyber weakness assessments.

> Cyber weakness assessments provide contextual
descriptions for the hazardous control actions.
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6 | Future Research Using HAZCADS
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