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2 1 Outline

e Qualitative versus quantitative vulnerability analyses (VA)
®Phases 1n the VA process
» Analysis Processes: quantitative vs. qualitative approaches
e Quantitative: times and probabilities
® Qualitative: Low, Medium, High robustness
*Robustness factor tables

e Combining robustness factors

e Example




31 Use of Qualitative versus Quantitative Metrics

e Quantitative VA’s, with estimates of probabilities and delay times, are
appropriate when

o There is a Design Basis Threat (DBT)

* Probabilities of detection, interruption, or neutralization need to be
estimated

® Delay times, detection times, and response times are measured

e There is sufficient training, personnel, and resources to carry out the
analysis

*Qualitative VA’s are probably more appropriate for VA’ for facilities

with radioactive material
e Limited time and staff available to perform the VA
*No direct access to a DBT/Alternate Threat Statement (ATS)
*No databases of delay times or probabilities of detection

* No interest in most-vulnerable paths/scenatios
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Phases in the Vulnerability Assessment Process

Planning

Data

Collection

identify targets

» defining the threat for
the analysis

* Characterize facility: \_

* Facility operational
states,

» Physical protection here
measures,

* Response strategy

* Security plans, etc.




Analysis Phases of Vulnerability Assessment (VA) — Traditional
5 I Quantitative versus Qualitative Process

1. Represent facility areas and layers of protection
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Analysis Phases of Vulnerability Assessment (VA) — Traditional
Quantitative versus Qualitative Process — Tools and Metrics

Quantitative Approach

5. Determine Most-Vulnerable P, -

Qualitative Approach

Path using Timelines, Detection
Times, and Response Times
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71 Hypothetical Facility — Example of Setting Robustness Factors

ROOM BOUNDARY LAYER SUMMARY
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s I Facility-level Detection and Delay Robustness is Then Combined
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Determining Facility-Level Response- and Communications-
Related Robustness Fact
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RESPONSE ROBUSTNESS
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Assigning Facility-Level Robustness Factors
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11 I Closing Thoughts and Summary

 The assignments of physical protection measures to L, M, H
robustness can be performed by the regulator based on a DBT or ATS
that the operator doesn’t need to see

*Vulnerabilities can be defined several ways
* Any cause that changes robustness froma M or H to a L

* Any cause that changes robustness one level: M to L. or H to M

e Conclusions
» Approach is very simple and does not require mathematics
* No databases of delay times or probabilities of detection required

* No need to define most-vulnerable paths/scenatios




