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ABSTRACT

Adversarial machine learning is an active field of research that seeks to investigate the security
of machine learning methods against cyber-attacks. An important branch of this field is
adversarial examples, which seek to trick machine learning models into misclassifying inputs by
maliciously tampering with input data. As a result of the pervasiveness of machine learning
models in diverse areas such as computer vision, health care, and national security, this
vulnerability is a rapidly growing threat. With the increasing use of Al solutions, threats against
Al must be considered before deploying systems in a contested space. Adversarial machine
learning is a problem strongly tied to software security, and just like other more common
software vulnerabilities, it exploits a weakness in software, like components of machine learning
models. During this project, we attempted to survey and replicate several adversarial machine
learning techniques with the goal of developing capabilities for Sandia to advise and defend
against these threats. To accomplish this, we scanned state of the art research for robust defenses
against adversarial examples and applied them to a machine learning problem.

We surveyed 12 peer-reviewed papers on adversarial machine learning, analyzed the results, and
applied the most effective attacks and defense sets on our own machine learning testbed. We
trained several neural networks against common image recognition problems to a high level of
accuracy, and then attempted to degrade their accuracy by passing them data that was perturbed
by an attack. We measured attack efficacy by how much it degraded the accuracy of a finely
tuned model, and we measured defense efficacy by how well it prevented accuracy degradation
using attack data. We also discuss the value of applying software security techniques to machine
learning development efforts, such as threat modeling, to understand potential attacks against
models in development, and properly address them.

We were not able to find any reliable, robust defense to a wide range of adversarial example
attacks on machine learning. Our recommendation is to mitigate such attacks by not deploying
machine learning solutions in contested or adversarial spaces; if the model must be deployed to a
contested space, adversarial tampering should be added as a valid misuse case, and should be
armored using adversarial training to hamper attackers. We also advocate for the use of these
techniques demonstrated here to test a model against this sort of attacks, to determine the
model’s exposure. It is also important to apply general cyber security techniques in development
of a machine learning pipeline to make tampering with input data more difficult.
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ACRONYMS AND DEFINITIONS

Abbreviation

Definition

ML Machine Learning

Al Artificial Intelligence

NN Neural Network

FGSM Fast Gradient Sign Method

BIM Basic Iterative Method

c&w Carlini and Wagner

MNIST Public dataset of handwritten images

CIFAR-10 Public dataset, 10 classes of simple images

GAN Generative Adversarial Network

SR-GAN Super Resolution Generative Adversarial Network




1. ADVERSARIAL EXAMPLES

There are many different types of attacks on machine learning. Some have been studied at Sandia as
well, such as tainting training data, known as a poisoning attack, and malicious creation of a model,
known as a back-door attack [1]. The Counter Adversarial Data Analytics LDRD [ 7] also focused
on these issues, examining the damage a malicious insider could do with access to training data. For
our purposes, we decided to study an evasion attack, involving creating adversarial examples, which
are intentionally perturbed data points, passed to a model to create an incorrect classification. The
idea is to perturb the data in such a small magnitude that it is imperceptible to a human, but the
model sees it differently and misclassifies the data.

We decided to study this type of attack because of the widespread ease of attack vector and
applicability to cyber security. Attackers wishing to employ such an attack would not need insider
access to your model or training data; instead, they only need to be able to pass inputs (black-box
access) to your system to fool it to gain access or bypass the system in some way. Examples of
systems that currently use machine learning for cyber security solutions include network intrusion
detection systems, phishing filters, biometric authentication systems [12], malware scanning [16], and
image recognition software [3, 4, 6, 8, 9]. All these systems could be vulnerable to adversarial
examples attacks and are critical parts of software infrastructure.

Active research is ongoing in all these fields, but the research particularly active in the image
recognition field. We decided to apply our effort to image recognition problems, because of the
availability of research to draw from, and it is easy to visualize how the attacks affect a given data
point.

There are several different techniques to perpetrate adversarial attacks. These attacks are designed
for effectiveness against Neural Network (NN) models and are specifically designed for image
recognition problems.

1.1. Attack Characteristics

From the perspective of an adversary, an attack is desirable if it is efficient and effective.

e [Efficiency: An attack is efficient if it requires minimal computational resources and time to
complete.

e [ffectiveness: An attack to be effective if it is both successful in lowering the metric of
success (generally, accuracy) and the attacked data is practically indistinguishable from the
original data.

For our case, we only measure effectiveness of the attacks. To measure effectiveness, we simply
determine the accuracy of the attack data compared to the baseline data. The attack process can be
somewhat subjective however, because the input perturbation varies, and the idea is for it to be
indistinguishable to the human eye, while still causing a misclassification. For our purposes here, we
simply reused attack parameters that were implemented in the papers, and visually inspected attack
data to ensure that the data points did not create obvious deviations.



Several different algorithms exist to produce adversarial examples, including Fast Gradient Sign
method (FGSM), Single Step Least-Likely Class Method (Step-LL), and Iterative Attack (Iter-LL).
Both FGSM and Step-LL are single step attacks, meaning they require only one gradient calculation,
whereas Iter-LL is an iterative approach that computes multiple gradient updates while generating
adversarial examples. The key difference between Iterative and Single Step attacks is that iterative
attacks produce higher error rates than single step attacks, but transfer more pootly [ 17 |. These
algorithms attempt to exploit gradient descent during backpropagation to misclassify a given input.

1.1.1. Black Box vs White Box

Attacks are considered "white box" attacks when they are informed by intimate details of the system
under attack. In our case, the intimate details are the model architecture and parameters of the NN,
which include parameter weights. In testing, it is common practice to test our attacks in a white box
manner, even though in the real world, it is likely that this type of attack would be enacted from a
black box perspective. This not only helps us test defense robustness, but also helps us manage our
assumptions. Recent research has shown that even if details of the NN are not provided, often times
they can be estimated and attacked effectively through reverse engineering practices [ 9 ].
Furthermore, attacks built for models other than NNs, such as Support Vector Machines, Decision
Trees, and Logistic Regression, often work effectively on NNs as well. Thus, this attack can be
effective from a black box perspective, which makes it more dangerous, and requires less access than
other more sophisticated attacks.

1.1.2.  Targeted vs Untargeted Attacks

As an attacker, the goal is to make a small perturbation in the input data to force a misclassification
on the part of the model.

However, if desired, these attacks can be formulated in a targeted manner, meaning that the input
data can be perturbed to resemble a specific class rather than an arbitrary one. For example,
researchers at the University of California Berkeley were able to 3D print a turtle that was
recognized as a rifle by image recognition software | 8 |. Untargeted attacks on machine learning are
indiscriminate. Unlike the turtle example, untargeted attacks aim to perturb the input data to achieve
a misclassification with any class rather than one specific class.

All the attacks described in this paper can be calibrated for either targeted or untargeted attacks.
Note that when performing a targeted attack, additional perturbations may be needed because
untargeted attacks usually perturb data towards the next "neatrest” class in the data manifold. For our
purposes, all the attacks we implemented were based on untargeted attacks.

1.2. Fast Gradient Sign Method

The simplest attack is the Fast Gradient Sign Method [ 4 ]. To understand this method, some
background on how neural networks are trained will be helpful.

Most commonly, neural networks in a supervised setting are trained by finding some local (and
hopefully global) minimum of an error function. The error function defines how much the
predictions of our neural network deviate from their true values. By finding the minimum, the
weights that minimize the error function will find an optimal fit that allows our neural network to



perform predictions with least error. Due to advances in hardware, this minimum is almost
universally found using an iterative optimization technique. The simplest yet most common
technique is called gradient descent. The gradient of a function with respect to some parameters can
be thought of as a generalization of the slope of the function with respect to those parameters. The
idea, then, is to move the weights in the opposite direction of the slope (or negative direction of the
gradient) to lower the error function. This is done iteratively until a minimum is found or for a
predetermined number of iterations. The update rule for the weights is summarized in the algorithm
below, where V is the symbol for the gradient, L is the error/loss function, and m is the number of
data points that the gradient is averaged across.

Repeat Until Convergence {

m

W w—a*xVy, ZL,,H_(w)
1

}

Figure 1-1. Rule for updating the weights to minimize the error function

The concept behind FGSM is that to fool the network, we simply need to increase the error of the
network with respect to the input. This is a very similar to the training algorithm above, although
FGSM aims to zncrease the error function with respect to the input (and importantly not with respect
to the weights). Since FGSM moves the error function in the direction of the gradient, this is called
gradient ascent of the error function with respect to the inputs. Furthermore, since the direction of
the gradient gives us sufficient information to increase the error, the FGSM update rule for the input
only considers the sign of the gradient and takes a step of a small predetermined size, allowing for
faster computation and better memory efficiency. Unlike the case of training, FGSM is done in one
step rather than iteratively. This is because while the attack wants to fool the network, it does not

want to perturb the input too much so that it becomes easily distinguishable from the original input.
Below is the update rule for FGSM:

X = x+¢e - sign (Vid (X, Yyue))s
where

X is the input (clean) image,

X s the perturbed adversarial image,

J is the classification loss function,

Yirue is true label for the input x.

Figure 1-2. FGSM algorithm to perturb input data

The figure below shows an example of our implementation of the FGSM attack. To the left is an
image of a horse from the CIFAR-10 data set. In the first row of the image below, A neural network
trained on the CIFAR-10 data set classified this image as a horse with 86.66% probability. To the
right is the same image after being attacked using the FGSM attack. Although the images look
almost identical to human eyes, the same neural network now classified the adversarial image as a



bird with 100% accuracy. Column (a) in the figure below shows correctly classified input data, while
column (b) shows perturbed data, that causes a misclassification by the model.

(b)

Figure 1-3. Example implementation of FGSM on CIFAR-10 data
1.3. Basic Iterative Method

The Basic Iterative Method (BIM) is a natural extension of the FGSM method which performs a
fixed number of iterative FGSM updates while adding the constraint that the input does not deviate
from the original too much. The update rule is summarized below where the clipping is done to
satisfy the new constraint. The number of iterations that the update is applied is a parameter chosen
by the adversary.

23 = ¢, 2% = Clip, { 2% + @.sign(Tad (T3, Yorue)) |
where
i — Clean Input Image
:cf‘d” — Adversarial Image at i'" step
J — Loss Function
Yirue — Model Output for x
= — Tunable Parameter
8] — Step Size

Figure 1-4. BIM algorithm
1.4. Carlini Wagner Method

The Carlini Wagner (C&W) method of generating adversarial examples [ 4 | is considered the state-
of-the-art attack for generating adversarial examples, and has been used as an attack for evaluating
robustness against these types of attacks [ 3 |. At this point in our research, we have not discovered
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a single defense for machine learning models that is able to robustly defend against the
C&W method. In their paper evaluating their attack, Carlini and Wagner establish a methodology
for evaluating robustness of defenses, involving demonstrating their I, attack, and showing that
their instantiation of the attack is successful on an unsecured model, and then is successful on a
secured model. Using this criteria for robustness, we were not able to find sufficient, robust
defenses against this attack, either in research or implementation.

The L, attack is the most commonly referenced attack from C&W. If there is some valid input x;
some model that makes a prediction on the input C(x), and some adversarial example corresponding
to that input, x’, the attack is successful if C(x) /= C(x'), and x and x" are close. in the L, attack, the
Euclidean distance, or L, norm, is used to determine the distance between the two inputs. For the
untargeted attack, the attack is performed against all classes for x’, and the smallest L, norm between
x"and xis then selected as the adversarial example. In other words, the attack attempts to minimize
the distance between a valid and perturbed image, while still causing the perturbed image to be
misclassified by the model.

The function for the I, attack is as follows, where » will be the magnitude of perturbation applied to

the input image, x is the original input, and ¢ is some small constant chosen using binary search,
based on the mean distance of the adversarial examples generated.

(tanh(w) + 1)

b | =

1
minimize ||§[tanh(w} +1) —z||f+c- f(

where fis an loss function specially designed for this attack.

We implemented this attack on both MNIST and the CIFAR-10 datasets, using the cleverhans
library [ 10 ].

1.5. Attack Results

We implemented in code the FGSM and BIM attacks found in [ 4 ], and called the Catrlini and
Wagner L, attack using the cleverhans library [ 10 ]. We tested the attacks on both CIFAR-10
dataset. We also tested attacks agains the MNIST dataset for more complete coverage and had

similar results with different parameters. For this paper, we will cover our experiments run using
CIFAR-10.

Table 1-1. Attack Results

Baseline Accuracy FGSM BIM C &W

91.91% 14.98% 46.80% 10.60%

Results for CIFAR-10 data (FGSM e=4, i=1)
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2. THE DEFENSE
2.1. Defense Characteristics

We will incorporate three different types of threat models into our discussion of adversarial example
defenses: Zero Knowledge, Perfect Knowledge, and Limited Knowledge.

A Zero Knowledge adversary has no information about the model being attacked or whether the model
has a particular defense in place. A Perfect Knowledge adversary has total awareness of any defense
schemes and the defense model parameters in place and may thus prepare for them in advance. A
Limited Knowledge adversary is aware that the model is being defended by a particular defense type but
does not have any information regarding the inner workings of the defense model or parameters.

2.2, Adversarial Training

Models can be successfully defended in certain contexts using adversarial training; this defense
method augments a supervised model's training data to include adversarial examples, allowing the
models to better classify them. This approach seeks to minimize the risk posed by adversarial
examples by training on both clean and adversarial data.

Adversarial training may be implemented using several different approaches. The most
straightforward approach involves simply incorporating adversarial examples along with their
"correct" labels, reinforcing the model against specific attacks and hopefully retaining model
accuracy. Alternatively, a model attempting to classify N different labels may incorporate label N + 1
and group all adversarial examples into this category [ 19 ]. Another tested method involves
constructing a binary classifier that attempts to partition adversarial examples and regular examples
into different sets [ 18 ].

In a Zero Knowledge attack scenario using the MNIST training set with single-step adversarial
examples, models trained on adversarial data using single step attacks have expressed some resiliency
toward subsequent single step attacks [ 4 | ; moreover, single-step attack examples that are created
using models that have trained against them are not only less effective against the pre-trained model,
but are less effective even against untrained models. This is a result of "reward hacking" behavior
that occurs when an agent's maximization of its objective function is at odds with unintended model
behavior [ 17 ]. This defense is much less robust against the CIFAR training set, suggesting a limited
set of use cases, as [ 4| found that achieving a 70% detection rate required a 40% false positive rate.
Against both Limited and Perfect knowledge attacks, these defenses are rendered useless on both
MNIST and CIFAR-based training sets with distortion between 5% and 10% and an attack success
rate between 98% and 100% Moreover, these defenses have proven ineffective against
computationally expensive iterative attacks [ 4 |. This suggests that adversarial training using these
approaches is only useful during a zero knowledge attack, which means that these tactics only
provide model armoring against unskilled or unmotivated adversaries.

One surprising feature of adversarial training is its ability to make the original model perform better
at classification in general by normalizing data and preventing overfitting.
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2.3. Ensembles of Neural Networks

The attacks presented in 1.2 and 1.3 are gradient based attacks, meaning they compute the expected
gradient of the image data and move the image in the reverse direction of that gradient. One defense
presented in [ 11 | and another in [ 5 ] suggests creating ensembles of NN's to create encourage
diversity in classifiers. We were able to replicate the results of this paper and had success defending
against the attacks in 1.2 and 1.3. To do this, we trained 10 classifier with the same network
architecture, but with different random initial input, creating a diverse set of 10 neural networks,
with differentiating weights at each node. To attack the ensemble, we generated attack data on the
average of the 10 gradients, and then passed the attack data to the model. The model then selects a
class using a voting system from each of the ensembles, choosing the class that maximizes the
average of the output probabilities from each model in the ensemble.

Cifar-10 Accuracy by Model and Data Type

[ Single CNN
[ CNN Ensemble

80

(=
=]
L

% Accuracy

40 m
20
U 4
Regular Data Perturbed Data
Data Type
Figure 2-1. Ensemble Defense against FGSM
Cifar-10 Accuracy by Model and Data Type
0 single CNN
[ CNN Ensemble
80 -
.. 60
g
3
<
® 40 |
20 -

Regular Data Perturbed Data
Data Type

Figure 2-2. Ensemble Defense against C&W
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We were able to build a somewhat successful defense against FGSM attack, boosting accuracy on
perturbed data by almost 20%. Unfortunately, this technique did not prove to be robust, and did not
succeed against the more sophisticated Carlini & Wagner attack.

2.4. The GAN Defense
2.4.1. GAN Background

An interesting approach to defending against attacks is leveraging a recent yet extremely popular
model called a Generative Adversarial Network (GAN).

The most common application of neural networks is discriminative, where we have some inputs that
we are trying to categorize. However, neural networks can be applied to many other problems as
well. One such problem is trying to learn the probability distribution function of some dataset from
the data. There are two main approaches to this. One is to explicitly learn the function density
function for every possible input. Many density estimation techniques such Parzen Windows and K-
Nearest Neighbors take this approach. Another way to /earn the distribution to which a dataset
belongs to is to create a model that can generate new synthetic data points that seem as if they are
part of the actual dataset. This is implicit approach is taken by GANs where it learns to generate
new data points indistinguishable from the actual dataset. For example, a GAN trained on images of
handwritten digits (such as those from the MNIST dataset), will be able to generate new images of
digits that look like they were handwritten and are also possibly distinct from the images it was
trained on. To make sure that the images generated by the GAN have some variety, we feed a
different random seed to it for each new generated image.

The architecture and training process of the GAN is depicted in the figure above. A GAN consists
of a generator and a discriminator. The generator takes in some random seed and tries its best to
generate a “fake image” that is indistinguishable from the “real images” in the training set. The
discriminator is trained to classify whether an inputted image is real or fake. We can model this by
creating separate objective function (or cost functions) for the discriminator and generator. The cost
function of the discriminator is defined so as when minimized, the discriminator is able to
distinguish well between the real and fake images. The generator on the other hand has an objective
that is designed to fool the discriminator by making the fake images as indistinguishable to the real
images as possible. Note that these two objectives are contradictory — as the generator gets better,
the discriminator gets worse and vice versa. The idea is that generator and discriminator compete
against each other in a game where the generator tries to fool the discriminator and the discriminator
tries not to be fooled. Over time, both the discriminator and generator get better. In the end, the
discriminator is generally discarded, and the generator is used as the model to generate new images.
When neural networks are used for both the generator and discriminator, gradient descent
(described in the FGSM section) is used to train both the networks. In every iteration both the
generator and the discriminator have their parameters updated to make sure that they both learn at a
similar pace. The exact algorithm and objective function details can be found in the original GAN
paper by Goodfellow etal [ 13 ].
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2.4.2. Conditional GANs

Conditional GANs are a natural extension of the GAN model described above. Conditional GANs
learn conditional distribution functions. Instead of just feeding in a random noise, some other
features can be inputted to the GAN to condition outputs.

The figure above demonstrates this (Which figure? -Trev). An example of a conditional GAN where
we still train the GAN on images of handwritten digits, but this time we input to the Generator not
only noise but also a number. For example, if we feed in the number 7’ and noise to the Generator
we would expect an image of the number 7’ as the output. The features to condition on do not have
to be as simple as numbers. For example, the Super-resolution GAN (SRGAN) takes in a low-
resolution image and outputs a high resolution one [ 14 ].

2.4.3. GANs as a Defense Mechanism

Finally, we can use the idea of conditional GANs and SRGAN to defend against adversarial
examples. The SRGAN is essentially a transformation of a low-resolution image to a high-resolution

one. In a similar manner, we can transform or clean an adversarial example to make it non-
adversarial. This is the idea behind APE-GAN, and is shown in the figure below (taken from the

APE-GAN paper: [ 15].
- ' ':]-D]. * ) ﬁ_‘- e {

autamabila bruck autarnaiiie
7.5k 23.4% 89.7%
+ D- I:I 3 + ) .\- I'L:EJG‘I\IN .
5 a 5
23,74 96.59% 24.9%

Figure 2-3. Example APE-GAN Filter

APE-GANSs supply the Generator with adversarial images as input. The Generator attempts to take
these adversarial images and transform them into normal images (non-adversarial). The role of the
discriminator, then, is to determine whether an image is adversarial or not. The training of the APE-
GAN is similar to the original GAN, except that while training the Generator, we also minimize the
mean square error (MSE) between the generated image and the corresponding non-adversarial image
in addition to trying to fool the discriminator. This minimization makes sure that the generated
images resemble the original non-adversarial dataset.

Once the generator is trained, we simply use it as a denoiser or cleaner. This is shown on the right in
the figure above. (I take it we have a task to include figures in this paper -Trev) If we train a target
model to classify digits, the input (regardless of whether it is adversarial or not) is passed through the
generator to create a “cleaner” non-adversarial image. This image is then passed through the target
model for classification.
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While this technique has promise, we were not able to replicate the success of the APE-GAN paper
in which they were able to successfully defend against several attacks. We found the GAN we
trained to be very dependent on specific ratios of input data, and were unable to successfully train a
GAN that could defend against sophisticated attacks.

This technique for defense is still quite new, and we will continue to watch to see if the defense
progresses to the point where it can be an acceptable and applicable defense to these types of
attacks.

2.5. Risk Assessment

A more general defense against adversarial attacks involves developing high level risk assessment
and planning a holistic cybersecurity approach based on that assessment. Most crucially, if the model
will be deployed into a high risk input space, all stakeholders must be aware of the possible threats
to the model. A "high risk input space" represents an environment where there exists a trust
boundary around the set of inputs, or where these inputs are otherwise insecure.

As the malleability or insecurity
of the input space increases,
the model trust boundary risk Training Data

Input Space increases,

A malleable input space is cne

that can be easily modified by
an attacker.

N 0 P P e i / [refomvoe]

l Req ue# to Modify Input]

1. Inplit Data Flow Model Trust‘Boundar',f
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Figure 2-4. A typical machine learning input space

The request/response interaction between the model users and the input space may or may not be a
digital interaction. For example, using stickers to tamper with traffic signs - which are considered the
'inputs' to a convolutional neural network - is purely a real-world interaction. Examples of high-risk
input spaces include any real-time imaging system such as those used by facial recognition, or any
other un-curated set of dynamic inputs from an external device. Examples of low-risk input spaces
include static sets of inputs (like the MNIST training set), inputs comprising values that are difficult
for an adversary to spoof or predict (keys or passwords), or inputs that are not shared between users
and are part of a curated classification process, such as classifying MRI images in a secure
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environment. In general, as the malleability of the input space increases, so does the risk associated
with the model trust boundary; if the input space can be defended in some way using either physical
or cybersecurity controls, this can help mitigate the trust boundary risk. A malleable input space is
one that can be modified by an attacker.

When developing a machine learning tool, it will be helpful to threat model its vulnerabilities as well
as its deployment environment. We have identified three security categories for machine learning
models that we hope will be useful during its design: defensible, semi-defensible, and indefensible.
Defensible models include those with low-risk input spaces. These models and their deployment
environments still need to be designed securely, but with the right controls in place, system users can
expect that these inputs have not been tampered with. Semi-defensible models include models that
have at least one high-risk trust boundary that can be mitigated in some way. For example, an image
detection model that allows authenticated users to modify shared inputs may be vulnerable to
tampering if the set of authenticated users contains potential adversaries. By managing these users to
detect adversarial behavior, or by employing basic security constraints like rate-limiting or
partitioning input data, at least some of this vulnerability can be mitigated. Indefensible models are
those models that allow unfettered access to the shared input space and output data sets. A
computer vision model that provides instant classification on any given input image is classified as
indefensible. Furthermore, any model that exposes training data to any potential adversary is
indefensible.
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3. CONCLUSION
3.1. Summary of Results

Machine learning is going to be vulnerable to these types of attacks as the field progresses. We were
not able to find a legitimate defense that could not be bypassed by a more specialized, advanced
attack. It seems that the field has currently taken on a "cat and mouse" effect that a lot of cyber
security tends to evolve to, where a new defense is created, only to be defeated in another iteration
of research by a new more sophisticated attack. While adversarial training has a low barrier of entry,
it can be defeated by robustness of an attack. Ensembles seem to work very well (Microsoft
Defender), but also have drawbacks in amount of time to develop, real time forecasting delays, and
applicability of model variety (not all models will work for all types of problems and input data).
Ensembles have not been tested thoroughly against the most sophisticated attacks. The GAN
defense seems new and promising, as it has not been yet defeated on an academic level, but is tricky
to develop and implement propetly, as we found in our study.

3.2. Future Work

We have proposed an effort that would provide more automation around the cleverhans library,
providing ML engineers at Sandia a resource to easily test their models for vulnerability. While this
may not inform ML engineers on how to defend against these attacks, it would at least be a starting
point in assessing and controlling vulnerabilities.

We also plan to continue to scan academic literature for defenses to adversarial examples.

3.3. Recommendation

Given our conclusion that no truly effective methods exist to defend machine learning models from
adversarial attacks, we recommend a holistic, cybersecurity-focused approach to ensure model and
data integrity when deploying these tools into high-risk input spaces.

Once a model has a risk classification, a more comprehensive threat model can be created. If the
model is defensible or semi-defensible, all relevant vulnerabilities must be discovered and validated
across all trust boundaries. These should include any general cybersecurity vulnerabilities that may
exist in the deployment environment, such as risks associated with spoofing, tampering, non-
repudiation, denial of service, elevation of privilege, and especially disclosure of information. Special
care must be taken to avoid data leakage concerning model behavior and training data. Given
practitioners' reliance on third party libraries, attention must be paid to any vulnerabilities that exist
in these libraries.

If the model has been classified as indefensible and the risk of adversarial attack has been accepted,
general cybersecurity principles should still be applied, but the risk should nonetheless be
understood by all stakeholders. If the indefensible model's risk cannot be accepted, then the only
way to mitigate that risk is to only deploy the model to a space that is perfectly non-adversarial.

Finally, all stakeholders must understand that even the most defensible input spaces are vulnerable

to tampering from malicious users, especially insiders. High-risk models must take into account that
their models will never be completely immune to adversarial attacks.
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