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• Motivation
- Authentication question

• Time Encoded Imaging
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NS tbhallenge: Item Authentication & Certification troyT.Se,cariln

Authentication - the process
by which a monitoring party
gains confidence that reported
characteristics of an entity
reflect the true state of that
entity

Object T = valid type
1 TAI

Certification — the process by
which a host party gains
confidence that sensitive
information regarding an entity
or facility remains secure.

Object X = ?

E. Brubaker, "Workshop on Techniques for Protection of Irnaging
Inforrnation: Challenge Problem", SAND2016-4047 O
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A measurement Reference
system data

An accountable item

IB

L.-

- r

The
comparison

—>PASS/FAIL

Can we decrease the amount of information behind a barrier while
still maintaining confidence?
Can we get rid of a barrier all together?
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Proposal complementary
comparison
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• What we need is to turn one image into its complement at all times.

Image(T) Image(X)c NULL
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Item X = ?
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2-d
coded
mask

Single
1"D x 1"
LS pixel

2D Time-Encoded Imaging (TEI)
NA i .V elg•Q;11
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0.3on

14.9 hr

PMT

0.25 -35 uCi Cf-252 @ 2.5 m
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Single pixel rate is ■
modulated by the
mask as it rotates.

Angle

Modulation pattern is unfolded to 2-D image

50 100 150 200 Z50 300 350

azimuth (degrees)
J. Brennan, E. Brubaker, M. Gerling, P. Marleau, K. McMillan, A. Nowack, N. LeGalloudec, M. Sweany,
"Demonstration of Two-dimensional Time-encoded Imaging of Fast Neutrons", Nuclear Instruments and Methods A, 2015
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Time Encoded Imaging
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Solution: 2D-TEI mask/anti-mask
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If the mask is designed such that one side is the anti-mask of the
other, then item #2 projects the anti-image of item #1 at all times
if and only if they are identical!

Item #1

rKrOtotProm
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HOPE

Mask
Detector

pixel

Anti-
mask

Item #2

20 cm
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30 cm
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HOPE
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Sir

Each SOUITCO

Sandia
National
Laboratories

A very simple example
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• The simplest possible
mask with this property:
half mask, half aperture.

• The fraction of total
count rate coming from
A and B is unknown at
any given angle.

• In this example, the
location (and shape) of
the boundary between
regions is not revealed.
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CONFIDANTE
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LLNL's Pu02 Hemisphere comparison/A/LISA

Sandia
National
Laboratories

• One hemisphere was
placed on either side of
CONFIDANTE (180 deg.
apart).

• -68 hours of data was
taken.
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One Pu02 sphere 25 hours

Detector Counts (det 0)

• Measured Cc u-!s•

— Mean= 14.00
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Rotation Angle (deg)

60

Counts per Angle Distribution (det 0)

0 Measured CounLŠ

- Poisson
FteduOad x7 = 3.6R
11DF =20.00

P-vallje = ¢.01:10 

• 
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Bin Count Value

MLEM Reconstruction (25 hours)
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• 2 hours was
sufficient for X2

convergence.

• Can reject the null-
hypothesis
(constant rate) with
p-value < 0.05

-150 - 5 0 0 50 100 150

Azimuthal Position (deg) 12
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Two aligned Pu02 hemispheres
(positive)

Detector Counts (del 0)

Measured Counls

- Mean = 15.92
Reduced X2 = 1.07

P-value = 0.172
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4

• 25 hours was
sufficient for X2
convergence.

• We cannot reject
the null-hypothesis
(constant rate)
with p-value = -0.5
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Azimuthal Position (deg)

1 U0
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• One hemi was
rotated by 90° .

• 15 hours was
sufficient for X2
convergence.

• We reject the null-
hypothesis
(constant rate) with
p-value < 0.05

-100. -50

Azimuthal Position (deg)

50 -100 150

14



Multiplicity SA I .V
kv i0t7A

Nationa/ Nuclear Security Administration

• Saving events time/location could reveal sensitive information
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+ +

+ ++ -F

-F

+ +1-1+ H+

-F+++ d-H-d++H+  + ++ -F+ + + + +F

, I 11 1 l'111141161 1 '1 '1 1 l'111 .46 111'11114 Ido1 111111 ' 86 1 1'11100 I'll '1 '11.10 11111 I'll 14111 141b 11'1111411 l' q6.16 , 11 11 1.1
180

time +,:sec)

Sandia
National
Laboratories

15



6

5

4

3

2

1

0 0 

Multiplicity sit s aeih Q:11
National Nuclear Security Administration

• Saving events time/location could reveal sensitive information
• Count the number of events in angle bin, removing exact location

Counts (Detector 0)
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• Saving events time/location could reveal sensitive information
• Count the number of events in angle bin, removing exact location
• Looks like a multiplicity using time windows

Counts (Detector 0)
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Detector Counts (det 0)
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Misaligned Pu hemisphere data at different "speeds"
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• Optimal multiplicity system design
• Constraints

• Spatial resolution (angle)
• Mean rate (rotation speed)
• Total time

• Gamma system
• Improves confidence to measure both gamma rays and neutrons

Sandia
National
Laboratories
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Peter Marleau (P1), Jim Brennan,
Sandia National Laboratories Dan Throckmorton

Berkeley
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This material is based upon work supported by the Department of Energy National Nuclear Security Administration under Award Number DE-
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Disclaimer: This presentation was prepared as an account of work sponsored by an agency of the United States Government. Neither the United States
Government nor any agency thereof, nor any of their employees, makes any warranty, express or implied, or assumes any legal liability or responsibility
for the accuracy, completeness, or usefulness of any information, apparatus, product, or process disclosed, or represents that its use would not infringe
privately owned rights. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or otherwise
does not necessarily constitute or imply its endorsement, recommendation, or favoring by the United States Government or any agency thereof. The
views and opinions of authors expressed herein do not necessarily state or reflect those of the United States Government or any agency thereof.

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and Engineering Solutions of Sandia, LLC., a
wholly owned subsidiary of Honeywell International, Inc., for the U.S. Department of Energy's National Nuclear Security Administration under contract
DE-NA0003525.
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CONOPS and Inspector Choice sit I .v eigib Q:11
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• The ZKP CONOPS offers an interesting way to gain authentication confidence.

• Presented with N objects and k comparison measurements will be made.
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Results: Double Point Source
Measurements

Measurement of a
double "line"
source (-20 hours)
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Results: Double Point Source
Measurements
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Measurement of a
double "line"
source (-20 hours)

300

250

200

150

100

Neutron Counts
♦ Measured Counts
- Mean = 181.59 A'

Reduced 52 = 18.31
P-value = 0.000

50 100 150 200 250 300 350 .4

Rotation Angle (deg)
MLEM Reconstruction

20

(-) 10
c

a) o
.7)

0
10

>

0 20 •o_
-150 -100 -50

A7imilthal Pncitinn

50 100 1.50

25



• '
I\ I Oft 

8

11110.1MISINICEalSBUIRITYCONSOPTUM

Results: Double Point Source
Measurements
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Measurement of
two double "line"
sources on
opposite sides
simultaneously
(-20 hours)
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Results: Double Point Source
Measurements

Measurement of
two double "line"
sources on
opposite sides
simultaneously
(-20 hours)
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Count Distribution
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