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Our Focus
Sandia
National
Labgatodes

Geopolitical Gamesmanship, Social & State Stability, Extremist Movements...

Minimize the likelihood of decisions that lead to undesirable consequences
by providing a more systematic analysis of group and individual decisions
within state and non-state entities.

\'‘

"THE RUSSIAN VIEW OF MODERN
WARFARE IS BASED ON THE IDEA THAT
THE MAIN BATTLESPACE IS THE MIND."

- NATIONAL DEFENCE ACADEMY OF LATVIA POLICY PAPER

"TERRORISM 15 A PSYCHOLOGICAL
WARFARE. TERRORISTS TRY TO

MANIPULATE US AND CHANGE OUR
BEHAVIOR BY CREATING FEAR,

UNCERTAINTY, AND DIVISION IN SOCIETY"
- PATRICK J. KENNEDY
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Common Assessment Methods

• At least one expert with a specific domain expertise

• Group discussions, role playing, brain storming techniques

Current limitations

• Human ability to understand dynamic structure
and behavior is very limited

• Typically does not consider decision/social theories

• Typically incorporates limited data

• Focus on 1st-ordered interaction effects

• Often personality driven

Yet...

• In this area human behavior is important to consider

• If we ignore human behavior, we are assuming it does not affect the
system (setting it to zero)

Sandia
National
Labgatodes
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R&D Challenge 1:
More rigorously assess sociocultural/
geopolitical responses to actions and events

Develop and implement assessment
capabilities that can effectively do this

0 LL.flies 4



DYMATICA
Dynamic Multi-Scale Assessment Tool for Integrated Cognitive-Behavioral Actions

Informs High Consequence Decisions

• Better understand and anticipate the interplay between specific
Individuals, political/social military organizations, and general
society in response to potential courses of actions or events

Impacts

• Enables analysts to assess higher-order (cascading) influences
and reactions to events, as well as determine the uncertainty
that the event will produce the desired results over time

Sandia
National
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Emphasizing Uncertainty
Sandia
National
Laboratories

• Given uncertainty, what interventions will most likely avoid unacceptable
outcomes (including unintended consequences)?

• Start with maximum uncertainty. Any irremovable uncertainty is part of

risk calculus and risk mitigation.

3.5

3

0

> 2.5 is unacceptable

2 3

ses ing
withou lnterve

4 Time 7 8 10

3.5  

2 5

1.5

> 2.5 is unacceptable

Assessing behaviors in
response to Intervention
 4 Time 10

"River of Blood": A now 'formal' term derived from the Bank of England Annual Report on economic forecasts and their uncertainty.
Because of temporal volatility, DYMATICA extends the logic beyond the simplistic use of "variance" confidence intervals
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Modeling Focus on Broad-level Behavior
and More Culturally-Specific Decisions

Behavioral Tendencies

Humans unwittingly tend to fall prey to predictable forms of logic.

- Ex., People who fear loosing something valuable are ready to take greater risks than those

who hope to make a gain (e.g., Vietcong versus U.S during the Vietnam War)

Decision Making

(-

across cultures.

25%
The cognitive mechanisms underlying the decision-making

processes to enact intentional behaviors tend to be consistent

Ex., Meta-analysis demonstrate that a large variety of social

behaviors can be anticipated by sociocultural models

(e.g., theory of planned behavior, etc.)

Behavioral Tendencies

Decision Making .

Sandia
National
Labondolies
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Based on Theories of Human Decision

Making and Behaviors

Incorporated a set of theories across domains

Psychology

• Recognition-Primed Decision

Making

• Planned Behavior

• Model of Goal Directed Behavior

• Cognitive Dissonance

' Theory

Behavioral
Economics

• Bounded Rationality

• Qualitative Choice

• Risk Asymmetry

• Cointegration

Sociology

• Social Learning

• Perceptual Control

Theory

Theory Descriptions (Examples)

Perceptual control theory

Sandia
Idaliml
Labombies

• Model of behavior based on the principles of negative feedback,

but differing in important respects from engineering control

theory

Prospect theory

• People make decisions based on the potential value of losses and

gains rather than the final outcome, and that

the losses and gains are evaluated using certain heuristics

Recognition-primed decision making

• Model of how people make quick, effective decisions when faced

with complex situations

Qualitative choice theory

• Daniel McFadden: 2000 Nobel Prize

• Social responses are dominated by uncertain decision logic,

parameters, and information processing

Social learning theory

• Individual's behavior is influenced by the environment

and characteristics of the person

0,.....1= es 8



General Process to Create DYMATICA

Models

Involves 10 main steps:

1. Develop key intelligence question with customer

2. Select scope and granularity of assessment with

customer

3. Perform literature review

4. Perform systems-level and decision-level

elicitation from experts

5. Develop systems-level model of interactions/

influences

6. Develop decision-level model of

interactions/influences

7. Integrate dynamic, multi-scale computational

model

8. Falsify or retain, improve, move on

9. Analysis: scenarios, interventions, sensitivity,

and uncertainty, validation assessments

10. Dynamic visualization and delivery

Causal

Interaction Models

Dynamic Assessments

fik

Decision Models

All-Source Data

II!!!!..9.!! ! ! ! ! ! t
Subject Matter

Experts
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Cognitive-System Dynamic Approach

Integration of Cognitive and System Models

System

Level

Cognitive

Level

Sandia
National
Laboratories

\ Societal
Conditions

Platintodes
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System-Level Model of Influences

population expectatien of
services pnwided by

ment

population blames
government for +

problems

govemment capacity
to provide senrices

services provided+
by government

govemment demand
for bcal resources

(-)
+ population
population supports

dissatisfaction with govemment
gatemment +

Sarnia

labosibies

population expectation of
services provided by

extremist group

perception of government
power compared to

extremist group power

g vemment control

t-FF

govemment-provided
securitv

extremist roup control

extremist group effort
to undermine
govemment

extemal conflict 

extremist
group-proVided

ecurity

public security

private security
intemal conflict

fractionalization of
local societies

total corn

(-)
business
community

dissatisfaction

extremist group
capacity to provide

services

population agreement
with extremist group

ideolog

+
extemist group instills
ideology on population

population supports
extremist groups - -

populetlon blames
' extremist group for

problems

+ services provided
by extremist group

+extremist group
demands for local

resourœs

population
dissatisfaction with
extremist group
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Core Psychosocial Architecture

Exogenous

Stimuli

Output Behaviors as Stimuli

Entity 1

I Recency I

Frequency



Conceptual Model to Math Implementation

How to translate and incorporate SME opinion into
computational, decision models of specific groups/individuals?

One-to-one mapping of conceptual model to mathematical implementation

The Model of Dynamic Behavioral Choice

World Model

Output Behaviors as Stimuli

Sandia
National
Lain&lies

Nam.. Beliefs

tek

es include both
evaluative and

affective
factors

Motivation to Com

Pk

emk
—

Dissonance

= A — bx-1

Behaviors

a, (f)de

Anticipated EnnOtiOn

Effect

Behaviors gave
inertia, representing

recency ggd

magnitude of
previous actions



Mathematical Implementation

The Model of Dynamic Behavioral Choice

Cues are a
subset of
stimuli

Cues

Ci

-\\

Stimuli 4 

Beliefs

Cognitive Perceptions

= aj + 1(A ci)

Expectations

x = rt
Jtok Txd

XJ -̀l-Pjt)citT.„„

Discordance

pi — xj
d) = xj

Expectations
link to

Expectancy
Value Theory

World Model

Normative Beliefs

nk

Motivation to Comply

9k
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♦
Normative beliefs
are most easily r Subjective Norm Effect Perceived Behavioral

Estimation of
anticipated

estimated by SMEs,
but could be
modeled

Sk = 1— [9k * (1 — nk)]

Control

hk

emotion effect
should account
for prospect

theory

Attitudes

ak = Yk
Ej(6pj,k * Pj,k)

l'Ej(6xj,k * xj.k)

+4(klj,k * dj,k)

Ss include both
evaluative and I

affective
factors (r

Motivations

= ak * Sk * hk * rk

Intentions

gmk

qk em1'

Dissonance

fk = qk bk —1

Anticipated Emotion
Effect

rk

An anticipated
emotion is

associated with
each behavior;
1 is neutral

Behaviors have
inertia, representing

recency and
magnitude of

previous actions



Mathematical Implementation
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R&D Challenge 2:
Extraction of sociocultural, decision-related
information to populate a computational
model

0 Lub:a:flies 16



Knowledge Capture and Instantiation

Typical method

Step 1 Step 2...



Knowledge Capture and Instantiation
Sandia
National
Laboratories

How to capture knowledge regarding societal decision making?

"An inherent challenge in understanding
behavior in other cultures rests in
gathering, analyzing, and representing the
relevant cultural concepts, beliefs,
and values that drive decisions in those
populations"

Sieck et al., 6, p. 237.

0 Labelatodbli es
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Capturing Sociocultural Information

Knowledge Elicitation Process

• 7

Allifii
. • • 10.41:_e

Sada

labontories

19



Mathematical Implementation

The Model of Dynamic Behavioral Choice

Cues are a
subset of
stimuli

Beliefs

Expectations

x = rt
Jtok Txd

x1,t-1-Plcit
r.„„

—0

Discordance

=
pi - xj

xj

Expectations
link to

Expectancy
Value Theory

Normative Beliefs

nk

Normative beliefs
are most easily

estimated by SMEs,
but could be I
modeled

ISubjective Norm Effect

L,,,,,,_sA=.1_ [gk . (1- nk)]

Attitudes

ak = Yk
j(6pj,k * pj,k)

+Ej(6xj,k * xj,k)

+4(6dj,k * dj,k)

Ss include both
evaluative and I

affective
factors

World ModelA
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Perceived Behavioral
Control

Motivations

Mk = ak * Sk * hk * rk

Intentions

gmk

qk ernk v

Dissonance

fk = q k bk —1

h k

Estimation of
anticipated

emotion effect
should account
for prospect

theory

44—*

Behaviors

bk = ftto (i)dt

Anticipated Emotion
Effect

Tk

An anticipated
emotion is

associated with
each behavior;
1 is neutral

Behaviors have
inertia, representing

recency and
magnitude of

previous actions



Information Underlying Cognitive Models

Examples of SME information, data, and report

information that populate DYMATICA models

CUES

SC1 global VEG seeks presence in country

SC2 promote culture and traditions

SC3 legitimize government

SC4 suggest G1 factiona lism

SC5 suggest G1 leadership disloyalty

SC6 suggest conflict between Gl and G2

SC7 suggest G1 corruption

SC8 suggest G1 losing funding and military ground

SC9 suggest G2 losing funding and military ground

Territory held by G1

Territory held by G2

Security provided by government

Services provided by government

Success of recent attacks by global VEGs

Success of recent attacks by G1

Success of recent attacks by G2

Global VEG courtship of G1

Global VEG courtship of G2

Societal stability

Foreign funding to anti G activities

G1 size

G2 size

G1 funding

G2 funding

at global VEG seeks presence in country

Perceived importance of culture and traditions

Perceived government legitimacy

Perceived G1 factionalism

Perceived G1 leadership disloyalty

Perceived conflict between G1 and G2

Pe

Pe

Pe

Pe

Pe

Pe

Expectations
Expecta ion of importance of culture and traditions
Expectation of government legitimacy
Expectation of G1 factionalism

Expecta ion of Gl leadership disloyalty

Expecta

Expecta

Pe

Pe

Pe

Pe

Expecta
Expecta

Expecta

Expecta

Expecta

Expecta

Expecta
Expecta

Expectal

Discordance

Discordance that global VEG seeks presence in country

Discordance of importance of culture and traditions

Discordance of government legitimacy

Discordance of G1 factionalism

Discordance of G1 leadership disloyalty
Discordance of conflict between G1 and G2

Discordance of G1 military strength

Discordance of G2 military strength

Discordance of benefit of leaving G1

Discordance of cost of leaving G1

Discordance of benefit of leaving G2

Discordance of cost of leaving G2

Discordance of status of G1
Discordance of status of G2

Discordance of strength of G1

Discordance of strength of G2

Sandia
National
Labondodes

POTENTIAL BEHAVIORS

G members choose G1

G members choose G2

G1 leaders choose global focus

G1 leaders choose local focus

G1 leaders push G1 narrative

G1 leaders do not push G1 narrative

G members favor G1 ideology

G members favor G2 ideology

G1 members leave G

G1 members move to G2

G1 members stay in G1

G1 removes members

G1 does not remove members

G1 members infight

G1 members do not infight

G1 provides services to society

G1 does not provide services to society

G1 provides security to society

G1 does not provide security to society

G1 invests in logistical network

G1 does not invest in logistical network

G1 attacks G2

61 does not attack 62

Potential Behaviors

Cue Inputs to other entities

21



Populating DYMATICA Models

Relies on Current Data, SME Guidance, and

Models of Human Decision Making

 ,•+
Surveys,
etc Data

A Country's

Customs and

Practices

Geographical Region's

Customs and Practices

General Human Behaviors —
Invariant of specific culture/behavior

Subject Matter
Expert Inputs

Sandia
riatimal
Labondinies



Information Underlying Cognitive Models

Knowledge structure pertaining

to a person or group

SUES MIK STMULI,

SUES IMMML STMULI,

ML.MLLT STSW

T., 7.-7

m ad amp,

SES

SME 1

  •

SME 2

SME 3

Sandia
National
Labondodes

Example convergence/divergence in

knowledge structures

DYMATICA assesses both the convergence &

divergence within these structures

23



Integration of Knowledge Structure

Example

services provided
by government

nment demand
or resources

cu

services provided
by extremist group

World Model

government co extremist group control

security

conflict extremist group
demand for resources

Cognition

cognitive resources

perceptions  > intention utilities

expectations -> discordance

ideology instilled in
population

support for
government

suppor or
extremist g up

A

ctions

amplification

intention evalu . n -> indicated behaviors

Sandia
National
Laboratories
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Extremist Group Assessment Example
Sandia
rialmil
Labatt:des

How can we better understand and anticipate the behaviors of violent
extremist groups ?

Exogenous, rest of the

world variables
• Economic Circumstances

• Social/political Circumstances

• Military Capabilities
• Ecological Resource Loss/Gain

Resiliency

• Communication Flow (e.g.,

contagion)

Influencing

Countries

(+) intel
support

Models of the Decision Calculus of Extremist
Groups/Organizations and Governments

(+) social/economic
support

(+) military
support

U.S.

International
Body

(agreements)

(

(+) International pressure

(+) military
support

Society

Decision calculus
of extremist groups

(+) Military
actions



Overarching Question Example
Sandia
National
Laboratories

How might the use of specific strategic communications options (defined by
the content of the message, the method of sending the message, and the
target of the communication) affect a violent extremist org's (VEO) behavior?

1. How resilient are the VEO to these strategic communications? Are effects of
strategic communications lasting or does the VEO return to previous behaviors
after some time?

2. Are there combinations of strategic communications options that would most
likely provoke an identified disruption in the VEO's behavior?

3. How might strategic communications change other dimensions of the VEO's
strategy, including:

a. Recruiting globally vs. recruiting locally

b. Focusing on insurgency vs. working within government channels

c. Aligning more closely with a transnational VEO

d. Following a strategy closer to specific transnational VEO

0 Labelatodbli es
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Information Underlying Decision Models

Information Underlying DYMATICA-Mustang Models

CUES

SC1 global VEG seeks presence in country

SC2 promote culture and traditions

SC3 legitimize government

SC4 suggest G1 factionalism

SC5 suggest G1 leadership disloyalty

-I, V, ,111CC,l1 I/111111. W11 Mill W1/

SC7 suggest internal VTO corruption

SC9 suggest G2 losing funding and military ground

Territory held by G1

Territory held by G2

Security provided by government

Services provided by government

Success of recent attacks by global VEGs

Success of recent attacks by G1

Success of recent attacks by G2

Global VEG courtship of G1

Global VEG courtship of G2

Societal stability

Foreign funding to anti G activities

G1 size

G2 size

G1 funding

G2 funding

Perceptions

Decision
Factors

Perception that global VEG seeks presence in country

Perceived importance of culture and traditions

Perceived government legitimacy

Perceived G1 factionalism

Perceived G1 leadership disloyalty

Perceived conflict between G1 and G2

Perceived G1 military strength

Perceived G2 military strength

Perceived benefit of l Expectations

Perceived cost of lem  Expectation of importance of culture and traditions
 Expectation of government legitimacy
Perceived benefit of i Expectation of G1 factionalism
Perceived cost of lea 

Perceived status of G EExxpp 

ExpPerceived status of G 

Perceived strength of  Exp

Perceived strength of EExxpp

Exp

Exp

Exp

Exp

Discordance

Discordance that global VEG seeks presence in country

Discordance of importance of culture and traditions

Discordance of government legitimacy

Discordance of 61 factionalism

Discordance of 61 leadership disloyalty

Discordance of conflict between G1 and G2

Discordance of G1 military strength

Discordance of G2 military strength

Discordance of benefit of leaving G1

Discordance of cost of leaving G1

Discordance of benefit of leaving G2

Discordance of cost of leaving G2

Discordance of status of 61

Discordance of status of 62

Discordance of strength of G1

Discordance of strength of G2

Sandia
National
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POTENTIAL BEHAVIORS

G members choose G1

G members choose G2

61 leaders choose global focus

61 leaders choose local focus

61 leaders push G1 narrative

61 leaders do not push G1 narrative

G members favor G1 ideology

G members favor G2 ideology

G1 members leave G
G1 members move to G2

G1 members stay in G1

G1 removes members

G1 does not remove members

G1 members infight

G1 members do not infight

G1 provides services to society

G1 does not provide services to society

G1 provides security to society

G1 does not provide security to society

G1 invests in logistical network

G1 does not invest in logistical network

G1 attacks G2

G1 does not attack G2

Potential Behaviors

Cue Inputs to other entities
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Societal Behavior and Decision Integration
(Interactions between government, society, diaspora, and terrorist org.)

SC7:

Suggest G1

corruption

services provided
by government

1
cues

grz,m,k Sante
National
Labo'atones

government control

security services provided
by extremist group

government demand conflict

for resources

perceptions

expectations

extremist group
demand for resources

Cognition

cognitive resources

ideology instilled in
population

World Model

extremist group control support for
government

support for
extrernist group

amplification > intention utilities

  discordance

actions

intention evaluation -> indicated behaviors

0 labelatodbli
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Main Dashboard Assessment

Behavioral

influence

Assessment

People in Extremist Group

2

6K 
base case mar to!a'

5K

4K

2K

1K

OK

2018 2020

Societal Support

1.0

0.8

0.6

0.4

0.2

0 0

2022 2024 2026

• fOr Core

▪ for core base case

• fOr faction

10 for faction base case

Services Provided by Extrernist Groups

6M

4Aa

2M

OM

SC1 global VEG seeks presen

o • >

SC2 promote culture and tra..

SC3 legitimize government

0 < )
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SC4 noggin core factionalis..

• by core c3 -10 < >

• by core base case

• by fact ion SC5 suggest core leadership..

• by faction base case >

2018 2020 2022 2024 2026

Groups Attack Society/Anti-Group Forces

1.0

0.8

0 6

0.4

02

0.0

• core attacks

• core attacks base case

• faction attacks

• fact ion attacks base case

2018 207.0 70n 20 24 2076 2018 20 20 2022 2024 2026

SC6 su g gest co MIK t be/wee

SC7 suggest core corruption

SCS suggest core losing fun .

•_)

SC9 suggest faction losing f..

increase M foreign funding t..

C 5 >

increase ln Services Provide..

initiating event people movi..
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Assessing The Utility of Assessments

People in faction vs. strategic communication portfolio cost
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Research Challenge 3:
How can we have confidence in the
model results?

0 LLab311. 31



Developing Confidence Management
Methods

Develop Theory,

Methods, and Tools to

Increase and Manage

Model Confidence

Labmatories

Step Considerations Task detail Products .El
]. Plan project • Organize team and tasks 0 Determine team, tasking, and

schedule
0 Begin organizing project tasks
0 Clarify and document

classification issues, and share
with team and customers

0 WORK PRODUCT: Process checklist
0 WORK PRODUCT: Project schedule
0 WORK PRODUCT: Documented

classification issues
ID

2. Develop question • Begin to develop common
vocabulary

• Defines seopelboundary of
analysis

0 Iterate with customcr to clarify and
refine question

0 Create documentation document

CI RESULT: Refined question
(potentially with sub-questions)

0 WORK PRODUCT: Create and update
documentation document wilh qucition

CI

3. Begin general
literature review

• Gets more detailed as process
progesses

0 Tearn begins (ongoing) literature
review

0 Update annotated
bibliography/corm-non
repository/documentation with
each applicable source

0 WORK PRODUCT: Annotatcd
bihliography initiated

0 WORIC PRODUCT: Common
repository initiated

0 WORK PRODUCT: Update
documentation with leey finding.s

E

4. Define confidence
management plan

• Based on template 0 Create and update confidence
management plan for entire projcct

0 WORK PRODUCT: Update
documentation with confidence
management plan

0

5. Begin confidence
management

• Based on confidence

management plan

0 Document model and projeet
requirements

0 WORK PRODUCT: Update
documentation with capability
requirements

D

6. Select SMEs • Consider using different SMEs
for different portions of the
project (for example, Causal Loop
Diagram versus Knowledge
Structure)

• Account for both donaain-specific
and technical talents of potential
SMEs

El Work with customers, intc mai
expects, elq. tO select SMES

CI WORK PRODUCT: Update
documentation with list arid relevant
background of selected SMEs

0 WORK PRODUCT: Cornplete expert
criteria worksheet for each SME

D

7. Select granularity
of project/model

• Time frame, cognitive entities,
geographic region

0 lterate with customers and SMEs 0 WORK PRODUCT: Update
documentation with selected
granularity

0

8. Compile dynamic
hypotheses

. Broad-scale hypothesis of
dynamic behavior of kcy
variablcs over the selected timc
horizon, given selected scenarios

• Helps to frame the process for
SMEs., frames the problem for thc
entire team and SMEs

o Use SMEs, literature survey,
historical data, current data, etc.

O Discuss and iterate with SMEs

0 RESULT: Working Hypothesis
0 RESULT: Definition of input and

output variables of Most interest
0 WORK PRODUCT: Update

documentation with dynamic
hypothesis

I:I

9. Develop Causal
Loop Diagram

• Defines broa d, overarching
model structure

0 Discuss and brainstorm system
stmeture with S MEs

0 Team creates draft diagram
0 Vet and iterate with SMEs

0 RESULT: Causal Loop Diagram
El WORK PRODUCT: Update

documentation with Causal Loop
Diagram

0 DELIVERABLE: Present diagram and
other initial documentation to customer

E

l 0. Define elicitation
strategy

• Use template
• Includes SW questions, process,

etc_

0 Define elicitation strategy for
specific project

13 Provide SME(s) with information
on thc elicitation process

0 WORK PRODUCT! Update
documentation with elicitation strategy 0



Assessing Data within Models
Sandia
National
Laboratories

Summary of Methods

N Quantifying uncertainty:

• Assess how uncertainty in model inputs propagates through the model to affect results

• Characterize uncertainty in model inputs

• Helps the analyst to understand potential outcomes given that some assumptions and conditions are

uncertain

• Run the model with different combinations of inputs to characterize uncertainty in outputs

• Likely to use Dakota software - Sandia-developed, Publicly available

N Sensitivity analysis:

• Assess which COAs have the largest effects, i.e., where intervention would be most effective

• Can use to learn

• Best places to focus data collection resources

• Whether the model can be simplified

N Verification:

— Extreme value tests - to assess implausible behavior caused by certain ranges of values

— Benchmark problems - to test the accuracy of the code used for numerical integration

N Validation (Confidence Management):

— Face validation - assess model for reasonableness; Diagrams of model structure

— Cross validation - assess a subset of historical data, compare results to remaining data
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Example: Sensitivity Assessment of

Behaviors

Sandia
National
Laboratories

• Developing capability to assess what conditions will increase the likelihood of an event or
popularity of an organization or leader.
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Sensitivity Assessment of Behaviors

Sensitivity analysis of COAs to behaviors

• Can show the relative strengths of correlations for different inputs as they change over time

to produce certain outputs (e.g., behaviors)

Some inputs strongly contribute
initially, but lose strength over time

Partial Correlation coalrnienho
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Some inputs weakly contribute
initially, but gain strength over time

Inputs that fall near the center (low
correlations) do not contribute much
to the final output
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Thank You

Questions?


