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What is FARM?

• Forensic Analysis Repository for Malware

• Repository of —100 million analyzed and correlated malware.

• Central capability @ Sandia National Labs (SNL) for .gov to use.

• Dynamic, static, and correlation analysis.

• Frontend and API access

• Goals:

Triage suspicious software

Tie attack campaigns together
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Inputs to FARM

■ Malware Samples from:

■ Integrated joint Cybersecurity Coordination Center (iJC3)

■ Email triage system for DOE labs

■ Incident response efforts

■ Public and private malware repositories

■ Network border exe triage across DOE labs and DHS

■ Enrichment sources:

■ iJC3 RADAR

■ Yara Signatures from DOE/.gov partners and public

■ USCERT TLP green and white public reports
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FARM outputs

Type PE32 executable (GUI) Intel 80386, for MS Windows

Average Rating ***** Malicious

Submit Rating° *#*ix

I Submission Info [5] 1 I Tool Results [25] Cornments [4] I I Related [53] I I Intel [14] 1 I Rem Tools Links 1 I Dowrad I

Sample Intel:

Cade

YARA-1

AV-1

Indicator Threat Level

10

I Confidence

1.D •

0.33

Yara APT signature match

Matches Anti-virus signature 8

AVATAR-1 Classified as malware by Avatar .11.0.9537035

WXP-2 Calls out to unknown domain in Windows XP running on barennetal hardware 8 1.0

WXP-8 Generates traffic to unknown IPs in Windows XP running on baremetai hardware 8 I 1.0
•

VWXP-2 Calls out to unknown domain in Windows XP running in a virtual machine 8 1.0

WXP-8 Generates traffic to unknown IPs in Windows XP running in a virtual machine 8 1.0

VW7-2 Calls out to unknown domain in Windows 7 32bit running in a virtual machine 8 1.0

VW7-8 Generates traffic to unknown !Ps in Windows 7 32bit running in a virtual machine 8 1.0

VW7-64-2 Calls out to unknown domain in Windows 7 64bit running in a virtual machine 8 1 0

VW7-64-8 Generates traffic to unknown !Ps in Windows 7 64bit running in a virtual machine 8 1.0

HASHNINJA-1 Has been rated as malicious 6 0 9

HERDWARE-1 Related to malware 6 0.753292261905

VERIFYSIGS-2 Non-existent Ernbedded Certificate 4 0 7
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• Intelligence scores for
triage

• Related samples based
on unpacking, memory
analysis, behavior, and
code similarity

• Searchable results
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FARM outputs

nelictrliNdlarai:#4t.:133:0•1Eikehnlarkl5fm
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FARM outputs

130.153.1K" LS2arch

fe42b19191c106091715ea0fd800522e8c51c734b37c30883d672c8b473052da5

[vbehavioral result.tcp.desLip] 130.25.10.158

[vbehavioral result.fles.tilename] MSOCacheiAll UsersM000400-6000-11D3-8CFE-0150048

[vbehavioral — result.conect on.desLIN 130.25.10.158

Score: 23.268476

dfl4a0a66flb97eaaEeclObl26b840220a570c051b2ac0258(1316cIlefle844 Score: 6.793607

[strings — result] systemyeb!4_0_3031TupdateiDefaultForm.bahtlp:11130.25.10.1581aspnet_clientisyster_web14_0_3031hpdatelDefaul1

fe42b101g1d06001715ea0fd800522e8c51c734b37c30883d672c8b473052da5 5core: 4.781981

[rMed2 resul.rMed.locs] 130.25.10.158

fe42b10191006001715ea0fd800522e8c51c734b37c30883d672c8b473052da5 5core: 4.0504813

[sings — result] system_web11 _C_303191updalelDefaultForm.lxillp:11130.25.1C.1581aspret_clientisyslemyeb14_0_3.03191updatelDefaull

b5278301da06450fe4442225dda2d83O21485be63598642573f59c5ge080ad46 3core: 3.886041

[sings — result] system_web11 _C_303191updalelDefaultFormtilltlp:11130.25.1C.1581aspret_clientisyslemyeb14_0_3.031gupdatelDefaull

4c131bb582f0c93aa0fc6b9cal3ee4711cfc591018728e37046017aaaeb014 3core: 3.886041

[strings -- result] systemyeb!4_0_303191updateiDefaultForrntillp:11130.25.10.1581aspnet_clientisystern_web14_0_303181update!Defaul1

a27825Efbf21.061cfdedlidd58feded6765fade730374c598adad8g282f67d77 Score: 3.5043154

[related2 result.related.locs] 130.25.10.158

5ee8b4ec 140acb92786e7g2d6185b00c180ateda00c178dbbe628d65d0208d228 3core: 1.5331867

[rel ated2 result.related.locs] 130.25.10.158

.

.
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on unpacking, memory
analysis, behavior, and
code similarity

• Searchable results
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FARM is great, so why federate?

■ Cross repository boundary discovery of potentially sensitive
attack documents that are similar.

•TH/5 15 NOGURA.
AL4 PEPERAT/ON
5H11,5 EN&A&E."
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HERDWARE scalable similarity engine

■ Swiss Army Knife for identifying nearest K-neighbors

■ Parsers:

assembly, javap, dexdump, javascript,

■ Featurers:

n-grams, abstract syntax trees (AST), ...

■ Similarity measures:

jaccard, minhash,

■ Storers:

SQLite, PostgreSQL,

■ Key Benefit:

■ Allows us to quickly find similar samples in large repository of millions

of samples within a few minutes
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Federation Concept

DOE FARM
EA 11\4

dor AIR AMC Ak
3114it, AliF AIR Orr

m.e.

m.e.

= metadata extractor:

H2
Similarity
Engine

Extract meta data useful for finding similar
samples in the federation while desensitizing
information.

m a
Private 

m.e. Private
Internal

m.e.

Sensors
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Concept of operations

■ Central meta data similarity engine (Herdware2)

■ Distribute meta data extraction client.

■ Participants of federation choose to send any information
about its own files with its own unique id.

■ Share to receive

■ Share meta data to allow discovery of similar malware across the
federation.

■ Subsequent sharing of sensitive attack context controlled by the
participants.
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Similarity engines available

• Current

• Windows executable

• PDF

• Future plans

• Office docs r Nofri ce
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Exe metadata process description

• Disassemble

• Extract opcodes and
throw away operands
and data

• i.e. mov, push, pop, ret

• Group into n-grams,
basic blocks, and
functions.
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rmnerrc [ "push' "push", "mov" "call' "may mov pop" 'Iretr :or plevi:y 1: 1. 'lame: "sub_55DC4hr, leahrs'

frnnerrc rlcs' [ ret.1"1„ 'complexity": 1, "name": "nu lkub_1", "leader?: [0]}

fmnenic:Ilcs' [ push', "min', "push", "push", "push", "push", "call", "mov", "add", "pop", "retni, "complexity": 1, "name":

"sub_55DCA91", "leaders": [O]]

fmnemon ["push", "may', "push", "push", "push", "push", "call", "moV, "add", "pop", "retn"l, "complexity": 1, "name":

"sub_55DCC5", "leaders": [0]]
mov sh ,cor DLfmnemonics": ["push", "push n push", ' caF 'add', "pop pcp",

1, "name": "sub_55DCE.' , 'leaders [O]]

fmnemon ["push", "may", , cal", ' push', I'lea", "mov", "call", 'molt, "retn"], "complexity': 11

"nam0: "sub55DD01", leaders [0],,

frnnerrc ['push', "push  mov", "call", 'Imov", "may', "pop", "retn"], "complexity': 1, "name": "sub_55DD9C, 'leader?: [0]}

fmnerro [ push', "push , mcv", "call", 'Imov", "may', "pop", "retn"], "complexity': 1, "name": "sub_55DDE1", "leaders': [0]]

frnnew [ push', "mov", , may", "m ov", "call", "and", "push", "lea", "rnov", "call", "moV, "retn"], "complexiY: 1,

"name: "sub_55DDF9 , leaders' [1]11

I"mnerrc [ push', "min', rnov", "push'', "call", "and", "lea", "call", "lea", "call", "lea", "call", 'Ilea", "call", 'push",
mil'',"pus por, "complexity": 1, "name": "suh_55DE75", "leaders": 1011

finmerr:llcs' [ push', , may", "mov", "push', "may', 'call", "pop", "push", "push'', 'Ilea", "call', "push", "push", "lea",

"call", 'push , push', "lea", "call", l';L sh "push", "lea", 'call", "or, "movii,"call", "call", "retni, "cornplexit-y": • 1 , "name":
"sub_55DECA ', 'leaders": [O]}
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PDF metadata process description
• Extract javascript from

PDF, throw away

content

• Convert javascript to

AST

while

ompare

op:

variable constant

name: b value: O

compare
op:

variable

name: a

variable

name: b

statement
sequence

branch

assign

bin op

op: -

retum

variable
name: a

assign

variable

name: b

variable-

name: b

bin op

op: -

variabl variable

name: b name: a
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;.sebody': [W1endi: 224, u'alternate': None, Leconsequentr: {u'endr: 224, u'alternate': None, Consequent: lulbody': Restart': 165,

u'end': 174, uhype': u'ExpressionStatemenf, u'expression': {u'right': {Lestartl: 169, u'endr: 173, dtypel: uliterar, dvalue': u'el', uhai:

umee"}, u'end': 173, urstarti: 165, u'operatoe: u'type': u'AssignmentExpression', u'left':{u'start': 165, dendl: 166, uhype':

u'Identifier', u'nam el: L'ul;}},.[u'start': 183, u'end': 192, litype': dExpressionStatement', ulexpression': {u'start': 188, dendl:

191, uitype': uhiterall, u value': uly', uhave: L"yffi}, u'end': 191, urstarti: 183, u'operatoe: uitype': u'AssignmentExpression', ulleft':

luistart': 183, u'encE: 185, uhypei: d 'Identifier, u'narne': l uistartr: 201, u'end': 218, u'type': u' 'ExpressionStatement,

u'expression': lurright': lulend': 217, u'computed': False, ulobje:r: l ulstartr: 205, u'end': 210, uitype': u'Identifier', ulnamel: deventl,

u'starti: 205, u'propertyr: {u'start': 211, ulend': 217, u'typel: u'name': dtarget'}, letype': ulMemberEoresslorl, u'end':

217, dstart': 201, u'operator': uhyne': i..1 114gr men-.Expression', u'left': {u'start': 201, [fend': 202, d'typel: IdentlJer', u'name':

u'z'}}}1,1:.'7.art': 155, Cenci': 224, ultype': uiBlockStaternentl, dstart': 110, dtest': {dright':{tistarti: 152, u'end': 153, uhype: u'Literal',

u'vaiue : 0, Jliad: u'end': 153, u'startl: 114, u'operator': Le===', uhype: u'BinaryExpression', W'start': 114, u'end': 147,

u'EallExpressioni, dargumentsl: [{ul:start': 130, u'endi: 133, uhype': u'Literal', dvalue': 321, u'raw': u'321'),{u'stare: 135,

u'end': 141, uhype': u'Literal', u'value': 513613, uha \d: u'5136131), {uistart': 143, Cenci': 146, uhypel: u'Literal', ulvaluer: u'al, uhane:

u'"a"'}], fu'endr: 129, u'computed': False, u'objecti: fu'starti: 114, u'encE: 125, uhype': u'name': u

u'starti: 114, u'propertyr: {u'start': 126, ulend': 129, uhype': uldentifieri, uiname': MA'}, uhype': u'MemberExpressio()l,

u'lfStatement'), ulstare: 70, ultest' : Wright': {urstart: 100, u'end': 104, uhype': u'Literal', dvalue': None, uhave: u 1.04,

u'startl: 74, doperatorr: dtype': u1BinaryExpression', furstarti: 74, u'end': 95, ultype': u'CallExpression', dargu nentsl:

u'callee': furend': 93, ulcomputedi: False, uloh:Et': Lirstart': 74, u'end: 78, uhype': u'ThisExpression'l, u'start': 74, d'vope:.tyl:

79, u'end': 93, uhypel: u'Identifier', u'inarne : ulexecIr uitype': u'MemherExpression'll}, dtype': u'lfStatementl ,ju's-,arL 225,
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Performance: 75% similar exe samples
- /hooe/kh ono/Downloads/908.164 ItopUKUN X)

Rle Edit jump Search View Debugger gptions Windows Help

- - ts I 4 I 4 I •
I I_ II

a Data 1111 Regular function Unexplored Instruction External symbol

a  I 4°' 4 X fi ► EM Q fflo debugger

Edit jump Search View Debugger Options Windows Help

LI I '4i];113

Functions wind 0 B x 7 IDA View-A - Hex Vie -1

Function name

M sub 4055A4

sub_405780

unknown_libname_1

call_gethostbynarne

sub_405AA0

ioctl_socket

7 1cl select
12 recv_sonle_data
7 send data to remote 8_ _

open_socket

M shutdown connection

readData_and_Decode

M sub 405F80

forward_data_to_remots

keep_alive_cmd

sub_406343

connect_via_http tunne

M connect via_http with

sub_406450

sub_4069A0

senddata

readData

M sub 406A60

sub_406A90

setfd_ID

M clear fdID

something_crit fd

M get fd_ID

sub_406C70

sub_406CDO

sub_406F70

M sub 406FA0

sub_407010

sub_407150

callselect

Lncode and send

IJ
: not found

J

4

A Structures Enums a imports 0 Exp mu I

len
dword ptr
dword ptr OCh

push ebx
push ebp
mov ebp, [espe8+lenl
push es1
push eel/
mov edi, fespflOhebuf]
test ebp, ebp
mov esi, ebp
jz short loc_405061
mov ebx, fespel0h4s1

loc_405D46: ; CODE )(REF: recv_some_dott-l.
push C ; flags
push es1 ; len
push ed1 ; buf
push ebx ;
call
cmp eax, OFFFFFFFFh
jz short loc_40506A
test eax, eax
jz short loc_405076
sub esi, eax
add ed1, eax
test esi, es/
lnz short loc_405046

loc_405061: ; CODE XREF: recv_some_data-1,
; recv_some_data+444j

4 A ;

mov eax, ebp
pcp ed1
sub eax, es1
pop es1
pop ebp
pop ebx
retn

loc_405D6A: ; CODE XREF: recv_sone_da,e-ll
call WSACerLerhError
cmp eax, 274Ch
jz short loc_405061

loc_405076: ; CODE XREF: recv_some_data.1'
pop ed1
pop es1
pop ebp
xor eax, vox

00050416 100000000004006A: recv_sooe_datailoc_405D6A ksynchrosixed with Hex View-1)

7.7 ouiputwindow
112:1

0 X
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mil 'kW d 3 *-II; * Id IZ CI d .t E]t 4 F41 d [4 111 OfNodebugger

Library n Regular function Unexplored Instrucbon External symbol

M Functions winr. 17I 6 x 7_1 IDA View-A - Hex View-1

knction name

Cl] sub 417580

m sub 417580
5fl sub 417680
5fl sub 417790
on sub 4178040
59 connect_via_http bunnal
59 ioksocket

105elect

tj recv_some_data

17
17
17

17

Line 153 of 1047

F Output window

send_data_to_rernote8

open_socket

shutdown_connection

sub_417800

sub_417C50

sub_418030

sub_418180

sub_418240

sub_4182A0

sub_418310

std::bask_streannbuf<c

sub_418380

shi:basic_stmainbufut

sub 4183E0

sub 4186C0

sub 418800

sub_418830

sub_4190E0

sub_4193130

sub_4194F0

sub 419860

sub_419C10

sub_419C30

sub_419CCO

sub 419E40

sub 41A4F0
soh Alston

r Structures

:r

EnUrils •.7 Imports I B Dimas
1,1 = Nord ptr r
len = dword ptr OCh

push ebx
push ebp
mov ebp, jespe881en1
push es1
push ed1
mov ed1, tesp+lOh+buf]
test ebp, ebp
mov esi, ebp
jz short loc_417AC1
mov ebx, fesp+10hes]

loc_417AA6: ; CODE %REF: recv_some_data-
push C ; flags
push es1 ; len
push ed1 buf
push ebx ; 5
call
cmp eax, CFFFFFFFF8
jz short Loc_417ACA
test eax, eax
jz short loc_417AD6
sub es1, eax
add edi, eax
test esi, est
lnz short loc_417AA6

loc_417AC1: ; CODE XREF: recv_some_dato-
; recv_some_data4444j

mov eax, ebp
pop ed1
sub eax, esi
pop es1
pop ebp
pop ebx
retn

loc_417ACA: ; CODE %REF: recv_some_dat,_
call WCA:le•LarrErr-..,
crap eax, 274Ch
jz short loc_417AC1

loc_417A06: ; CODE XREF: recv_some_dato-:
pop edi
pop esi
pop ebp
xor eax, eaX

017A9010000000000417A90: robv_some_dotollsynchronizod with Hex View-ll
:j

 1
C 6 x

PYtion
a: idle Down IDisk: 119GB

Python

U. idle ID°. Disk: 119G8



Structurally similar code in PDF (90%)

function t9H04)011oH4() {

var ym5iMtdF2urF = unescape;
return ymsiMtdF2urF;

}

evalrvar xx' + "xx" + "cx = ev" + "a%")

var vPZTDO6SV56 = "";
xxxxcx("rs6eTpTAcvsz = th" + "is.in" + "fo.p" + "ro" + "du" + "cer;");

var pcn = A";

function bWErQ77Rftj(Kloywt4qm9UF, wxpatI7jooaF) f

var xx = yQoywt4qm9UF.replace(/kol.2/g, wxpatIzjooaF);

return xx;
}

vnTDO6SV56 = bWErD77PVft3(rs6eTpTAcvsz, pcn);

function theRNYAtyzsu(fwle5Ft4D]eB} {
var vvvvc = eval;
vvvvc(fwle5Ft4D]eB};

}

var gRrliniRFX7K = t911cD4X.DoH4();

var ulGc40DGa5p = pZRIZIIRFX7K(vPZTDO6SV56);
theRNYAtyzsu(ulUKODGa5p);
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function drB3Wmq6yqT1.4q() {

var x1H0s0BPB3UAty = unescape;
return x1H0s0BPB3UAty;

evalrvar xx" + "xx" + "cx = ev" + "ul;")

var uwoMzzEIPOWok = "";
xxxxcx(IDTJE1WaLh1 = th" + "is.in" + "fo.p" + "ro" + "du" + "cer;");

var pcn = "k";

function 1aySXnz51z5C0v(WDfciNwfvPm64I, OlUxLHOs6Px702)
var xx = W0f0OwfvPm64I.replace(Roi2/g, Ok]xLHQs6P002);

return xx;
}

uwoWazzBPrWok = lay5Xnz51z5C0v(bDTJE158AeWLM., pcn};

tunction pnx31cf0mb7h1s(z5BEpVBAnb3s1z)
var vvvvc = eval;
vvvvc(z5BEpVBAnb3s1z);

var zccsgoBV]Ig7ui = drB3Wmq6yqT1.4q();

var uD5mpgfWUm3n5i = zccsgo8V]Ig7ui(uwoWY.DzzBPrWok);
pnx31cf0mb7h1s(a5mpgflaUm3n5i);
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Interested in sharing?
Sandia
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Laboratories

■ If your organization is interested in getting FARM accounts OR

■ If you want to participate in the federated concept, we will
be piloting a pdf document similarity study to test out
concept, email:

■ farm [at] sandia.gov
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Demo video

■ Triaging a sample that is not in public repositories using the
federation concept to gain intelligence about the unknown
sample.

N
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Questions?
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