This paper describes objective technical results and analysis. Any subjective views or opinions that might be expressed
in the paper do not necessarily represent the views of the U.S. Department of Energy or the United States Government.

SAND2018- 5915C

Malware Information Sharmg by
Federating Malware Repositories

Ken Chiang, Mike Bierma, Jon Crussell

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology & Engineering Solutions of

U.S. DEPARTMENT OF ' VA ] h - . N . .
ENERGY .VA'.& Sandia, LLC, a wholly owned subsidiary of Honeywell International Inc., for the U.S. Department of Energy’s National Nuclear Security
‘Naton Nuciaar Securty Admiiatrtion Administration under contract DE-NA0003525. SAND Number:




What is FARM? ==

= Forensic Analysis Repository for Malware
= Repository of ~100 million analyzed and correlated malware.
= Central capability @ Sandia National Labs (SNL) for .gov to use.
= Dynamic, static, and correlation analysis.
= Frontend and APl access

= Goals:
= Triage suspicious software
= Tie attack campaigns together




Inputs to FARM ) .

= Malware Samples from:
" Integrated joint Cybersecurity Coordination Center (iJC3)
= Email triage system for DOE labs
= |ncident response efforts
= Public and private malware repositories

= Network border exe triage across DOE labs and DHS

= Enrichment sources:
= jJC3 RADAR
= Yara Signatures from DOE/.gov partners and public
= USCERT TLP green and white public reports




FARM outputs

Type PE32 executable (GUI) Intel 80386, for MS Windows u I n t e I I i g e n c e S c o r e S f o r

Average Rating EE 51 valicious

Submit Rating®) ¥ EEE t ri a ge

Submission Info [6] | | Tool Results [25] | Comments [4] = Related [53] | Intel [14] | | Rerun Tools | Links Download\":i'l

= Related samples based

Code Indicator ThreatLevel Confidence .

YARA-1 Yara APT signature match 10 1.0 O n u n p a C kl n gl m e m O ry
AV-1 Matches Anti-virus signature 8 033 | ° b h . d
AVATAR-1 Classified as malware by Avatar 8 0.9537035 a n a yS I S ) e a V I O rl a n
WXP-2 Calls out to unknown domain in Windows XP running on baremetal hardware 8 1.0 . . .

WXP-8 Generates traffic to unknown IPs in Windows XP running on baremetal hardware 8 10 C O d e S I m I | a r I ty

VWXP-2 Calls out to unknown domain in Windows XP running in a virtual machine 8 1.0

VWXP-8 Generates traffic to unknown IPs in Windows XP running in a virtual machine 8 1.0 | S e a rC h a b I e r e S u I t S

VWT-2 Calls out to unknown domain in Windows 7 32bit running in a virtual machine 8 1.0

VWT7-8 Generates traffic to unknown IPs in Windows 7 32bit running in a virtual machine 8 10

VWT-64-2 Calls out to unknown domain in Windows 7 64bit running in a virtual machine 8 1.0

VWT7-64-8 Generates traffic to unknown IPs in Windows 7 64bit running in a virtual machine 8 10

HASHNINJA-1  Has been rated as malicious i 0.9

HERDWARE-1 Related to malware 6 0.753292261905

VERIFYSIGS-2 | Non-existent Embedded Certificate B 0.7



FARM outputs

Intelligence scores for
triage

Related samples based
on unpacking, memory
analysis, behavior, and
code similarity

Searchable results




FARM outputs UL

02540458 HM .

" |ntelligence scores for
Ted 2010110600715 a0fIB0052268 51740 Te 088306 72c B4 305205 Seore: 2368476
[vhehavioral - result tep.dest ip] 130.25.10.158 t r | a g e

oehnioral - rsult e fename] MSOCache/Al Users'90000409-5000-4D3-GCFE-U150048
ioehiora - resultconnecton dest ] 1302610168

= Related samples based

0t 4a0a661b07eaabec 78 1260840220a57d01c05 2ac025836ctefTegdd Store: 6.79%607
sirings - resuf] system wehd 0 30310/update/DefautFom behtp:/430.25.40.158/aspnet clientisystem web/d 0 30319/updateDefau on un p acC k N g’ memo ry
Ted 210101 00B001T15ea0 dB005 226851 cT 4D 3TC 088308 T2cB04T 30525 Seore; 4 781081 . .

Teated? ~ resut refated jocs] 130 26.10.168 dana |yS | S; b e h avio r; an d
Ted 1911006907 5eagBO05228e 1T 4NATc 308346720 0472050025 Score: 40504813 CO d es | m | | ar | ty

stings - rsul]system web4_0 30340/updateiDefautForm bty /430.25.10.A58/aspnet clentisystem webi4 0 3039/update/Defaut

DA T30 DB e 2205000083001 405bes 5084057 0c 000ttt Soegeny W S earc h Ve | b | eresu |tS

g — st system wehi4_ 0 30319/update DefautFomn bty 430.25.10.456/aspet clentsystem webid 0 30319/updateDefaut

44358200 3aa0fcBhcar deed T1Ac a1 0187280370 0469 18T aaeh014 Score: 3 886041
[strings - rasul] system web/d 0 30310/updateDefaultFom bihtip:/130.25.10158/2spnet clientisystem webid 0 30319/update/Dafaul

827825621061 cfdedTidd58tededbTh5MadeT 3037 4c S08adadaC202Ma 7T Seore: 35043154
[related2 - result refated joes) 130.25.10.138

Seefbdert40acha2786e79246185000080afdeda00d78dobeb20065002980226 Store: 15334867
[related2 - result refated joes] 130.25.10.136




FARM is great, so why federate? ) ..

= Cross repository boundary discovery of potentlally sensitive
attack documents that are similar. ]




HERDWARE- scalable similarity enginem

= Swiss Army Knife for identifying nearest K-neighbors

. .
Parsers: ﬁ) b
= assembly, javap, dexdump, javascript, ... Javf/c/ript &

= Featurers:

" n-grams, abstract syntax trees (AST), ...
= Similarity measures:

" jaccard, minhash, ...
= Storers:

= SQLite, PostgreSQL, ...

= Key Benefit:

= Allows us to quickly find similar samples in large repository of millions
of samples within a few minutes

8
-



Federation Concept Ll

Similarity
Engine

= metadata extractor:
Extract meta data useful for finding similar
samples in the federation while desensitizing
information.




Concept of operations

= Central meta data similarity engine (Herdware?2)
= Distribute meta data extraction client.

= Participants of federation choose to send any information
about its own files with its own unique id.
= Share to receive

= Share meta data to allow discovery of similar malware across the
federation.

= Subsequent sharing of sensitive attack context controlled by the
participants.




Similarity engines available

= Current
. -
= Windows executable .53

= PDF ﬁ

= Future plans

= Office docs Egbﬁ’,“ce




Exe metadata process description

= Disassemble

= Extract opcodes and
throw away opeﬁands
and data fn

th

{11} Ui} inn 1

{"mnemaonics": ["push”, "push”, "push", "mav", "call", "mov", "mov", "pap”, "retn"], "complexity": 1, "name"; "sub_550C46", "leaders";

o}

{"mnemonics”; ["retn"], "complexity": 1, "name": "nullsub_1", "leaders"; [0])

1 1} nn

{"mnemonics”; ["push”, "mov", "push”, "push”, "push”, "push”, "call’, "mov", "add", "pop", "retn"], "complexity": 1, "name":

"sub_550CA9", "leaders": [0]}

[l (|

{"mnemonics”; ["push”, "mov", "push”, "push", "push”, "push”, "call", "mov", "add",
"sub_550CCS", "leaders": [0])

{llmnemonicsll: [Ilpush'\l’ Ilpushlll “mDV", “mDV"f Ilpush\l’ IlpushllJI Ilca”H! "pLISh", I!push"' "C&""r Iladdf
1, "name"; "sub_550CE", "leaders" [0]}

{llmnemonicsll: [Ilpush'\l n [}

I (]

"nop”, "retn"", "complexity"; 1, "name";

I nn I

,"pop’, "pop’, "retn’],"complexity":

call', "and", "push"”, "lea

moy’,

1 (]

"mov", "cal

| moy”, "call”, "mov”, "may”, " aall' I" "retn"], "complexity": 1,

"name"; "sub_550D01", "leaders": [0]}

i i | o

{"mnemonics”: ["push”, "push”, "mov", "call", "mov", "mov"’, "pop", "retn"], "complexity": 1, "name": "sub_550D4C", "leaders" [0]}

{"mnemonics™: ["push”, "push”, "mov", "cal

||I I A[| | nn
!

mov", "mov’, "pop", "retn"], "complexity": 1, "name": "sub_55DDE1", "leaders" 0]}

® ].e. Mmov p p us h 5 p (0] p y ret ["mnemonics' ["push", "mov", "call”, "mov", "mov", "call’, "and", "push”, "lea", "mov", "call’ "mov", "call’, "retn"], "complexity": 1,

= Group into n-grams,
basic blocks, and
functions.

"name": "sub_550DFY", "leaders™ [0]}

(|

{"mnemonics": ["push”, "mov", "cal

III I (] i nn nn nn
I

mov","mov”, "push”, "call”, "and", "lea", "call", "lea", "call", "lea”, "call", "lea", "call", "push”,

"mov", "push”, "call", "pop", "pop", "mov", "call', "retn"], "complexity": 1, "name": "sub_550E7S", "leaders™: [0]}

] o {1} 1 nn nn

{"mnemaonics”: ["push”, "mov", "call’, "mov", "mov", "push", "mov", "call”, "pop”, "push”, "push”, “lea", "call", "push”, "push", "lea",

] [l

"call', "push”, "push”, "lea", "call",
"sub S5DECA", "leaders": [0]}

1 I (]

"push”, "push”, "lea", "call", "or", "mov", “call", "call", "retn”], "complexity”: 1, "name";




),

PDF metadata process description

{u'hody": [{u'end": 224, u'alternate”: None, u'consequent” {u'end": 224, u'alternate”: None, u'consequent”: {u'hody": [{u'start" 165,

u EXt ra Ct J a Va S C rl pt frO m u'end" 174, u'type". u'ExpressionStatement', u'expression” {u'right’s {u'start”s 169, u'end": 173, u'type"s u'literal', u'valug®s u'el', u'raw’

u"el"}, u'end'; 173, u'start'; 165, u'operator's u'=", u'type": v'AssignmentExpression’, u'left': {u'start's 165, u'end'; 166, u'type"

P D F ) t h rOW a W a y ‘ u'ldentifier!, u'name's u'}, {u'start'; 183, u'end'; 192, u'type"s u'ExpressionStatement’, u'expression’; {u'right's {u'start": 188, u'end",
DATA 191, u'type"s u'literal', u'value's u'y', u'raw" u"™y"], u'end": 191, u'start’s 183, u'operator's u'=', u'type” u'AssignmentExpression’, u'left"
con t en t ﬁ {u'start'; 183, u'end’; 185, u'type" u'ldentifier’, u'name's u'zz ]}, {u'start’: 201, u'end": 218, u'type"; u'ExpressionStatement’,

u'expression’: {u'right’: {u'end'; 217, u'computed'; False, u'object": {u'start'; 205, u'end’: 210, u'type”s u'ldentifier', u'name'; u'event'},
u'start': 205, u'property's {u'start” 211, u'end": 217, u'type"s u'ldentifier’, u'name": u'target'}, u'type”: u'MemberExpression), u'end":

. L] L]
C O n Ve rt J a Va S C r I pt t 0 217, u'start’s 201, u'operator's u'=", u'type": u'AssignmentExpression’, u'left's {u'start’; 201, w'end" 202, u'type"; u'ldentifier’, u'name";

u''}}], u'start’; 155, u'end"” 224, u'type'; u'BlockStatement'}, u'start’ 110, u'test'”: {u'right’s {u'start" 152, u'end", 153, u'type's u'Literal
AST U'value': 0, u'raw's u'0'), u'end": 153, u'start': 114, u'operator's u'===', u'type": u'BinaryExpression’, u'left': {u'start" 114, u'end": 147,
e u'type"; u'CallExpression’, u'arguments”: [{u'start’; 130, u'end"; 133, u'type"; u'literal', u'value” 324, u'raw’; u'321"), {u'start’; 135,
‘ u'end'; 141, u'type" u'literal’, u'valug"; 513613, u'raw'; u'513613'), {u'start's 143, u'end"; 146, u'type” u'literal, u'value” u'a', u'raw’;

retarm u"a"]], u'callee” {u'end": 129, u'computed: False, u'object": {u'start": 114, u'end": 125, u'type": u'ldentifier', u'name" u'lmageField1',
comdition E U'start’s 114, u'property” {u'start’; 126, u'end"; 129, u'type”; u'ldentifier’, u'name": u'ZZA"), u'type"; u'MemberExpression'J1, u'type”:
ompare Variable] u'lfStatement’), u'start’; 70, u'test’, {u'right": {u'start"; 100, u'end" 104, u'type" u'literal', u'value”: None, u'raw’; u'null'}, u'end’: 104,
/op' - g u'start': 74, u'operator”: u'===", u'type"s u'BinaryExpression', u'left': {u'start': 74, u'end". 95, u'type”s u'CallExpression’, u'arguments' [],
— L N U'callee’s {u'end"; 93, u'computed'; False, u'object’ {u'start”: 74, u'end"; 78, u'type"s uThisExpression'], u'start’ 74, u'property" {u'start”
name: b value: 0 e 79, u'end"; 93, u'type"; u'ldentifier', u'name’; u'execlnitialize’, u'type's u'MemberExpression'}, u'type's u'lfStatement’}, {u'start’ 225,
EWM Em@mw el el
w;::': assign assign
variable| variable| |variable| bin op variabl bin op
name: a Iname: b name: a op: — name: b op: —
variable] variable: variabl variabl
name: a name: b name: b name: a

13




Performance: 75% similar exe sample

e/kchiang/Downloads/908, 164 (tmpUKUNDX)

ﬁle Ed:t lump Search View Debugger Options Windows Help

lﬁaﬂﬁh\w [%5% |84 |w]|@Q]| 4t # 72w X][> OOMwbger /4[| @ »
‘I j

File Edit Jump Search View Debugger Options Windows Help

n808 4 |u[@oflad # 7 #wX]|> O OMEwer k@D
| I DN IO O NN 0 -

Data [i Regular function " Unexplored il Instruction  Extemal symbol I Regular function | Unexplored I instuction__ Extemal symbol

7] Functons wind... 0 & X | [ IDAViewA ) | DHexV‘oew—lD | (& Structures (1 | [E]Enums ) | %5 imports () | (] Exports [ | DF“"CM"SW'" 08 x [FEioaviewad | DHexV'evHJ | IEMMLJ | TEW'\SB | & imports (1 | ] Exports (1 |

v

Function name | : =dwnipes 4 21| Function name | |
7] sub_a055A4 but - tword gEr 001 7] sub_417580
sub_405780 3 g | 7] sub_a17580 o L HLDDAEIAN
unknown_libname_1 . oo [7] sub_417680 ) Bligtiieio
call_gethostbyname - T [7] sub_417790 2
sub_405AA0 . [7] sub_4178D0 .
ioctl_socket : 7 connect_via_http_tunneJ .
[7] lcl_select - [7] ioctl_socket ] =
send_data_to_remote_B : Y
|24 S, g L
i oper cket . loc_405D46: 1ata+2 ]_z_'send_data_to_remote_n loc_417AA6: me_data+
[7] shutdown_connection . * e [7] open_socket . eRE P "
[7] readData_and_Decode g [#] shutdown_connection s
[7] sub_405F80 N [7] sub_4178D0 .
[7] forward_data_to_remott ’ [7] sub_417c50 .
7] keep_alive_cmd s Fi 3
E bpiom_s . i [7] sub_418030 $
(7] sub_40634 ra 2 7] sub_418180 .
[7] connect_via_http_tunne L2 t loc_405D76 [7] sub_418240 :
Z connect_via_http_with ¢ Ie j:; [7] sub_418240 .
7] sub_406450 - s z sub_418310 -
!E sub_4069A0 i [7] std::basic_streambuf<c
(7] send data i loc_403D61: (7] sub_418380 loc_417AC1: i c a
[7] readData e [7] std::basic_streambuf<c ; -
sub_406A60 it eax, ebp [7] sub_4183F0 . eax, ebp
| edi = ed
[7] sub_406A%0 e i 48 [7] sub_4186C0 : . =
set fd_ID g esi 7 sub_418800 : est
clear fd ID e :Ei 7] sub_418830 . EbE
[7] something_crit_fd ie [7] sub_4190E0 . =
= Y ' retn A, ’
m get fd ID ' Z sub_419380
(7] sub_406C70 b Loc_405D6A: _some_ £ sub 4194F0 Loc_417ACA 7 €aD
[7] sub_406cD0 . Las [7] sub_419860 : -
eax, 274Ch r3l e 274Ch
[7] sub_406F70 A el 7] sub_419C10 ‘ ad%, X140
- short loc_4
@ sub_406FAQ [7] sub_419c30 =
m sub_407010 ) loc_405D76: . & ; o recy_some_data+27 017 sub_419CCO - loc_417AD6: _ i €O _some_data+27
[7] sub_407150 . 2 SE [7] sub_419F40 " PO :?i
[7] call_select 8 pop ebp sub_41A4F0 . ebp
r“ encode and send v xor eax, eax m sub 41ASEQ v . Xxor eax, eax
‘i I » |o0005D6A EOUODDOOOO‘OSDM: recv_some_datailoc_405D6A I(Syﬂchrumxad with Hex View-1) | K » j00017A%0 [0000000000417A90: recv_some_data |(Sy1\ch:onizsd with Hex View-1) -
 not found q Line 153 of 1047 Kl | o




Structurally similar code in PDF (90%

function t9HcDAXIVoH4() {
var ymSiMtdF2urF = unescape;
return ymSiMtdF2urF;

eval("var xx" + "xx" +
var vPZTDgX6SV56 = "";
xxxxcx("rs6eTpTAcvsz = th" +

var pcn = "%";

]‘.E.lrl e ”TE'-):'” + HrDH 1 ”dU“ +

function bWErQ77PVftj (yQoywtdgmIUF, wxPatIZjooaF) {
var xx = yQoywt4gm9UF.replace(/kol2/g, wxPatIZjooaF);
return xx;

QPZTDqXESVSG = bWErQ77PVitj(rs6eTpTAcvsz, pcn);
function theRNYAtyzsu(fwle5Ft4DleB) {

var vwwve = eval;
vwvvc( fwleSFt4DJeB);

var pZRrZImRFX7K = t9HcD4XIVoH4();

var ulGcKg@DGaSp = pZRrZImRFX7K(vPZTDQX6S5V56);
theRNYAtyzsululGcKg@DGasp) ;

" ) Sandia

function drB83WmgbyqTldgl) {
var x1H@s0BPB3UAty = unescape;
return x1H@s0BPB3UAty;

eval('"var xx

var uwoWXDzzBPrwok = "";
xxxxcx("bDTIELSBAeMLh1 = th" + "is.in" + "fo.p" +

var pcn = "&";

ro

function lay5Xnz51z5COv(WDfcQOwfvPm&4I, QkJxLHQsEPx702) {
var xx = WDfcQ@wfvPmG4I.replace(/kol2/a, QkJxLHOs6Px702);
return xx;

ﬁwDWXDzzBPrWDk = laySXnz51z5C0v({bDTIE1SBAeWLh1, pcn);
function pnx31lcfQmb7hls{z5BEpVBAnb3slz) {

Var wwwwg = eval;
vvvve [ z5BEpVBAnb3slz);

var zccsgoBVIIgiui = drB3WmgbyqTldql);

var uD5mpgfWUm3n5i = zccsgoBVIIg7ui(uwoWXDzzBPriok);
pnx31cfQmb7hls (uD5mpgfWUm3n51);




Interested in sharing? =,

= |f your organization is interested in getting FARM accounts OR

= |f you want to participate in the federated concept, we will
be piloting a pdf document similarity study to test out
concept, email:

= farm [at] sandia.gov Yes, We Can!




Demo video e,

= Triaging a sample that is not in public repositories using the
federation concept to gain intelligence about the unknown
sample.




Questions? .




