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The protection of special events is a crucial problem within the United States.
Protection comes in part from connecting information that is relevant. Currently, this
connection process is manual, error-prone, and unscalable.

Existing graph analytics provide historical insight, e.g. determine what community an
actor belongs to once all known data is ingested. No existing techniques address
predictive analytics: when will an entity likely join a community?
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On November 28, 2016, a terrorist vehicle-
ramming and stabbing attack occurred at 9:52 a.m.
EST at Ohio State University(OSU)'s Watts
Hall in Columbus, Ohio. The attacker, Somali refugee
Abdul Razak Ali Artan, was shot and killed by the
first responding OSU police officer, and 13 people
were hospitalized for injuries. (source: Wikipedia)
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OUTCOMES / RESULTS

The current HSKG (7438 nodes, 44932 edges)
colored by communities found using Louvain
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A subgraph built from 29 special event
products showing attack type
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filtered to "Group" (using only open source data)

We have demonstrated that it is possible to bring disparate datasets regarding special
events and related attacks together into a DHS Homeland Security Knowledge Graph.

This graph enables advanced analytics and ultimately can assist analysts in
understanding new threat information and relationships to other events.

Our future work includes extending the HSKG to a DHS-wide knowledge graph;
developing an interface supporting analyst exploration of the graph focused around
nodes; and developing advanced predictive analytics.

This work was partially funded by the Doctoral Studies Program at Sandia National Laboratories. Sandia National Laboratories is a multimission laboratory
managed and operated by National Technology & Engineering Solutions of Sandia, LLC, a wholly owned subsidiary of Honeywell International Inc., for the U.S.
Department of Energy's National Nuclear Security Administration under contract DE-NA0003525.
This material is based upon work supported by the U.S. Department of Homeland Security under Cooperative Agreement No. 2014-ST-061-ML0001. The
views and conclusions contained in this document are those of the authors and should not be interpreted as necessarily representing the official policies,
either expressed or implied, of the U.S. Department of Homeland Security.

•

Our approach for ingesting the Global Terrorism Database Predictive Analytics approach on the Homeland Security Knowledge Graph (HSKG)
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