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ELSE (* Near absolute call *)
IF OperandSize = 64
_ THEN
; Attributes: bp-based frame tempRIP — DEST: (* DEST
- int _ cdecl _tmainCRTStartup() IF stack not large enough
__tmainCRTStartup proc near THEN #55(0). FI;
Push(RIP);

var_2C= dword ptr -2Ch RIP — tempRIP;
var_28= dword ptr -28h
nested= dunrd nty -24h
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But first....
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T'x"?'# Advanced Software Engineering (ASE)
Organization 9520
= Vision

= We are the recognized provider of secure
intelligent technology solutions.

= Mission
= We develop solutions for National Security

Missions, providing technologies that are
leveraged by Mission Support.
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N4 Advanced Software Engineering
Core Competencies

= Algorithmic Research = Data Science & Analytics Services

= Technology Assessments - Application & (Predictive Analytics)
Infrastructure Security = Integration Frameworks

= Business Modeling & Analysis, including = Engineering R&D Solutions into Production
Requirements Engineering Environments

= Custom Software & Application R&D = Satellite Ground System & Data

=  Cyber Modeling & Simulation Management Software Systems
Architecture Systems = Safeguards & Security Information Systems

=  Cyber Security R&D (encryption, large = Native Mobile Application Software &
scale simulations, other...) Infrastructure (iOS, Surface, Android)

=  Trusted Systems R&D = Emerging Technology Applications
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=

Ny Security Information Systems

"

Enabling our customers by providing technology
solutions that improve their productivity and deliver a
substantive return on investment.

= Transforming prototype systems into reliable and
maintainable solutions.

= Automating processes to allow for reliable
solutions and redirecting personnel from
administrative to substantive activities.

=  Developing solutions that incorporates the
necessary engineering controls and interfaces to
ensure the safety and security of the laboratories.
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422 Cyber Analysis R&D Solutions

Information security-related research and development as well as providing security
expertise in support of the many phases in the software engineering lifecycle.

* Cyber Modeling & Simulation
Architecture Security Services

« Large-Scale Emulytics™

« Application Security Services

* Cyber Technical Assessments

« Cyber Security Research




Now onto debugging....

WHY DO | CARE?




Usually.... pointers h) =,

MAN, | SUCK AT THIS GAME.
C 'YOU GIVE ME.
A FEW POINTERS?
0x3A28213A ' -
( 0Ox6339292C, Your PC ran into a problem and needs o resart We'e st
Ox T3636%2E. collecting some error info, and then well restart for you. (60%
 HATE YOU % complete) A R
https://xkcd.com/138/ * 37prime.com
https://xkcd.com/371/
OKAY, HUMAN. YOU KNOW WHEN YOURE | AND SUDDENLY YoU | WELL, THATS WHAT A
HU - Is\ FALLING ASLEER AND NISSTEP, STUMBLE, SEGFAULT FEELS UIKE.
H e xE 00 Yo rmmszm AND JOLT AWAKE? - \ .
| HIT COMPILE, AV SOMETRING, YEj‘“'- ;" DAMN POINTERS, OKAY?
“LISTEN Up, EA \ ?
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Which of these are pointers? ) B

char * superSweetChar;
char superSweetChars[42];

char lonelySweetChar;

UINT64 addressOfThing;

PUINT64 addressOfThing2;

int thisNeatFunction(int, char);

int (*thisOtherNeatFunction)(int, char);

N o Uk W
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What do we use pointers for? ) ez

= Pointing to dynamically allocated data
= Referencing data within structures
= Typically for pointing to beginning of strings

= Pointing to start of arrays




Why do our programs crash? iL

= What about using pointers incorrectly makes our programs
crash?

= Usually Operating System memory layout and protections!
= Programs cannot read into each others memory
= Unless specifically allowed
= Programs cannot read address O!
= NULL ==
= User mode programs cannot read kernel mode memory
= With new hardware features, the reverse is true in some cases as well
= Page Tables!
= Control what application can access what memory
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Pointer problems cause
vulnerabilities!
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= Buffer overflow
= Heap overflow
= Stack smashing
= Double free

= Use after free

= Data corruption
= Data leakage

= Unintended code flows




That’s scary! )

= However, there are mitigations to what can be accomplished
by an attacker via pointer issues
= DEP/NX
= ASLR

= Memory manager improvements




Example!

= Lets take a simple program that has a buffer overflow

vulnerability via the stack
= DebuggingStackOverflow.cpp

Microsoft Visual Studio

corrupted.

[] Break when this exception type is thrown
Open Exception Settings

Break

Continue

Run-Time Check Failure #2 - Stack around the variable 'myfwesomeBuffer’ was

lgnore
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Tips and Tricks ) ..

= RSP is the stack pointer
= RIP is the instruction pointer

= Stacks grow DOWN (contrary to how they are usually drawn)
= Heaps grow UP (ish)




Questions? )




/*
Debuggi ngDeno. cpp : Defines the entry point for the consol e application

Copyright 2016 Sandi a Corporation. Under the terns of Contract

DE- AC04- 94AL85000, there is a non-exclusive license for use of this work by or
on behalf of the U S. Governnent. Export of this data may require a |license
fromthe United States Governnent.

For five (5) years from 3/15/2016, the United States CGovernnment is granted for
itself and others acting on its behalf a paid-up, nonexclusive, irrevocable
worl dwi de license in this data to reproduce, prepare derivative works, and
perform publicly and display publicly, by or on behalf of the Governnent. There
is provision for the possible extension of the termof this |icense. Subsequent
to that period or any extension granted, the United States Government is
granted for itself and others acting on its behal f a paid-up, nonexcl usive,
irrevocable worldwide license in this data to reproduce, prepare derivative
wor ks, distribute copies to the public, performpublicly and display publicly,
and to permt others to do so. The specific termof the |icense can be
identified by inquiry made to Sandia Corporation or DCE.

NEI THER THE UNI TED STATES GOVERNMENT, NOR THE UNI TED STATES DEPARTMENT OF
ENERGY, NOR SANDI A CORPORATI ON, NOR ANY OF THEI R EMPLOYEES, MAKES ANY WARRANTY,
EXPRESS OR | MPLI ED, OR ASSUMES ANY LEGAL RESPONSI Bl LI TY FOR THE ACCURACY,
COVPLETENESS, OR USEFULNESS OF ANY | NFORMVATI ON, APPARATUS, PRODUCT, OR PROCESS
DI SCLOSED, OR REPRESENTS THAT | TS USE WOULD NOT | NFRI NGE PRI VATELY OMNED RI GHTS.

Any |icensee of "Debuggi ngDenmo v. 1.0" has the obligation and responsibility
to abide by the applicable export control |aws, regulations, and genera
prohibitions relating to the export of technical data. Failure to obtain an

export control license or other authority fromthe Government may result in
crimnal liability under U S. | aws.
*/

#i ncl ude "stdaf x. h"
#def i ne FUDGE_FACTOR 102

#defi ne ARRAY LEN 25
#define CHAR TN_MY_BUFFER ' A

bool bufferOverfl owsAreBad(const char put Thi sCharl nMyBuffer);

int _tmain(int argc, _TCHAR* argv[])
{
buf f er Over f | owsAr eBad( CHAR | N_MY_BUFFER)

return O;

}

bool bufferOverfl owsAreBad(const char put Thi sCharl nM/Buffer)
{

unsigned int i = 0;

char myAwesoneBuf f er [ ARRAY_LEN];
for (i =0; i < ARRAY_LEN + FUDGE_FACTOR i ++)

{
myAwesoneBuffer[i] = put Thi sCharl nMyBuf f er
}

return true;

}



