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Sandia National Laboratories Highlights @)

Sandia Mission Areas
= Nuclear Weapons
= Defense Systems and Assessments
= Energy and Climate
= International, Homeland, and
Nuclear Security
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Sandia Operations Sites ()

Albuquerque, New Mexico - Livermore, California

Pantex Plant,

Kauai, Hawaii ’
Amarillo, Texas
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Tonopah,
Nevada

Waste Isolation Pilot Plant,
Carlsbad, New Mexico




Sandia’s Energy RD&D Capabilities ) .
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Sandia’s Energy Surety Approach
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Energy Surety — Safe, secure, and reliable energy supply for sustained
system operations and assured system and mission performance

Performance Definition
Characteristic
Safety | Safe supplies of energy to end user
Secu rity | Protection of energy supply infrastructure
Reliability | Can provide energy when and where needed

Sustainability

Cost Effective

Resilience

Can be maintained for long durations with
minimal impact on resources

Provided at affordable cost
Ability to prepare for and adapt to changing

conditions and withstand and recover rapidly
from disruptions




Risk-based Energy
Surety Design Methodology

A quantitative approach to assess and design energy
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system to meet identified security, reliability, and
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Threat Categories ) e

= Natural Disasters

" Hurricanes, Floods, Tornados, Earthquake, etc.

= (Can have widespread consequences

= Unplanned Events

" Local or regional service interruption due to
equipment failure, equipment malfunction or human
error

= |ntentional, malevolent
" Cyber attack
= Physical attack




Critical Energy Infrastructure Security

Modeling, Simulation and Analysis Capabilities

Military and Civilian Energy Security
Assessments

m Systems Performance Modeling
and Analysis

® Energy Resilience Quantification
m Complex Inter-dependencies
m System of Systems Assessments

m Optimization & Decision Support

Distribution of Consequence, Hurricane

—Syatem il
—Sysiom £2

= B B ¥ OB OB

el
i _'_‘

Probability of Consequence

@ wxly " e 0

: = sonsequence R

Sandia National Lahoratories



DCICON Energy Surety Support Plan @&,

= Phase |- Preliminary Assessment

= @Gain detailed understanding of energy infrastructure to identify critical needs,
issues, challenges and constraints

= |dentify performance objectives relative to a threats consequences

=  Apply energy assurance analysis to establish baseline performance and
candidate options to enhance system resilience

= QOptional Follow-Up
= Evaluate cost/benefits of options
= Provide conceptual design to meet identified requirements
= Support preliminary design with A&E

= Provide construction, control, and cyber security support and validation
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