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Problem Statement

 Intrusion Detection and Big Data

 Differing sources
 Server Logs

 Packets

 Cookies

 Limitation 
 Time

 Prior knowledge of software



3

What is Bro?

 Network Security Monitor

 Open Source and Unix based

 Important to note
 Looks at connections (broader capability)

 Not signature based

 Framework can be used as an IDS 

 Little documentation
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The Goal

 Add additional capabilities to current software using 
Bro

 Tasks:
 Complete ingest of PCAPs

 Complete integration into ELK stack

 X509 Certificates

 File Analysis



PCAP Ingestion
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Integration into stack

Processor/
Analytics

Logstash

Elasticsearch

Kibana

Sensors

Processor/
Analytics

Bro

JSON



Certificates

 X509 certificates not currently being looked at

 What Bro found:
 Cert. valid before/after

 Cert. issuer

 Cert. algorithm

 Cert. subject
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ELK Stack
 Goal: To push our Bro logs through the stack and display our 

findings through Kibana.

 Problems:
 Where to start off

 Kibana interface
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Project Outcomes

 Bro is powerful

 Could and should be used in concert with current software

 Future Bro expansions
 Formatting (epoch problem)

 Pivoting between Bro and current software



Internship Outcomes

 Sandia plays an integral role in the National Mission

 Nukes are pretty neat

 This internship should be extended to a longer period
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