
Sandia’s Nuclear Cyber Program 
Integrating modeling, simulation and advanced analytics across diverse domains to enable cyber risk management
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Use Cases - Examples
•	 New Threat Analysis - Explore the impact of new threats and  
	 vulnerabilities

•	 Test bed for integrating systems - Install and test an Intrusion Detection    	

  System (IDS) 

•	 Design secure architectures - Evaluate protective measures  

	 (protect, detect, etc.) such as encryption

•	 Operator Interaction Analysis - Plant Operators develop cyber attack 			

	 mitigation procedures

•	 Integrated risk management - Analyze difficulty and consequence for a  		
	 cyber attack.

Threat
•	Adversary Goals, Access & Capabilities
•	 Natural Occurrence

Event
•	Cyber Attack 
•	Accident
•	Natural Event

Component •	Cyber event causes a physical effect

System

•	Event propagates
•	Component effect causes system impact

Consequences

•	Local to Global Interdependencies
•	Casualties
•	Political Impact

Recovery

•	Emergency Planning
•	Forensics
•	Consequence Management
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