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Lord Kelvin

• "When you can measure what you are speaking
about, and express it in numbers, you know
something about it, when you cannot express it in
numbers, your knowledge is of a meager and
unsatisfactory kind; it may be the beginning of
knowledge, but you have scarcely, in your thoughts
advanced to the stage of science."

• "l can state flatly that heavier than air flying
machines are impossible."

Math Is Hard



Agenda

• Risk Management Framework

• Continuous Monitoring

• Risk Assessment Methods

• Qualitative
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Goals of Risk Management
Sandia
National
Laboratories

• Most frameworks are moving towards a risk-based approach

• Customers increasingly want proven security maturity (competitive

edge)

• Reduce waste, prioritize relevant security, and avoid fear mongering

• Make better, more efficient, and cost-effective decisions
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Initial Steps to Ensure Buy-in

■ Identify Champions

■ Tie to Business Goals/Objectives

■ Have industry-relevant use cases ready

■ Conduct a proof-of-concept
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Selecting a Framework

• Example Frameworks

• Need to meet compliance objectives

• For this we will use NIST
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NIST Risk Management Framework

Architecture Description

Architecture Reference Models
Segment and Solution Architectures

Mission and Business Processes
Information System Boundaries

f

Step 6

MONITOR
Security Controls

Step 5

AUTHORIZE
Information System

PROCESS
OVERVIEW

Starting

Point

Step 1

CATEGORIZE
Information System

Risk
Manageme t
Framework

Step 4

ASSESS
Security Controls

(1 Organizational Inputs

Laws, Directives, Policy Guidance
Strategic Goals and Objectives

Priorities and Resource Availibility
Supply Chain Considerations

Step 2

SELECT
Security Controls

Step 3

IMPLEMENT
Security Controls



Continuous Monitoring

■ Identify gaps through the assessment process and
ongoing monitoring

■ Determine continual effectiveness of controls
■ Automated and manual monitoring methods

■ Monitoring frequency determination

■ Evaluate security posture at different levels of the
enterprise ier 1

■ Tier 3, Tier 2, Tier 1 Enterprise

■ Feed effectiveness of controls into risk
management and analysis

Tie

Domains

Tie

Common
Controls
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r 2

Mission
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Plan-Specific
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Continuous Monitoring Process

Common
Controls

Manual Monitoring

'---_.
Assessment 

Solution

Inherits
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System
Specific
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Assessm ent
Solution

Risk Analysis



Continuous Monitoring Tier 3
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Continuous Monitoring Tier 3
Sandia
National
Laboratories

Vulnerability and Patch Management Alert Table

Control Number Control Name Measure Criticality Current State Alert Level Weighted ideal

CM-3 Configuration Change

Control

Time to implement

change
High 93.00 • 279.00 300

MA-2 Controlled Maintenance Time to Resolve Low 97.00 • 97.00 100

Unscheduled

Maintenance

RA-5 Vulnerability Scanning % of scan population that
is vulnerable

Very High 54.60 4 218.40 400

Sl-2 Patch Management % patched High 39.80 4 119.40 300

Total Vulnerability and Total Vulnerability and 64.89 713.80 1,100

Patch Management Patch Management



Continuous Monitoring Tier 2

Domain Alert Table

Domain AL Percentage Alert Level Weighted ideal

Vulnerability and Patch

Management

61_22 J 673.44 1,100

Configuration Management 57_27 4 1,202.69 2,106

Asset Management 100 00 a 900 900

Event and Incident Management 94_23 * 1,036.51 1,100

Domain Total 73.32 40 3;812.64 5,200

Page 1 of 1 (5 records)



Continuous Monitoring Tier 1

iiii Enterprlse Alert Table

Enterprlse Entity 4.. Percentage Alert Level Walghted Ideal

Mission Total 2470 • 74.1 300

Domain Total 71.40 4 3,712.81 5,200 I

Enterprise Total 68.85 4 3,786.91 5,500

Page 1 of 1 (3 records)

Dally Enterprlse Total

Enterprise Total

Daly Domain Total

Domain Total

!ii] Daly Mission Total

Mission Total
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From Monitoring to Risk

Quantification

■ Using Continuous Monitoring data, we can determine our risk
exposure

■ Once quantified, these risks can be prioritized

■ Multiple methods of risk analysis

■ Qualitative, semi-quantitative, quantitative

■ Hybrid approaches can get more buy-in without a major culture shock

■ Examples

■ Patching Risk



Evolution of Risk Analysis
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Risk Matrices: What Not to Do
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Risk Matrix Goals
• Easily understood
• Defensible
• Actionable

16



Mathematically-Sound Risk Matrix

10 15 20

12 16

9 12 15
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Qualitative Risk

• No Definition for Each

Value

• Clear Mathematical

Derivation of Values

• Useful for Prioritization

• Subjective, but Simple



Mathematically-Sound Risk Matrix

Heat Map
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Common Questions

• What does a 12 mean?

• What's the difference
between an impact of 3 and
an impact of 4?

• Do we prioritize likelihood or
impact?

Quantitative



Semi-Quantitative Risk Matrix

$ 1,000.00 $ 10,000.00 $ 100,000.00 $ 1,000,000.00 $ 10,000,000.0o $ 100,000,000.00 $ 1,000,000,000.00

$ loom $ 1,000.00 $ 10,000.00 $ 100,000.00 $ Loa:Imam $ 10,000,000.0o $ 100,000,000.00

$ 10.00 $ 100.00 $ 1,0 10,000.00 $ 100,000.00 $ 1,000,000.00 $ 10,000,000.00

$ too $ 10.00 $ loom $ 1,000.00 $ 10,000.00 $ 100,000.00 $ 1,000,000mo

$ 0.10 $ too $ moo $ 100.00 $ 1,000.00 $ 10,000.0o $ 100,000.00

Sandia
National
Laboratories

Semi-Quantitative Risk

■ Definition for Each Risk
Value

■ Clear Mathematical
Derivation of Values

■ Useful for Prioritization

■ Useful for Mitigation
Selection

Qualitati Quantitative



Semi-Quantitative Risk Matrix

$ 1,000.00 $ 10,000.00 $ 100,000.00 $ 1,000,000.00 $ 10,000,000.0o $ 100,000,000.00 $ 1,000,000,000.00

$ loom $ 1,000.00 $ 10,000.00 $ 100,000.00 $ Loa:Imam $ 10,000,000.0o $ 100,000,000.00

$ 10.00 $ 100.00 $ 1,0 10,000.00 $ 100,000.00 $ 1,000,000.00 $ 10,000,000.00

$ too $ 10.00 $ loom $ 1,000.00 $ 10,000.00 $ 100,000.00 $ 1,000,000mo

$ 0.10 $ too $ moo $ 100.00 $ 1,000.00 $ 10,000.0o $ 100,000.00

Sandia
National
Laboratories

Common Questions

■ How did you select
values?

■ What if I'm unsure about
the likelihood or impact
score?

■ Do we prioritize by
expected loss?



Patching Use Case

Li
ke

li
ho

od
 o
f 
A
t
 L
ea
st
 8
5
%
 P
at

ch
ed

 0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2

0.1

0

Likelihood of 85% Patched Over Time

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33

Days Since Vulnerability Disclosure

Patch %



Quantitative Risk Method

Threat Event

Frequency

Contact
Frequency

Loss Event
,Frequency
Mb.

Probability Threat

of Action Capability
Resistance

Strength

Primary Loss

Loss Magnitude

Secondary Risk

Secondary

Loss Event

Frequency

Secondary

Loss

Magnitude

Risk LEF

$ 15,328.00

Sarnple Risk

1 $

TEF Vulnerability Tcap

2.5 25 0.1

15,328.00

RS LAI Productivity Loss Other Loss

0.85 0.8 6131.2 $ 6,131.20 0

Average $ 558,725.46

standard $ 1,555,137.07

Productivity Loss Other Loss Avail Loss Confidentiality Loss Tcap RS TEF

Low $ 2,295.54 Availability $ 1,000.00 $ 2,745,500.40 85% 75% 15

Most Likely $ 4,213.37 $ $ 9,600.00 $ 9,754,005.40 95% 80% 25

High $ 6,111.20 Confidentiality $ 10,000.00 $ 16,314,050.00 140% 85% 40

Quantitative Risk

• Incorporates Continuous
Monitoring and Threat
Information

• Clear Mathematical
Derivation of Values

Useful for Prioritization

• Useful for Mitigation
Selection

• Utilizes simulation to build
a range of risk, given
inherent uncertainties

Qualitative



Quantitative Risk Method

Loss Event

,Frequency

Threat Event

Frequency

Loss Magnitude

his

Primary Loss Secondary Risk

Contact Probability Threat Resistance Secondary Secondary
Frequency of Actlon Capability Strength Loss Event Loss

Frequency Magnitude

Risk LEF

$ 15,328.00

Sarnple Risk

1 $

TEF Vulnerability Tcap

2.5 25 0.1

15,328.00

RS LAI Productivity Loss Other Loss

0.85 0.8 6131.2 $ 6,131.20 0

Average $ 558,725.46

standard $ 1,565,137.07

Productivity Loss Other Loss Avail Loss Confidentiality Loss Tcap RS TEF

Low $ 2,295.54 Availability $ 1,000.00 $ 2,745,500.00 85% 75% 15

Most Likely $ 4,213.37 $ $ 9,600.00 $ 9,754,005.00 95% 80% 25

High $ 6,131.20 Confidentiality $ 10,000.09 $ 16,314,050.00 100% 85% 40

Common Questions
• Why is there so much

uncertainty?
• This seems overly

complicated. Why would
we not do something
simple?

• Does this mean we have
a "yellow" risk?

• That number seems off.
How can l trust any of
this?

Qualitative





Quick-start Guide to Risk Managem

■ Take initial steps to foster buy-in with applicable use-cases
and proof-of-concepts

■ During implementation, map applicable policies to identify
areas of focus and potential gaps

■ Use manual and automated monitoring of individual policies
to measure ongoing effectiveness at a granular level

■ Create reports at multiple tiers to identify effectiveness at
different levels of the enterprise

■ Feed continuous monitoring data into risk analysis solutions

■ Utilize quantitative risk to prioritize weaknesses and
determine appropriate mitigations




