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Ve Have Probabilistic Goals

Reliability
About 0.9, probability failure about 0.1

Safety
Walske

Normal environments: probability ND 10-9 over
lifetime

Abnormal environments: probability ND 10-6 given
accident
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liNo Uncertainty in the
Probability

We know the probability with certainty

We either meet or do not meet the goal
Goal is not exceedl 0-6

The probability is 5 x 10-7
In reality we never know the probability with certainty

The probability is 5 x 10-6
We do not meet the goal
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!..Using the Mean is Misleading

i est u components, find no failures
Mean probability failure is 0

Test 1,000,000 components, find no failures
Mean probability failure is 0

A • . . • • • a

With 10 tests 90% confidence value for probability is 0.20

With 1,000,000 tests 90% confidence value for probability is 2.3 x 10-6

probability of failure

Re
me
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An estimate of the uncertainty of the
probability should be provided

%.1
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7 AZS Definition of Probability

Probability of event E

P (E) = lim 
N (E)

N->00 N

Event occurs N(E) times in N total trials

To know P(E) with certainty require infinite
number trials
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We never know P(E) with certainty.
How estimate uncertainty in P(E)?
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hree Approaches for Estimating
Uncertainty in Probability

Classical statistical inference

Bayesian

Belief/plausibility

Under what conditions is each
approach appropriate?
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71 was With no Uncertainty

All three approaches give same probability
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'90% Confidence Probability

20 40
9D% Confidence Pirobability
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60

lference

For 90% confidence Pfail 0.1
need 22 samples no failures

iN

mberSarnpli

For 90% confidence Pfail 10-4
need 23,000 samples no failures

ilu
size)
)5%

IlumberSampleE
20000 40000 50000 SO 000 100 00 .13
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When Use
,lassical Statistical Inference

Sample size required for high confidence
for probability goal is not prohibitively large

If probability goal is not low (e.g. 0.1) sample
size may not be prohibitive

Reliability

If probability goal is low (e.g. 10-4) sample size
may not be prohibitive

Safety normal environment, common component
(e.g. transistor), much test data

3/26/2018
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When Not Use
Classical Statistical Inference

p size required for high confidence
for probability goal is prohibitively large

If probability goal is low (e.g. 10-4) sample
size may be prohibitive

Safety abnormal environment sample size is
prohibitively large for destructive testing unique
components

Require combine confidence levels for
numerous events (e.g. fault tree)

Almost impossible to combine confidence
levels for many events (NUREG/CR-6823)
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Bayesian Approach

Two different probabilities:

--- Subjective

Prob Objective
Dist for •

X

1
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1B 
An Application of

WaS... ayesian Approach

Assign probability distributions to failure
probability events in a fault tree

Convolve distributions to produce uncertainty in
probability of fault tree top event
Automated in SAPHIRE fault tree software

Past safety evaluations of new weapon systems

Current evaluations of off-normal detonation
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An Application of

Bayesian Approach
Lxarnpie top level fault tree  
SAPHIRE Fault Tree Editor NEW-FT (ET Edit) I=1

File Edit Insert View Help

ck cz.„ f:01.61T1 
I cik !It AL

TION

Model Type s

r  CD Ct.,. Search

Probability Safety Systems Fail el

Normal Erwin:cll.-rent

rdEvv—FT

Top event

Probability Subsystem #1 Fails

NEW-FTO Ext

Probability Subsystem #2 Fails

rdEvv—FT1 Ext

Probability Subsystem #3 Fails

NEVV-FT2 Ext

Transfers to detailed sub-trees
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-xample Bayesian: One Event

0.4 .ti 0 .8

Acci imA i inifnrm nrinr

the parameter is
e beta distribution
ameter

Assume uniform prior.

Observe 11 failures
from 213,254 tests.

Mean is 4.8 x 10-5.

alease 14
- .00002
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Notional Result
Fault Tree

1.0

0.9

o.s

0.7

0.43

0.5

Top Event

Mean of X is 0.0002
P(X 0.00085) is 0.9

0.4- 0.000.2
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0.0004 0.00043 0.0008 0.0010 0.001.2 0.0014
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/\/hen is Bayesian Approach
Applicable?

Prior probability distribution can be
supported by state of knowledge

Sufficient information available to update
prior to posterior
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ithen is Bayesian ApproachNot Applicable?

Prior probability distribution not supported
by state of knowledge

Biased prior dominates the updated posterior
and posterior is incorrect
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Belief/Plausibility

umimi plausibility are lower/upper bounds
on probability, respectively

Based on assignment of evidence

Evidence assigned to intervals instead of
probability distribution assigned to values

State of knowledge insufficient to support
assignment of probability distribution

Probability is a special case
Evidence assigned to each outcome

Belief = plausibility is the probability
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'k2Ar Belief/Plausibility

State of knowledge supports following
assignment of evidence for probability a
safety component fails to provide isolation,
given specific abnormal environment.
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To reduce uncertainty (decrease
belief/plausibility interval) need to
improve state of knowledge to refine
assignment of evidence

1.0E-05 1.0E-04

Probability failure
probability exceeds 10-4

within
[Belief, Plausibility]
[0, 0.2]

Probability
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42 hen is Belief/Plausibility
Applicable?

Insufficient state of knowledge to assign
probability distributions

poor prior and little information for Bayesian
approach
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I
lvantages and Disadvantages of

Belief/Plausibility

- Advantage: allows mathematically-based
structure for capturing expert opinion

Disadvantage: relies on expert opinion

Belief/plausibility approach most appropriate
if significant state of knowledge available, but
insufficient to assign probability distributions
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kpplications of Belief/Plausibility

Combined credible abnormal
environments

Loss of assured safety in abnormal
thermal environments (thermal race:
weaklink does not fail before stronglinks)

Malevolent, intentional acts
Use control
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kat.,1485PJCs Summarizing Uncertainty for Probabilistic
Goals with Classical Statistical Inference

/-kssurriu gual is probability failure of component not exceed 10-4

Establish confidence level

90%, 95%, ? Assume 90% here

Calculate the 90% confidence for probability of failure based on
the sample: assume 90% confidence value is 5 x 10-5

We are given goals for probability (e.g. 10-4)
We are not given the confidence level for the goal (90%, 95%,?)

3/26/2018

5 x 10-5

90% Upper One Sided Upper Confidence Interval
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ummarizing Uncertainty for Probabilistic
Goals with Bayesian Approach

- Assume goal is probability failure of component not exceed 10-4

Generate posterior probability distribution: complementary
cumulative distribution function

Calculate probability the probability of failure exceeds 10-4

Forek,k;i;+.,

fail
prc

exceeds p

We are given goals for probability (e.g. 101
We are not given an acceptable value for exceeding the goal

Probability

exceed 10-4
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10-4
p
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'ummarizing Uncertainty for Probabilistic
Goals with Belief/Plausibility Approach

- Assume goai is probability failure of component not exceed 10-4

Generate complementary cumulative belief and plausibility
distribution functions

Calculate belief/plausibility interval the probability of failure
exceeds 10-4

Probability
failure
probabil

exceeds
We are given goals for probability (e.g. 101
We are not given an acceptable value for exceeding the goal

Probability
exceed 10-4 in
[Bel, Plaus]
interval
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10-4
p
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AjaA Software Tools

Software is available that automates all
three approaches
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Conclusion

We are given probabilistic goals to meet

We always have uncertainty in the probability

We have approaches/software to estimate the
uncertainty in the probability

Result without uncertainty is misleading

We are not given any guidance for the
acceptable uncertainty for the probabilistic
goals
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d'-- Why Important to NESS

We always have uncertainty in our
estimate of a probability

Not providing the uncertainty gives an
incomplete and perhaps misleading result
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