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Ephemeral Biometrics (EB) 1s a novel concept designed to continuously measure the living
human state while actively linking this dynamic physically unclonable measurement to cyber
authentication techniques. EB Is uniquely differentiated from traditional event-based
biometrics in that identity is tied to active continuous biometric monitoring. Consequently,
Interruptions to monitoring will dissolve the integrity of the cyber-physical identity. EB will
significantly enhance the defensive capabilities of cyber and physical protection industries by
enabling them with technological tools capable of actively monitoring insider behaviors as
well as proactively mitigating remote cyber threats by nullifying the advantages of virtual

identities.

/_’/—__ - - * . _» __—‘-——\\
The EB device authenticates the user initially

; o . using traditional 3-factor authentication.
As long as the EB identity 1s commnuously\ S 5 |

measured, the user stays logged in. As soon as
the living state measurement is disrupted, the
authentication session Is terminated.
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After the initial successful authentication event, the
biometric device creates and maintains a user identity \
and continuously presents living credential to the -
computer. If, at any moment, the device fails to
measure living states through the multiple sensors, it
will automatically log the user out after a
predetermmed time mterval
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Unlike traditional static 3-factor authentication,
the dynamic nature of ephemeral biometrics -

\_\makes this system much harder to compromize. The EB devices sends the initial credentials to the
computer to login. Then, the device continues to
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Ephemeral Biometrics (EB) is a novel concept designed to continuously measure the living human state
while actively linking this dynamic physically unclonable measurement to cyber authentication
techniques. EB i1s uniquely differentiated from traditional event-based biometrics in that identity is tied
to active continuous biometric monitoring. Consequently, interruptions to monitoring will dissolve the
Integrity of the cyber-physical identity. EB will significantly enhance the defensive capabilities of cyber
and physical protection industries by enabling them with technological tools capable of actively
monitoring insider behaviors as well as proactively mitigating remote cyber threats by nullifying the
advantages of virtual identities.
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The EB device authenticates the user initially

; _ , using traditional 3-factor authentication.
As long as the EB identity Is commnuously\ _ :

measured, the user stays logged in. As soon as
the living state measurement is disrupted, the
authentication session Is terminated.

After the initial successful authentication event, the
biometric device creates and maintains a user identity \
and continuously presents living credential to the -
computer. If, at any moment, the device fails to
measure living states through the multiple sensors, it
will automatically log the user out after a
predetermmed time mterval
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Unlike traditional static 3-factor authentication,
the dynamic nature of ephemeral biometrics

\_\makes this system much harder to compromise.. The EB devices sends the initial credentials to the

computer to login. Then, the device continues to
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