SAND2017- 7504C

Nuclear to Nuclel Role of Sandla Natlonal Laboratories
in Biosecurity and Biotechnology

Emerging Leaders in Biosecurity Initiative Research Symposium
July 18t, 2017
Patricia Hernandez, Julie Fruetel, Brandon Heimer, Tim Sa, Matthew Sumner, Todd West

U.8. DEPARTMENT OF VUV YA =)
@ ENERGY .‘A' Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and Engineering Solutions of Sandia, LLC, a wholly
Nationa! Nuciear Securlty Administration

owned subsidiary of Honeywell International, Inc., for the U.S. Department of Energy’s National Nuclear Security Administration under contract DE-NA0003525.




Sandia’s History
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National Security Mission Areas

Reduce
Global Secure & National
Chemical Sustainable  Security Space
& Biological Energy Future Innovations
Dangers

Global
Nuclear
Assurance and
Security

Synergistic
Cyberspace Defense
Products

Nuclear Weapons

FOUNDATION

= Top row: Critical to our national
security, these three mission
areas leverage, enhance, and
advance our capabilities.

= Middle row: Strongly
interdependent with NW, these
three mission areas are essential
to sustaining Sandia’s ability to
fulfill its NW core mission.

= Bottom row: Our core mission,
nuclear weapons (NW), is
enabled by a strong scientific and
engineering foundation.

”"Reduce Global Chemical & Biological Dangers” is a critical Mission Area that is key
to the broader National Security Complex




Sandia’s Biotechnology Work )=,

Interdisciplinary nature of the labs results in novel solutions to national security problems
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Example Chem/Bio Systems Analysis Projects @ =

= Reachback and Responsive Studies
= Ebola and Influenza: Effectiveness of airport passenger screening
= Should the US screen passengers on international flights for Influenza or Ebola?
= Anthrax Release Scenarios: Population Movement and Prophylaxis Distribution

=  Where would potentially exposed people go in the first day(s) after an anthrax attack? What does this
imply for prophylaxis distribution?

= BioWatch Performance Using Assays with a Range of Limits of Detection

= What is the impact of increased BioWatch LODs on overall system performance?

= TopicalStudies

. Biological Agent Risk & Prioritization
How should interagency ...prioritize newly emerging diseases?

= DTRA/CTR Prioritization:

= How should DTRA/CTR prioritize engagement opportunities within a country? (Bio, Chem, Rad, Nuc)
= How should DTRA/CTR decide which countries to engage next?

= Bio Restoration and Response Tools

= Tools to inform key response decisions: e.g., How to decontaminate facilities after a biological release?
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Prioritization Process for Emerging Infectious Diseases

Risk Ranking
Results

For various applications,
alternate ways to view the
results may be useful

Scoring Bins Risk Ranking
& Definitions Framework

Vetting of the methodology and data is important at multiple steps in the process to 7
ensure transparency and value to stakeholders




Analytical framework uses defined scores and weights ) i
to assign values

= Scoring:

= Factors are scored on a 1-5 scale T e
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= Each factor is assigned a weight
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Allowing users to change the weights and score amounts for a variable,
including a non-linear scale, allows for sensitivity analysis




Sample risk ranking view of EID agents

This view may suggest a cut-off or highlight certain trends in key variables
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Summary ) .

= Biosecurity, a highly interdisciplinary space, is a key component of
the broader national security complex and is therefore an
important area within Sandia

= Risk analysis is a key tool for approaching complex biosecurity
challenges
= The process can be just as or more important than the solution

= The prioritization process, while not a risk analysis, uses principles
of risk to structure the viewpoints of a diverse audience

= There are many challenges with such a diverse, interagency panel
= Balance the priorities of different players
= Keep focused on the goal and ultimate purpose

= Be flexible to test new approaches and be ready to show different
outcomes
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