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Sandia's Very Expensive Lesson

Don't let this happen to you....

Gabriel G. King
Manager & Enforcement Coordinator

Dept. 4024, Safety & Security Regulatory Support
Sandia National Laboratories is a multi-program laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed Martin

Corporation, for the U.S. Department of Energys National Nuclear Security Administration under contract DE-AC04-94AL85000.
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Sandia's Mission Areas
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Two Phases to the Incident
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How Could This Not Have Been Caught?

Presentation was viewed by multiple DCs

at Sandia and DOE/NNSA

Sandia
National
Laboratories

1
• There have been differing professional opinions over the interpretation and application of
Gen 16 between the experts

• The number of slides determined to contain classified information varied from as few as 11
to a high of 21

"Halo" Effect

• Difficult to find a DC with knowledge about the non-DOE subject area

• Classification of presentation was never challenged until the addition of DOE Information in
2012
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Causal Analysis & Supplemental Causal

Root Cause

➢ The author believed
he was
knowledgeable and
confident

Human
Performance
Indicator

Flawed expectatio

Weakness in
procedure
development and
se

Administrative,
quality control hold
points

1 Contributing
Cause

➢ The presentation
was not checked for
appropriate
markings

Supplemental
Causal

ontracts lacke
estrictions

Possibility of
dditional copies of

presentation existin
on other enterprise
servers
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Results of Extent of Condition
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National
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Review of all presentations

on the organization's unclassified servers

‘( 700+ presentation reviewed
‘( Only other presentations by the author were discovered to be classified
‘( No other presentations were classified

Enterprise-wide search

of presentations authored by the organization

1 146 million files in 187 terabytes of data
31 additional copies of presentation were identified

All variations of the subject presentation
Isolated incident
Subject presentation was parent to all other versions
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Summary of Violations
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Response to PNOV mot

Sandia

challenged severity
levels

• Burden of proof
"...adverse impact to
national security..."
• Information in public
domain for three
decades

• Confusion
surrounding a
Damage Assessment

• Challenge supported
by Legal and
Executive Mgt

i

OSE

responded to Sandia's
challenge with a FNOV

• "Sandia assertion that
because this classified
information was in
open sources, its
unauthorized
disclosure could not
adversely impact
national security..."
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Sandia

accepted FNOV

What went wrong?
• Change in leadership
• Strategy not fully
implemented
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Post-Event Learning & Actions

Division Level

Corporate Level
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Security Program

Improvements

Sandia
Security
Program
Improvements
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Security
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Program

Security
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Manager
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Bottom Line
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Sandia

is continuing to work the corporate issue of

lack of classification review



What did this cost?
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