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Red Team Assessments of Critical Federal Networks

Critical federal networks are under constant cyber-attack from malicious actors looking to

undermine our nation’s security. Sandia's National-Security Cyber Red Team (NCRT) is tasked

with assessing vulnerabilities in key DHS systems responsible for the defense of government B L i Ruas ol Warymiire
networks. To detect and mitigate vulnerabilities, NCRT has performed multiple cyber security 844-0382 | rlwaymi@sandia.gov | 6612
assessments using a rigorous methodology that originated with our mission to ensure a safe

and reliable nuclear stockpile. The NCRT methodology has been developed and refined

through decades of experience on cyber and cyber-physical systems.

NCRT leverages a rigorous methodology that originated with the lab’s mission to ensure a safe and reliable nuclear stockpile. NCRT specializes in non-traditional cyber assessments: Heterogeneous networks, cyber-physical, nation-scale networks, ad-hoc networks,
mobile devices, and special systems. NCRT supports cybersecurity for critical civilian, homeland security, and defense programs.
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