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| currently use @Risk
for my personal retirement planning
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Assessments performed with my personal computer, on my personal time, with my own personally purchased software
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“An estimate based on the assumption )
that average conditions will occur
will almost always be wrong” e e b
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SNL has a rich history of risk assessment =)
for high consequence applications
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Best practice is to separate aleatory and epistemic uncertainties




The National Academy of Sciences =)
has weighed in with an opinion
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Uncertainty !
Requirement Performance
Assessment

QMU = Margin / Uncertainty

EVALUATION OF QUANTIFICATION OF MARGINS AND UNCERTAINTIES METHODOLOGY
FOR ASSESSING AND CERTIFYING THE RELIABILITY OF THE NUCLEAR STOCKPILE,
National Research Council of the National Academy of Sciences, 2008

1. Take a system perspective

2. Separate aleatory and epistemic uncertainties
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Uncertainty has a dual personality =) i

Jon C. Helton, Conceptual and Computational Basis
for the Quantification of Margins and Uncertainty, SAND2009-3055

= Aleatory uncertainty: (perceived) randomness in the occurrence of future
events (frequency interpretation)

= Epistemic uncertainty: Lack of knowledge wrt appropriate value to use for a
quantity that has a fixed value in the context of a specific analysis (confidence
or belief interpretation) — Associate “Probability” or “Subjective Probability”
with Epistemic Uncertainty

Aleatory Epistemic




Does the distinction between aleatory )
and epistemic uncertainty matter?

Pure Epistemic
Probability of failure is 2%

Pure Aleatory
Frequency of failure is 2%

2% belief that none of us
will get home safely

100% confident that 2% of
us will not get home safely

Attribute of the assessor,
therefore reducible

Attribute of the system,
therefore not reducible




A contrived case study with features and ) i
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methodologies representative of real applications

Subsystem A Subsystem B

The “Package”

Delivery Survivability and Performance Target Defeat

Requirement:
Overall end-to-end reliability > 80%




System reliability is a frequency statement ) .

Delivery FkdkRdkRRkkEx* System Performance ** ¥ #xxkkkskokkxk Target Defeat
SubSys A Env SubSys A Perf SubSys B Perf
- << System
Success .
0 0 Reliability
Chance
-Success
0 0
5.016% 4.4%
Failure
0 0
- Chance
Success
0 0
- 0.0% 0.0%
(1] 0
- Chance
Success
(1] 0
8.33% 8.0%
Failure
(1] 0
- Chance
Success
(1] 0
0.314% 0.3%
Failure
0 0
Chance
Case Study
0
- 3.23% 3.23%
-
(] (] 80.0% Requirement

[13:99% | Margin
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Presentation of the sausage )




Uncertainty in our assessment of reliability ) e,
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Based on mean branch
reliabilities: -1.4%

System Reliabilty Margin
-18.1% 10.6%
| 5.0% 90.0% 5.0%
6 - — 100.0%
5 - - 83.3%
Chi - 66.7% . System Relabilty Margin
Minimum -36.743%
34 - 50.0% Maxmum 17.156%
Maan -1.361%
Sid Dev 8.796%
2 4 - 33.3% Vabhes 1000
14 - 16.7%
0 A AR 0.0%
F F F £ £ = F
o o o o o o o
=3 ™ o~ — — o~
49.7% Probability of positive margin




Sensitivity analysis tells you what )
branch unc. contribute most to system unc.

Laboratories

r: Pearson Correlation

Delivery -
SubSysA Env Survivability_
SubSys A Perf-

SubSysB Perf 0.000

Target Defeat [0:7820 NI 053

sum r’ = 1.026




Spend resources (S’s, time) to ) i
reduce uncertainty only if it can change decisions

System Reliability Sensitivity
0.932
0.3 -
48.9%

0.2 -
£
> 0.1 . ‘
M System Relabilty Margin vs
>3 T TargetDefear
£ 0.0- Q4 XMean 0.532483
e} © XS5 Dev 0.073518
2 Y Mean -0.013606
g -0.1 Y Std Dev 0.087957
& Corr. (Pearson) 0.6524
% 0.2 1 Corr. (Rank) 0.6524
=
- -

0.3 -

0-4 T T L) L]

v ~ ® o = - o
o o o o — -— —
TargetDefeat




We know the truth for this demonstration ) e,
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Truth: 1.5%

System Reliabilty Margin
-18.1% 10.6%
| 5.0% 90.0% 5.0%
g — 100.0%
5 - - 83.3%
i - 66.7% . System Relabilty Margin
Minimum -36.743%
3 - 50.0% Maxmum 17.156%
Maan -1.361%
Std Dev 8.796%
2 - - 33.3% Vabhes 1000
1 - 16.7%
0 A AR 0.0%
F F F £ £ = F
o (=4 o o o o o
- M ~ — — ~N
49.7% Probability of positive margin




Spend some time on the reliability tab

in the spreadsheet
" Turn your Macintoa PC

= “Parallels” to run Windows OS and Excel
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= Launch blank Excel file, load Palisade products, open application file

= PrecisionTree settings to work with @Risk

= Ribbon: Settings — Model Settings - @Risk — Select: Expected Value of
Model

= @Risk settings
= Ribbon: Settings — General — Select: Multiple CPU Support = Disabled
= Ribbon: Settings — Sampling — Select: Sampling Type = Monte Carlo
= Ribbon: Help — Select: Color @Risk Functions
= Reliability model
= Success branches linked to calculations in other tabs

= Failure = 1= Success
= Demonstrate dynamic updating of model




Our customers care about presentation
AND how the sausage is made

Technical peer review is an integral part of doing business
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Delivery as an example )
of binary success/failure types of data
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Success Failure




Estimated launch reliability is uncertain ) i,

Launch Observed
NLaunches Successes Reliability

50 49 0.98 92.1% << = RiskBeta(Successes+1,NLaunches-Successes+1)

Delivery Reliability

91.46% 99.19%
20 - 100.0%
18 1 50.0%
16 4 80.0%
14 4 70.0%

. DelveryRelabilny

12 - 60.0%
Minmum  84.052%
10 4 50.0% Maxmum  99.799%
Mean 96.292%
8 1 40.0% 5:d Dev 2.487%
5 30.0% V2 e
4 - 20.0%
2 - 10.0%
0 0.0%

85.00%
88.75%
92.50%
96.25%
100.00%




Spend some time on the delivery tab
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in the spreadsheet

Introduce the truth model hidden to the far right

Dynamic demonstration of different possible data sets and
resulting success/failure histories

Assessment based on one specific data set
Pre-ran 1000 iterations

= Ribbon: Simulation — Select: Iterations=1000
= Ribbon: Results — Browse Results

Updating of embedded graphs and simulation results

= Ribbon: Insert Function — Miscellaneous — RiskResultsGraph

= Ribbon: Insert Function — Simulation Results - RiskMean




Subsystem A makes the system go boom

andia
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Subsystem A has to survive =)

extreme environments and perform'

Radiation



There are both performance requirements ) i,
and survivability requirements for SubSys A
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C Conservative Environment Requirement

Where does the environment
requirement come from?

Performance g
Requirement

Performance

Environment Load




Big computer codes are used to translate ) i
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external environments to internal environments

Reschren AN T
£ 4;
—
jaass il - )
~

Vibration Environments

Predicted
Internal

Environments

Are Uncertain

Uncertain model parameters
Natural frequency

Stiffness
Damping

Conservative
External
Environments

Known boundary condition
Forcing frequency and
magnitude




95% confidence limit used as
SubSys A environment requirement

Distribution is bi-modal
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Pradicited Maximum Acceleration

0.07 3.494
0.7 1 -{t 100.0%
0.6 - - 85.7%
0.5 1 - 71.4%
0.4 4 - 57.1%
0.3 - - 42.9%
0.2 1 - 28.6%
0.1 - 14.3%
0.0 0.0%

o —_ o~ mM - o (7] O

Bl Precvavacce!
Minimum -
Maxim 27.404
Mean

Sud Dev 1.798
Values 1000




What can you say )
about contributors to uncertainty?
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PredMaxAccel

Correlation Coefficients (Spearman Rark)

Sum r?’s ~ 0.02

Damping /D10 1 E¥

Stiffness / D94

L) L]
o w0 Q0 T o o o < ey w0
= o (= o o = o o = =
o o (=3 o (= o o o o o

Coefficient Value

Answer: Nothing is important! How can that be?




Always examine the scatter plots ) e
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PredMaxAccel
1648
30 v
# 0.0%

+ PradManicesl vs NatFraq
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PredMaxAccel
0.0544
30 A\ 4
#
25
20 s
= + PredMaxAccel vs Damping
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Damping




Peel the onion, 3
understand what the results are really telling you

Highly non-linear non-monotonic dependence on natural frequency
« Correlation coefficients are measures of linear association (bad assumption)

PredMaxAccel
1.648
30 - A
+
25 -
20 4 +
e + PrecMaxAcce! v NatFreq
S 15 - + X Mean 1.64777
< X 524 Dev 0.80280
+ Y Maan 1.6007
10 + ¥ Sed Dev 1.7982
& b 3 Corer. (Pearson) 0.1006
g Corr. (Rank) 0.0828
42
0+ -
23.4% 50.5%
.s L4 L L L4 L4 L4 L
o w o n 7)) o ) o ") - w
- C? o o — ™~ ™~ ™ ™ - -
NatFreq

Resonance behavior

« Extreme response does not occur at the extremes of the input




Assumptions of linearity

could miss-characterize important features

Brine Down Borehole E2: BNBHDNUZ (103 m3)
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BRAGFLO (E2 at 1000 yr, R1, R2, R3)
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Spend some time on the environment
requirement tab in the spreadsheet
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= Demonstrate dynamic environment load calculation

= VBA Function Procedure as replacement for really big computer code




There are survivability requirements ) i,
on SubSys A

Laboratories

C Conservative Environment Requirement

Performance

Assess SubSys A survivability
against environment requirement

N

Environment Load




How hard do you have to shake it )
before it fails catastrophically?

Laboratories

One shot tests




We look for a survivability transition by doing e
over-tests with different loads on different units
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We want to transform success/failure data ) i
into a failure distribution as a function of load

Estimated SubSys A Environment Failure Distribution

0.70 == OO 000-0-0-0 — - = = = = = = = | 1.0
g Reliability
0.60 b=
3 08 >
:-l: &
0.50 9 S
g 2 =
-
= 0.40 = 06 @
(S8
[V Q o
5 E g
+ 030 5 04 §
b4 'S ]
c Qv
0.20 5 v
- >
N 0.2 wd
0.10 w
0.00 o ' «e cocanmmme o 0.0

Environment Load



Assume a normal (frequency) distribution with (f) &
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uncertain mean and standard deviation, Norm(u,c)

= Select evaluation points for u,c by casting a wide net

Evaluation Points

2 “% A .

;5: 3.0 g:o‘ .': s, ?.:q:‘..?o.‘{ ’w‘r )

% o %}?"0"‘? ..‘f. .! ..‘é,” : i:.o.' 2

3, Sty e T PO S: “é)‘ "i';"‘{::‘ Mean = RiskUniform(3,9)
- % é: :"3"':‘.‘.:'&' kf“:. }:.0".. .gw..;.“ %‘. Std = RiskUniform(0,5)

Mean

= Use Bayes Theorem to calculate probability that any u,c pair
could have produced the observed data



Distribution parameters

are calibrated using Bayes Theorem
= Posterior (u,c) ~ Likelihood(Data: u,o) * Prior(u) * Prior(c)
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|I1 National _
Laboratories

" Un-informed priors for u,c
" Prior(u) ~1 anyvalueis equally likely

= Prior(c) ~ 1/c invariant to translation

= Likelihood(Data: u,o)

NData
S Index * CumNorm(u, o) }
Likelihood(Data: u,o) = Z {+(1 _ Index) * (1 — CumNorm(u, o))
1=
Likelihood of Success: 1.0
Index =0
0.8
0.6
0.4
Likelihood of Failure:
Index = 1 0.2
0.0

Load
B



: legs e,
Sample from the posterior probabilities LUf

Posterior Probabilities

£ s > 1E-1
&
E 3 1E-2
> ,, 1E-3
Q
©
& » 1E-4
=
S 1E-5
&5 15

1E-6

-

o
o

 EvalPoint = RiskDiscrete
* u = vlookup

35 4 45 5 55 6 65 7 75 8 85 * o = vlookup
Mean(p)

38



Estimated environment survivability )
Is uncertain
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Environment Survival Reliability

81.97% 89.95%
0.14 - 100.0%
0.12 - 85.7%
0.10 - 71.4%
= Unc Env Relizbilny 2
0.08 - 57.1% ‘Minimom 60.227%
Maximum 99.997%
o o Msan §5.671%
o 29% o 5.900%
Values 1000
0.04 - 28.6%
0.02 4 14.3%
0.00 . ,  0.0%
= £ £ £ = £ = = = =
o (T o (= Ty o (Tp)




Spend some time on the SubSys A
env. survivability tab in the spreadsheet
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= Demonstrate dynamic data sets using Langley algorithm
= Walk through Bayesian updating

" u,G evaluation points
" WU,G priors
= Evaluation of likelihood function

= Posterior and normalized posterior

= Demonstrate sampling of posterior
= RiskDiscret and VLOOKUP

= Demonstrate dynamic failure load distribution




There are performance requirements )
on SubSys A

Laboratories

C Conservative Environment Requirement

Assess SubSys A performance
against performance requirement

Performance _y
Requirement

Performance

Environment Load




We have performance data taken on SubSys A ()&

Laboratories

Performance Testing History

@® PerfData

Requirement

® (atastrophic Failure

Performance Output

We could update environment

survivability assessment, but will skip

Time




How do you estimate the uncertainty in any

i Nofiowl
statistic from any distribution? — Bootstrap!
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Universe Sample
rer) whd
c c
) (]
£ S
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° °
-4 P ‘ o (]
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Performance Output e.g., Volts Performance Output e.g., Volts

\ ’ 4

Resample
.
c
(]
S
£
Y= =2
E 4
(14

Performance Output e.g., Volts




Bootstrap samples used to ety
estimate SubSys A reliability
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Performance Testing History

Reliability = # meet req / # samples

¢eOTHO ©
* oKD ‘@

@® PerfData

e Bootstrap

Requirement

® (atastrophic Failure

Performance Output

Time




Estimated performance reliability )
for SubSys A is uncertain
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SubSys A Performance Reliability
85.42% 97.92%
5.0%
025 - T 100.0%
0.20 4 80.0%
w— SubSys A Perf Rel
0.15 - 60.0%
Minmum 72.917%
Maximum 100.000%
Mean 91.615%
0.10 4 40.0% Std Dev 3.858%
Valuss 1000
0.05 - 20.0%
0.00 & v i. 0.0%
£ £ R £ £ £
wn =] Ty ] o Ty (o=
~ e v o] (=2} L) 9




Spend some time on the SubSys A
performance tab in the spreadsheet
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= Demonstrate dynamic bootstrapping
= Demonstrate dynamic reliability based on bootstrap samples

= We have skipped updating of environment survivability




SubSys B either performs all of the time ) e,

Laboratories

or none of the time; but we are uncertain about which

Either it Goes Boom!
Reliability = 1.0

Epistemic
Uncertainty

Or it’s A Dud!
Reliability = 0.0




Really really big computer models are used )
to predict SubSys B performance

Time
Knob A
Knob B Really Really Big . Predicted
Computer Model performance
Knob C

Knobs are surrogates for missing or unknown physics;
consequently, they are treated as epistemic uncertainties



Knobs are calibrated so that predictions ),
are consistent with limited experiment data

Laboratories

Predictions

I\ / consistent with

I experiment data

Uncalibrated Prediction

Predictions NOT .~
consistent with
experiment data

Calibrated Prediction

Performance

Test 1

Test 2

Time

Knobs are treated as epistemically uncertain parameters



Computer model parameters (knobs) =)
are calibrated using Bayes Theorem

Laboratories

= Posterior (Knobs:Data) ~ Likelihood(Data: Knobs) * Prior(Knobs)
= Un-informed priors for the Knobs

= Prior(Knobs) ~1 any value is equally likely for wide range of possibilities

= Likelihood(Data: Knobs)

= =1 if prediction passes though error bar of both data points

= = otherwise




M ﬁgtnigil?al
SubSys B has performance requirements Lf

RN

Performance requirement

oo
o

Performance

Evaluation time

Time




H ﬁgtnigil?al
SubSys B has uncertain performance Lf—

SubSys B Perf
85.24 101.68

5.0% 50.0% 5.0%

1.0 -

0.8 -

we SubSys B Perf

0.6 -
Minmmum  80.201

Maximum 105.193
Mean 53.004
Std Dev 5.354
Valoes 1000

1.0

0.4

0.2 -

Requirement: Output >80

Reliability

0.0

| Ll L) L) L)
un o= wn o un o wn o un
~ =) @x Loy L) o o — v—




Spend some time on the SubSys B
performance tab in the spreadsheet
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= Demonstrate un-calibrated and calibrated performance
curves




It’s all about target defeat ) i,

Strength has attributes of aleatory
uncertainty and epistemic uncertainty

Load has attributes of epistemic
uncertainty only




Different Target Defeat reliabilities )
for different load strength curves
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1 0.25
> Reliability
£ 0.8 0.2
5 )
o c
L 06 015 9
e o
o 0
= 04 01 *
) (T
= ()

a
g 0.05
3 02 .
N\
0 I i 0
0 5 10 15 20

Load or Strength




Target Defeat reliability is uncertain ) i,

Target Defeat Reliability

75.97% 99.99%

100.0%

80.0%

. Target Defeat Relabilny

60.0%

Minimum 68.226%
Maxamum 100.000%
Mean 92.657%
40.0% g ey 7.707%
Values 1000
20.0%
0.0%

50%
55%
60%
65%
70%
-
80%
85%
90%
95%
100%




Spend some time on the
Target Defeat tab in the spreadsheet
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= Demonstrate dynamic load strength curves and reliability




We’ve used probabilistic methods to )

propagate both aleatory and epistemic uncertainty

Delivery FkdkRdkRRkkEx* System Performance ** ¥ #xxkkkskokkxk Target Defeat
SubSys A Env SubSys A Perf SubSys B Perf
- << System
Success L
0 0 Reliability
- Chance
Success
0 0
5.016% 4.4%
Failure
0 0
- Chance
Success
0 0
A 0.0% 0.0%
0 0
Chance
System Reliabilty Margin
0 0 -18.1%
8 33'y 6 100.0%
2
o 5 - 83.3%
Chance 4 - 667% [ Syuam Rutabiy Marn
Minimum -36.743%
0 0 3 - 50.0% x:‘nuﬂ l:iﬁ:
Sid Dav 8.796%
0.314% 0.3% 2 [ 5% ke h
0 0 1 - 167%
Chance 0 napan SARMRINNN %2 0.0%
Case Study g - £ g g £ g
0 : : > .
. 3.23% 3.23%
|
(] (] 80.0% Requirement

[13:99% | Margin




Your life, or that of a loved one, hangs in the
balance of a risk assessment
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-~

e
[ QL
£l e

i

10
SRQ = ZXZ. X, = [0,1] Re quirement : SRQ <77
i=1
Dominated by epistemic uncertainties




You have to pick a framework ) i
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for representing and propagating epistemic uncertainties

10
SRQ = ZXZ. X, = [O,l] Re quirement : SRO <77
i=1

1.0

Requirement

0.8 A

0.6

Belief

0.4 - [ |
02 | Assessment
0.0 ‘ ‘ —
0 2 4 6 8 10
System Response Quantity: SRQ v
Belief(SRQ > 7)=0.014 SRQ = [0,10]
Probabilistic framework Non-probabilistic framework
- Bayesian methods * Interval analysis |
« SOA for risk assessment community * Dempster/Shafer (evidence) theory

* P-Boxs




The world of high performance computing =)
has changed a lot in my lifetime
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HPC (~ 1 flop/s)
1620 - 1950 1 Eflop/s; 1018 flop/s! 224 PElop/s

100 Pflop/s

33.9 PFlop/s

10 Pflop/s

1 Pflop/s

134 TFlop/s
100 Tflop/s 34 p/

10 Tflop/s

1 Tflop/s
100 Gflop/s

10 Gflop/s &

1 Gflop/s

100 Mflop/s’

)

1994 1996 1998 2000 2002 2004 2006 2008 2010 2012 2014

Is todays engineering 18 orders of magnitude better?




Even with all this CPU, this is still not ),
an option for our most challenging applications
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H S -+
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELC

o gl # % |terations /1000 - &
X “' A ==
ﬁ f * = === Simulatiofs 1/ - L

Define Add  Insert Define  Distribution Model S/ Start

Distributions Output Function = Correlations  Fitting ~ Window Settings Simulation
Model Simulation
Al - | Jr
A B C D E F G H
-1
2
3

Use computer model to train surrogate models i.e.,NeuralTools




Credibility of comp. predictions is assessed in )

National
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terms of six attributes and associated best practices

What evidence do we demand to
assert credible computer
predictions?

1.

o un kR WwWN

Representation or geometric fidelity
Physics and material model fidelity
Code verification

Solution verification

Validation

Uncertainty quantification

Best Practices:

1.
2,

o A

o

Calibrate SMEs

Look broadly for uncertainties
Separate aleatory and
epistemic uncertainties
Perform sensitivity analyses
Reduce uncertainties only if
decisions could change
Avoid strong assumptions
Ensure that uncertainty
propagation errors do not
pollute results

Document evidence/rational
for uncertain inputs

Perform technical peer review



A common criticism of risk assessment ) i,
relates to the prevalence of Black Swans*

Laboratories

Metaphor for events characterized by surprise and high
consequence that seem obvious only in retrospect

* Unknown/Unknowns




i

Surprise???

High

I’m Not Feeling It!

Sandia
National _
Laboratories

Consequence???




H ﬁgtnigil?al
N OW I feel lt ! r.h Laboratories

Surprise!

High Consequence!




How do you deal with “The Bird”? ) i,

Be Proactive: Begin With
Unkn/Unkns in Mind

Analysis Paralysis:
Extreme Risk 1l
Aversion

N

Unknown/Unknowns = :
surprise + High Consequence ~
Ignore It: What | M
Don't Know Can't Hubris: Nothing ‘
HurtMe | | 2




Be proactive, begin with “The Bird” in mind (&=,

Routine (Il

Learn from the Past: n,.fEmbrace Peer Review Successes
Organizational Memory
Disasters

Ensemble Computing

Discover the BE+U 1[I
Ao e QRA: Quantitative .
Been Known's Risk Assessment [0} System Perspective

Fallacy of the DBA 1l
| Organizational Failures 1l

Beware of Heuristics/Biases
When Quantifying Probabilities 0

Reduce Human Factors [ Increase

| Regulatory failures - I}
Technical Basis Predictive Models I

Operator failures

Focus on
Possibilities/Consequences, |

Be Prepared to Manage AL ORA not Probabilities
the Unexpected nti Pr'e:’ziuclils&ary :
Separate Effects
Component Be Proactive: B With Simplifying Notions

j Hierarchal Testing Unknown/Unknowns in Mind - Reduce Complexity Fail Safe

Subsystem

Full System Allow Mother Nature Passive Design
Surveillance Testing: Look for an iﬁpl?::"n;ﬂnl;ﬁ:ml U . Firewalls so Failures
deviations from expected behavior 0 Defense in Depth &~ Cannot Propagate
Diagnostic Voting
Halt Testing: Look for Failures il Design Wi!h Ih_e ; Increase Robustness Redundancy {Backup Systems
Unexpected in Mind Independence

Safety Factors (I
Agility (

Reserves and Contingency

Diversity
Reduce Sensitivity to Incompatibility
Commaen Mode Failures
Independence

Disperse the risk ([l

I'd like to hear your thoughts on this




You laughed when you first heard it =)
because you didn't understand

Laboratories

Known/Knowns

* Fixed value

« Aleatory uncertainty
if there is variability

* Not reducible

Known/Unknowns
« Epistemic uncertainty
« Reducible

Unknown/Unknowns

Now you do! - Black swans

« Discovery




