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LICENSED APPLICATION END USER UCENSE AGREEMENT

The Products transacted through the Service are licensed, not sold, to 5

unless a Product is accompanied by a separate license agreement, in wl

agreement will govern, subject to Your prior acceptance of that separat

Provider") reserves all rights not expressly granted to You. The Product

this license as the "Licensed Application'

a. Scope of License:This license granted to You for the Licensed Applic

-transferable license to use the Licensed Application on any iPhone or i

permitted by the Usage Rules set forth in Section 9.b. of the App Store

license does not allow You to use the Licensed Application on any iPad

and You may not distribute or make the Licensed Application available

multiple devices at the same time. You may not rent, lease, lend, sell, r

Application. You may not copy (except as expressly permitted by this lii

engineer, disassemble, attempt to derive the source code of, modify, co

Application, any updates, or any part thereof (except as and only to the

by applicable law or to the extent as may be permitted by the licensing

components included with the Licensed Application). Any attempt to dc

Provider and its licensors. If You breach this restriction, You may be su

the license will govern any upgrades provided by Application Provider t

Product, unless such upgrade is accompanied by a separate license in

b. Consent to Use of Data: You agree that Application Provider may call

information, including but not lirnited to technical information about Y4

peripherals, that is gathered periodically to facilitate the provision of sc

services to You (if any) related to the Licensed Application. Applicatior

is in a form that does not personally identify You, to improve its produr

c. Termination. The license is effective until terminated by You or Appli

will terminate automatically without notice from the Application Providr

license. Upon termination of the license, You shall cease all use of the I

or partial, of the Licensed Application.

d. Services; Third Party Materials. The Licensed Application may enable

services and web sites (collectively ancl individually, 'Services"). Use of 1

To continue with this installation • you must accept the temis of the End-User
accept the agreement. click the checkbox below.

111 I accept the terms in the License Agreement

"...USE OF THE LICENSED APPLICATION
IS AT YOUR SOLE RISK AND THAT THE
ENTIRE RISK AS TO SATISFACTORY
QUALITY, PERFORMANCE, ACCURACY
AND EFFORT IS WITH YOU.

...PROVIDED "AS IS" AND "AS AVAILABLE",
WITH ALL FAULTS AND WITHOUT
WARRANTY OF ANY KIND...

SHOULD THE LICENSED APPLICATION OR
SERVICES PROVE DEFECTIVE, YOU
ASSUME THE ENTIRE COST OF ALL
NECESSARY SERVICING, REPAIR OR
CORRECTION."

[ Back [ i Nett >> Cancel



About Phishing
• "Phishing" is the practice of using electronic communication to
manipulate a target into doing something counter to the target's

interests.
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Maintenance Issues



Things are not always as they appear



Example Email -Phishing

Greetings from Amazom.com,

We wanted to notit you that an Amazom.com Gift Card was sent to you Oil 9 Dec 2013 16:04:40 GMT.

D etails:

Order # 314.-2520202-8371419 from 9 Dec 2013 10:4.9:24. GMT
Sent to:
Message: Happy Early Holidays!

Click here to redeem your gift card.

Please note.. This e-mail was sentfrom a notification-on& address that cannot accept iiiCOming e-mail. Please do not
reply to this message.
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The "Internet of Things" is the 5th domain of conflict
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Cyber Theft of Intellectual Property

• The Center for Strategic and International Studies (CSIS)
produced a study in June 2014 which estimates that
cybercrime costs business approximately $445 billion
annually worldwide. The cost is about 200,000 U.S. jobs
annually.

• Cybercrime is a tax on innovation. In 2013, CSIS
researchers found that the United States notified 3,000
companies that they had been hacked. CSIS estimated
that the United States lost about $100 billion.



Zero-Day Threat

Advanced Persistent Threat (APT)



Today's Threat Environment

• Threats are real; even in Albuquerque.
Example: Attack on Journal Web Site —
January 2015

s6.rdirti4.0
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Today's Threat Environment

conomic
Espionaqe

Sony PlayStation Network Shut Down
'Indefinitely' Following Attack 5/11

i ! 
Home bepot is hacked -

i initial estimates exceed
1.. Tar • et loss 8/14

-
A win for the good guys...
FBI/Microsoft team to shut 6/14
down $500M botnet

Military
Espionaqe

calls out China for 
Mandiant releases APT1 -

cyber
es 2/13

Russian PM's
twitter account is

I Ebay Hacked — 1000s of hacked 8 14
Accounts Deleted, Auctions 
Vanished, Millions Lost 9/14

Target's point of sale system 
Hacked ATMs net cyber

yields financial data of 40M _
12/13 RSA security firm hit by

'sophisticated' hackers 3/11I Pll of 100,000+ is stolen
from DOE 7/13

criminals $45M 5/13

eartB eed-- secure waib browsin9 4/14
ompromised, impacts 75% of internet

OPM is hacked - security
clearance info taken 7/14

Apple iCloud gives up personal
Information and photos

8/14
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Typical Desktop Configuration
How it works

Filo Edit

Desktop Computer - Trusted
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Riow Favontes Tools Help

Your most popular sites

le New Tab

All Site Content Techweb Google Grnait Email

from Google

El
Google Accounts

El Discover other sten you might like Hide srtes

Reopen dosed tabs Reopen last session InPrwate Browsing
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Outside Web Browser - Unsecure

0C-D,6 X M1Hpanfaccour,9oogle.com/ServiceLoginAuth, orP I sitrnaikemarroniGooga xU L•1 0
Hie Edit View Favoittis Took Help

Google New to Gmair CREATE AM ACCOUNT

Gmail
A Google approach to erne!!

Canal is built on the klea that email can be mere intuitive, efficient, and
useful And maybe even fun. After all, Gmail has

■ Lots of space

Over 10338 778830 megabytes (and warding) algae

Plt°150.

Less spam

Keep unwanted messages out of your inbes

Mobile access

Gel Gmail on your mobile phone. Loam more

About Gmail Now features, Switch to Goal

Create an account

Ge. Gmad runs fast in the Chrome browser

Chrome is a fast, free brtnyser made feeble modem
web
Download Chrome

.2013 Google work Terms& Rive, Help

Sign in

Lbws-name

Cdlosic

Password

1:21 r Stay dgned in

Can't accesoyour account?

Eng.!. (Wt. Metes)

External website infected with virus

• H uge attack surface
• We can only protect against known attack vectors
• Virus is downloaded onto the trusted computer

13



Micro-Virtualization as a Security Solution

Outside Web Browser - Untrusted
Desktop Computer - Trusted

X aboutTzbs -
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Future: Vehicle To Vehicle (V2V)
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