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There are many possible detection points, each lending a probability of detection; and 
many delay elements, each intending to add delay factors.  Figure 1 shows the general 
model of an attack.  An attack begins at some unknown time prior to the first detection; 
this can be hours or even days prior depending on when the adversaries begin their 
attack and the type of attack they are using.  As soon as the attack is detected, response 
forces are notified and it is up to the physical security system to ensure that the response 
force has enough time to intercept the attackers before they reach their target. 

Access Delay 

To hinder access to critical resources through the use of  physical systems increasing 
an adversary’s task time. 

The traditional method for 
characterizing access delay has 
been a simple model focused on 
accumulating times required to 
complete each task with little 
regard to uncertainty and 
complexity.   The delay associated 
with any given barrier or path is 
further discounted to worst-case 
(and often unrealistic) times based 
on a high-level adversary, resulting 
in a highly conservative, and therefore costly, calculation of  total delay.  To solve this 
problem, a new methodology using advanced Bayesian statistics has been developed. This 
allows the analyst to consider small sample sizes, expert judgment, human factors, and 
threat uncertainty in their total delay times. 
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New tools are needed so engineers can quickly and easily use new algorithms without a thorough 
understanding of the Bayesian theory behind them.  The Research to Visualization Tool, or R2VTool, 

was developed for this purpose. 

Analysts use access delay 
methodology to determine a system’s 
effectiveness by looking at the 
probability of detection, task delay 
times, response force time, and 
response force capability. Figure 2 
shows an example of this procedure. 
In the figure, an adversary’s path to  
an objective is broken down into a 

Figure 2: Example of Forcible Entry 

Table 1: Example data for Figure 2 

R2VTool, (Figure 3), allows for the creation of 
new tasks on the fly. Using a Markov Chain 
Monte Carlo Simulation, MCMC, a Bayesian 
distribution is created for the task data.  Three 
graphs can be produced for this data: the PDF, 
CDF, and Histogram.  The 10th, 50th, and 90th 
quartiles, as well as the mean and standard 
deviation, are given for the MCMC task data.  
This data can then be saved to a CSV file. 

Figure 3: Screenshot of the new software 

In total, there are eight tasks.  Their 
associated mean times and the cumulative 
times are given.  At face value this type of 
data can be overly conservative and not 
representative of all attackers.  Attackers 
can come with varying degrees of skill levels 
and equipment.  The use of Bayesian 
statistics hopes to correct this issue by 
supplying the analyst with more information 
for which to make informed decisions. 

series of tasks.  Each of these tasks has a set of requirements that must be met in order 
to proceed, e.g. the time it takes to breach a door.  Analysts will perform tests on each of 
the tasks, collecting data on how long each task takes given certain toolsets.  This dataset 
is then used to compute the statistics for the event and generate a distribution of task 
times.  Table 1 contains the task data associated with Figure 2. 


