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Abstract—Advanced Metering Infrastructure (AMI) forms a
communication network for the collection of power data from
smart meters in Smart Grid. As the communication within
an AMI needs to be secure, public-key cryptography can be
used to reduce the overhead of key management. However, it
still has certain challenges in terms of certificate revocation
and management. In particular, distribution and storage of the
Certificate Revocation List (CRL), which holds the revoked
certificates, is a major challenge due to its overhead. To address
this challenge, in this paper, we propose a novel revocation
management scheme by utilizing cryptographic accumulators
which not only reduces the space requirements for revocation
information but also enables convenient distribution of revocation
information to all smart meters. We implemented this one-
way cryptographic accumulator-based revocation scheme on ns-
3 using IEEE 802.11s mesh standard as a model for AMI and
demonstrated its superior performance with respect to traditional
methods of CRL management through extensive simulations.

Index Terms—AMI, one-way cryptographic accumulator, cer-
tificate revocation lists, Public Key Infrastructure

I. INTRODUCTION

The existing power grid is currently going through a major
transformation to enhance its reliability, resiliency and effi-
ciency by enabling networks of intelligent electronic devices,
distributed generators, and dispersed loads [1] [2], which is re-
ferred to as Smart(er) Grid. Advanced Metering Infrastructure
(AMI) network is one of the renewed components of Smart
Grid that helps to collect smart meter data using a two-way
communication [3]. Smart meters are typically connected via
a wireless mesh network with a gateway (or access point)
serving as a relay between the meters and the utility company.

The security requirements for the AMI network are not
different from the conventional networks as confidentiality,
authentication, message integrity, access control, and non-
repudiation are all needed to secure the collection of the
customers’ power data [4]. As in the case of conventional
network, these requirements can be met by using either
symmetric or asymmetric key cryptography. However, in both
cases, the management of the keys is a major issue in terms of
automation, efficiency and cost. Due to the huge overhead of
maintaining symmetric keys [5], using public-keys can provide

some advantages and makes it easier to communicate with IP-
based outside networks when needed [6].

However, adopting a public-key infrastructure (PKI) for
AMI poses challenges in terms of management of certificates,
which are used to bind the certificate holder’s identity to its
public key. Therefore, the overhead of managing certificates on
resource-constrained smart meters and utilities should be con-
sidered. In particular, the certificate revocation is critical and
has the potential of significantly impacting the performance of
various AMI applications from outage management to demand
response [7]. Therefore, we focus on the management of
certificate revocation.

There are several reasons that require revoking certificates
such as key and certificate compromise, or excluding malicious
meters. Note that, there were several recent incidents that re-
quired revoking of the certificates such as renowned heartbleed
vulnerability [8] and latest RSA key generation chip-deficiency
[9], which affected more than 700K certificates. As a result,
a common practice is to perform a certificate status check
before accepting it. Such check is typically done by looking
up a Certificate Revocation List (CRL) which is used to store
revoked certificates’ serial numbers and revocation dates. The
CRL size will grow significantly as time passes due to fact that
the expiration period of a certificate is relatively longer than
that of other conventional systems. The CRLs are typically
stored locally in smart meters which have limited resource.
This creates a trade-off between the size of the CRLs and
storage space. In addition, distributing the CRLs is critical
and will cause a significant burden over AMI infrastructure.

An alternative method would be to store the CRL in a re-
mote server as in the case of Online certificate status protocols
(OCSPs) [10] [11]. Thus, each time a query is sent to the
server to check the status of the certificate. While OCSP-like
approaches can be advantageous on Internet communications,
employing them for AMI is not attractive since it will require
access to a remote server which may be hosted outside of the
utility network and may not be readily accessible.

Therefore, there is a need to develop a lightweight solution
to manage the revocation information without causing too
much overhead to distribute and store them within smart



meters. In this paper, we propose an efficient revocation
scheme by using RSA cryptographic accumulators to replace
CRLs [12]. The idea of a cryptographic accumulator is based
on a group of honest members (i.e., whitelist) that hold
the result of an accumulated hash (i.e., accumulator) and a
membership witness. When needed, any of the group members
can verify another member by using its membership witness
and owned accumulator value. Cryptographic accumulators are
space efficient and secure since finding membership witnesses
for elements not in the group are computationally infeasible.

In the CRL case, however, we need to verify non-
membership of a certificate (i.e., blacklist). Thus, the utility
company will play the role of the accumulator manager to col-
lect all publicly available CRLs from the different certificate
authorities (CAs) and accumulate them to calculate a single
accumulator value. This single short accumulator value will be
used to update non-membership witness values of smart meters
to provide a revocation mechanism. We define additional
batch calculator function for the proposed accumulator scheme
to calculate accumulation value in batch to provide lower
communication cost. Finally, we define new roles within an
AMI network to implement this idea.

The performance of the proposed approach is assessed via
simulations in ns-3 network simulator by implementing an
IEEE 802.11s-based AMI network that has a gateway which
is connected to the utility systems via LTE communication
protocol. We compared our approach with the other methods
that use conventional CRL schemes and Bloom-filters [13],
[14]. The simulation results show that the proposed revocation
scheme overhead is much less compared to the other methods.
It not only reduces storage requirements on the smart meters
but also decreases distribution overhead.

This paper is organized as follows: In the next section,
we summarize the related work. Section III provides the
background and the system/attack models. In Section IV, we
present the proposed accumulator with its features. Section V
is dedicated to experimental validation. The paper is concluded
in Section VI

II. RELATED WORK
A. Cryptographic Accumulators

Cryptographic accumulators were first introduced by Be-
nalog and DeMare [15]. After their first appearance in the
literature, they have been used in many applications [16]
[15] [12] [17], including membership testing, time stamping,
authenticated directory, and certificate revocation.

Recently, more efficient accumulator mechanisms have been
proposed [18] [19]. For instance, Leonid and Yakoubov re-
laxed the frequent update requirement by introducing an asyn-
chronous accumulator that helps to postpone updates to some
extent [18]. Furthermore, the accumulator in [19] completely
removes the update requirement when it is used just for
non-membership proof. The scheme only needs to update
accumulator value and membership witnesses when an element
is removed from the list. Although this study achieves more
efficient revocation mechanism from the previous studies, as

the scheme is based on accumulating a valid list, it has
some drawbacks in our AMI context. First, as revocation
frequency and number of revoked certificates are less than
new certificate registration and number of valid certificates
[8], respectively, accumulating of the valid smart meters will
still constitute a significant overhead. Second, smart meters
are expected to interact with other devices such as smart
appliances, electric vehicles, water and gas meters and that
may require to obtain valid lists from corresponding vendors
which will not be publicly accessible. Our approach alleviates
these two concerns by utilizing CRLs.

B. CRL Management in AMIs

Due to increasing interest in Smart Grid, there has been a
number of efforts to study PKI for Smart Grid communication
infrastructure. For instance, Metke et al. [6] surveyed the
existing key security technologies for extremely large, wide-
area communication networks and claimed that the most
effective key management solution for securing the Smart
Grid in general will be based on PKI. Mahmoud et al.
[20] focused on different aspects of PKI and in particular
certificate revocation problem in Smart Grid. The authors
in [7] investigated different CRL management aspects such
as short-lived-certificate scheme, tamper-proof device scheme,
OCSP, CRL, and compressed CRL in various applications of
Smart Grid. However, these works do not provide a customized
solution for AMI networks.

The first study that focused on the CRL management for
AMI was based on Bloom Filters [13]. The size of CRLs was
reduced by Bloom Filters which are special data structures
for quick access. However, Bloom Filters suffer from false
positives and may eventually require accessing the actual
server to check the validity of a certificate. Our proposed
scheme on the other hand never requires accessing a remote
server. In [14], the authors proposed a CRL management
scheme based on grouping the smart meters that are within
the same neighborhood and likely to communicate with each
other. In the proposed scheme, smart meters only keep the
CRL of its group to minimize the communication and storage
overhead of CRL. While this approach is good for a specific
application, it may limit the number of applications to be run
on AMI infrastructure Our proposed approach does not have
such a limitation and can be used for any application.

III. PRELIMINARIES
A. Background on Cryptographic Accumulators

Cryptographic accumulator is a condensed representation
of a set of elements [15]. It provides an efficient mechanism
to check whether an element is a member of a set without
revealing the other members’ information. There are several
known cryptographic accumulator constructions, the RSA con-
struction, the Bilinear Map construction, and the Merkle Hash
Tree construction are the most used ones. In our study, we
employ the RSA construction approach, because of the space
limit, the details of the approach will be provided whenever
needed.



Benaloh and De Mare proposed using quasi-commutative
property of one-way cryptographic accumulators to provide
membership proof. An example of the quasi-commutative
property of one-way accumulators is given in equation 1.

h(h(sk>y1)7y2> :h<h<8kay2)7yl) (])

Specifically, when you start with one value inside of a set,
which is called accumulator key s; and a set of values y;, the
resulting accumulated hashes of these values stay the same
even if the order of hashing is changed. For a membership
test, imagine there is a group of users that hold the result of an
accumulated hash value a which is computed from the set of
y1..m values. Note that, the value of a does not depend on the
order of y; accumulations. This scheme is used for generating
witness value w; of corresponding y; by accumulating all y;
such that 7 # j. Then, when necessary any of the users can
authenticate one another by checking whether h(w;,y;) = a.
Since h is a one-way function, it would be computationally
infeasible to obtain w; from y; and a.

Although the first design of accumulators provides a con-

dense way of membership testing, witness values should be
calculated from scratch whenever there is an update on the
accumulated list.The first form of one-way accumulator that
supports computing without beginning from scratch is offered
in [12] which is based on modular exponentiation with an RSA
modulus. We now define the provided high level functions to
construct an RSA accumulator as follows:
RSA Accumulator: Z,, represents all relative of prime numbers
of an RSA modulus N = pq, where p and ¢ are strong primes.
Exponentiation in Z,, is one-way quasi-commutative and is
used to construct a cryptographic accumulator as follows
where inputs to the accumulated list is =,y € Z,

o Sy, agp < G(1%): Takes a security parameter k (represents
the length of s; in bits) and initiates secret key of
accumulator s, € Z,, and accumulator value aq.

o w,tat,w,t « Add(a'~',y): Add element y to the
accumulator a;_; and returns witness update value w,,’,
new accumulator value a’ and witness value w,’ of y.

o w,' < WitnessUpdate(a®,w,!, x): Takes newly gen-
erated w,,’, accumulator value af, element 2 and returns
witness value w,® of element x after element y is added.

o 0,1 + Verify(at,z,w,'): When element x wants to
authenticate itself to a third party, third party uses w,*
and a' to check whether z is in the accumulated list.

B. Certificate, CRL and Delta CRLs

As we deal with certificates, we would like to also provide
some basic background on certificates and their management.
Certificates are issued by a CA with a planned lifetime to an
expiration date and have unique serial numbers. A certificate
may be valid from 1 minute to twenty years. Once issued, it
is valid until the expiration date. However, there are various
reasons that cause a certificate to be revoked before the
expiration date. Some of these reasons include, but not limited
to compromise of the corresponding private key, change of
association between CA, general incidents, etc.

Revocation causes each CA regularly issuing a signed list
called a CRL which is a time-stamped list consisting of serial
numbers of revoked certificates and revocation dates. When
a PKI-enabled system uses a certificate (for example, for
verifying integrity of a message), that system should not only
check the time validity of the certificate, but an additional
check is required to determine a certificate’s revocation status
during the integrity check. To do so, the CRL can be accessed
to determine the status of the certificate. A CA issues a new
CRL either on a pre-configured regular periodic basis (for
example, hourly, daily, or weekly) or on an event basis; for
example, when an important certificate is compromised.

C. System and Attack Model

We assume that smart meter data collection and communi-
cation is done through a wireless mesh network (e.g., IEEE
802.11s or Zigbee). The gateway node which is connected to
the utility company via 4G/LTE acts as the root node of the
wireless mesh network.

For the attack model, we assume the followings: 1) In
an attacker’s perspective the meter is the entry point to the
AMI. The attacker can compromise a certificate which can be
used to force a malicious smart meter to connect to the AMI
network; 2) The gateway is also assumed to be physically
exposed to attackers. Moreover, it bridges the utility and other
smart meters. If the certificate is compromised, the attackers
might impersonate the gateway and apply different attacks.
3) Compromising the servers calculating accumulator values
could expose all consumers’ information.

IV. PROPOSED APPROACH
A. Adaptation of RSA Accumulator

Although RSA accumulator described in the previous
section can provide very efficient membership test (i.e.,
whitelist), we need an accumulator scheme that provides a
non-membership test (i.e., blacklist) to allow working with
conventional CRLs where a certificate is deemed valid if it is
not in the CRL. It is important to note that membership proof
on black-list cannot be used for this purpose. This is because,
we are looking for a non-membership proof.

To enable an accumulator with non-membership proof capa-
bility, we condense the serial numbers of revoked certificates
in all CRLs within a short accumulator and construct the
accumulator using the following functions:

o Vguz; Sk, o < Generation(1¥): Takes a security param-
eter k (represent length of the secret key in bits) and
initiates secret key sy, accumulator value ag and auxiliary
value vg,,, Which is used in non-membership verification.

o nwyt,a; <+ NonMemberAdd(a®=!,y): Add element
y to the accumulator a‘~! and returns non-membership
witness update value nw,*' and new accumulator value
at.

o nw,'t" «— NonMemWitBatch(a'*", nw, ") z):
Takes a set of non-membership update values from ¢ to t+
n, latest accumulator value a’*"”, element = and returns
non-witness value nw,‘*" of element z after bunch of
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Fig. 1. The structure of proposed revocation management using cryptographic accumulators.

certificates revoked. This functionally is important when
a general deficiency that requires revoking a large set of
certificates.

o 0,1 + NonMemberVer(vaus,at, z,nw,"'): When ele-
ment X wants to authenticate itself to a third party, third
party uses Uque, nw,' and a' to verify x is not in the
accumulated revocation list.

This RSA accumulator provides a very efficient non-
membership test by condensing a blacklist into a short ac-
cumulator. From the security perspective, the scheme has
correctness since it always allows to verify a non-membership
as long as the accumulator value is up-to-date. It is also sound,
because it is hard obtain a non-witness value nw, for a value
x which is accumulated before.

Using this accumulator, we now build an efficient mutual
authentication and revocation management system for AMI.
Next, we define the components of the proposed scheme.

B. Components of Revocation Management System

We propose the system architecture shown in Figure 1 to
enable efficient revocation management. The components of
this architecture and their roles are described as follows:

o Smart Meters: The smart meters can directly communi-
cate with the Head-end System (HES) over a gateway.
A smart meter may also act as relay in order to route
packets from other smart meters. Thus, smart meters need
to support the NonMemberVer function for a complete
mutual authentication mechanism.

o Gateway: The gateway serves as the interface between
the HES and meters. Similar to smart meters, it needs
to support NonMemberVer for mutual authentication. In
addition, the gateway will also serve the other smart
meters as supplying their calculated nw? values with
using NonMemWitBatch. The required set of non-witness
update messages nw, **t™ is supplied from Accumu-
lator Manager.

e Head-End System: The HES is located within utility
company network to provide direct communication with
the smart meters. Since it is an interface between utility

company and smart meters, it is located in a demilita-
rized zone (DMZ). The primary function of the HES is
collecting the power data from smart meters and transfer
them to head-end management servers. In addition to
this primary function, HES sends data (e.g., updated
accumulator value) and commands to the smart meters.
Since it has two-way communication with smart meters,
it requires implementation of NonMemberVer function.
CRL Collector: The CRL collector plays one of the key
roles in our revocation management system. It basically
collects CRLs from various CAs and feed them to the
accumulator generator. Since it has open interface to
outside network (communicating with other CAs), it is
placed in DMZ area.

o Accumulator Manager: Accumulator Manager is the core

of our revocation management scheme. It gets CRL
information from the CRL Collector and accumulates
them to obtain latest accumulator value. It implements
the Generation and NonmemberAdd functions. Whenever
a new accumulator value is calculated at time ¢, it sends
accumulator value a; and a set of non-witness update
messages nw, ***™ to the head-end management server
(HMS). HES will start distribution of these values to the
gateways as soon as it is informed by the HMS.

e Head End Management Server: The collected data is

managed within HMS. It basically monitors activity logs,
identifies new devices and manages incident response
processes. In our revocation scheme, the HMS gets the
newly generated a and nw, values and sends this data
to HES. In addition, it may have some functionalities
to detect smart meters acting suspiciously. If it detects
a suspicious smart meter, it can inform the accumulator
manager to add the suspicious smart meters to the accu-
mulated list to cut off the smart meter from the network
(i.e. revoke certificate).

We now describe how the proposed mutual authentication
and revocation mechanism work:

e Revoking Certificates: Once a certificate is revoked,

the CRL collector informs the Accumulator Manager.



Accumulator manager performs the computation of the
accumulator with the following steps:

— First, it concatenates the serial number of the revoked
certificate and its issuer public key to obtain a unique
string. This prevents facing the same serial numbers
from different CAs.

— It calculates a relative prime number in Z,, from
the concatenated string. Then, it calculates a new
accumulator a; and nw, ' by adding this prime num-
ber to the accumulated list with NomMemberAdd. It
informs HMS about the new nw,' and a;,. HMS
informs the HES about these values to distribute
them to smart meters and gateways.

— The gateway calculates non-witness values, nw, of
each smart meter connected to it using NonMemWit-
Batch and distributes a; and nw values to the corre-
sponding smart meter.

o Mutual Authentication and Signing: The message signing
works as in conventional PKI. A smart meter signs
its message along with its nw value using its private
key and sends it to other party. Obviously, we assume
that every component in AMI that has NonMemberVer
functionality, up-to-date non-witness value nw and latest
accumulator value a;. When authenticating a smart meter,
the other party first checks the certificate of smart meter
by ensuring the certificate is signed by a trusted CA, it is
not expired and the signature is correct. Second, the party
uses corresponding nw value to verify that the certificate
is still valid by using the NonMemberVer function.

Note that with this scheme, there is no need to store and
distribute a complete CRL list in smart meters. Instead the
smart meters just store an accumulator value and its non-
membership witness. Additionally, updating the revocation
information will be done with just using a short accumulator
value a; and nw;. Furthermore, the witness value calculations
are done in gateways in a distributed way.This will alleviate
the computation cost of the accumulator manager, since it will
just calculate non-witness update values, nw,,.

V. PERFORMANCE EVALUATION

A. Experimental Setup

The proposed approach is implemented in NS-3 simulator
[21] which has a built-in implementation of IEEE 802.11s.
The underlying MAC protocol used was 802.11g. The gate-
way was integrated with the utility systems via LTE which
is also implemented in NS-3. We created 4 different grid
topologies that consists of 50, 100, 144 and 196 smart meters,
respectively. We assumed a transmission range of 120 meters
and create grid topologies accordingly. We also prepared a
DER (binary) encoded CRL list that has been digitally signed
according to RFC 5280 [22] which contains 4500 revoked
certificates. We used these certificates and NonMemWitBatch
function to calculate corresponding accumulator values of each
smart meter.

B. Baselines and Performance Metrics

In the simulations, we compared the performance of the
proposed approach with two other approaches. In the first
approach, we assume that each smart meter keeps the whole
CRL locally. In this scenario, we compressed the CRL file and
distributed it to smart meters over the gateway. The gateway
distributes the CRL by unicasting to the each smart meter.
The Constrained Application Protocol (CoAP) [23] was used
in unicasting to provide reliability. Note that the CoAP is used
with default settings.

In the second approach, a Bloom filter is used to store re-
voked certificates information. To do so, we read the CRL file
and inserted each revoked ID to a Bloom filter by discarding
the revocation date information. Bloom filter allows to reduce
false positive rates below a certain level by sacrificing its
storage advantage [24]. Therefore, we assumed that 1% error
rate is acceptable for our scenario and built a typical Bloom
filter with 1% error rate. We signed the formed Bloom filter
and distribute it by using CoAP as in the case of the first
approach.

We defined following two metrics to compare the perfor-
mance.

e Completion Time: This metric indicates the total elapsed

time to complete the CRL distribution process.

e Retransmission Count: This is the total number of re-
transmissions of CoAP Protocol (i.e., for reliability guar-
antees) for the same packet at the application layer of
the gateway. This metric hints on the communication
overhead on the AMI.

e Storage Overhead: This indicates the space requirement
for the proposed revocation approach.

C. Security Analysis

Our proposed approach addresses all the threats mentioned
in Section III. First, through the architectural design in Fig-
ure 1 the core of our revocation mechanism (i.e accumulator
manager) is protected from any attacks by not allowing a
direct communication from outside of the network. Second,
our accumulator-based approach will not allow verification of
a compromised certificate. Moreover, even if the correspond-
ing non-witness value nw of a smart meter is exposed, the
authentication will fail while checking the signature of the
message. Third, if the gateway is compromised in the same
way, its certificate will not be verified by both smart meters
and the HES. Fourth, since the HES is in the DMZ area, it
has a security provided by firewall. Moreover, HES is the part
of the accumulator-based approach and will not communicate
with the other parties without verification.

D. Experiment Results

1) Completion Time: : We first conducted experiments
to assess the CRL distribution overhead of the proposed
approaches.

The results which are shown in Figure 2 indicate that both
accumulator and bloom filter significantly reduces required
time to finish distribution compared to local CRL approach
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due to condense accumulating. According to these results, the
total time for the local CRL approach is increasing at a faster
rate than bloom filter and accumulator approach which hints
about the scalability of the approaches. Accumulator approach
has better scalability when considering the size of the CRL,
due to the fact that it is not affected from the CRL size. The
accumulator value is independent from the revoked CRL size
(the overhead of other methods is proportional to the CRL
size) which was 2048 bits in our accumulator settings. This
makes accumulator even a better candidate to be employed
compared to Bloom filter. For instance in all cases, it reduced
the completion time in 3 orders of magnitude compared to
Bloom filter approach which is significant.
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Fig. 3. Retransmission Ratio Comparison under varying # of meters.

2) Communication Overhead: : We compared the perfor-
mance of the approaches in terms of packet retransmission
ratio in order to investigate their overhead. Note that for our
scenario, the compressed CRL is sent to a smart meter by
using 125 CoAP post messages (i.e., the file fits into 125
messages). Bloom filter needs to send nearly 15 CoAP post
messages while accumulator needs to send just one CoAP
post message to update the revocation information. Thus, the
overhead of our approach is much less in terms of packet
count. Figure 3 shows the comparison of these approaches
in terms of re-transmission ratio when these post messages

are sent. As expected, bloom filter and accumulator have less
retransmission count since there will be less traffic congestion
to complete the distribution. Again our approach significantly
outperforms Bloom filter in reducing the retransmissions.
However, for CRL, this is not the case. Due to large number
of packets sent, this increases congestion and causes more re-
transmissions.

3) Storage Overhead: To compare the storage require-
ments, we identified the needed revocation information size
for our approach and compared it with the other approaches,
as shown in Table I. As expected, accumulator has a superior
advantage since smart meters just needs to store a small
accumulator value and non-membership witness value. Local
CRL, on the other hand, keeps the whole CRL list and
depending on the number of revoked certificates, it can be
huge. For our scenario, the CRL size is nearly 0.IMB for
4.5K revoked certificates. While Bloom filter’s performance is
also promising, it is still not better than our approach and it
suffers from false positives as discussed before.

TABLE I
CRL STORAGE OVERHEAD
Local Bloom Accu-
CRL Filter mulator
Required Space (kb) | 102.2 6.1 0.7

VI. CONCLUSION

Considering the overhead of certificate and CRL manage-
ment in AMI networks, in this paper, we proposed a one-way
cryptographic accumulator based approach for maintaining
and distributing the revocation information in an 802.11s-
based AMI. The approach condenses the CRLs into a short
accumulator value and builds an efficient and lightweight
revocation mechanism in terms of communication overhead.
Additionally, non-witness values are calculated in a decentral-
ized manner which helps to alleviate the computation cost of
the accumulator manager.

The experiment results indicate that the proposed approach
can reduce the distribution and the storage overhead signif-
icantly for resource limited smart meters compared to CRL
and Bloom filters.
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