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o Setting: Counter adversarial graph analytics (CAGA) 
project

o Adversary can add fake network connections to 
deceive analyst

o Goal: develop analytic tools that are robust to 
limited number of false connections

o Limited number of test datasets
o Generating realistic graphs is an open research 

question
o Project uses real graphs generated from 

mission problems
o Question: how sensitive are attack and defense strategies 

to small changes in graph?

o Given a real graph, randomly permute connections 
such that overall graph structure is similar, but 
individual network connections have changed

o Can then reassess strategy on new synthetic graph; 
if ideal strategies change, they are not robust!

o Two proposed methods of permuting:
o canacSBM: preserve node labels and 

expected degree counts across 
community and conditional on node 
labels, while randomly reassigning 
connections

o XPCA: represent graph as low-rank 
factorization, regenerate graph from low-
rank structure

o canacSBM:
o Code implemented and able to generate 

synthetic graphs from example graph
o In motivating example, ROI for attack 

strategies remained fairly constant, implying 
strategies robust to minor permutations of 
graphs

o XPCA
o Code borrowed from MXD project
o Appears to capture interesting aspects of 

network relations
o Can directly use low rank factorization to 

generate new graph
o Preliminary results only; further 

investigations required

o Malicious actors attempt to fool analysts by adding 
false connections on network

o Example: twitter bots attempt to friend real 
users in real twitter communities

o Analysts need tools that will be robust to intentional 
deception 

o Main thrust of CAGA
o Real datasets required to test proposed methodology
o If new data sets are difficult to obtain, want to 

regenerate similar structure graphs to test reliability of 
methodology

o Current sub-problem for CAGA
o Necessary step to test robustness of methodology 

before deploying to analysts in the field
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