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NIST Risk Management Framework



Continuous Monitoring

 Identify gaps through the assessment process and ongoing monitoring

 Determine continual effectiveness of controls
 Automated and manual monitoring methods

 Monitoring frequency determination

 Evaluate security posture at different levels of the enterprise
 Tier 3, Tier 2, Tier 1

 Feed effectiveness of controls into risk management and analysis



Control Mapping for Gap Analysis



Continuous Monitoring Process
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Continuous Monitoring Tier 3



Continuous Monitoring Tier 3



Continuous Monitoring Tier 2



Continuous Monitoring Tier 1



From Monitoring to Risk Quantification

 Using Continuous Monitoring data, we can determine our risk exposure

 Once quantified, these risks can be prioritized

 Multiple methods of risk analysis
 Qualitative, semi-quantitative, quantitative

 Examples
 Patching Risk
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Mathematically-Sound Risk Matrix

 Qualitative Risk Matrix

 No Definition for Each Value

 Clear Mathematical Derivation 
of Values

 Useful for Prioritization

 Subjective, but Simple

Qualitative
Semi-

Quantitative
Quantitative



Semi-Quantitative Risk Matrix

 Semi-Quantitative Risk

 Definition for Each Risk Value

 Clear Mathematical Derivation 
of Values

 Useful for Prioritization

 Useful for Mitigation Selection

Qualitative
Semi-

Quantitative
Quantitative

5 $  1,000.00 $  10,000.00 $  100,000.00 $  1,000,000.00 $  10,000,000.00 $  100,000,000.00 $  1,000,000,000.00 

4 $     100.00 $    1,000.00 $    10,000.00 $      100,000.00 $    1,000,000.00 $    10,000,000.00 $      100,000,000.00 

3 $        10.00 $        100.00 $      1,000.00 $        10,000.00 $        100,000.00 $       1,000,000.00 $        10,000,000.00 

2 $          1.00 $          10.00 $          100.00 $          1,000.00 $          10,000.00 $          100,000.00 $           1,000,000.00 

1 $          0.10 $            1.00 $            10.00 $              100.00 $             1,000.00 $             10,000.00 $              100,000.00 

1 2 3 4 5 6 7



 Quantitative Risk

 Incorporates Continuous 
Monitoring and Threat 
Information

 Clear Mathematical Derivation 
of Values

 Useful for Prioritization

 Useful for Mitigation Selection

 Utilizes simulation to build a 
range of risk, given inherent 
uncertainties

Qualitative
Semi-

Quantitative
Quantitative

Quantitative Risk Algorithm



Quick-start Guide to Risk Management

 During implementation, map applicable policies to identify areas of focus and 
potential gaps

 Use manual and automated monitoring of individual policies to measure ongoing 
effectiveness at a granular level

 Create reports at multiple tiers to identify effectiveness at different levels of the 
enterprise

 Feed continuous monitoring data into risk analysis solutions

 Utilize quantitative risk to prioritize weaknesses and determine appropriate 
mitigations



Questions


