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MoDvaDon	
  for	
  DER	
  Cyber	
  Assessments:	
  
DER	
  Interoperability	
  
§  Distributed	
  Energy	
  Resource	
  (DER)	
  interconnecDon	
  standards	
  are	
  being	
  re-­‐wriTen	
  to	
  

include	
  communicaDon	
  requirements:	
  
§  CA	
  Rule	
  21	
  Phase	
  2	
  and	
  3	
  address	
  communicaDons	
  and	
  advanced	
  grid	
  funcDons	
  requiring	
  

communicaDons	
  
§  IEEE	
  1547	
  full	
  revision	
  will	
  require	
  interoperability	
  for	
  DER	
  equipment	
  

§  Many	
  DER	
  already	
  include	
  communicaDons	
  	
  
for	
  monitoring	
  and	
  reporDng	
  	
  

§  New	
  advanced	
  grid	
  funcDon	
  	
  
requirements	
  require	
  DER	
  	
  
to	
  adjust	
  acDve	
  and	
  	
  
reacDve	
  power	
  levels	
  	
  

§  Control	
  of	
  an	
  aggregaDon	
  of	
  	
  
DER	
  is	
  equivalent	
  to	
  	
  
controlling	
  a	
  large	
  centralized	
  	
  
power	
  plant	
  

§  It	
  is	
  cri?cal	
  to	
  secure	
  	
  
DER	
  communica?ons	
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Goals	
  for	
  DER	
  Cyber	
  Assessments	
  

§  Goal:	
  understand	
  weaknesses	
  in	
  the	
  current	
  
state-­‐of-­‐the-­‐art	
  to	
  assist	
  solar	
  industry	
  with	
  
good	
  cyber-­‐secure	
  designs	
  	
  
§ Partner	
  with	
  mulDple	
  vendors	
  to	
  address	
  
potenDal	
  DER	
  cyber	
  security	
  issues	
  
– Assessment	
  to	
  act	
  as	
  starDng	
  place	
  for	
  
new	
  SunSpec	
  Alliance	
  DER	
  Cyber	
  Security	
  
Working	
  Group	
  -­‐	
  star%ng	
  soon	
  

§  Scope:	
  Target	
  mulDple	
  Photovoltaic	
  (PV)	
  
inverters	
  and	
  gateway	
  devices	
  to	
  study	
  and	
  
idenDfy	
  the	
  feasibility	
  and	
  ease	
  of	
  cyber	
  aTacks	
  
on	
  DER	
  devices	
  

§  Outcome:	
  Generalized	
  recommendaDons	
  for	
  
securing	
  DER	
  communicaDons	
  
§ Recommend	
  communicaDon	
  protocols	
  which	
  
provide	
  the	
  greatest	
  security.	
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Who	
  are	
  we?	
  
An	
  ethical	
  red	
  team	
  that	
  idenDfies	
  and	
  defines	
  security	
  vulnerabiliDes	
  in	
  a	
  system	
  
	
  
	
  
	
  
	
  
	
  
	
  
	
  

	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
   	
  	
  source:	
  WiTySparks.com	
  

	
  

Advantage	
  	
  
Performing	
  methodical	
  assessment	
  of	
  a	
  network	
  or	
  system	
  to	
  reveal	
  vulnerabiliDes	
  and	
  
miDgate	
  them,	
  thereby	
  resulDng	
  in	
  stronger	
  security	
  
Disadvantage	
  
Performing	
  any	
  fraudulent	
  acDvity	
  on	
  someone	
  else’s	
  network	
  without	
  approval	
  is	
  a	
  crime	
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Ideology,	
  Methodology	
  and	
  Sources	
  –	
  Part	
  I	
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§  Our	
  team	
  combined	
  pracDces	
  from	
  mulDple	
  sources	
  in	
  creaDng	
  our	
  
cyber	
  assessment	
  test	
  plan	
  for	
  DER	
  devices	
  at	
  Sandia’s	
  Distributed	
  
Energy	
  Technologies	
  Lab	
  (DETL)	
  	
  

§ We	
  idenDfied	
  gaps	
  and	
  correlaDons	
  between	
  mulDple	
  methodologies	
  
and	
  best	
  pracDces	
  to	
  form	
  a	
  pracDcal	
  test	
  plan	
  that	
  would	
  be	
  uDlized	
  for	
  
a	
  range	
  of	
  DER	
  devices	
  

§  Sources	
  include:	
  
§ NIST	
  

–  Guide	
  to	
  ICS	
  Security	
  	
  
»  (800-­‐82,	
  rev	
  1)	
  	
  

§ SNL/InformaDon	
  Design	
  	
  
Assurance	
  Red	
  Team	
  (IDART™)	
  
–  Sandia’s	
  Red	
  Teaming	
  Methodology	
  	
  

§ DHS/ICS-­‐CERT	
  
–  Cyber	
  Security	
  Assessments	
  of	
  ICS	
  

»  PracDce	
  Guide	
  

	
  

 
 

ICS-CERT 

NIST      IDARTTM 



	
  
	
  
	
  
Ideology,	
  Methodology	
  and	
  Sources	
  -­‐	
  Part	
  II	
  
	
  
	
  
	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  IDARTTM	
  Methodology	
  Overview	
  Framework,	
  2014	
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InformaDon	
  Design	
  Assurance	
  Red	
  
Team	
  (IDARTTM	
  )	
  

§  Authorized,	
  adversary-­‐based	
  
assessment	
  for	
  defensive	
  purposes	
  

§  Understand	
  adversaries	
  and	
  
operaDonal	
  environments,	
  assess	
  
threats	
  

 
 
 
 
 
 



Targeted	
  Devices	
  

§  Completed	
  DER	
  Assessments	
  
§  Inverter	
  	
  

§ NRTL-­‐listed	
  inverter	
  with	
  a	
  user-­‐friendly	
  graphic	
  display	
  
§  Equipped	
  with	
  serial	
  and	
  Internet	
  Protocol	
  (IP)	
  interfaces	
  for	
  communicaDon	
  

§  Two	
  PV	
  Gateways	
  
§ Provides	
  data	
  exchange	
  with	
  the	
  vendor’s	
  inverter	
  
§ A	
  Graphical	
  User	
  Interface	
  (GUI)	
  for	
  easy	
  PV	
  data	
  monitoring	
  

§  Current	
  Work	
  
§  Addi?onal	
  Inverters	
  	
  

§ ResidenDal	
  solar	
  inverter	
  that	
  has	
  wireless	
  and	
  serial	
  capabiliDes	
  for	
  
communicaDon	
  

§ Microinverter-­‐based	
  system	
  communicaDng	
  with	
  gateway	
  

UUR	
  /	
  UNCLASSIFIED	
  UNLIMITED	
  RELEASE	
  



Cyber	
  Assessment	
  

§  Test	
  Plan	
  Overview	
  
§  The	
  overall	
  goal	
  of	
  our	
  vulnerability	
  assessment	
  and	
  ethical	
  penetraDon	
  test	
  
were	
  not	
  to	
  seek	
  a	
  “100-­‐percent”	
  secure	
  system,	
  but	
  rather	
  to	
  take	
  a	
  snapshot	
  
of	
  the	
  security	
  profile	
  of	
  the	
  system	
  	
  

–  This	
  enables	
  the	
  team	
  understand	
  poten;al	
  security	
  risks	
  and	
  provide	
  mi;ga;ons	
  
–  Recommenda;ons	
  fed	
  back	
  to	
  manufacturers	
  
–  Generalized	
  recommenda;ons	
  will	
  be	
  shared	
  with	
  solar	
  industry	
  

§  For	
  our	
  vulnerability	
  and	
  penetraDon	
  tests,	
  we	
  used	
  Kali	
  Linux	
  OS	
  and	
  a	
  range	
  of	
  
3rd	
  party	
  tools	
  that	
  are	
  equipped	
  with	
  network	
  scanning	
  and	
  network	
  exploit	
  
tools	
  

§  The	
  test	
  cases	
  were	
  modeled	
  based	
  on	
  an	
  	
  
adversarial	
  aTack	
  paTern	
  that	
  could	
  be	
  	
  
carried	
  out	
  on	
  a	
  DER	
  device	
  or	
  network	
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Cyber	
  Assessment	
  

§  Test	
  Cases	
  
§  In	
  our	
  assessment,	
  we	
  performed	
  and/or	
  evaluated	
  the	
  following:	
  

§ Network	
  Reconnaissance	
  
§ Packet	
  Replay	
  and	
  Authen;ca;on	
  of	
  Data	
  
§ Man	
  in	
  the	
  Middle	
  AFack	
  
§ Denial	
  of	
  Service	
  AFack	
  
§ Vulnerability	
  Scans	
  	
  
§ Modifica;on	
  Firmware	
  Upload	
  
§ DER	
  Log	
  Management	
  
§ Password	
  Handling	
  
	
  

§  Details	
  are	
  presented	
  in	
  the	
  final	
  manuscript	
  paper	
  
§  Two	
  examples	
  are	
  shown	
  in	
  the	
  next	
  slide	
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Cyber	
  Assessment	
  
§  Packet	
  Replay	
  

§  Validates	
  the	
  protecDon	
  and	
  authenDcaDon	
  of	
  data	
  transfer	
  from	
  source	
  transmiTer	
  (TX)	
  to	
  the	
  
desDnaDon	
  receiver	
  (RX)	
  
§  Some	
  DER	
  clients’	
  traffic	
  can	
  be	
  replayed	
  impersonaDng	
  a	
  legiDmate	
  user	
  
§  Traffic	
  replay	
  could	
  change	
  inverter	
  funcDons,	
  semngs,	
  DER	
  name,	
  IP	
  address,	
  etc.	
  	
  

§  Man-­‐in-­‐the-­‐Middle	
  AFack	
  
§  Verifies	
  communicaDon	
  is	
  secure	
  and	
  confidenDal	
  over	
  authenDcated	
  channels	
  
§  Targeted	
  TCP/UDP	
  connecDon	
  between	
  the	
  client	
  and	
  the	
  DER	
  
§  	
  A	
  successful	
  Man	
  in	
  the	
  Middle	
  intercepts,	
  alters,	
  or	
  blocks	
  communicaDon	
  

§  Address	
  ResoluDon	
  Protocol	
  (ARP)	
  poisoning	
  forces	
  malicious	
  entries	
  in	
  a	
  vicDm’s	
  ARP	
  table	
  and	
  links	
  the	
  aTackers	
  MAC	
  
address	
  with	
  the	
  IP	
  address	
  of	
  the	
  vicDm	
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Conclusions	
  

§  New	
  DER	
  interconnecDon/interoperability	
  standards	
  are	
  requiring	
  DER	
  to	
  
communicate	
  over	
  open	
  Internet	
  channels	
  to	
  aggregators	
  and	
  uDliDes	
  	
  

§  This	
  expands	
  the	
  cyber	
  aJack	
  surface	
  of	
  the	
  DER	
  
§  Unauthorized	
  aggregaDon	
  control	
  of	
  DER	
  devices	
  could	
  cause	
  large-­‐scale	
  power	
  disrupDons	
  

§  Sandia	
  inves?gated	
  DER	
  devices	
  to	
  understand	
  current	
  security	
  pracDces	
  and	
  
system	
  weaknesses	
  in	
  order	
  to	
  advise	
  the	
  DER	
  industry	
  

§  Extensive	
  recommenda?ons	
  provided	
  in	
  paper,	
  e.g.:	
  
§  Encrypt	
  and	
  authenDcate	
  data	
  exchange	
  {Client<-­‐>[DER|SERVER]}	
  
§  ApplicaDon	
  services	
  should	
  be	
  running	
  on	
  secure	
  ports	
  
§  Update	
  devices	
  to	
  the	
  latest	
  patches	
  and	
  firmware	
  regularly	
  
§  Secure	
  password	
  strategies	
  and	
  polices	
  should	
  be	
  implemented	
  
§  Vulnerable	
  applicaDons	
  like	
  FTP	
  or	
  HTTP	
  should	
  be	
  replaced	
  with	
  beTer	
  secure	
  versions	
  like	
  FTPS	
  or	
  

HTTPS	
  {FTP-­‐SSL,	
  HTTP-­‐SSL/TLS}	
  
§  Implement	
  proper	
  firewall/network	
  gateway	
  rules	
  to	
  miDgate	
  the	
  effects	
  of	
  denial	
  of	
  service	
  or	
  

unauthorized	
  access	
  
§  DER	
  devices	
  should	
  be	
  enclosed	
  in	
  a	
  physical	
  barrier	
  to	
  prevent	
  unauthorized	
  access	
  {Physical	
  Security}	
  
§  Manufacturers	
  should	
  pracDce	
  the	
  Principal	
  of	
  Least	
  Privilege	
  on	
  all	
  applicaDons	
  operaDng	
  on	
  DER	
  

devices	
  and	
  systems.	
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Q&A	
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If	
  interested	
  in	
  joining	
  the	
  SunSpec	
  DER	
  Cyber	
  Security	
  Working	
  Group	
  please	
  
contact	
  Jay	
  Johnson	
  at	
  jjohns2@sandia.gov	
  	
  


