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The Problem

th

= Negotiators and R&D policymakers need to be able to compare among

competing designs for verification systems

E.g., facility
requirements

Context and
Constraints

Agreement ‘ Verification ‘ Verification
Goals Goals System

E.g., monitor E.g., dismantlement Composed of
dismantlement verification and technologies, data,
chain of custody and procedures

= Options analysis for treaty verification systems has challenges
= How do we identify requirements?
= How do we measure performance?
= Are we satisfied with expert opinion, or is there a better way?

= How do we compare systems designed in a research effort?
I ——————




Comparing System Options ) .,

|dentify ‘ Weight ‘ Score
Criteria Criteria Systems

What do | care How much How much
about? value do | does each
assign to each system option
thing that | reflect what |
care about? care about?

= For many systems engineering problems, this looks like:
= |dentify measurable requirements
= Flow down performance contributions to atomic requirements

= Measure performance and calculate top-level metrics

= But, this requires precise, measurable requirements




Comparing Verification System Options @&

|dentify ‘ Weight ‘ Score
Criteria Criteria Systems

Multi-stakeholder elicitation, mutually Options scored
exclusive and collectively exhaustive (MECE), in a tiered
weighted with a group decision making tool fashion

=  We have identified a process to elicit mutually exclusive and collective
exhaustive (MECE) criteria from all relevant stakeholders

= The criteria can be weighted and the options scored with a group decision
making tool (such as the Analytic Hierarchy Process)

= Two sets of criteria — for the Host and for the Monitor — are appropriate
for on-site verification systems

= Criteria are identified in two categories: benefits and costs A
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Criteria Tree s

[P1.1.2] Measure

[P1.1.1] Measure [P1.2.1] Measure [P1.2.2] Measure




Example: Monitor Criteria (top level) @&

Values

Objectives

[M] Monitor evaluation criteria

[M1] Providing evidence of
compliance

[M2] Practical acceptability




Example: Monitor Criteria (benefits) @

Measures

Metrics

[M1.1.1] Completeness [M1.2.1] Ability to [M1.2.2] Ability to
of coverage of the [M1.1.2] Accuracy detect and prevent detect and prevent

monitoring system data of the monitoring useful tampering the monitoring system

to support confirmation system as designed of the monitoring from being

of verification objectives system circumvented




Example: Monitor Criteria (costs) @&

[M2.1.2] Costs, burdens, and resources
associated with the Monitor gaining
and maintaining confidence that the

monitoring system has not been
tampered

[M2.1.1] Costs, burdens,
and resources required for

[M2.2.1] Monitor
personnel safety

Measures

preparing and implementing
the regime as designed

Metrics




Weighting Monitor Criteria (top level) @&z

Values

Objectives

[M] Monitor evaluation criteria

[M1] Providing evidence of
compliance

0.833

[M2] Practical acceptability
0.167




Weighting Monitor Criteria (benefits) @&z,

[M1.1.1] Completeness [M1.2.1] Ability to [M1.2.2] Ability to

of coverage of the [M1.1.2] Accuracy detect and prevent detect and prevent
monitoring system data of the monitoring useful tampering the monitoring system
Measures to support confirmation system as designed of the monitoring from being
of verification objectives 0.2 system circumvented

0:8 0:5 0:5

Metrics




Weighting Monitor Criteria (costs) ==

Measures

Metrics

[M2.1.1] Costs, burdens,
and resources required for
preparing and implementing
the regime as designed

[M2.1.2] Costs, burdens, and resources
associated with the Monitor gaining
and maintaining confidence that the

monitoring system has not been
tampered

[M2.2.1] Monitor
personnel safety

Y
[5.6%]
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Scoring a System Option UL
T T ) AT

[M1.1.1.1] Measure of coverage of treaty obligations 19.4%

[I\/Il..1.1:2] I\/Ieeeure of usefuleess of the data for 3.6% 15 36 64
confirming verification objectives

[I\/Il..l.l.'3] Measure of op.erational availability of the 10.3% 97 49 97
monitoring system as designed

[I\/Il.'1.2.1] Measure ef accuracy of the .I\/Ionitor data 8.3% 93 11 23
provided by the monitor system as designed

[I\/I1.2.1.'1] Erobability of detecting useful tampering of 5.99% 42 77 29
the monitoring system

[I\/Il.2.1.2] Measure of the unmiti'gated vulnerability of 15.6% 29 15 5
the monitoring system to tampering

[I\/I1.2.2.'1] Erobability of detecting circumvention of 5,29 47 77 75
the monitoring system

[I\/Il.2.2.2] Measure of the .unmitigated vulnerability of 15.6% 10 64 29
the monitoring system to circumvention

[M2.1] Minimize monitor costs, burdens and resources 5.6% 55 34 41
[M2.2.1.1] Assessment of safety risk 11.1%




Conclusion ) £

We have presented a process for comparative evaluation of treaty
verification system options using expert opinion in a systematic way

Objective data can be used where it exists, and subjective data (i.e., expert
judgement) can be used to fill in the gaps

= Key lessons:

The criteria tree, weightings, and options scores will change for different
stakeholders (only examples are shown in these slides)

Displaying the criteria tree, weightings, and all calculations transparently will
support the process (and revisions that need to be made)

= Next steps:

Validation with a relevant regime and set of verification systems, conducted
with relevant stakeholders

The authors would like to acknowledge the generous support of the NNSA
Office of Nuclear Verification for this work.
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Example: Host Criteria (top level) @&

[H] Host evaluation criteria

[H1] Demonstrating [H2] Protecting non-treaty [H3] Practical
compliance information acceptability

0.455 0.455 0.091




Example: Host Criteria (benefits) — @&

[H1.1.1] Completeness of
coverage of the monitoring the monitoring [H1.2.1] Ability to detect and

Measures system data to support systems as designed prevent useful tampering of
compliance demonstration 0.833 the monitoring system

01617 S

[H1.1.2] Accuracy of

Metrics




Example: Host Criteria (benefits) — @&

[H2.1.1] Confidence that, as [H2.1.2] Confidence that, as "
designed, the monitoring system designed, the monitoring [H2.2.1] Ability to de'_cect and
Measures only releases intended system only releases agreed prevent useful tampering of the

monitoring system to release
unagreed data

information data

0:8 0:2

Metrics
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Example: Host Criteria (costs) =

[H3.1.1] Costs, [H3.1.2] Costs, burdens, and
burdens, and resources associated with the [H3.2.1] [H3.2.2] [H3.3.1] Host
Measures resources required Host gaining and maintaining !:acility Erlmterprise facility and
for preparing and confidence that the Impact Impact operations
implementing the monitoring system has not 0,125 0. 875 safety
regime as designed been tampered or subverted
Metrics




Weights of Monitor Criteria

m [M1.1.1.1] Measure of coverage of treaty
obligations

® [M1.1.1.2] Measure of usefulness of the
data for confirming verification objectives

= [M1.1.1.3] Measure of operational
availability of the monitoring system as
designed

= [M1.1.2.1] Measure of accuracy of the
Monitor data provided by the monitor
system as designed

= [M1.2.1.1] Probability of detecting useful
tampering of the monitoring system

m [M1.2.1.2] Measure of the unmitigated
vulnerability of the monitoring system to
tampering

m [M1.2.2.1] Probability of detecting
circumvention of the monitoring system

m [M1.2.2.2] Measure of the unmitigated
vulnerability of the monitoring system to
circumvention

Global Weight

19.40%

15.60%

@

10.30%




