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WORKING DEFINITION OF AN

RDD

Radiological Dispersal Device (RDD):

Any device (whether passive or active) with any 
amount of radioactive material used to maliciously 
contaminate people, equipment, and/or the 
environment without a nuclear explosion. 
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Developed by Dr. Len Connell, Sandia National Laboratories
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CATEGORIES OF THREATS

EXTERNAL THREATS

• TERRORISTS

• CRIMINALS

INTERNAL THREATS

• AN INSIDER IS ANYONE WITH AUTHORIZED, 
UNESCORTED ACCESS WHO COULD:
• Act alone or in collusion with an external threat

• Be passive or active

• Be violent or nonviolent
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TERRORIST INTEREST IN RDDS*
• 1998: EGYPTIAN ISLAMIC JIHAD, SYSTEMATIC, 

PROGRAMMATIC EFFORTS TO ACQUIRE A WMD 
(INCLUDING RADIOLOGICAL) DEVICE

• 1999-2001: AL QAEDA BASIC RADIOLOGICAL TRAINING

• 2001: RADIOLOGICAL-RELATED DOCUMENTS FOUND IN

KABUL

• 2002: AL QAEDA CAPTURE SENIOR OPERATIVE SAYS

THEY RECEIVED RADIOLOGICAL TRAINING IN BAGDAD

• 2004: DHIREN BAROT PLOTS RDD WITH AM-241

• 2008: AAFIA SIDDIQUI ARRESTED WITH SKETCH OF A

DIRTY BOMB
*Al Qaeda Weapons of Mass Destruction Threat: Hype or Reality, Mowatt-Larssen, 1/2010



CRIMINAL THREAT EXAMPLE

STUART VON ADELMAN

• HAD VARIOUS POSITIONS IN RADIATION PROTECTION IN THE US  
SINCE THE 70’S

• FIRED FROM MANY POSITIONS FOR VARIOUS ISSUES

• STOLE RARE DOCUMENTS FROM THE FOLGER LIBRARY IN

WASHINGTON, DC, FLED US WHILE ON PAROLE IN 1992

• 1993, THE US ISSUED A FUGITIVE WARRANT

• AMERICA’S MOST WANTED, STOLEN TRITIUM IN CANADA,

• CAUGHT STEALING RADIOACTIVE MATERIAL AT THE UNIVERSITY

OF ROCHESTER IN 1996. 



INSIDER THREATS

ENTIRE RANGE OF PERSONNEL WHO HAVE

AUTHORIZED, UNESCORTED ACCESS:

• MANAGERS

• GUARDS

• DEVICE OPERATORS

• MAINTENANCE WORKERS

• MATERIAL CUSTODIANS

• TECHNICIANS
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POTENTIAL EFFECTS OF AN

RDD*

Slides courtesy of Fred Harper, Sandia National Labs



RDD CHARACTERIZATION TESTS

Experimental Facility to Characterize WMD Aerosols

1000 m3 explosive aerosolization chamber
Capacity -- 0.5 lb high explosive



CLOSE TO 1000 
RDD 

CHARACTERIZATION

TESTS HAVE BEEN

PERFORMED AT SNL 
IN THE LAST 25 

YEARS

Have semi-empirical 
models for metals in 
different geometries, 
liquids, salts ceramic 

powders, and 
preliminary models 

for ceramics.

MATERIAL PHYSICAL FORM
DEVICE STRATEGIES 

TESTED

Ag Metal 17

Al Metal 5

Bi Metal 3

Co Metal 1

Cu Metal 2

Mo Metal 1

Pb Metal 1

Ir Metal 3

Stainless Steel Metal 2

Ta Metal 1

U Metal 1

CeO2 Ceramic (2 densities per device) 7

SrTiO3 Ceramic (3 densities per device) 8

Tb/Pd Cermet 1

Co Liquid 2

CsCl Liquid (several different relative 
humidity and temps)

6

BaSO4 Slurry 1

CeO2 Ceramic Powder 7

MnO2 Ceramic Powder 4

UO2 Ceramic Powder 1

CeO2 Pressed Powder 3

CsCl Powdered Salt 7

BaSO4 Powdered Salt 2



THE FACTS

UNSECURED 137CS SOURCE WAS ABANDONED IN A

BUILDING WHERE A RADIOTHERAPY CLINIC USED

TO FUNCTION. ACTIVITY WAS 1350 CI



IMPACT TO LOCAL POPULATION

• PERSONS MONITORED 112,800

• PERSONS CONTAMINATED 271
Clothes and shoes contamination 120

Skin & internal contamination 151

• RADIATION INJURIES 28

• HOSPITALIZED 20



CONTAMINATED SITES & SURROUNDINGS

• 159 HOUSES MONITORED, 101 HOUSES CONTAMINATED

• 200 PERSONS EVACUATED FROM 41 HOUSES

• 42 HOUSES DECONTAMINATED, 6 DEMOLISHED & 53 
RECUPERATED



AMOUNT OF WASTE GENERATED =
123,602 CUBIC FEET



SOCIAL DISRUPTION (CONTINUED)
• INITIAL RESPONSE LASTED FOR 6 MONTHS

• LARGE AMOUNTS OF MONEY SPENT DURING

AND AFTER THE RECOVERING PHASES

Around $42 million US spent (current dollars)

1009 workers involved in clean-up operations

Need for construction of a large deposit to store radioactive 
waste

Negative economic impact

• INTENSE PSYCHOLOGICAL CONSEQUENCES

AMONGST POPULATION SUCH AS FEAR AND

DEPRESSION



ECONOMIC IMPACTS STUDIES



STUDIES

• NNSA STUDIES

• PORT OF LA/LONG BEACH, UNIVERSITY OF BUFFALO, 
2008
$12.6 B impact for a one month closure

• MIAN PHASE 1 STUDY, VARIOUS SCENARIOS

$25 M to $102 B to owners/operators of assets

• CANADIAN STUDIES, 5 LOCATIONS, VARIOUS LARGE

RADIOACTIVE SOURCES, DEFENSE R&D CANADA, 
2007
$1 B to $250 B impacts depending on source and location



PHYSICAL SECURITY CONCEPTS



ELEMENTS OF A BALANCED

PHYSICAL SECURITY SYSTEM

DETECTION

DELAY

RESPONSE

• THINK ABOUT FAMILIAR CONCEPTS OF TIME, 
DISTANCE AND SHIELDING



CONCEPTS NOT INCLUDED

SECURITY CULTURE

DETERRENCE

• SECURITY SIGNS

• LIGHTING

SUSTAINMENT OF THE SYSTEM





DETECTION

IAEA NSS 11 DEFINITION
• THE DISCOVERY OF AN ATTEMPTED OR ACTUAL

INTRUSION WHICH COULD HAVE THE OBJECTIVE

OF UNAUTHORIZED REMOVAL OR SABOTAGE

• CAN BE ACHIEVED BY SEVERAL MEANS, 
INCLUDING:
Visual observation

Video surveillance

Electronic sensors

Records

Tamper indicating devices, and so on…





DELAY

DELAY IMPEDES AN ADVERSARY’S ATTEMPT TO

GAIN UNAUTHORIZED ACCESS OR TO REMOVE OR

SABOTAGE A RADIOACTIVE SOURCE.

• A MEASURE OF DELAY IS THE FACTOR OF TIME, 
AFTER DETECTION, THAT IS REQUIRED BY AN

ADVERSARY TO REMOVE OR SABOTAGE A

SOURCE









RESPONSE

ENCOMPASSES THE ACTIONS UNDERTAKEN

FOLLOWING DETECTION TO PREVENT AN

ADVERSARY FROM SUCCEEDING OR TO MITIGATE

POTENTIALLY SEVERE CONSEQUENCES





DESIGN AND EVALUATION

• DETECTION BEFORE DELAY

• DETECTION REQUIRES ASSESSMENT

• DELAY TIME MUST BE GREATER THAN

ASSESSMENT PLUS RESPONSE TIME

• BALANCED PROTECTION AGAINST ALL THREATS

ALONG ALL PATHWAYS

• TABLE TOP EXERCISES AND ACTUAL RESPONSE

EXERCISES



DESIGN CONCEPTS

• DEFENSE IN DEPTH

• INTEGRATE SAFETY AND SECURITY MEASURES

• GRADED APPROACH



ASK AN EXPERT FOR HELP





CONCLUSIONS

OUR ADVERSARIES ARE INTERESTED IN RDDS

THE IMPACTS COULD BE COSTLY

A WELL DESIGNED PHYSICAL SECURITY SYSTEM CAN HELP

PROTECT YOUR ASSETS



Q & A


