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Sandia National Laboratories

Mission

Our unique mission responsibilities in the nuclear weapons (NW) program create a foundation from which
we leverage capabilities, enabling us to solve complex national security problems.

As a multidisciplinary national laboratory and federally funded research and development center (FFRDC),
Sandia accomplishes tasks that are integral to the mission and operation of our sponsoring agencies by

=  anticipating and resolving emerging national security challenges

=  innovating and discovering new technologies to strengthen the nation’s technological superiority

=  creating value through products and services that solve important national security challenges

= informing the national debate where technology policy is critical to preserving security and freedom throughout our
world

As an FFRDC for the National Nuclear Security Administration (NNSA), we have a long-term relationship with
our sponsor. This creates an environment that supports our fields of expertise, enables us to maintain our
objectivity and independence, and allows us to be familiar with our sponsor’s mission. We bring the FFRDC
culture to all our federal sponsors to provide long-term support, solutions to existing problems and
emerging threats, and quick-response capabilities. As an objective, independent, and trusted advisor, we
draw from our deep science and engineering experience to anticipate, innovate, create, and inform the
policy debate for decision makers.
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Strategic Futures

Strategic Foresight Commu

= The SFCoP is a cross-Labs forum for scientists and strategic planners
working to integrate futures thinking into strategic planning and
decisions.

= Meetings 6x per year plus special events
= |nternal Website/Document Library

= Monthly Newsletter



Nuclear Security Scenario
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Sandia National Laboratories

National Security Mission A

Applies a global perspective
and systems approach to
counter the dangers posed

by the natural, accidental, or
deliberate release of hazardous
chemicals and biological

Seeks to leverage our Labs'foundational capabilities to
collaboratively address stationary power, transportation
energy, and climate and environmental challenges.

agents.
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Leads the nation in enabling
the U.S. government to
confidently anticipate, assess,
and address nuclear risks
worldwide through the use

of advanced systems and
technologies, expertise, and
situational awareness systems/
tools.
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Develops and exploits
innovative space sensing
systems to address critical
national security challenges.

Develops leading-edge )
technologies and capabilities to
respond to emerging national
security and NW challenges. y

\

(Ensures a safe, secure, and
effective nuclear deterrent
in collaboration with

our customers, partners,
stakeholders, and other
Sandia mission areas.
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Nuclear Security Futures
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High Global Trust in

Scenario 1

Next Challenge, Please

High NW
Proliferation

3. 4.
Shifting Sands On the Brink

Nuclear energy is widespread, but multilateral fuel banks have reduced the number of
enrichment facilities worldwide. The fuel banks reflect an NPT reinvigorated by the
verification of reduced stockpiles in the U.S., Russia and China and the symbolic
transfer of nuclear modernization budgets into the Global Fund for Disaster
Preparedness and Response.

Rogue state and non-state actors remain interested in the acquisition of nuclear
weapons, but cyber and bioweapons have become more attractive due to the cost,
accessibility and impact

Overall, nuclear issues recede into the background as other threats (cyber, bio,
climate) demand global attention. Decreased funding and strategic attention pose
challenges for avoiding complacency about continued nuclear risks.

The U.S. is still a critical player, but not the dominant leader, in shaping international
rules and agreements. Emerging powers and non-state actors (including corporations

and foundations! Elax a much IarEer role.
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High Global Trust in
International Institutions

Scenario 1

Next Challenge, Please

Next Challenge, Crisis-Induced
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3. 4.
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Low Global Trust in
International Institutions

FUEL BANK EXPLOSION DELAYS H12N9 SUMMIT

(May 15, 2035, Singapore, Singapore) The explosion early yesterday morning at Singapore’s Multilateral Fuel Bank
has caused global leaders to postpone the global H12N9 Summit scheduled for Singapore this week.

Officials have released few details on the attack, but have noted that the explosion appears to have been generated
by an insider attack. The perpetrators are believed to be a husband and wife team, who have worked at the bank
since it was established 12 years ago. The husband worked in materials safety and the wife led a team in cyber
safeguards for the bank.

Motivations remain unclear. One prominent blogger has speculated that the damage may be the result of
disgruntled employees, while a source close to the investigation suggests that the couple may have been
communicating through NextAp with members of the transnational terrorist network XYZ. No statement has been
issued taking credit for the event. The three other multilateral fuel banks, in Brazil, Kazakhstan and South Africa,
have all been placed on high alert.

The attack comes as Singapore was preparing to host world leaders from countries, companies and global networks
to develop a coordinated response to the H12N9 epidemic that has devastated regions in North Asia and continues
to spread worldwide. Officials have postponed the summit to allow emergency responders and security teams in
Singapore to focus on incident response. Given the severity of the epidemic and growing urgency for coordinated
response, the summit will likely take place in Sydney, Australia next week.
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High Global Trust in
Intemnational Institutions

Scenario 2

Crisis-Induced Cooperation

1. 2.
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3. 4.
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Low Global Trust in
International Institutions

= Following severe accidental detonation, countries rally quickly with cooperation
commitments, but the details of arms reductions and verification take time to
negotiate as most nuclear weapon countries look to reduce, but not eliminate,
their stockpile

= Multiple countries with varying security cultures and capabilities look to the U.S.
for guidance and assistance in disarmament

= Rogue states and non-state actors seek to exploit the transition to gain access to
materials, expertise and weapons

= Activist communities in multiple countries create global network demanding
nuclear disarmament

= Risk of additional accidents remains high

Unclassified Unlimited Release



High Global Trust in
International Institutions

Scenario 2

Crisis-Induced Cooperation

1. 2
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3. 4,
Shifting Sands On the Brink

Nuclear Security Summit Marks Fifth Anniversary of Jammu Disaster -
(February 17, 2035, Karachi, Pakistan) World leaders convene today in Delhi to mark the five-year anniversary of the nuclear
accident that rocked the world. The summit is designed to review progress on communication protocols, safety and security

collaboration and disarmament commitments.

Five years ago today, the explosion destroyed Jammu, the capital city of Kashmir and nearly set off a heated exchange between
India and Pakistan. The disaster, which remains the most heavily documented historical event in history, killed an estimate
400,000 people in the initial explosion and more than 20,000 in subsequent days due to panicked evacuations and riots. India’s
Ministry of Health and Family Welfare estimates there are roughly one million survivors with physical injuries from the blast and
countless more suffering with psychological impacts.

The official International Atomic Energy Agency (IAEA) incident report blames the explosion on the failure of safety hardware
during transport and credits decades of communication-building between India and Pakistan, and coordinated diplomatic
intervention by the United States, Russia and China, for avoiding a catastrophic war between the neighboring countries.

Over the course of this week, the state and non-state actors gathered in Delhi will review progress on the communication
protocols put in place in 2031 and review progress on the safety and security collaboration. The most challenging piece of the
summit will be the disarmament negotiations initiated in 2034. Thus far, three countries have already eliminated their nuclear
weapons programs and three more are committed to complete disarmament. The other 11 have committed to significant
reductions, but targets and timelines remain vague.

Protesters pushing for accelerated disarmament have gathered in Delhi and in capitals around the world to honor the victims of
the Jammu disaster and demand quicker and bolder action.

Note: The inspiration for this scenario is drawn from a similar scenario that appears in in NSquare’s
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High Global Trust in
International Institutions

Scenario 3

Shifting Sands

1. 2.
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Please Cooperation

Low NW High NW
Proliferation Proliferation

3. 4,
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Low Global Trust in
International Institutions

= Nuclear weapons states jockey for alliances as the credibility of U.S. security
commitments are guestioned

= As NPT dissolves, threshold states debate whether new alliances or NW programs
will provide benefits that exceed the costs

= Widespread nuclear energy contributes to latent NW capability worldwide

= Powerful states attempt to control proliferation with military force leading to
regional instabilities

= Countries that have nuclear weapons continue to focus on deterrence, though
policy has not kept pace with the changing geopolitical dynamics (e.g., multitude
of players, dynamism of alliances and escalating arms race).

Unclassified Unlimited Release



High Global Trust in
International Institutions

Scenario 3
(] o Next Cl:éllenge, Crisis-lzr:lduced
Shifting Sands
g Low NW High NW
Proliferation Proliferation
<l 4,
Shifting Sands On the Brink
US Attempts to Reassure Allies with Weapons Deployment Inmatonal Insbons

(November 9, 2035, Washington, D.C.) Following yesterday’s underground nuclear detonation by the Islamic State, the US
has reiterated its commitment to working with allies in the region to “make Ragqga understand the costs of its
provocations.” Security experts expect the US will continue to leverage a range of mechanisms against the Islamic State,
including economic and cyber tools, to demonstrate commitment to allies in the region.

Bloggers citing Leakapedia also anticipate the US will seek to deter further aggression by the Islamic State and maintain
alliances with Saudi Arabia and Egypt by shifting some number of nuclear weapons to the region. The hope is to maintain
stability while reassuring allies that they do not need to develop their own weapons programs. US talks with Iran on the
broader regional implications of the arrangement are ongoing.

It remains unclear which countries would be receptive to hosting US nuclear weapons, and whether the US would want to
concentrate the weapons in one area or spread them in a perimeter around the Islamic State. Nearly surrounded by the
Islamic State, positioning weapons in Saudi Arabia would send a loud message, but could potentially create a backlash
against the monarchy. Countries on the fringes on the Islamic State, such as Andalusia and South Nigeria, would be more
receptive, but are further from Ragqga. Even further afield, the Philippines has asked for a greater US presence in deterring
Islamic State’s expansion, but Chinese opposition could rule out that option.

Top security advisors are divided on the redeployment approach. While some urge redeployment as a critical step for
maintaining allies in the region, there is also a strong reluctance from many who question the security readiness and
manpower availability for this type of mission.

-
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High Global Trust in
International Institutions

Scenario 4

On the Brink
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= Nuclear weapons are now a tool in the toolkit of many countries. Heavy
proliferation and the advancement of tools leads to increased tactical use and a
global black market for NW

= Full-scale interstate wars become rare, but devastating
= High risk of safety and security incidents; lack of cooperation reduces resilience

= Lack of access and communication places emphasis on unilateral monitoring and
incident response
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High Global Trust in
International Institutions

Scenario 4
O th B o k e Chatenge | e
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3. 4.
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PLUTONIUM DETECTED IN PARAGUAY EXPLOSION Low Global Trustin

International Institutions

(January 11, 2035, Asuncion, Paraguay) Officials in Asuncidn confirmed today that trace amounts of plutonium were detected following the
January 4t explosion that leveled a garage in the upscale Villa Morra neighborhood of Paraguay’s capital city. In the days following the
bombing, social media postings from scientists from the Universidad Nacional de Asuncién have fueled rumors that radioactive materials were
scattered in the explosion.

Nuclear analysts have speculated that the presence of plutonium would be a strong indicator that the warehouse was being used to smuggle
nuclear materials, and possibly nuclear weapons, through Paraguay. Over the past several years, the US administration has publicly encouraged
Paraguay to contain the sophisticated drug, weapon, and human smuggling operations that have been concentrating in Ciudad del Este, a city
long known for its ties to smuggling across its border with Brazil and neighboring Argentina. US pleas for cooperation have usually been
ignored, and occasionally rebuked by Paraguayan officials.

Earlier in the week, officials in Asuncidn confirmed that the destroyed property was under an ongoing antiterrorism investigation for its role in
a network to smuggle arms to Africa. Officials accused “outside powers” of causing the explosion and disrupting their investigation. In
comments today, the official blamed the unnamed “outside powers” for the plutonium dispersal, which they say could potentially put at risk
the health of its citizens.

The official refused to pin blame for the dispersal on Brazil and Argentina, the two new South American nuclear powers whose programs
seemed the most likely source of the plutonium. “With the rapid increase in nuclear armed countries over the past several years, there are
many potential sources that we will investigate,” the official explained. The official alleged that this misplaced blame arose from “neocolonialist
ambitions” angry at South America for developing its own nuclear capabilities.

Although Paraguay refuses to blame Brazil or Argentina, well-placed sources in both countries are accusing each other of cooperating with
terrorist smuggling networks. The undercurrent of blame underscores a growing schism between Brasilia and Buenos Aires since the initial
demonstration last year of their co-developed nuclear weapon in an undersea test off the Argentine coast in July of last year.

_

18



Global Futures Briefings

19



Global Futures: Arctic Security

Diminishing Arctic Ice
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Global Futures: Arctic Security

A Newly Accessible Ocea

m Russia’s Arctic resources are worth $20T in a $2T
economy

m Arctic contains 22% of world’s oil and gas
resources, as well as uranium, iron, nickel, zinc,
rare earth elements, molybdenum, platinum & gold

m 22 countries claim navigation and resource rights,
including China, India, S. Korea, Japan, and
Singapore. Many territorial claims overlap.

= With over 40 new military bases, doubling again by
2020, Russia wants control in the Arctic. China,
Japan, and S. Korea emphasize Arctic shipping,
resource development, and access

m Documented USG gaps include Communications,
Maritime/situational domain awareness, Search and
rescue capabilities, & Environmental observation
and forecasting
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Global Futures: Urbanization & Megacities

Driving Dynamics
= 2050 Population: 9.7 billion | -
= ~70% will live in urban y
environments i
= 90% of population growth .
to 2050 will be in Asia and :
Africa
Urban and Rural Population of the World, 1950 - 2050
= Many more megacities 000
6000 — UniFed
= >10 million, mostly in 2 sov0} Popuiaton
.S Division
South, East, and Southeast Bl
Asia gm
= >5M -- 35 in Africa 1000 e Urban
0 3 | : ; i i : i f——t— = Rural

= Adding complexity:

= economic inequities

o Today there are 23 megacities
O By 2025 there will be 37

= ethnic/religious issues

Harris et al. 2014.
Megacities and the
US Army

" resource scarcities

e 8888588

Number of Megacities
Worldwide

1804 1927 1960 1974 1987 1999 2012 2025 20488 )



Global Futures: Urbanization & Megacities

Impacts and Consequences

= Urban areas are resource sinks --transport of humans, water,
energy, food, & waste all becomes increasingly critical and complex

" |ncreasing demand

= |nfrastructure demand increases by 100% -- Roads, bridges, water
treatment, buildings, transport

= Water, energy, & food demand increase by 50-60%

* Climate change increases water scarcity, and water scarcity
impacts energy and agriculture

= Coastal cities are threatened by sea level rise
= Risk of insecurity, instability and conflict evolves from

= Magnitude Current Densities (people/km2):
[ |nterdependence Albuquerque - 1,142 Mexico Clty — 9,500
. S g New York — 1,800 Cairo — 10,400
PEee Los Angeles — 2,400  Mumbai — 30,900
= Urban war is messy ... Beijing - 5,000 Dhaka — 44,400

Karachi — 8,300
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Global Futures: Technology Empowerment

Empowerment creates s
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Global Futures: Technology Empowerment
} U.S. national security nee

= Open platforms enable open innovation
m Enable “fast followers” and co-innovators
m Few/complicated to many/simple
m “Exquisite” technology may be countered quickly in the future
m Well-resourced actors will need to adapt some many/simple innovations
m U.S. national security institutions are no longer driving global R&D
m Adapt to world where U.S. defense is small part of global innovation
m Increased need to focus on resilience
= |[n an empowered world, impossible to prevent and defeat all threats

MQ-1 ;

Predator M

) -ﬁgm SR
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Global Futures: Biotechnology

Biotech Primed for “Gold

Biotechnology is experiencing rapid advances and significant convergence with other domains, leading
to an apparently inevitable future in which it enables both the wondrous and the threatening.

Rapid Time Scales

*Beyond-Moore’s-Law (super-exponential) growth makes it difficult to predict or
anticipate advances.

eExpect to be surprised.

Convergence of Technology

eBiotechnology is converging with other fields, both aiding advances in those fields
and benefitting from their advances.

eExpect to be surprised...in fields that don’t seem to have biological ties.

Cost per Genome

and easier

Genetic ZFNs | TALENs | RGENs
Editing | (2001) | (2011) | (2013)

[ |

20012002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

Democratization of Technology

eImprovements in cost, information, and collaboration lower barriers, support
democratization, and unlock creativity (and unpredictability)

Shifting Balance of Power

*US influence over biotechnology is decreased due to new international peers,
outsourcing of capabilities to commercial firms, and the involvement of
organizations at all size scales.

eRegulation must be multinational, and may be ineffective for small (DIY) efforts.

_‘ BioBricks™ and Biohacking }

>20,000 registered
sequences

These elements are not unique to
biotechnology but seem to be crossing
critical thresholds.
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Global Futures: Biotechnology

Biotech Primed for “Gold

Biotechnology is experiencing rapid advances and significant convergence with other domains, leading
to an apparently inevitable future in which it enables both the wondrous and the threatening.

Improvements in cost, information, and
collaboration lower barriers, support
democratization, and unlock creativity

(unpredictability).

Rapid pace makes it difficult to predict
advances, so understanding dynamics and
expecting to be surprised may help.

si| Faster, better, cheaper
and easier

EIREE
Editing (2011)
[ oy |

T T
20012002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

Global
Futures

Biotechnology is converging with
other fields, both aiding advances
in those fields and benefitting from
their advances.

Biotechnology is a truly global
field, necessitating a
multinational approach to
regulation.

Chemistry . . Inorganic chemistry

® N

@ chem Synthesis of Rx @ 7areedRriDelivery

@ ~rxirom Biobogicals

Medicine

These elements are not unique to biotechnology
but seem to be crossing critical thresholds.




Global Futures: Biotechnology

Implications for National

As more people gain access to these capabilities — across many nations, organizations, and fields —

biotechnology will allow them to addgess challenges in new, creative, and unpredictable ways.
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Global Futures: Demographic & Economic Diverge

A world of Uncontrollabl

= Economic and population forecasts are based on
idealized assumptions. Any departure leads to high
consequence conditions. '

= China, if successful, would be the
last country to industrialize, ever.

ER000CDEE

= Technology (Al) will eliminate up to 90% of job types in a
decade. Developed nations can retool, the rest cannot.

= Growing, unemployed, unskilled populations are pushed
into megacities that are critical supply-chain hubs.
" |[ntense migration and destabilization pressures
= US must work with nations to manage indigenously
= Assessment consistent with NIC Global Trends 2035
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Global Futures: Demographic & Economic Diverge

Potential Security Issues

= Resources: U.S. and China must protect same resources &
supply-chains in Africa & Southern Asia

" Roles: Russia, Europe, U.S., have diminished global influence
" Migration: Magnitude is unprecedented

= Proliferation/Deterrence: Challenges to assurances of U.S.
Nuclear Umbrella

" |nstability: Cascading tensions increase potential for confllct
including tactical NW escalation % =

= Alliances: Benefits, values, and
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} Global Futures: Nonrenewable Resource Sec

Geopolitics drive/driven
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} Global Futures: Nonrenewable Resource Sec

Geopolitics drive/driven

m Future of nonrenewable resource security is driven

by geopolitics FUSiOn
m Increased demand and difficulties adapting will Globalism
exacerbate risk Cooperation

= Nonrenewable vulnerabilities will always exist—but
they will evolve

= Uneven global deposits mean shocks would
be more severe in a deglobalized world

m U.S. government actions to increase resource S ”
security in the future: ta ed

= Increased resilience to foresee, withstand, :
adapt to, and recover from shocks EngmeS

m E.g., substitutes, efficiency
m Increased trust to avoid Stalled Engines

= Sudden transition would be painful given Nationlal Inltt_T_IIigencgo(;%uncil
U.S. foreign dependencies Global Trends

Deglobalization
Control
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