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Background

= |ncrease global TLS traffic 30-40x between 2012 and 2018
= Adversaries increasingly utilize encrypted protocols

= Challenge to network security monitoring

= Web
= Email




TLS B,

= 3 assurances
= Integrity
= Authenticity
= Privacy

= Explain how the keys work




Existing Methods

= Man-in-the-middle
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Existing Methods Luf— =

= Endpoint monitoring
= Pushing things to the edges




Existing Methods ) .

= Fixed keys
= Moving away from this in TLS 1.3




Moving Forward UL

= Goals
= Enable enterprise-scale encrypted traffic DPI
= No integrity compromise

= No authentication compromise




Architecture )
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Benefits

= TLS operates as designed
= No need to manage root CA at boundary

= Users can control their keys
= Theoretic efficiency > MITM
= Allows for rich set of enterprise policies




Evaluation: Browser Latency ) .
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Evaluation: IDS Performance (]
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Conclusion f—

= Developed enterprise-scale DPI system for encrypted traffic
= Comparable performance to current solutions

= Provides rich set of enterprise policies
= Doesn’t break TLS
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Test Architecture

Sandia
Laboratories

Client |-)

Proxy | E l Proxy H

Blue Coat Web Server
(MITM or No
Cloud)




