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Phases of a Cyber Attack ) .




Threat Model )

= Persistent Attacker
=  Attacks Can Pause and Resume
= Attacker Must Implant Malware

= Detection and Attribution will Deter Attacker




Parameters rh) pes

= Metric of Interest

= a = probability of cyber attack success

= |nput Parameters
= ¢ =probability an exploit is available for a configuration
= 0 =number of configurations
= p = probability of implant detection
= ¢ =cyber attack length

= h =moving target defense churn time
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Closed-Form Mathematical Model| @&x.

= a = P(exploit is available n all implants are successful)
= P(exploit is available)
- P(all implants are successful)

=(1-(1-e)°1-p)

= | = number of implants required
= total number of churns
- expected churns before exploitable platform

=G




Stochastic Petri Net )




SPN Transitions
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MTD churn rate A=1/h
probability implant is detected p

probability implant is not 1—p
detected

2

successful implants required (S) (0)
to complete mission

h




Results )

= One Dependent Variable: a

" Five Independent Variables: 0, c, e, hand p
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Results: Impact of Configuration Count and
Exploit Availability
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Results: Impact of Configuration Count and Churn Time
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Results: Impact of Configuration Count and
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Conclusions )

= Candidate Models for One Brand of MTD
= Future Work

= Simulate or Emulate Actual Dynamic Platform Techniques

= Relax Assumptions:
* Non-uniform Distributions of Configurations
= Different e For Each Configuration

* Implant Not Required
= Detection and Attribution May Not Deter Attacker

= Derive Models for non-DPT MTDs
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= Phases of a Cyber Attack

= Threat Model

= Parameters

" (Closed-Form Mathematical Model
= Stochastic Petri Net

= Results

= Conclusions
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