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Securlty by Design:

Project Overview and Security Assessment Process
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Secu r|ty by DeS|g N News events involving radiological material
Why incorporate security?

+ Radiological material is a potential
target for theft & sabotage:
» Criminal Groups
» Terrorist Groups

Confirmed incidents involving theft or loss, 1993-2015
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Security By Design

Program Objective

« Collaborative effort with the manufacturer to identify
and develop low-cost detection and delay
enhancements that can be incorporated into future
facility designs to help mitigate the risk of source theft

* Incorporating security into facility
design:
* Increases # of possible facility
enhancements
Allows for countermeasures that balance
the facility security/usability paradigm
Inexpensive compared to retrofitting
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Security by Design

Elements to Security

Three key elements:

1. Intrusion Detection and Assessment

2. Access Delay
3. Response

Radiation safety measures

rarely provide delay!
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Security By Design

Project Outline/Steps

Project > Project
Start Finish

Create Conduct Jointly develop Conduct attack

! Refine/Adopt
Conduct Site Adversary Baseline upgrade testing on Perform Pilot

Final Design

REVIE
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Information

concepts and rototype :
Assessment Path Attack protgtype SecSrity L%Zrade Installation

Analysis Testing designs designs

of Security
Upgrades

« Physical Protection Principles « Common Enhancement Methods
- DETECTION BEFORE DELAY * Layered Methods
. Balanced desian . Layers: Facility Entry, Maze, Pool, Source Rack
) 9 . Add delay at each layer, concentrated at the sources
° Design to address the threat +  Detection Elements, early in the attack path
*  Assessment *  Two Person Controls when possible
+  Low NAR/FAR (Nuisance Alarm Rate/False Alarm Rate) - Remove components that aid an adversary
*  Minimize Impact to Operations/Safety * Integrate tamper detection sensors into delay

barriers
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Discussions, Questions and
Answers




