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Introduction

* PROBLEM: U.S. space agencies
“lack of common measures for key
factors such as resilience” and
agency leaders “agree the
development of metrics to

measure space system resilience is
needed.” (GAO 2014)

* Sandia is developing a
scientifically-grounded resilience
assessment methodology and is
applying it to space-based
missions.
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Why GAO Did This Study

Fiscal constraints and growing threats
1o space systems have led DOD to
consider altemnatives for acquiring
space-based capabilities, including
disaggregating large satellites into
multiple, smaller satellites or paylcads.
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DOD SPACE SYSTEMS

Additional Knowledge Would Better 5uga
Decisions about Disaggregating Large Satellites

What GAO Found

Itis not yet known whether and to what degree disaggregation can help the
Department of Defense (DOD) reduce acquisition costs and increase the
resilience of its satellite systems. Experts GAQ spoke with identified an array of
benefits and limitations. For example, acquiring smaller, less complex satellites
may require less time and effort to develop and produce. On the other hand, a
larger number of satellites may be needed to provide the same level of capability,
and the transition from existing system designs could increase costs. Experts
agree that decisionmaking would benefit from assessments that look beyond a
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What GAO Recommends

Before making decisions to
disaggregate DOD space systems,
DOD should (1) comprehensively
examine the full range of potential

expensive satellites being in orbit for years with limited use.
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operations, such as those invoiving Capebiltes may rofer 1o fhiee neoded

for more localized operations.

DOD is examining whether disaggregation should be used for some of its space
ystems, but significant uncertainty—including how to quantify a broad range of

pomnml effects—remains. For example, DOD has initiated and completed

studies and demonstrations, including Analyses of Alternatives that examine

disaggregated concepls for certain systems. These studies can provide initial

insights, such as rough order of magnitude costs of selected disaggregated

scenarios, but they are not intended to comprehensively assess the effects of

disaggrogahon Moreover, DOD does not have common measures for

the first two recommendations and
partially concurred with the third. GAO
continues to believe DOD should
demonstrate the operational feasibility
of disaggregation.

key space system vhich may limit the

of these while demonstrations are
providing an avenue for gaining knowledge about disaggregation, they have
been limited, concentrating more on technical than operational feasibility.
Focusing more on operational feasibility would heip to empirically quantify the
effects of di and address barriers. Until more
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is gained, lion will not only remain inconciusive, but poorly
informed decisions. could be made in the interim.
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Sandia’s has unique capabilities ...
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Sandia’s Infrastructure Resilience Framework
CRC =TREI + SI + TRE

Total resilience enhancing  Systemic impact is the Total recovery effort is
investments is the cost of cost from the deviation of  the cost of the effort
the investments prior to given target performance  used to recover
disruption expected to over time. performance over time.

enhance resilience.
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Space Resilience Conceptual Architecture

Wide Ranging Threat

Scenarios
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and Analysis

Legend
D Models exist, require some adaptation

Models need to be developed based

OUTPUTS:

* A measure of resilience
benefits from multiple
scenarios

» Data for analysis-of
alternatives

on existing theory

D Fundamental theoretical gaps exist
research will place significanteffort
in expanding science

Il Inputs to architecture
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Example Performance Metrics )

The performance metrics depend on the
system of interest (some illustrative
examples):

= Sat TV / Radio: coverage, latency
= Sat Phone: reception, latency

=  @GPS: Ability for ground to receive 3-4
signals

= Weather/environmental: mean
observation time

= Sat Internet: reception, packets
dropped

We will select a system of interest based
on the availability of data on systems of
interest.

(NASA image)
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Initial Developments: Supply Chain Model [,

Asset supply chain model can represent high-level consequences of
failures given key parameters and disruptions
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Research Directions and Conclusion [@&.

= Development of disruption scenarios using data
= Defining mission relevant resilience metrics
= Modelling functional components

» Characterizing adaptation

Resilience of space systems is an area
needing further research
Sandia is developing a resilience assessment

methodology for space-based missions




