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Introduction

• PROBLEM: U.S. space agencies 
“lack of common measures for key 
factors such as resilience” and 
agency leaders “agree the 
development of metrics to 
measure space system resilience is 
needed.” (GAO 2014) 

• Sandia is developing a 
scientifically-grounded resilience 
assessment methodology and is 
applying it to space-based 
missions. 
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Sandia’s has unique capabilities …
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Sandia’s Infrastructure Resilience Framework
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(modified from: Biringer, Vugrin, Warren 2013)

Systemic impact is the 
cost from the deviation of 
given target performance 
over time.

Total recovery effort is 
the cost of the effort 
used to recover 
performance over time.

Total resilience enhancing 
investments is the cost of 
the investments prior to 
disruption expected to 
enhance resilience.
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Recovery Effort[RE(t)]

t = t[0] t = t[f]recovery duration = t[f] - t[0]

Total Recovery Effort (TRE)
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Systemic Impact (SI)

Target System Performance [TSP(t)]
System Performance [SP(t)]

t = t[0] t = t[f]impact duration = t[f] - t[0]
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Space Resilience Conceptual Architecture
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OUTPUTS:
• A measure of resilience

benefits from multiple
scenarios

• Data for analysis-of
alternatives

Models exist, require some adaptation

Models need to be developed based
on existing theory

Fundamental theoretical gaps exist
research will place significanteffort
in expanding science

Inputs to architecture
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Example Performance Metrics

The performance metrics depend on the 
system of interest (some illustrative 
examples):

 Sat TV / Radio: coverage, latency

 Sat Phone: reception, latency 

 GPS: Ability for ground to receive 3-4 
signals

 Weather/environmental: mean 
observation time

 Sat Internet: reception, packets 
dropped

We will select a system of interest based 
on the availability of data on systems of 
interest.
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Initial Developments: Supply Chain Model

Asset supply chain model can represent high-level consequences of 
failures given key parameters and disruptions
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Research Directions and Conclusion

 Development of disruption scenarios using data 

 Defining mission relevant resilience metrics 

 Modelling functional components 

 Characterizing adaptation
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• Resilience of space systems is an area 
needing further research 

• Sandia is developing a resilience assessment 
methodology for space-based missions


