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Problem Statement

 Cooperative treaty verification and monitoring equipment has 
a unique challenge:
 Both parties to a treaty need to trust the measurements and data 

collected

 If the host provides the equipment, the inspector needs to 
authenticate it

 Inspector authentication of equipment is more difficult for 
complex components

 Processing elements are likely to be the most complex 
components, and thus the most difficult to verify
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Processing Options
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General Development Model
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Development Models
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Authentication Objectives

 The inspecting party wants to ensure that:
 The application development outputs and the hardware development 

outputs (designs) meet the functionality captured in the requirements 
and do not exhibit any other functionality;

 Any intermediate outputs within the application development or 
hardware development phases have not injected unwanted 
functionality (and are therefore functionally equivalent to the initial 
design);

 The built system is completely functionally equivalent to the verified 
design; and

 The built system in operation is not functionally altered at any point.
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FPGA Example: Application Development
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FPGA Example: Hardware Development
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FPGA Example: Integration and System Operation
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Conclusion

 Using the framework described:
 authentication methods for the entire development cycle of 

processing design can be researched and evaluated,

 different processor types or architectures could be analyzed for the 
ease of authentication, and

 authentication evaluations can lead to better design for trust.
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